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Preface
The purpose of this publication is to help you understand and use IBM Advanced
Copy Services functions. It describes two “dynamic” copy functions and several
“point-in-time” copy functions. These functions provide backup and recovery of data
should a disaster occur to your data center. The dynamic functions are peer-to-peer
remote copy and extended remote copy, and are known collectively as remote copy.
FlashCopy, snapshot, and concurrent copy are the point-in-time copy functions.
Before reading this publication, you may want to familiarize yourself with the current
disaster recovery and workload migration procedures at your location.
This book refers to the following publications:
Title

Order number

OS/390 TSO/E Command Reference

SC28-1969

IBM Enterprise Storage Server Web Users Interface Guide

SC26-7346

Implementing the Enterprise Storage Server in Your Environment

SG24-5420

DFSMS/MVS DFSMSdfp Storage Administration Reference

SC26-4920

DFSMS/MVS DFSMSdfp Advanced Services

SC26-4921

DFSMS/MVS DFSMSdss Storage Administration Guide

SC26-4930

OS/390 Security Server (RACF) Security Administrator’s Guide

SC28-1915

OS/390 MVS System Messages, Vol 1 (ABA-ASA)

GC28-1784

ICKDSF R16 User’s Guide

GC35-0033

Using Enterprise Systems Connection Directors

GA23-0354

The following publications are helpful when learning about remote copy and disaster
recovery:
Title

Order number

Disaster Recovery Library Design Concepts

GG24-4211

Disaster Recovery Library Planning Guide

SG24-4210

How to Send Your Comments:
Your feedback is important in helping to provide the most accurate and high-quality
information. If you have any comments about this book:
v Visit our home page at
http://www.storage.ibm.com/software/sms/sdm/sdmhome.htm.
v Send your comments by e-mail to:
– IBMLink from USA: STARPUBS at SJEVM5
– IBMLink from Canada: STARPUBS at TORIBM
– IBM Mail Exchange: USIB3VVD at IBMMAIL
– Internet: starpubs@us.ibm.com
Be sure to include the name of this book and the specific location of the text you
are commenting on (for example, a page number or table number).

© Copyright IBM Corp. 2000
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v Fill out one of the forms at the back of this book and return it by mail, by fax, or
by giving it to an IBM representative.
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Chapter 1. What are Advanced Copy Services?
IBM® Advanced Copy Services is a collection of functions that provide best-of-breed
solutions to the complex challenges of disaster recovery, data migration, and data
duplication. Advanced Copy Services largely relies on a data movement engine, the
system data mover (SDM), to efficiently and reliably move large amounts of data
between storage devices. A brief functional overview of the system data mover
follows the individual copy functions, at the end of this section.
In this publication, the term “remote copy” refers to two related copy functions: XRC
and PPRC. Advanced Copy Services comprises the following individual functions:
v Remote copy, which consists of the following:
– Extended remote copy (XRC)
– Peer-to-peer remote copy (PPRC)
v FlashCopy
v Snapshot
v Concurrent copy (CC)
Table 1 shows how each of the Advanced Copy Services copy functions falls into
one of two groups. Dynamic copy functions constantly update the secondary copy
as applications make changes to the primary data source. Point-in-time copy
functions provide an instantaneous copy, or “view”, of what the original data looked
like at a specific point in time.
Table 1. Dynamic Copy and Point-in-Time Copy Functions
Type of Copy

Copy Function Names

Dynamic Copy of Data

XRC and PPRC

Point-in-Time Copy of Data

FlashCopy, Snapshot, and Concurrent Copy

Remote Copy (XRC and PPRC) Overview
Remote copy is a storage-based disaster recovery and workload migration solution
that provides the capability to copy data in real time to a remote location. Remote
copy is an extended function on most IBM storage controls, along with the
appropriate levels of DFSMSdfp™, and either DFSMS/MVS™ or OS/390®.
Remote copy offers two options for your disaster recovery and workload migration
needs: Extended remote copy (XRC) and peer-to-peer remote copy (PPRC).
Both options address the problem of unrecoverable data that occurs between the
last, safe backup of an application system to a recovery system and the time when
the application system fails.

Using Remote Copy for Disaster Recovery
Disasters occur in many forms. Some disasters may happen suddenly and stop all
processing at a single point in time. A more likely scenario is the disaster that
interrupts operations in stages, occurring over several seconds or even minutes.
This is often referred to as a “rolling disaster”. You must, therefore, plan for
recovery from a potential disaster that causes system failures that can be
immediate, intermittent, or gradual. IBM’s remote copy functions address this
real-world situation.
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Recovering from a Disaster without Remote Copy
Figure 1 shows how a data processing facility attempts disaster recovery without
remote copy. The existing system cannot keep data at the recovery site current;
therefore, any updates made since the last periodic backup may be lost. Without
remote copy you must determine what has occurred since the last backup, and then
try to manually recreate the missing data.

Figure 1. Current Disaster Recovery Scenario (without Remote Copy). These actions portray
a typical sequence of events.

Recovering with Remote Copy
Figure 2 on page 5 shows how disaster recovery proceeds with the remote copy
solutions.
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Figure 2. Disaster Recovery Scenario with Remote Copy. Remote copy allows recovery to
take place faster and more completely.

Comparing Figure 1 with Figure 2, you find that remote copy improves the current
disaster recovery process by allowing a much shorter recovery time with little or no
data loss. Remote copy promotes faster recovery because it constantly updates the
records at the recovery site to match the primary application records. In the event of
a disaster, remote copy minimizes or even eliminates data loss.
The remote copy XRC and PPRC options maintain current copies of your vital
application data as follows:
v With PPRC, no DASD data is lost between the last update at the application
system and the recovery at the recovery system site.
v With XRC, the only data that is lost is data that is “in transit” between the time
when the application system fails and the recovery at the recovery system site.

How Does Remote Copy Work?
Remote copy operates with two systems: A primary application system at one
location and a recovery system at another location. You can locate both systems in
the same building, or at remote locations. The recovery system only needs to be in
place for the time when a recovery is required, and can be a stand-alone system.
Each system has specific DASD that will handle data that you have identified as
remote copy-managed. In case of a disaster at your primary location, your recovery
system accesses data from the recovery system DASD.
Once established, remote copy:
v Provides a real-time copy of all SMS and non-SMS-managed data.
v Makes changes to your data on a remote DASD subsystem as you make those
changes at your application location.
v Is application independent; you do not need separate copy functions for multiple
applications or databases.
v Supports all DASD data needed for application recovery.
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v Runs virtually unattended. Remote copy writes data to the primary DASD and
copies to the remote secondary DASD without any involvement from the
application users.
If your application system fails, recovery involves a takeover by a recovery system.
You will probably want to locate the recovery system some distance from the
application system.
Note: You may want to automate operations, with a program such as NetView™ or
GDPS, to help switch applications from the application site to the recovery
location. Your installation can make this switch with a minimal impact on end
users.

Using Remote Copy for Workload Migration
In addition to disaster recovery, you can use remote copy for workload migration
from one location to another. Remote copy offers two excellent ways to move, or
migrate, data from one set of DASD volumes to another, and with minimal affect on
continuous availability applications. Using remote copy for workload migration is
actually a subset of the disaster recovery function.
One way to easily migrate data from any remote copy-capable DASD to any other
DASD type is with an XRC session set to run in MIGRATE mode. When you specify
SESSIONTYPE(MIGRATE), the system data mover updates the XRC secondary
volumes without writing updates to dedicated journal or control data sets. XRC uses
data journaling when it is operating in disaster protection mode. “Chapter 7.
Migrating Data with XRC” on page 109 describes migration sessions.
Another approach is to use PPRC to migrate work from the primary site to a
secondary site. You would then quiesce the primary applications, suspend the
PPRC session, switch sites, and bring up the application programs at the secondary
site.
Another way to accomplish workload migration is to use the PPRC Dynamic
Address Switching (P/DAS) function to redirect application I/O from one set of
DASD volumes to another set of the same type. “Chapter 16. PPRC Dynamic
Address Switching (P/DAS)” on page 181 describes the P/DAS function.
Table 2 shows the migration solutions available for DASD types that are supported
by cached IBM subsystems, and the RAMAC® Array Subsystem that is set to
emulate a 3390 Model 3.
Table 2. Data Migration and Copy Options, by Device Type
To→
From
↓

6

3390
Model 2

3390
Model 3

3390
Model 9

RAMAC
Array
DASD

RAMAC
Array
Subsystem

3390
Model 2

Dual copy
XRC
PPRC
L/P dss*

XRC
PPRC
LogicalDFSMSdss

XRC
PPRC
LogicalDFSMSdss

XRC
PPRC
LogicalDFSMSdss

XRC
LogicalDFSMSdss

3390
Model 3

LogicalDFSMSdss

Dual copy
XRC
PPRC
L/P dss*

XRC
PPRC
LogicalDFSMSdss

Dual copy
XRC
PPRC
L/P dss*

XRC
L/P dss*

Advanced Copy Services

Table 2. Data Migration and Copy Options, by Device Type (continued)
To→
From
↓
3390
Model 9

RAMAC
Array
DASD
RAMAC
Array
Subsystem

3390
Model 2

3390
Model 3

3390
Model 9

RAMAC
Array
DASD

RAMAC
Array
Subsystem

LogicalDFSMSdss

LogicalDFSMSdss

Dual copy
XRC
PPRC
L/P dss*

LogicalDFSMSdss

LogicalDFSMSdss

LogicalDFSMSdss

Dual copy
XRC
PPRC
L/P dss*

XRC
PPRC
LogicalDFSMSdss

Dual copy
XRC
PPRC
L/P dss*

XRC
L/P dss*

LogicalDFSMSdss

L/P dss*

LogicalDFSMSdss

L/P dss*

L/P dss*

Notes:
1. L/P dss* — Denotes logical or physical DFSMSdss.
2. All of the DASD volumes listed above have the same number of bytes per track and
tracks per cylinder. The 3390 Model 9 has the greatest number of cylinders, the 3390
Model 3, RAMAC Array DASD, and RAMAC Array Subsystem each have the same
number of cylinders, and the 3390 Model 2 has the fewest number of cylinders.
3. When you copy devices that are attached to an Enterprise Storage Server (ESS)
storage subsystem, ensure that the capacity of the target device is equal to, or greater
than, the capacity of the source device.

Chapter 1. What are Advanced Copy Services?

7

Remote copy can copy data from one volume to another if the number of bytes per
track and number of tracks per cylinder are the same between the two devices, and
the target device has an equal or greater number of cylinders. The only way to copy
data between unlike devices or from larger devices to smaller capacity devices is by
using DFSMSdss™ (or DFDSS, or a comparable product) logical dump, restore, or
copy functions.
The advantages of using remote copy over other data migration methods include:
v Minimal application down time — Remote copy updates the remote migration
copy at the same time that you update the application. When the migration copy
is complete, you simply quiesce application programs, ensure that all updates are
on the migration volumes, and start up the applications using the new volumes.
v Minimal application impact — The application’s performance is not affected
during the migration. Users may continue to update their data normally, with a
pause to switch to the new volumes.
v Migration automation — There is less operator intervention that is required to
perform the migration because there is no need for a dump and restore process.
Remote copy volume migration procedures are detailed in “Chapter 7. Migrating
Data with XRC” on page 109 and “Chapter 14. Moving and Migrating Data with
PPRC” on page 169.
The 3990 dual copy function can be used to move data between DASD as
indicated in Table 2 on page 6. The target DASD volume must be on the same
cached storage subsystem as the source volume and cannot be part of an active
PPRC pair.
You can also use DFSMSdss (or DFDSS, or a comparable product) to move data
between any DASD volume types. Use logical dump, restore, or copy functions to
move specific data sets between unlike volume types. For more information on
DFSMSdss copy functions, refer to DFSMS/MVS DFSMSdss Storage Administration
Guide.

Deciding which Remote Copy Option to Use
You can choose between one of the two remote copy disaster recovery options,
based on your specific needs: Extended remote copy (XRC) or peer-to-peer remote
copy (PPRC). These two options differ in several respects:
v Effect on the reading and writing (I/O) performance of primary application DASD
v How current the data is at the time of a disaster
v Use of system resources
v Control of the remote copy functions
v Distance between sites
The following sections describe these two options in more detail. Table 3 on page 9
compares both remote copy options.
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Table 3. Comparison of Extended Remote Copy and Peer-to-Peer Remote Copy
Topic:

Extended Remote Copy

Peer-to-Peer Remote Copy

Application
independent?

Yes

Yes

Type of solution

Hardware and software

Hardware and software

Design priority

Minimize impact on application
performance

Maintain current data at recovery site

Recovery

Entire session

Volume-by-volume basis

Recovery site data is current?

Except the bytes in transit

Secondary DASD kept fully current

Support software for system
with data mover

DFSMSdfp 1.3.0 and above

DFSMSdfp 1.3.0 and above

Application system support
software

Must support timestamping function

DFSMSdfp 1.3.0 and above

Channel type

ESCON®, fiber, or parallel

ESCON only for PPRC link (ESCON,
fiber, or parallel for host links)

Supported copy distance

Any distance supported (Note 1)

Maximum ESCON distance between
storage controls

Copy operation

Asynchronous

Synchronous (Note 2)

Application site storage control

Cached storage subsystem

Cached storage subsystem

Recovery site storage control

Cached storage subsystem

Cached storage subsystem

Notes:
1. In theory, if the data mover were located in a third location, midway between both storage subsystems, the
maximum total copy distance would be twice the maximum ESCON distance. Adding DASD channel extenders can
further extend the distance by sending the data across telecommunication lines. See “Remote Copy and DASD
Channel Extenders” on page 13 for more information.
2. The initial volume copy to the secondary device is asynchronous.

Choosing Extended Remote Copy
Extended remote copy, an enhancement to DFSMS/MVS 1.3.0 and above, is a
combined hardware and software solution to the problem of accurate and rapid
disaster recovery. XRC also provides a DASD and workload migration solution.
XRC is designed for those sites that:
v Need to maintain the highest levels of performance on their application host
system.
v Need to support extended distances between volume copies.
v Can accept a gap of a few seconds between writes on the application host
system and the subsequent write updates on the recovery system.
XRC provides an asynchronous copy operation, over distance, with minimal
performance impact to application system DASD I/O write operations. XRC supports
channel extender, ESCON, FICON, and parallel channel operation. With ESCON
and FICON channels, the XRC function provides for the recovery system to reside
at an extended distance from the application system.
Protecting your enterprise’s data requires that related updates are applied to the
secondary volumes in the same order as they were applied on the primary volumes.
Maintaining data integrity becomes especially critical when a volume is updated by
multiple applications, or when a data set exists on multiple volumes spread across
multiple storage controls. XRC’s design strategy ensures that secondary
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updates are applied on a consistent basis across multiple storage controls.
This update sequencing is necessary in order to avoid data integrity problems and
potential data loss.
Figure 3 presents an overview of the XRC option of remote copy. A workload (or
DASD) migration configuration is basically the same, except that the “recovery site”
would be considered the “migration target”.

Figure 3. Extended Remote Copy Overview

XRC is implemented in a cooperative way between cached storage subsystems and
DFSMS/MVS host system software. XRC automatically sends copies of updated
data to the recovery system. This is done asynchronously to data updates on the
application system, and with a minimal increase to DASD write response time at the
application.
To maintain high performance at the primary location, XRC allows the primary
application’s I/O operation to signal completion before receiving confirmation of the
write at the recovery system’s DASD. Because this secondary copy may be only
seconds behind the primary write, there may be little or no data loss if a system
failure occurs when data is “in transit” between the two locations.

Choosing Peer-to-Peer Remote Copy
Peer-to-peer remote copy, available on DFSMSdfp 1.3.0 and above, is a hardware
solution to the problem of accurate and rapid disaster recovery, and also provides a
workload migration and DASD migration solution.
Peer-to-peer remote copy is designed for those sites that:
v Need the recovery system to always be fully current with the primary application
system.
v Can accept some performance impact to application write I/O operations at the
primary location.
Figure 4 on page 11 presents an overview of the PPRC option of remote copy,
based on a disaster recovery need. A workload (or DASD) migration configuration is
basically the same, except that the “recovery site” would be considered the
“migration target”.
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Figure 4. PPRC Overview

A PPRC data copy to the recovery storage subsystem is synchronous with the
primary volume’s I/O operation. This means that when the application system writes
data to a primary volume’s storage subsystem DASD, and this data has been
transferred to cache and nonvolatile storage (NVS), the storage control sends
channel end status to the application host system channel. The application site
storage control then initiates an I/O channel program to the recovery site storage
control to transfer the updated data.
The application site storage control returns device end status to the application
system when the transfer to the recovery site storage control cache and NVS is
complete. The application system then notifies the application program that the
operation is complete.
The PPRC copy function does not consider the application system DASD write
operation complete until the data sent to the recovery storage subsystem has
received channel end and device end status from the secondary volume’s storage
control. Each application system write to the recovery subsystem causes an
increase to the application system response time.

Examining PPRC Configuration Options: Peer-to-peer remote copy requires
ESCON paths between application and recovery storage controls. You may define
from one to eight ESCON paths, depending on the capability of the storage
subsystem, from a single application site storage control to a specific recovery site
storage control. You may also attach up to four recovery site storage controls to
each application site storage control. Therefore, a total of 32 paths can be defined
between a single application site storage control and four recovery site storage
controls. Figure 5 on page 12 shows examples of possible ESCON path
configurations between PPRC application and recovery systems.
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Figure 5. PPRC ESCON Path Options

A single storage subsystem at the recovery site can be linked to as many
application site storage controls as there are logical channels and devices available.
A large cache and NVS help the recovery site storage control to accept the copy
workloads from multiple application site storage subsystems.
You can use existing ESCON paths, or add other dedicated paths. ESCON paths
may include an ESCON Director (ESCD) or Directors, or 9036 ESCON Remote
Channel Extenders to provide configuration flexibility.

Considering the PPRC Solution: Taking into account the haphazard nature of
disasters, and the probability that during a disaster all of your data processing
equipment will not fail at the same instant, IBM offers the following guidelines if you
are considering PPRC as your disaster recovery solution:
v Choose PPRC and implement these system preparations:
– Establish the links necessary to allow you access to application system
IEA49xx ERP messages from the recovery site. The IEA49xx message
indicates that a PPRC volume pair has been suspended at the time indicated.
Updates are written to the suspended primary volume after this suspension
time but are not copied to the suspended secondary volume.
Having a procedure in place to relay ERP messages to the recovery site is
not, by itself, a 100% disaster recovery solution. In order to ensure data
integrity for all PPRC secondary volumes, you must specify CRIT(YES) on all
CESTPAIR commands. See “Preparing for PPRC Error Recovery” on
page 173 for additional information.
– Specify CRIT(YES) on CESTPAIR commands. The CRIT(YES) option ensures
that writes are inhibited when the PPRC pair is suspended as a result of a
failure between the primary and secondary storage controls. The PPRC copy
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operation remains suspended until the problem is corrected and either a
CESTPAIR RESYNCH or CDELPAIR command is issued.
If the default setting is changed to CRIT(YES-ALL), then specifying
CRIT(YES) on CESTPAIR commands means that future write operations are
stopped as a result of any failure to update a secondary device. Failures here
include primary and secondary device errors. Path errors and secondary
storage control failures cause PPRC to suspend the pair and stop all writes to
the primary volume.
Note: The CRIT(YES) parameter has two modes of operation:
CRIT(YES-PATHS) and CRIT(YES-ALL).1 The default setting,
CRIT(YES-PATHS), inhibits all write operations only when a failure
causes all paths to the secondary volume to be lost.
v Consider XRC instead of PPRC. The asynchronous solution, XRC, employs the
MVS™ system data mover, which manages the placement of data on the
secondary volumes as well as recovery of those volumes.

Remote Copy and DASD Channel Extenders
Remote copy supports DASD channel extenders2 for instances where a direct
ESCON connection is not possible. DASD channel extenders allow you to configure
remote copy DASD between locations that are either beyond the maximum ESCON
channel distance, or where ESCON fiber optic cables cannot physically be placed.
DASD channel extenders operate as a pair of devices. One device attaches to a
host system channel and the second unit connects to the storage control, which
considers the attached extender to be a system channel. Both devices are
connected through a network of fiber-optic cables or telecommunication lines.
A big advantage of XRC is that it minimizes the effect on applications when moving
data across long distances. DASD channel extenders provide an important part of
this solution. There may be a small delay between the time that the application
makes the update and when the data mover receives the update. This potential
delay is a result of the time required for signals to travel greater distances, and the
channel-to-network protocol translation necessary to achieve transmission at the
extended distance.
See “Including DASD Channel Extenders” on page 39 and “PPRC and DASD
Channel Extenders” on page 125 for more information.

Evaluating Remote Copy with DFSMShsm
If any remote copy-eligible volumes are also eligible for either primary space
migration or interval migration3, you must make backup copies of these
migration-eligible data sets available to the disaster recovery site. The need for
these backup copies can be better understood when we compare the DFSMShsm™
migration process to the remote copy process.

1. Depending on the type of storage subsystem, you can change the operating mode either with a PPRC command, or from the
storage control’s maintenance panel as described in “Appendix B. Configuring the Data Mover and PPRC Options on IBM 3990
and 9390 Storage Controls” on page 225. See your IBM service representative if you need to change the maintenance panel
settings.
2. IBM is not a direct supplier of DASD channel extender products. Third-party suppliers offer DASD channel extenders configured for
specific device types such as DASD, tape, and printers.
3. Although backups are always useful, remote copy (especially XRC) reduces the need for them by keeping the offsite copy far
enough away from the original to avoid the loss of both copies. The only need for backups, therefore, is to allow retrieval of older
versions of existing data sets.
Chapter 1. What are Advanced Copy Services?
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DFSMShsm migration from a primary volume consists of the following steps:
1. A move or delete from the primary volume
2. A change in catalog pointers to a DFSMShsm-managed control data set
3. The reallocation of the data on another DASD device or tape volume
If you are also copying the primary volume with remote copy, the above
DFSMShsm actions appear as a delete of the primary as far as remote copy is
concerned. Since the secondary is a track-for-track image of the primary, the delete
performed against the primary during the migration process is then reflected to the
remote copy secondary volume, which is then deleted. You must take steps to
assure that you are not left without current copies of these data sets.
The best solution is to have policies in place to control how volumes can be
removed from, or added to, remote copy control. One way is to take advantage of
DFSMShsm management-class and storage-group SMS constructs, both of which
have options to prevent automatic migration of these data sets.
Sometimes data is written to DASD for a very short length of time, as with a
temporary work file or when NOBACKUP is specified. This might also be the case if
the volume using remote copy services is being managed under Tape Mount
Management (TMM). With TMM migrating the data every hour without backup, you
must ensure that a valid backup is available to the remote recovery site. An
excellent way to achieve this backup is to use a fast replication copy function (such
as concurrent copy, FlashCopy, or snapshot copy) to copy the secondary volumes
before migration.
Ensure that you have adequate cache capacity to accommodate both functions, as
the cache resources must now serve both remote copy and concurrent copy.
Without adequate policies in place, data sets available for migration or deletion by
DFSMShsm cannot be guaranteed to be covered by remote copy.

FlashCopy Overview
FlashCopy provides a point-in-time copy of data for backup and recovery
operations. Both source and target volumes must reside on the same logical
subsystem.
DFSMSdss automatically invokes FlashCopy when you issue the COPY FULL
command and the copy operation is for data on a subsystem that supports
FlashCopy functions.

Snapshot Overview
Snapshot is a function of RAMAC Virtual Array (RVA) Storage Subsystems that
allows you to make a very quick copy of a set of tracks (an entire volume, a data
set, or just a random set of tracks). The copy operation is completed with only a
few I/Os to the device.
Native Snapshot
Data is “snapped” (quickly copied) directly from the source location to the
target location. This function occurs when you issue a DFSMSdss COPY
command to copy volumes, tracks, or data sets from one DASD volume to
another. DFSMSdss uses this method whenever the source and target data
are located on like devices in the same partition on the same RVA
subsystem, and no reblocking is required. DFSMSdss can use this method
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whether or not the CONCURRENT keyword is specified. With “native”
snapshot, the copy of the data is logically and physically complete as soon
as the snap is complete.
Virtual-concurrent-copy Snapshot
Data is snapped from the source location to an intermediate location and
then gradually copied to the target location using normal I/O methods. This
function occurs when you issue either the DFSMSdss COPY or DUMP
command and you specify the CONCURRENT keyword. As the name
implies, this method operates almost identically to existing concurrent copy
(CC) support.
All DFSMSdss users and callers of the DFSMSdss API (such as
DFSMShsm, DB2®, and IMS®) can continue to use the CONCURRENT
keyword and receive functionally identical CC support. Using
virtual-concurrent-copy snapshot, the copy or dump of the data is logically
complete after the source data is snapped to the intermediate location, and
then physically complete after the data has been moved to the target
media. It is also possible to perform concurrent copy on VM minivolumes
using virtual-concurrent-copy snapshot. VM minivolumes are supported if
you are using RVA devices to the extent that these devices are supported
by IBM Extended Facilities Product (IXFP) device reporting.

Concurrent Copy Overview
Concurrent copy is an extended function that enables data center operations staff to
generate a copy or a dump of data while applications are updating that data.
Concurrent copy delivers a copy of the data, in a consistent form, as it existed
before the updates took place.

System Data Mover Overview
The system data mover (SDM) is a DFSMS/MVS component that interacts with
data storage subsystems and with various advanced copy services functions to
efficiently move large amounts of data.
The SDM operates in specific system address spaces that start with “ANT”. These
address spaces cannot be swapped due to the large number of I/O requests that
they process, and generally they should not be cancelled. In some cases, the
storage administrator can vary the dispatching priority to control how much activity
is devoted to processing various advanced copy services functions.
The remote copy control address space, ANTAS000, and the point-in-time address
space, ANTMAIN, are automatically started during system IPL. The data mover
automatically reinitializes either address space if it is canceled by the operator.
The SDM generates system messages that begin with “ANT”. These messages,
described in OS/390 MVS System Messages, Vol 1 (ABA-ASA), provide operational
and diagnostic information for Advanced Copy Services functions.

ANTRQST Application Programming Interface Overview
The ANTRQST macro provides an application program call to the OS/390 system
data mover’s application programming interface (API). This macro allows you to call
XRC, PPRC, FlashCopy, and snapshot copy functions. You may need to ensure
that necessary address spaces, such as ANTAS000, ANTAS001, or ANTMAIN, are
active when you call the macro.
Chapter 1. What are Advanced Copy Services?

15

The ANTRQST macro is described in detail in DFSMS/MVS DFSMSdfp Advanced
Services.

Combining Storage Control Copy Operations
Remote copy-capable IBM storage controls provide support for various copy
services. These include dual copy, concurrent copy, snapshot, FlashCopy, XRC,
and PPRC. Various hardware platforms support different combinations of these
capabilities as shown in Table 4.
Note: The RAMAC Array DASD dynamic sparing feature is disabled when the
RAMAC volume is a member of a dual copy or PPRC volume pair.
Table 4. Allowable Combinations of Copy Operations on the Same Volume. To see whether a combination works,
select one volume type from the top row and one from the leftmost column.
Can a volume
be both a →
and also a ↓

Dual copy (1)

XRC

PPRC

FlashCopy

Snapshot copy (5)

Primary

Secondary

Concurrent
copy source
volume

Dual copy
primary (1)

—

No

Yes (2)

Yes (2)

Yes

No

No

No

No

No

No

Dual copy
secondary (1)

No

—

No

No

No

No

No

No

No

No

No

Concurrent
copy source
volume

Yes (2)

No

—

Yes

Yes

Yes (2)

No

No

No

No

No

XRC primary

Primary

Secondary

Primary

Secondary

Source
volume

Target
volume

Source
volume

Target
volume

Yes (2)

No

Yes

—

Yes (3)

Yes (2)

No

Yes

No

No

No

XRC secondary

Yes

No

Yes

Yes (3)

—

Yes

No

Yes

No

Yes

No

PPRC primary

No

No

Yes (2)

Yes (2)

Yes

—

No

No

No

Yes

Yes

PPRC
secondary

No

No

No

No

No

No

—

No

No

Yes

No

FlashCopy
source volume

No

No

No

Yes

Yes

No

No

—

No

No

No

FlashCopy
target volume

No

No

No

No

No

No

No

No

—

No

No

Snapshot
source volume

No

No

No

No

Yes

No

Yes (6)

No

No

—

Yes

Snapshot target
volume

No

No

No

No

No (4)

No

No

No

No

Yes

—

Notes:
1. ESS storage subsystems do not support the dual copy function.
2. This operation is supported only with ESS storage subsystems.
3. A volume that is a secondary in an XRC session cannot be a primary in the same XRC session. It can, however, be a primary in another session.
4. Executing a snapshot operation to an XRC secondary volume would result in the destruction of the XRC data on that volume. Be certain to put procedures in
place to prevent this from happening.
5. FlashCopy and snapshot copy are both point-in-time copy functions. After the FlashCopy or snapshot operation has completed, we do not refer to the target
volume as a FlashCopy (or snapshot copy) volume. Instead, consider the effect of the new operation (the one the volume is to become) as an operation on
the data that the snapshot operated on (in the case of source volumes) or created (in the case of target volumes).
6. A PPRC secondary volume , if suspended, can also be the source of a snapshot copy.
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Part 2. Extended Remote Copy
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Chapter 2. Planning for XRC
Before installing and using XRC you will need to plan for it. Understanding the
software and hardware requirements will help you prepare to use XRC in your
installation.

XRC Software Requirements
The data mover function requires DFSMS/MVS 1.3.0 and above and OS/390
Release 1 and above. The minimum MVS level that supports the IBM 9037 sysplex
timer is MVS/ESA™ 4.1.0 with MVS/DFP™ 3.3.0.
Table 3 on page 9 includes additional information about XRC hardware and software
requirements.

XRC Hardware Requirements
The following topics describe hardware requirements for XRC. Table 3 on page 9
includes additional information about XRC hardware and software requirements.
XRC hardware requirements are:
v ESA/390™ hardware.
v Your ES/9000™ environment must be compatible. The XRC application system
builds on the existing sysplex concept to ensure sequence consistency. You must
have a sysplex timer if multiple processing units update XRC primary volumes.
The system clock is sufficient in a single processor or LPAR environment.
v The system data mover must have access to the control, state, and journal data
sets, and to the primary and secondary copy volumes.
v All host application systems must have a common time reference. This is
necessary so that XRC can provide data consistency for all volume updates
across all attached host systems. Host system MVS/DFP software performs
timestamping of all application I/O write operations to active XRC volumes.
Therefore, all channel programs issued to XRC-managed volumes are
timestamped with a common time reference.
The following are examples of common time references:
– The system time-of-day clock provides the common time reference for
environments with either a single processor, or with multiple logically
partitioned modes (LPARs) defined. In this case the minimal MVS level of the
application systems is MVS/SP™ 3.1.0 with MVS/DFP 3.3.0. (ESCON
attachment requires MVS 3.1.0e or above.)
– In an environment with multiple processing units, the sysplex timer, or
equivalent, provides the common time reference for application programs.
XRC and application programs both require a common time reference. The
minimum MVS level that supports the IBM 9037 sysplex timer is MVS/ESA
4.1.0 with MVS/DFP 3.3.0.
v A compatible secondary volume must be available for each primary volume you
wish to copy. The secondary volume must have the identical track capacity and
number of tracks per cylinder and either the same or larger volume capacity.
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XRC Supported Devices
For the primary Disk subsystem, XRC supports all storage controls that have
XRC-capable Licensed Internal Code.
The secondary Disk subsystem should be equivalent to the application system
storage control, with similar cache and NVS sizes, for the best XRC system
performance and recoverability.

XRC Operational Considerations
This section addresses physical and operational limitations for XRC including limits
on the number of active volumes and sessions, and volume format restrictions.
The following limitations apply to XRC operations:
v Only one XRC session may be in effect per MVS host data mover system. Each
volume may be an XRC primary in only one session. Each secondary volume
can belong to only one XRC volume pair. However, a secondary volume in one
XRC session may be a primary volume in another session. A volume cannot be
both a primary and a secondary within the same session.
v Each logical storage subsystem (LSS) can support up to 64 XRC sessions.4 The
3990 Storage Control supports up to four XRC sessions per SSID. Each
connected MVS system can manage a unique set of volumes behind the storage
subsystem.
v You can define a maximum of 256 volumes for each LSS. The 3990 Storage
Control supports up to 128 volumes.
v Each XRC session can support a maximum of 80 storage control sessions.
v To ensure data integrity, all volumes that are part of XRC copy operations must
conform to the following volume format, track, and access method restrictions:
– Volumes must have a standard format for record zero (R0). Volumes with R0
data lengths longer than 8 bytes can cause a track format error to remain
undetected when the storage control formats the track in cache.
– You cannot assign alternate tracks within the user area. User data can be
overlaid if you assign a user track on the primary address as an alternate
track for a secondary address.
– All storage control Define Extent commands must specify “normal access
authorization mode”. Data written to an XRC primary device while the storage
control is in “diagnostic” or “device support” mode is not copied to the XRC
secondary volume. It is therefore important to remove volumes from the
session before running a utility program like ICKDSF.
v Primary volumes must be online to system applications, and those systems must
have a common time reference. It is a good idea to keep all application and
secondary volumes online to the system on which the data mover is running.
v Ensure that only the data mover can update XRC secondary volumes. Do not
allow non-XRC applications to update XRC secondary volumes. Non-XRC
applications may read from secondary volumes, but to avoid potential data
integrity exposures you must prevent operations from writing to XRC secondary
volumes. See “Establishing XRC Secondary Volumes” on page 30 for more
information.
v Assign the secondary volume a different volume serial number than the
application system volume. This will allow both volumes to be online to the
4. The session limit is a combination of XRC and concurrent copy sessions.
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system that contains the data mover. The XRECOVER command changes the
secondary volume serial number to that of the application system volume as part
of the recovery operation. If you plan to read from secondary volumes during
normal copy operations, either use a different catalog or refer to the data sets by
explicit volume serial numbers.
v The DFSMS™ address space must already be active by the time the XRC
address space becomes active. To obtain accurate System Management
Facilities (SMF) accounting, the DFSMS address space must remain active for
the duration of the XRC session, as XRC and DFSMS both write SMF records.
The system data mover writes SMF type 42 subtype 11 records. See “XRC
Information in SMF Type 42 Records” on page 227 for record details.
v You may need to build a channel command word (CCW) chain to correct the lack
of timestamping in stand-alone programs and in operating systems that do not
support timestamping (bypass Start I/O drivers).
v For VM Systems: When you operate XRC as a guest under VM, define all XRC
volumes to VM as unsupported Disk. You cannot define them as minidisks.
Note: For a Disk device that is defined as “unsupported” under VM, the SET
PATH GROUP command is unable to reestablish the path group once a
path has been removed.

Determining XRC Resource Needs
This section contains information and recommendations about the resources
needed to establish an XRC configuration that meets disaster recovery and
workload migration needs.
Evaluate these resource issues before installing XRC:
v Effect of XRC on the application storage subsystem
v Effect of XRC on the recovery storage subsystem
v
v
v
v
v

Amount of recovery site storage that is required
Recovery system access to resources
Storage subsystem channel connections
ESCON connections between storage subsystems
XRC data mover connections

v XRC data mover system resources
v XRC journal data sets

Evaluating How XRC Affects the Primary Storage Subsystem
Storage subsystem use can affect overall system performance, and it is therefore
necessary to determine how adding XRC activity might affect the primary storage
subsystem. To do this, make note of the write rate for the volumes that you want to
copy on each application site storage control. Add this rate, as if it was all DASD
fast write, to the total storage subsystem use. Decide if this impact on the storage
subsystem allows applications to achieve acceptable Disk I/O performance. If it
does not, you may need to redistribute volumes among storage controls or add an
additional application site storage control.

Evaluating How XRC Affects the Recovery Storage Subsystem
XRC lets you allocate recovery system volumes on any number of recovery storage
subsystems. The storage controls at the recovery site do not have to have a
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one-to-one correlation with their application storage subsystem counterparts. Project
the performance impact on recovery storage subsystems to be sure that it is within
acceptable limits.
For XRC, recovery site storage subsystems must be able to accommodate the XRC
volume write rate. Include all other recovery storage subsystem activity in your
assessment, such as access by other applications and systems to non-XRC
volumes on the same storage subsystem.
With XRC, you also need to plan for the bandwidth capacity of the journal data
sets. The journal data sets, which are either striped or unstriped sequential access
method (SAM) data sets, must be able to accept the write rate of copied Disk from
the application system. See “Defining XRC Journal, Control, and State Data Sets”
on page 32 for more information on XRC journal data sets.

Determining the Recovery Site Storage Capacity
When determining how many recovery storage subsystem Disk volumes you will
need, assume that you must copy all volumes from the primary subsystem to the
recovery system. You can then consider each volume individually to determine if
you will need it for recovery and subsequent application operations on the recovery
system. For example, you do not have to copy Disk volumes that contain only page
data sets to the recovery site storage subsystem.
When determining how many Disk volumes need to be copied to the recovery site
storage subsystem, consider which application and support data sets will be needed
to start applications on the recovery subsystem at recovery time. User catalogs are
a good example of such data sets. If the recovery subsystem cannot find data
volumes associated with user catalogs, jobs will not start successfully after
recovery.
Also consider what Disk volumes, such as DFSMShsm migration level 1 data sets,
may be needed for recovery system operations.

Determining Recovery System Access to Resources
To meet disaster recovery needs, recovery systems must be able to run the
applications that use the copied data. In addition, the recovery system must be able
to process commands to the secondary volumes to end the secondary copy state
and to become available for application system allocation. XRC requires access to
the data mover software, TSO commands, and to the state, control, and journal
data sets.

Establishing Storage Subsystem Channel Connections
For XRC, Disk channel connections include those to application and recovery
systems. Connect both application and recovery system Disk devices to the system
that contains the data mover. For some storage controls, you can use ESCON,
FICON, or parallel channels between hosts and storage controls.

Installation Test Tip
It may be useful when planning an initial XRC test installation (with a limited
number of volumes) to have both the primary and secondary volumes on the
same storage subsystem, thereby conserving resources.
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Establishing XRC ESCON Connections
You can configure IBM storage controls to support ESCON ports (connected by
multimode fiber-optic cables). ESCON Directors, if your configuration includes them,
can have Extended Distance Feature (XDF) ports with singlemode fiber-optic cables
for longer link lengths.
You can only use 9036 ESCON Remote Channel Extenders to convert from
multimode fiber links to XDF and back, and as XDF extender links. Use these or
other comparable repeaters when the distance between systems is greater than 3
km and your configuration does not include ESCON Directors.
You can only dynamically switch one ESCON Director in a path to an I/O unit. The
other ESCON Director, if present, provides a static connection. Refer to the
appropriate configuration planning documentation for information about ESCON
configurations with ESCON Directors.
Recovery site storage subsystems must have access to the host systems that will
run primary applications when the application system is out of service. A host
system at the recovery site must be able to issue recovery commands as part of
recovery system takeover procedures.

Establishing XRC Data Mover Connections
All primary and secondary Disk subsystems require connection to the system that
runs the data mover software.
Note: Some storage controls allow you to use parallel channels instead of ESCON
channels for the XRC Disk devices that run the asynchronous software data
mover. Parallel channel connections, however, may not provide the
bandwidth under load or sufficient distance for disaster protection.

Estimating XRC System Resources for Data Mover Operations
The XRC data mover must have sufficient I/O transfer bandwidth and have access
to both application and recovery system Disk devices. A good initial estimate
includes enough system resources to process approximately three times the
application I/O write rate to volumes that will be XRC primary volumes. Actual
resources should be less since the data mover performs much of its I/O in more
efficient multiple-I/O-transfer channel programs.
You can specify an I/O dispatching priority of either IOQ=PRTY or IOQ=FIFO in the
IEAIPSxx member of the SYS1.PARMLIB. Specifying IOQ=PRTY ensures that the
data mover operates at the highest priority.

Allocating XRC Journal Data Sets
Include Disk allocation for XRC journal data sets in your resource planning. When
allocating journal data sets to Disk volumes, consider the total, concurrent data
transfer demand of all XRC writes. For very high total write rate systems, you may
have to assign journal data set volumes to multiple storage controls.
Allocating a striped SAM data set also can be worthwhile. Verify that there is
sufficient recovery storage control capacity when both journal data sets and
secondary copy volumes are present on any single storage control. For more
information, see “Specifying the Journal Data Sets” on page 34 and “Maximizing
Access to Journal Data Sets” on page 44.
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Controlling Access to XRC Commands
There are two ways to protect access to XRC commands: You can put the
commands in a library that is protected by RACF® (a component of the
SecureWay® Security Server for OS/390), or define resource profiles in the RACF
FACILITY class and restrict access to those profiles.

Placing TSO Commands in a RACF-Protected Library
Place the TSO commands in a RACF-protected library to restrict XRC TSO
commands to authorized storage administrators.
To RACF-protect XRC commands, perform the following steps:
1. Issue the following RDEFINE command for each XRC command, and for each
command abbreviation that you want defined to RACF:
RDEFINE PROGRAM cmdname ADDMEM(‘SYS1.CMDLIB’)/volser/NOPADCHK) UACC(NONE)

The following terms apply to the above example:

cmdname

Defines the XRC TSO command name or an abbreviation of a
command. Issue a separate RDEFINE command for each of the
XRC commands, and any command abbreviations you plan to
use. Examples of XRC command abbreviations are XADD,
XDEL, and XRCV. RACF can only perform checking on
commands and abbreviations that are defined to it.

volser

Defines the name of the volume that contain the SYS1.CMDLIB
data set.

2. Issue the PERMIT command for all commands and authorized XRC TSO
command users as follows:
PERMIT cmdname CLASS(PROGRAM) ID(name) ACCESS(READ)

The following terms apply to the above example:

cmdname

Defines the XRC TSO command name, or an abbreviation of a
command.

name

Defines the user ID receiving RACF access authority for that
command name.
3. Issue the SETROPTS command from a user ID that has the appropriate
authority:
SETROPTS CLASSACT(PROGRAM) WHEN(PROGRAM) REFRESH

Defining Resource Profiles in the RACF FACILITY Class
You can limit the use of XRC commands by defining resource profiles in the RACF
FACILITY class and restricting access to those profiles. To use a protected
command, you need read-access authority to the applicable profile.
Table 5 on page 25 lists the XRC commands and the FACILITY class profiles that
can restrict them. See the OS/390 Security Server (RACF) Security Administrator’s
Guide for details on activating the RACF FACILITY class, and defining and
authorizing users to the XRC command profiles.
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Table 5. XRC FACILITY Class Profile Names
Command

Profile Name

XADDPAIR
XDELPAIR
XEND
XQUERY
XRECOVER

STGADMIN.ANT.XRC.COMMANDS

XSET
XSTART
XSUSPEND
XQUERY

STGADMIN.ANT.XRC.XQUERY

Note: Authorize XQUERY command use with the STGADMIN.ANT.XRC.COMMANDS profile
or the STGADMIN.ANT.XRC.XQUERY profile. XRC first checks
STGADMIN.ANT.XRC.COMMANDS for authorization. If authorization is not permitted with the
STGADMIN.ANT.XRC.COMMANDS profile, XRC checks the STGADMIN.ANT.XRC.XQUERY
profile for authorization to issue the XQUERY command.

The following examples activate the RACF FACILITY class, define the profile for the
XRC commands, and give user STGADMIN authority to use this profile.
1. Activate the RACF FACILITY class:
SETROPTS CLASSACT(FACILITY)

2. Define the profile for XRC commands, and authorize user STGADMIN to use
this profile:
RDEFINE FACILITY STGADMIN.ANT.XRC.COMMANDS UACC(NONE)
PERMIT STGADMIN.ANT.XRC.COMMANDS CLASS(FACILITY) ID(STGADMIN) ACCESS(READ)
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Chapter 3. Setting Up the XRC Environment
This section describes how to set up the extended remote copy environment. It
explains the important system components that interact with XRC, and describes
how to do the following:
v
v
v
v
v
v
v

Install the XRC feature
Define XRC storage requirements
Define the XRC journal, control, and state data sets
Configure XRC
Identify volume pairs and utility volumes
Optimize XRC performance
Control XRC resources and ICKDSF activity

Installing XRC
To install the extended remote copy support, follow these steps:
1. Install the appropriate OS/390 release, and the maintenance that is specified in
informational APAR II08303. You can also find related information under
“Technical Updates” at the copy services website at
http://www.storage.ibm.com/software/sms/sdm/sdmhome.htm.
2. Authorize XRC TSO commands by adding the command names to the
AUTHCMD PARM parameter of the IKJTSOxx member of SYS1.PARMLIB.
After adding the XRC command names to the IKJTSOxx member, issue the
TSO command PARMLIB UPDATE(xx) to activate the new IKJTSOxx member.
To restrict XRC commands to certain users, follow the instructions in
“Controlling Access to XRC Commands” on page 24.
3. Based on the application or applications that you plan to copy, determine all
primary (source) and secondary (target) devices.
4. Allocate the appropriate journal, control, and state data sets on Disk devices
that have connectivity to the data mover and either the recovery or the target
migration system. You can change the “SYS1” high-level-qualifier (HLQ) in any
of the following examples to a name that corresponds with the HLQ issued on
the XSTART command.
Note: Ensure that the ANTAS001 address space has update authority to these
data sets.
v SYS1.XCOPY.session_id.CONTROL. This is only required with
SESSIONTYPE(XRC).
v SYS1.XCOPY.session_id.STATE
v SYS1.XCOPY.session_id.JRNL01. This is only required with
SESSIONTYPE(XRC).
v SYS1.XCOPY.session_id.JRNLxx. This is only required with
SESSIONTYPE(XRC). A minimum of two journals are required (JRNL01 and
JRNL02), up to JRNL16.
5. Issue the appropriate XSTART TSO command on the system that contains the
data mover. Specify the session ID that is associated with the journal data set
names. Select the proper level of recovery for your environment.
6. Issue the appropriate XSET commands on the data mover system to tune the
environment as you desire.
7. Issue the appropriate XADDPAIR TSO commands on the data mover system
to perform the copy of primary to secondary volumes.
© Copyright IBM Corp. 2000
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8. Issue the XQUERY TSO command on the data mover’s system to verify the
XRC installation options currently in effect.
9. If you are using XRC for Disk devices migration, follow the Disk migration
scenario that is described in “Chapter 7. Migrating Data with XRC” on
page 109.
10. If you are using XRC for disaster recovery, XRC continues to copy updates
from the primary volumes to the secondary volumes for as long as the system
is running, or until you issue a command to end the volume copies.

Introducing the XRC Components
This section describes the following major system components in the XRC
environment:
v Application system
v System data mover
v XRC volumes
v Storage subsystems

XRC Application Systems
Application systems are the host systems where an application runs. XRC can run
on the application system or any other system that is connected to the volumes that
the application is updating. These volumes are XRC-managed primary volumes. If
there are multiple application systems, they must have a common clock reference
(a system clock) to maintain data consistency across multiple storage subsystems.

System Data Mover
The system data mover (SDM) interacts with the storage controls that control XRC
primary volumes. The following topics describe XRC-specific SDM functions, the
data mover XRC sessions, and the SDM address spaces.

Data Mover Functions for XRC
During normal (nonrecovery) XRC operations, the SDM performs the following
functions:
v Monitor all updates that are made to the XRC primary volumes
v Transfer the updated records to the journal data sets (when SESSIONTYPE is
XRC, only)
v Maintain the session status on the state data set
v Apply the updates to the XRC-managed secondary volumes while recording the
activity in the control data set.
During disaster recovery operations, the SDM performs these functions:
v Collects session status and unapplied updates from the control, state, and journal
data sets
v Applies any remaining consistency groups to the secondary volumes
v Relabels the secondary volumes, and makes them ready for use at the recovery
site.
During migration operations, the SDM performs these functions:
v Monitor all updates that are made to the XRC primary volumes
v Maintain record status on the state data set
v Apply the updates to the XRC-managed secondary volumes.
During migration recovery operations, the SDM relabels the secondary volumes and
makes them ready for use at the recovery site.
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XRC Session Descriptions
The XRC function of the SDM operates XRC sessions. The following definitions
describe the XRC session types:
v XRC Session — Describes an XRC environment.
v Active Session — The data mover has been initiated with an XSTART
command and is available to copy changed records from the primary volumes to
the secondary volumes. In an active session, XRC accepts the XADDPAIR,
XDELPAIR, XQUERY, XSUSPEND, XSET, and XEND commands.
v Inactive Session — The data mover has been ended by an XEND command,
and is no longer active. There is no ANTAS001 address space. In an inactive
session, the only commands accepted by XRC are the XSTART and XRECOVER
commands.
v Suspended Session — An XSUSPEND(session) command with the TIMEOUT
option has suspended the XRC session. The ANTAS001 address space is no
longer active. You can issue an XSTART command to restart the suspended
session or an XRECOVER command to recover the session at a recovery site.
For a storage control that does not support hardware bitmapping, you must issue
the XSTART command prior to the timeout expiration of the primary storage
control. If the timeout expires, the storage control ends the storage control
session. If the timeout expires in a storage control that supports hardware
bitmapping, the hardware bitmap continues to monitor the volumes. When you
restart the session and issue an XADDPAIR command, XRC reads the bitmap
and resynchronizes only the changed tracks. Volumes attached to other storage
control types will require a full synchronization copy when the timeout expires.
v Recovery Session — An XRECOVER command has initiated the data mover,
which is available to update secondary volumes with unapplied journal records.
XRC only accepts the XQUERY command after you have issued the
XRECOVER command. The XRC session returns to the inactive mode when the
recovery function is complete.
See Table 8 on page 47 for a summary of the XRC TSO commands and which
session types you can issue each command from.

Data Mover Address Spaces for XRC
The XRC component of the SDM operates in address spaces ANTAS000 and
ANTAS001. ANTAS000 contains control functions for the data mover commands
and API requests. ANTAS001 contains XRC data mover functions to control the
movement of data from primary volumes to secondary volumes. ANTAS001 reads
changed data from primary volumes, records changes in journal data sets, and
controls updates to the secondary volumes.
You cannot swap the ANTAS000 and ANTAS001 system address spaces, as they
process a large number of I/O requests. The ANTAS001 address space runs at the
MASTER dispatching priority, and its dispatching priority cannot be varied. Refer to
“System Data Mover Overview” on page 15 for additional SDM information.
If the ANTAS000 address space is canceled, XRC automatically restarts it. There is
no impact to data mover functions that runs in the ANTAS001 address space. If an
event cancels the ANTAS001 address space, XRC ends all active storage control
sessions with storage controls that do not support hardware bitmapping. These
canceled XRC sessions, however, still exist and are recoverable. XRC suspends all
active storage control sessions when an event cancels the ANTAS001 address
space on storage controls that do support hardware bitmapping.
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XRC Volumes
This section defines terms for volumes that belong to an XRC session, and
describes how to set up XRC secondary volumes.

XRC Volume Descriptions
The following terms in this publication describe XRC volumes and volume pairs,
and the states in which they operate:
v Primary Volume — The volume you want XRC to copy to a remote location.
v Secondary Volume — The volume that receives the updates that are made to
the primary volume.
v Target Volume — Another name for the secondary volume when you use XRC
as a data migration tool.
v Active Volume — A primary volume in an XRC session that receives application
data that is also copied to a remote location. An active volume can be in duplex,
seqcheck, copy, or pending status.
v Suspended Volume — An established primary volume in an XRC session
whose data XRC is no longer copying to a remote location. The volume remains
in the XRC session. If the storage control supports hardware bitmapping, the
storage control continues to monitor the updates to a suspended volume.
v Utility Volume — A primary XRC volume that is available to the XRC data mover
for reading data from a storage control. You have the option to copy an XRC
utility volume to a remote location.
v XRC Volume Pair — An established primary and secondary (or target) volume
that contain identical data.
v Copy Volume Pair — A volume pair that XRC is currently synchronizing. Copy
volume pairs are not part of the XRC session and are therefore not eligible for
recovery.
v Duplex Volume Pair — A volume pair that has been synchronized or
resynchronized, or that was established with the NOCOPY option specified. The
pair is active, and is in neither suspended nor pending states.
v Pending Volume Pair — A volume pair that XRC has not yet synchronized or
resynchronized. Pending volume pairs are not part of the XRC session and are
therefore not eligible for recovery.
v Seqcheck Volume Pair — A volume pair that contains nontimestamped writes.
This temporary condition indicates that data consistency is uncertain, for this
volume pair, in the event of a disaster recovery. The pair automatically returns to
the duplex state when XRC successfully writes a timestamped update to the
secondary volume.
v Suspended Volume Pair — An established volume pair in an XRC session
where XRC is no longer copying data from the primary volume to the secondary
volume. The volume pair remains in the XRC session.

Establishing XRC Secondary Volumes
All XRC secondary volumes must stay dedicated exclusively to XRC use. IBM
recommends that you make the secondary volumes unavailable to other host
systems, thereby ensuring that no write I/O operations occur outside the XRC data
mover function. You can do this by making the volumes part of a system-managed,
disabled storage group, and by keeping the volumes offline to all but the data
mover system. Ensure the data integrity of the secondary volumes by not allowing
other functions to make updates to them. For more information about storage
groups, refer to DFSMS/MVS DFSMSdfp Storage Administration Reference.
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Secondary volumes may have data read from them while they are in an XRC
session. However, if primary system programs change the VTOC pointers, data can
appear to have been copied improperly when read from another system. To avoid
this, refresh the in-storage system pointers by varying the secondary volumes on
and off from the system that is reading from the volume. Allow the volumes to reach
duplex state before doing this refresh operation.

Storage Subsystems
This section defines terms for the storage control that is associated with the primary
volume in an XRC volume pair. The number of storage control sessions that may
be in effect for a single storage control depends on the capability of the storage
control. For example, 3990 and 9390 Storage Controls can each manage a
maximum of four XRC storage control sessions, and each logical storage
subsystem (LSS) in an Enterprise Storage Server (ESS) storage subsystem can
manage a maximum of 64 storage control sessions (XRC or CC) in any
combination.

Storage Control Session Descriptions
The following terms apply to the storage control for a primary volume in an XRC
session.
v Storage control session — A storage control session encompasses host and
storage control resources that are associated with a particular XRC or concurrent
copy session.
v Suspended storage control session — A storage control session is in a
suspended state after receiving a system reset. For example, a host IPL
generates a system reset. An ESS storage control session is suspended when
the XRC session becomes suspended. When XRC stops reading from the ESS,
the ESS suspends the storage control session. The session remains suspended
until you issue an XSTART command.
v Quiesced storage control session — A non-ESS storage control session is
quiesced after an XSUSPEND command has completed. The session remains
quiesced until either you issue an XSTART command and the storage control
session becomes active, or the quiesce timeout condition expires and the storage
control session ends.

Defining Storage Requirements
This section defines the storage requirements that are needed to support XRC.

Virtual Storage Requirements
XRC operates in two address spaces, ANTAS000 and ANTAS001. These address
spaces each control a 3MB trace data space. In addition, the ANTAS000 address
space uses 10MB of virtual storage for its operations.
The ANTAS001 address space requires a minimum of 100MB of virtual storage to
support a single primary storage control. Each additional primary storage control
requires an additional 35MB of virtual storage. XRC needs up to a maximum of
1.7GB of virtual storage. The exact amount depends on the number of storage
control sessions, your performance expectations, and the amount of data you
expect to move.
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Ensure that local paging space on the data mover system is sufficient to support
your planned remote copy configuration.5
XRC needs a minimal amount of space (0.2KB) in the extended common service
area (ECSA). All other storage used is within the XRC address spaces.
XRC supports a maximum of 80 storage control sessions for each XRC session.
If you receive pageable-storage shortage messages, the data mover system is
constrained by lack of real or virtual storage. In this case, either reduce the number
of primary storage controls being managed by the data mover or increase the
amount of real storage or paging space for the ANTAS001 address space.

Real Storage Requirements
XRC uses storage buffers for I/O operations. The real storage consumption is for
fixed pages for the duration of input or output. XRC operations require real storage
as a function of the number of copied volumes, and the activity level against each
volume.
Provide enough real storage on the data mover system to support the projected
peak I/O load. The actual amount of real storage that is required at a given point
depends on how much concurrent activity is occurring. For example, volume
initialization requires up to 1.2MB of real storage for four concurrent volume copies.
Volume update activity can use up to a maximum of 10% more real storage than is
specified with the XSET command PAGEFIX limit, up to a limit of 35MB per primary
storage control. All storage beyond the PAGEFIX limit is fixed and freed as
required.

Paging Space Requirements
XRC requires additional paging space to support the trace data space and the two
address spaces. The paging requirements for ANTAS000 are 3MB for the data
space and 2MB for the address space. The paging requirements for the ANTAS001
address space are 3MB for the data space and up to 2GB for the address space.
IBM recommends that data mover paging use expanded storage.

Library Requirements
The XRC function resides in the following libraries:
v SYS1.NUCLEUS (increases by 0.1KB)
v SYS1.LINKLIB (increases by 2MB)
v SYS1.LPALIB (increases by 0.2KB)
v SYS1.CMDLIB (increases by 100KB)

Defining XRC Journal, Control, and State Data Sets
This section describes the XRC journal, control, and state data sets. These data
sets can reside on any device, and be attached to any storage control, that
supports the sequential access method (SAM) and the partitioned data set
extended (PDSE) formats.

5. If you are planning to constrain the region size and limit of started tasks by an IEFUSI (step initiation exit), then ensure that the
ANTAS001 address space is allowed to use up to the limits specified above. Failure to do so may result in a return code 203 error
when you attempt to start an XRC session or add a volume pair that introduces a new storage control to the session.
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If these data sets are Resource Access Control Facility (RACF) protected, ensure
that the ANTAS001 address space, which updates them, has ALTER access
authority on both the data mover and recovery systems. RACF protecting these vital
data sets ensures that no changes are made to them whenever XRC is not active.
Before activating XRC, allocate and catalog the necessary support data sets on
volumes that both the system data mover and the recovery system host can
access. For a SESSIONTYPE of MIGRATE, allocate the state data set. For a
SESSIONTYPE of XRC, allocate the journal, control, and state data sets. Because
the control and state data sets must be SMS-managed, use the IDCAMS recatalog
function when you activate the recovery system if these data sets do not already
reside there.
The state and control data sets can reside on the same volume, but neither should
be on any volume that also contains journal data sets. Because the performance of
the journal data set and control data set is so important, be sure to follow the
guidelines that are described in “Maximizing Access to Journal Data Sets” on
page 44.
To avoid a potential deadlock situation, place the XRC state, control, and journal
data sets in a user catalog that contains only entries for these data sets. If you plan
to copy the volume that contains these data sets, ensure that the volume does not
also contain data sets that application programs are updating. Either of these
conditions can also cause a deadlock condition when sessions are suspended or
restarted.
XRC cannot dynamically accept changes to the journal, state, or control data sets.
If you wish to change the characteristics of existing journal or control data sets, do
the following:
1. Suspend the session with the XSUSPEND command using the TIMEOUT
option.
2. Reallocate the data sets.
3. Copy the data set members to the new data sets.
4. Delete the old data sets and rename the new data sets to the old data set
names.
5. Reissue the XSTART and subsequent commands.
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If you wish to change the characteristics of the state data set, you must do one of
the following things:
v End the session (XEND), reallocate the state data set, and reissue the XSTART
and subsequent commands.
v Use the following procedure:
1. Suspend the session (XSUSPEND).
2. Allocate a new state data set.
3. Copy the suspended state data set members into the new state data set.
4. Delete the original state data set.
5. Rename the new state data set to the original state data set name.
6. Restart the session by issuing XSTART and subsequent commands.

Specifying the Journal Data Sets
Journal data sets contain checkpoint records of the changes that are made, and are
read only when you issue an XRECOVER command.
XRC uses a journal data set name in the form:
SYS1.XCOPY.session_id.JRNLnn or hlq.XCOPY.session_id.JRNLnn

The following is an example of a journal data set name:
SYS1.XCOPY.DALLAS.JRNL01

Required Specifications
The following requirements are necessary when you specify journal data sets:
v Allocate journal data sets on Disk volumes. Each journal data set must be a
fixed-block SAM data set with the following attributes:
DCB=(RECFM=FB,LRECL=7680,BLKSIZE=7680,DSORG=PS),SPACE=(TRKS,(1200,0))

Note: If the LRECL and BLKSIZE are not set to 7680, the data mover will
attempt to force the allocation to this size.
v Specify at least two journal data sets. If you allocate less than the maximum
number of journal data sets, XRC issues the following message:
DATA SET SYS1.XCOPY.session_id.JRNLnn NOT IN CATALOG OR CATALOG
CANNOT BE ACCESSED

A high-level-qualifier name can replace “SYS1” in the example. XRC issues the
above message for the first journal data set that is not found, even if there are
two or more journal data sets allocated.
v Observe the following when naming journal data sets:
– Specify up to eight alphanumeric characters for the session ID portion of the
journal data set name. Use the same name that you will specify with the
session_id parameter of the XSTART command.
– Name the journal data sets contiguously with a number, nn, beginning at 01
up to a maximum of 16. If you define journal data sets 01, 02, and 04, for
example, XRC ignores data set 04 because you did not define data set 03.
v Do not use compression algorithms on journal data sets.
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Recommended Specifications
IBM recommends the following steps to improve the efficiency of your XRC
operations:
v Allocate journal data sets as single-extent data sets. If secondary extents are
used, the data set must be filled prior to starting the XRC session if you want
XRC to use the full amount of space that you have allocated for journal use.
v Define an even number of journal data sets, preferably four to eight for smaller
XRC configurations (up to about 750 volumes). For large XRC configurations,
define from eight to 16 journal data sets.
v Define the journal data sets as striped SAM data sets.
When you define the journal data sets as striped SAM data sets on different
volumes, you enable the system data mover to spread its I/O operations across
multiple volumes and storage controls. Spreading the work load reduces
contention for the same physical device. If you use nonstriped journal data sets,
each data set must reside on a single volume.
v Allocate a minimum of 100 cylinders for each journal data set.
v Journal data sets must be large enough to allow the system data mover to
offload data to secondary volumes during peak data load periods.6
v Do not put the control data set on any of the journal data set volumes.
v Minimize non-XRC activity to the journal data set volumes.

For Optimal Performance
The following steps are recommended to achieve optimal journal performance:
v Allocate the journal data sets on high-performance volumes, and place them
behind storage controls that use DASD fast write, cache functions, and have
large NVSs.
v Attach the journal data sets with high bandwidth ESCON or FICON channels,
preferably capable of very high transfer rates.
v Allocate the same amount of space for all journal data sets.
v Put the journal data set volumes behind storage controls that do not also process
primary or secondary volumes.
v Spread the striped journal data sets across as many Disk volumes as possible,
preferably with each journal data set on a separate volume. Processing
performance is improved because XRC assigns a separate internal subtask for
each pair of allocated journal data sets.
The following journal data set patterns optimize journal performance.
Table 6. Journal Data Set Patterns for Optimal Performance
Striped Data Sets

Nonstriped Data Sets

For Two Journal Data Sets:
VOL1
JRNL01
JRNL02

VOL2
JRNL01
JRNL02

VOL1
JRNL01
JRNL02

For Four Journal Data Sets:
VOL1
JRNL01
JRNL02

VOL2
JRNL01
JRNL02

VOL3
JRNL03
JRNL04

VOL4
JRNL03
JRNL04

VOL1
JRNL01
JRNL02

VOL2
JRNL03
JRNL04

6. The maximum total journal data set size is 2GB. Allocating more than 1.5GB of space for all journal data sets, however, does not
provide any additional performance benefit.
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Table 6. Journal Data Set Patterns for Optimal Performance (continued)
Striped Data Sets

Nonstriped Data Sets

For Eight Journal Data Sets:
VOL1
JRNL01
JRNL02

VOL2
JRNL01
JRNL02

VOL3
JRNL03
JRNL04

VOL4
JRNL03
JRNL04

VOL1
JRNL01
JRNL02

VOL2
JRNL03
JRNL04

VOL5
JRNL05
JRNL06

VOL6
JRNL05
JRNL06

VOL7
JRNL07
JRNL08

VOL8
JRNL07
JRNL08

VOL3
JRNL05
JRNL06

VOL4
JRNL07
JRNL08

For 16 Journal Data Sets:
VOL1
JRNL01
JRNL02

VOL2
JRNL01
JRNL02

VOL3
JRNL03
JRNL04

VOL4
JRNL03
JRNL04

VOL1
JRNL01
JRNL02

VOL2
JRNL03
JRNL04

VOL5
JRNL05
JRNL06

VOL6
JRNL05
JRNL06

VOL7
JRNL07
JRNL08

VOL8
JRNL07
JRNL08

VOL3
JRNL05
JRNL06

VOL4
JRNL07
JRNL08

VOL9
JRNL09
JRNL10

VOL10
JRNL09
JRNL10

VOL11
JRNL11
JRNL12

VOL12
JRNL11
JRNL12

VOL5
JRNL09
JRNL10

VOL6
JRNL11
JRNL12

VOL13
JRNL13
JRNL14

VOL14
JRNL13
JRNL14

VOL15
JRNL15
JRNL16

VOL16
JRNL15
JRNL16

VOL7
JRNL13
JRNL14

VOL8
JRNL15
JRNL16

See “Maximizing Access to Journal Data Sets” on page 44 for more information
about optimizing XRC performance.

Specifying the Control Data Set
The recovery operation uses the control data set to determine what data XRC must
still write to the secondary volumes. The control data set contains control records
that indicate:
v The last set of data that is written to the secondary volumes
v The amount of unwritten data that exists in the journal
v The location of this unwritten data
XRC uses a control data set name in one of the following forms:
SYS1.XCOPY.session_id.CONTROL or hlq.XCOPY.session_id.CONTROL

The XRC session ID can be up to eight characters long and must be the same
name that you will specify with the session_id parameter of the XSTART command.
Variable hlq specifies the high-level-qualifier name of the state data set to which the
XSTART command refers. The HLQ name must be from one to eight characters,
and can be any name acceptable to TSO. “SYS1” is the default value.
The following is an example of a control data set name:
SYS1.XCOPY.DALLAS.CONTROL
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Use the following guidelines to allocate the control data set:
v Place the control data set on a different volume from the journal data sets.
v You must allocate the control data set without defining secondary extents.
v You can allocate the control data set in one of two ways:
– Choose Sequential Allocation — Sequential allocation provides much higher
performance than PDSE allocation, and is the recommended choice. The data
mover function detects which type of control data set you have allocated and
supports the specified data set type.
You can allocate the control data set on a Disk device to be a
high-performance sequential data set. As such, it will be a standard PS data
set with the following attributes:
DCB=(RECFM=FB,LRECL=15360,BLKSIZE=15360,DSORG=PS),SPACE=(TRKS,(2,0))

If you define the control data set as a PS data set, you should allocate two
tracks.
– Choose PDSE Allocation — You can allocate the control data set on Disk as
an SMS-managed, partitioned data set extended (PDSE) data set. PDSE
allocation is not recommended, however, due to the higher performance with
sequential allocation. If you choose PDSE, define the data set with the
following attributes:
DCB=(RECFM=FB,LRECL=4096,BLKSIZE=4096,DSORG=PO),DSNTYPE=LIBRARY

If you define the control data set as a PDSE, you should allocate
approximately 480KB of Disk . This is sufficient space regardless of the size
of the environment.
v Some environments can benefit from specifying the STORCLAS parameter to
ensure that SMS allocates the PDSE control data set to the proper
SMS-managed volume.

Specifying the State Data Set
The state data set defines and contains the status of the XRC session and of
associated volumes pairs that XRC is currently managing. The state data set is
updated whenever an XADDPAIR, XDELPAIR, XSET, XSUSPEND, XRECOVER, or
XEND command is issued, or whenever a volume state changes.
XRC uses a state data set name in one of the following forms:
SYS1.XCOPY.session_id.STATE or hlq.XCOPY.session_id.STATE

The XRC session ID can be up to eight characters long and must be the same
name that you will specify with the session_id parameter of the XSTART command.
The following is an example of a state data set name:
SYS1.XCOPY.DALLAS.STATE
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The following are guidelines for the state data set:
v Allocate the state data set on Disk as an SMS-managed partitioned data set
extended (PDSE) data set with the following attributes:
DCB=(RECFM=FB,LRECL=4096,BLKSIZE=4096,DSORG=PO),DSNTYPE=LIBRARY

v Allocate ten tracks per storage control session. Try to plan for expected future
growth when you initially allocate the state data set, as it may be inconvenient to
reallocate it later.
v Allocate one track for each volume pair in the session, again planning for
expected future growth. For volumes that have a larger capacity than a 3390
Model 3 (3339 cylinders), allocate one additional track for every 3000 additional
cylinders. Follow the procedure that is documented on page 34 if you need to
expand the state data set. XRC will post an error if the state data set runs out of
space, so ensure that the allocation size is sufficient to prevent this situation. You
cannot add additional storage control sessions or volume pairs if there is
insufficient space in the state data set.
v Some environments can benefit from specifying a STORCLAS parameter to
ensure that SMS allocates the state data set to the proper SMS-managed
volume.

Copying the Catalog and Control Data Sets
You can ensure faster disaster recovery if you use remote copy functions to copy
volumes that contain the master catalog, key user catalogs, and system control
data sets to the recovery system.
Remote copy automatically copies all data sets on the managed volumes. Managed
volumes can include catalog data sets and control data sets. XRC can copy any
data set type, which includes JES spool, JES checkpoint, system volumes, and
paging volumes.

Configuring Extended Remote Copy
A critical aspect of recovery system performance (or “target” system performance,
for data migration tasks) is the configuration of the full XRC system. This section
describes basic XRC configurations, and those that include DASD channel
extenders.

Choosing an XRC Configuration
In XRC configurations, different host systems can share common primary Disk
volumes. The system data mover collects all application updates and sends them to
the secondary volumes.
Figure 6 on page 39 outlines three XRC configuration variations. The major
difference between these configurations is the location of the system data mover.
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Figure 6. Basic XRC Configurations

In Configuration 1, the data mover resides at the recovery site. In Configuration 2,
the data mover is on one of the application site host systems. In Configuration 3,
the data mover is at the application site, but not on the application host system
itself.
It is a good idea to keep all primary and secondary volume online to the system on
which the data mover is running. You can use any other, non-XRC volumes on the
systems at either site for local applications, as they are independent of XRC activity.

Including DASD Channel Extenders
DASD channel extenders work in an XRC configuration when the data mover is at
either the application site or the remote site. An XRC configuration with a DASD
channel extender operates most efficiently when the data mover software runs on a
system at the secondary location. The data mover then accesses the primary Disk
through the DASD channel extender connection.
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There may be situations where you cannot or do not want to have a continuously
running host at the secondary site. If so, you can run the data mover on a system
at the primary location with the DASD channel extender that is connected to Disk at
the secondary location. This setup, however, is much less efficient than the
previously mentioned configuration.
High quality DASD channel extenders are transparent to the I/O software (except
for the performance cost). XRC software can access primary or secondary Disk that
are configured through extenders. See “Remote Copy and DASD Channel
Extenders” on page 13 for general information about DASD channel extenders.

Specifying XRC Utility Volumes
For non-ESS storage subsystems, specify at least one (ideally more than one)
low-activity volume for each application (primary) storage control session as a utility
volume (or volumes) for the data mover. If multiple volumes exist in the storage
control session, they need not be dedicated, as the data mover switches to the
least-busy volume at different times. XRC data mover performance improves when
you specify several candidate volumes that have little or no activity. This, in turn,
improves the application I/O performance to volumes in XRC sessions. See “Adding
XRC Utility Volumes” on page 75 for more information.
For the ESS storage subsystem, you have the option to define a single-cylinder
volume for specific use as a utility volume. This is not required, however, as the
ESS will assign a utility volume to float among all volumes that are added to the
storage control session.
Note: The XRC data mover issues its I/O to a primary volume that has low activity,
as part of the data transfer process. You may define additional utility volumes
for use by the data mover by specifying a secondary volume serial number
of “XRCUTL” with the XADDPAIR command.

Identifying Volume Pairs
The storage administrator must identify the application volumes to copy, and create
extended remote copy volume pairs. XRC provides an image copy of a volume on a
record-for-record basis. There is a one-to-one correspondence between the record
on the primary volume track and the record on the secondary volume track.
Because the data written on the primary Disk is written to the same tracks on the
secondary Disk , the secondary Disk must have the same track size and number of
tracks per cylinder, and the same or larger volume capacity, as the primary. (If these
criteria are not met, the XADDPAIR command will fail.) Ensure that secondary
volumes are part of a storage group that does not allow allocations, and dedicate
these volumes to XRC use only. For more information on the XADDPAIR command,
see “XADDPAIR – Adding Pairs” on page 48.
Remote copy supports volumes, not data sets. As a result, all data sets on the
volumes that are copied are part of remote copy activity, and are therefore copied
to the target volume. This support is application (IBM or non-IBM) independent, and
supports all data set types.
Because applications deal with data sets and not volumes, multivolume data sets
require special attention. 7 Unless you copy all volumes of a multivolume data set,

7. Multivolume data set types include data sets that reside on multiple volumes, striped data sets, and VSAM spheres.
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XRC will copy only part of the data set. Other data sets on the copied volume may
be usable, but the multivolume data sets will not be. If multivolume data sets are
critical for recovery, you must copy all volumes on which these data sets reside. In
addition, if these data sets are critical to the system, start the XRC session by
issuing the XSTART or XADDPAIR command with the ERRORLEVEL (SESSION)
or (group_name) parameter specified. In the event of an error, specifying
ERRORLEVEL(SESSION) ensures data consistency across all volume pairs in the
entire session. Specifying ERRORLEVEL(group_name) ensures that data is
consistent across all volume pairs that belong to the specified group. Errors within
the specified group do not affect the update activity of volume pairs that belong to
other groups.
If the data sets require consistency as a group, issue the XADDPAIR command for
these related data sets. Specify the ERRORLEVEL parameter with a group name
that is meaningful for the related volumes. Specified as such, an error for one
volume pair would suspend the entire set of volumes that are associated with the
named group. After correcting the error, you can add the volume group back to the
session.
The actions taken by XRC when an error occurs depend on the ERRORLEVEL
parameter that is specified (with an XSTART or XADDPAIR command) for that
volume pair. If you specify ERRORLEVEL(SESSION), XRC suspends all the
volumes in the session as a result of an error. The data mover then continues to
read the updates from the primary storage controls. It does not copy data to
secondary volumes until you have added the volume pairs back to the session. You
need to copy only the changed data when you add the volumes.
If you specify ERRORLEVEL(VOLUME) and the error is a single-volume error, XRC
suspends only the volume pair that encounters the error. If the error affects a
primary storage control, XRC suspends all volumes behind the storage control. If
the error affects the session, XRC suspends all volume pairs in the session.
If you specify ERRORLEVEL(group_name), XRC suspends the volume pairs that
are identified with the group_name as a result of an error. If the scope of the error
goes beyond the group, XRC may suspend other volumes on the failing primary
storage control or in the session.

Optimizing XRC Performance
The information in this section adds to the basic guidelines that are presented in
“Defining XRC Journal, Control, and State Data Sets” on page 32. See your IBM
marketing representative for the latest remote copy performance and configuration
information and recommendations for your specific environment.

Configuring for High Performance
Extended remote copy works together with cached storage controls to efficiently
manage existing system resources. The system data mover issues I/O to drain
records from the cache that are designated to be copied by XRC. Each XRC
session establishes one or more storage control sessions for each primary
application’s storage control. XRC then manages all volumes that are associated
with those storage control sessions.
Equip all storage subsystems with adequate resources, including cache, NVS, and
channel connections to handle the work that is associated with remote copy
sessions (and coexisting concurrent copy operations). The data mover, without
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adequate resources, may not be able to empty cache rapidly enough. The cache
could become overcommitted, and could affect the performance of your application
systems.
There are several ways to reduce the chances that the cache becomes
overcommitted:
v Add one or more separate, low-activity volumes specifically for data mover I/O
activity. This is especially helpful for storage subsystems that do not have the
cache capabilities of the ESS storage subsystem.
The XRC data mover software issues its I/O to the XRC utility volume that is
associated with each primary application’s storage control. This is part of the data
transfer process. Assign one or more XRC utility volumes to each primary
storage control by specifying a secondary volume serial number of “XRCUTL”
with the XADDPAIR command.
Recommendation: For each storage control, assign volumes that have little or no
activity as the utility volumes. This minimizes device contention, which then
improves the application’s I/O performance. For the ESS storage subsystem, you
can define a single-cylinder volume for specific use as a utility volume.
v Assign multiple storage control sessions with the SCSESSION keyword on the
XADDPAIR command.
Each storage control session has an independent data mover task that is
committed to it. The data mover is thereby capable of reading concurrently from
each of the storage control sessions. Although it is possible to combine
independent applications into a single session, this increases the data mover’s
work load. Providing separate storage control sessions for each independent
application achieves the best performance, as multiple data mover tasks can
share the work load.
Table 7 provides a useful summary of the most fascinating facts for XRC session
configurations.
Table 7. Quick Reference for XRC Session Limits
You can configure up to...

for each...

4 XRC sessions, and up to 64 combined XRC
and CC sessions

application site 3990 or 9390 Storage
Control

64 combined XRC and CC sessions

application site ESS logical storage
subsystem

256 volumes

ESS logical storage subsystem

128 volumes

3990 or 9390 Storage Control

80 storage control sessions

XRC session

1 XRC session, and up to 16 combined XRC
and CC sessions

volume

XRC maintains update sequence integrity among the volumes that you assign as
part of an MVS XRC storage control session. The data mover, however, cannot
maintain update sequence integrity between different XRC sessions. Therefore,
keep all volumes associated with an application that requires update sequence
integrity within the same MVS XRC session.
v For storage controls that do not support hardware bitmapping, use caution when
combining both XRC and concurrent copy operations on the same storage
control.
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Concurrent copy and XRC both use storage control cache. If you run both
concurrently, you could deplete the cache resources on storage controls that do
not support hardware bitmapping. In this case, the storage subsystem may
cancel concurrent copy activity. You may instead want to run concurrent copy
during low XRC update activity periods, or else run concurrent copy against the
secondary volumes of the XRC pair.
v Increase the storage control cache size.
You can help manage the peak write activity load for XRC-managed volumes by
increasing the size of the storage control cache. Due to the large volume of data
being moved, storage controls that support XRC may require significantly more
cache memory than do those without this ability. The peak load for the storage
control dictates the amount of cache that is required. Storage controls require
more cache to prevent canceled sessions as the peak load becomes heavier.
Depending on your application write I/O rate, the primary application storage
subsystem may require additional cache. Sophisticated applications with high
write content can require as much as 6GB or more of subsystem cache. The
actual requirements depend on the application, and on the capability of the
storage subsystem.
v Increase the data mover’s transfer performance by connecting it to the primary
application storage control with the highest bandwidth channels.
v Optimize the recovery system setup.
Allocate the XRC control, state, and journal data sets, and the secondary
volumes behind storage controls that have large cache and NVS storages. This
configuration, in addition to speeding the XRC copy process, also provides a
powerful platform for the application recovery operation, when required. For the
best setup, configure the secondary site storage controls to have at least the
same cache and NVS capacity as the primary site storage controls.
Note: If the data mover abruptly ends with an ANTX5118E message, the most
likely reason is that the I/O rate of the primary application subsystem has
exceeded the capacity of the subsystem at the receiving end.
v Provide a stand-alone data mover system or LPAR.
If possible, place the data mover on its own system with a large amount of real
storage. This ideal setup allows the data mover to allocate a large number of
track-size buffers and to optimize its I/O performance with minimal impact to
primary application I/O. A separate system also minimizes the impact to the data
mover, eliminating a potential bottleneck due to capacity problems during peak
I/O update times.
v Provide adequate host resources for the data mover.
XRC copy operations rely on host processing resources. Therefore, analyze the
host resources that are necessary for your applications. Ensure that the data
mover system has the necessary processing capacity required to maintain
optimal performance.
Ideally, for the best XRC system performance and recoverability, the recovery
system would be equivalent to the application system. In reality, you may only need
to back up a subset of your application system as a result of a disaster. The
following sections outline additional ways to optimize overall XRC system
performance.

Balancing Storage Control Configurations
Configure your system so that application system activity does not exceed the
capacity of the recovery site storage control.
Chapter 3. Setting Up the XRC Environment

43

XRC supports configurations where many application site storage controls can
funnel their updated data to a single storage control on the recovery system.
However, you must consider the number of copied primary volumes and the rate of
write activity to these volumes in your overall work load evaluation for the
configuration. An inadequate configuration can cause XRC to cancel the copy
operation to one or more volumes, or even end the storage control session.

Distributing Work Loads
Avoid directing all update activity to a small set of common volumes on a single
recovery site storage control. Typically, only a small number of devices receive most
of the activity on a particular storage control. Usually two to four devices account for
50% or more of the total update activity. If, for example, two primary site storage
controls channel their most active volumes into a single recovery site storage
control, the recovery subsystem could become rapidly overcommitted with copy
activity.

Maximizing Access to Journal Data Sets
Where and how you allocate journal data sets affects XRC performance, except in
migration mode. XRC journals all copied data, and the capacity of the journal data
sets must be enough to support the application system I/O rate. You do not need
journal data sets when the session is running in SESSIONTYPE(MIGRATE) mode.
XRC can occasionally fill all of the journal data sets, in which case it must wait for
secondary update processing to release journal space before continuing. If the
full-journal condition is not relieved within a reasonable amount of time, XRC
suspends the session, and then restarts it. If this happens, you may need to
enlarge the journal data sets. Follow the procedure that is documented on page 33
to enlarge the journal data sets.
To enlarge the journal data sets, suspend the session if it is still active. Enlarge the
size of the journal data sets or allocate additional ones, and restart the XRC
session with the XSTART command.
Note: The state and control data sets can reside on the same volume. The control
data set, however, should not reside on the same volumes as the journal
data sets.
See “Specifying the Journal Data Sets” on page 34 for information on determining
the correct journal data set size, and for more information about optimizing
performance.

Controlling Access to XRC Resources
Each installation is responsible for preventing the unauthorized use of XRC TSO
commands and for controlling ICKDSF activity to XRC-managed volumes. This
section describes how to protect XRC commands and control volume repair
activities.

Protecting Access to XRC Commands
To restrict XRC TSO commands to authorized storage administrators only, place the
commands in a RACF-protected library and define access to resource profiles.
“Controlling Access to XRC Commands” on page 24 explains how to restrict access
to remote copy commands.
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Controlling ICKDSF Activity to XRC Volumes
The storage administrator must control ICKDSF activity to primary and secondary
XRC-managed volumes. XRC does not always copy ICKDSF operations from the
primary to secondary volumes. 8 If you use ICKDSF to change the VTOC or volume
serial number, or repair either a primary or secondary volume in a session, you
must completely recopy the volume pair with an XADDPAIR command.
XRC only copies changes that are made with normal access authorization (see 20).
XRC cannot manage ICKDSF operations that are not performed within normal
access authorization mode.
Proceed as follows to perform an ICKDSF change or repair on a remote
copy-managed volume:
1. Issue the XDELPAIR command to delete the volume pair from the remote copy
session.
2. Run ICKDSF to change or repair the volume.
3. Issue the XADDPAIR command, with the default copy option, to add the
repaired volume pair to the remote copy session. The default copy option
ensures that XRC correctly initializes the volume.
Attention: Failure to follow the above procedure when repairing volumes with
ICKDSF may result in potential data integrity exposures to offline volumes.
Do not reconfigure a device via the MVS Hardware Configuration Definition™ (HCD)
while that device is a member (primary or secondary) of an XRC pair. If you must
use ICKDSF on either volume of an XRC pair, you must first remove the pair from
the session with the XDELPAIR command.

Including XRC TSO Commands in Automated Procedures
You can include XRC TSO commands in automated procedures, such as REXX
execs. Within the automated procedure, use the MSGROUTEID parameter to
specify the TSO user ID to which you want XRC to send messages.
XRC routes operational messages to the user ID that issued the command. In order
to have these messages appear in the SYSLOG, ensure that the SYS1.PARMLIB
CONSOLxx member permits “Write to Programmer” on the ROUTCODE parameter.

8. XRC does not prevent users from varying either the primary or secondary volumes offline once the volume initialization function is
complete. The data mover will continue to read record updates, and then apply them to the secondary volumes, regardless of
whether or not the volumes are online to the data mover system.
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Chapter 4. Extended Remote Copy TSO Command
Descriptions
This section describes extended remote copy (XRC) Time Sharing Option (TSO)
commands with their required and optional parameters. Each command section
includes at least one example, and Chapter 5 includes other examples of XRC
commands.
Extended remote copy TSO commands have the same restrictions as other TSO
commands. The TSO abbreviation convention requires that you specify as much of
the command name or parameter as is necessary to distinguish it from other
command names or parameters. The command syntax diagrams show all unique
abbreviations. Refer to OS/390 TSO/E Command Reference for details on TSO
commands.
XRC TSO commands, like most TSO commands, are deferred requests. The initial
message that you receive reports on the validity of the command syntax, and that
the system has accepted the command for processing. Command function
processing is a separate operation that can take minutes or hours to complete.
When you specify a user ID (MSGROUTEID) to route messages to, that ID only
receives the initial command processing messages. The TSO terminal, meanwhile,
is free to do other processing.
You can issue XRC commands to control an XRC session as soon as TSO
becomes operational. Table 8 lists the XRC TSO commands and indicates from
which sessions you can issue them. Direct commands for active and inactive
sessions to the system data mover. Direct recovery session commands to the
recovery site system. See “XRC Session Descriptions” on page 29 for session
descriptions.
Table 8. Extended Remote Copy TSO Commands
TSO Command

Can This Command be Issued on:
An Active
Session?

An Inactive
Session?

A Suspended
Session?

A Recovery
Session?

XADDPAIR

Yes

No

No

No

XDELPAIR

Yes

No

No

No

XEND

Yes

No

No

No

XQUERY

Yes

No

No

Yes (1)

XRECOVER

No

Yes

Yes

Yes

XSET

Yes

No

No

No

XSTART

No

Yes

Yes

No

XSUSPEND

Yes

No

No

No

Note: (1) An XQUERY command is automatically generated by the XRECOVER command.
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XRC processes commands in the order that you issue them, except for the
XQUERY and XSET commands, which it processes immediately. To initiate XRC
activity at the data mover site, issue the XSTART command. The first command at
the recovery site must be the XRECOVER command. XRC internally stacks any
commands that you issue before it has completely processed the XSTART or
XRECOVER commands. XRC processes the stacked commands after it has
completed the current command.
Note: You will receive a “session not active” message if you issue another XRC
command before an XSTART or XRECOVER command has completed.
All XRC TSO commands can be put into a SYS1.PROCLIB member, included
within standard job JCL, or put into CLISTs.

XADDPAIR – Adding Pairs
Use the XADDPAIR command to specify the primary and secondary volumes that
you want to add to an XRC session. The XADDPAIR command directs XRC to copy
all changes from the specified primary volume to the specified secondary volume.
You can either add new volumes to the XRC session, or add volume pairs that were
previously suspended. XRC automatically resynchronizes suspended pairs and
processes them ahead of new volume pairs (which require a full-volume copy). You
also use the XADDPAIR command to specify utility volumes.
You can specify a maximum of 50 volume pairs with a single XADDPAIR command.
The device characteristics of the primary and secondary volumes must be
compatible, as follows:
v The same number of bytes on each track
v The same number of tracks on each cylinder
v The same or larger number of cylinders on the secondary volume
The XADDPAIR command by default performs an image copy of the primary
volume to the secondary volume, unless the volume is a utility volume. Applications
may continue to update the primary volumes while the XADDPAIR copy operation is
processing. “Adding an XRC Volume Pair” on page 76 contains more information
about the XADDPAIR command.
Note: Multiple-volume data sets require special handling. To ensure that the entire
data set is recoverable, add all volumes of a multivolume data set to the
session.

XADDPAIR Command Syntax
The syntax of the XADDPAIR command is:
ÊÊ
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A: Other XADDPAIR Options
SUSPENDED

ÊÍ
MSGROUTEID(user ID)

A: Other XADDPAIR Options
You can issue any of the following keywords in place of the SUSPENDED keyword.

ÊÊ

VOLUME( »

primary_volser

secondary_volser
XRCUTL

)

Ê
DONOTBLOCK

Ê

ÊÍ
ERRORLEVEL
ERRLVL

(

SESSION
VOLUME
group_name

)

NOCOPY

SCSESSION(storage_control_session)

Required Parameters
session_id
Specifies the name of an XRC session. This can be any name acceptable
to TSO that matches the name of a session previously specified on the
XSTART command, except for the word “ALL”, which is reserved. The
maximum length of the name is eight characters. Do not include embedded
blanks. TSO ignores leading blanks and trailing blanks.
VOLUME
Specifies the volume serial numbers of the primary and secondary volume
pairs you wish to add to an XRC session. Use either a blank or a comma to
separate each primary and secondary volume serial number within each
pair and to separate the pairs. The VOLUME parameter is mutually
exclusive with the SUSPENDED parameter.
XRCUTL
Specifies that the data mover can use this volume as the utility
volume for a storage control session. XRC does not copy data from
a utility volume. When you specify XRCUTL, XRC ignores the
NOCOPY, DONOTBLOCK, and ERRORLEVEL options.
SUSPENDED
Specifies that XRC adds all suspended volumes back into the session and
schedule them for resynchronization. Suspended volumes keep the same
characteristics that existed when the suspension occurred. This keyword is
mutually exclusive with the VOLUME, DONOTBLOCK, NOCOPY,
SCSESSION, and ERRORLEVEL keywords. Do not use this option to add
volumes back into the session if you plan to change any of the volume pair
characteristics (such as error level, session assignment, or blocking
assignment).

Optional Parameters
DONOTBLOCK
Specifies that the data mover not block application I/O to the specified
primary volumes, even if the data mover is unable to drain updates from the
volumes rapidly enough. Unless you specify this keyword on the command,
the default is to block the primary volumes, if required, on storage controls
which support this function. This keyword is ignored if SUSPENDED or
XRCUTL is specified.
ERRORLEVEL
Specifies how the XRC session responds when an error occurs that causes
the session to become unable to process a volume. The XADDPAIR
ERRORLEVEL option overrides the value that was specified in the XSTART
Chapter 4. Extended Remote Copy TSO Command Descriptions
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command. If you do not specify ERRORLEVEL with the XADDPAIR
command, the level defaults to the level that was specified on the XSTART
command. For a volume resynchronization, you may change the error level
for a volume pair from what it was prior to the suspension. XRC ignores
ERRORLEVEL for utility volumes or if you also specify SUSPENDED.
You can abbreviate this keyword as ERRLVL.
SESSION
Specifies that, if a permanent error associated with a duplex
primary or secondary volume occurs, XRC suspends all volume
pairs in the session, regardless of the volume status. Choose the
SESSION keyword when losing any volume pairs from the session
would negatively affect the usability of the remaining secondary
volumes. Specify SESSION to ensure that all secondary volumes
necessary for recovery are consistent up to the time of failure.
VOLUME
Specifies that, if a permanent error occurs, the XRC session
suspends only the duplex volume pair or pairs that are associated
with the error. All other volumes continue to process.

group_name
Specifies that, if an error to a duplex primary or secondary volume
occurs, XRC suspends all volume pairs that are associated with
that group name. The group_name can be any name acceptable to
TSO. The maximum length of the name is eight characters. Do not
include embedded blanks. TSO ignores leading blanks and trailing
blanks. Do not use the reserved names “VOLUME” and
“SESSION”.
NOCOPY
Specifies that an XRC add a volume pair to an XRC session without initially
copying the full primary volume. XRC only copies updates to the volume
after it adds the volume. This assumes that the storage administrator copied
the volume. XRC puts the volumes directly into duplex state.
If you do not use the NOCOPY option, XRC makes an image copy of the
primary volume onto the secondary volume at the same time that additional
application updates are made to both copies. The volumes are initially in
pending status and enter duplex state on completion of the initial volume
copy. XRC ignores NOCOPY when establishing utility volumes and when
resynchronizing a volume. XRC copies data to the secondary volumes
during resynchronization.
The XADDPAIR command with NOCOPY is similar to the dual copy
function (with the NOCOPY option), and you must use it with care. See
“Adding an XRC Volume Pair” on page 76 for cautionary information about
using the NOCOPY option.
For XRC Volume Pairs of Different Device Types:
The following notes apply only when the volumes of an XRC volume pair
are not of the same device type (volumes do not have the same number of
alternate tracks):
1. If this XRC volume pair is established or reestablished without
specifying COPY, ICKDSF REFORMAT REFVTOC should be run on the
primary volume after the pair is established so that the VTOC and
Indexed VTOC information reflect the primary volume that is being
accessed.
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2. If the primary and secondary of this pair is switched at any time,
ICKDSF REFORMAT REFVTOC should be run on the new primary
volume at that time so that the VTOC and Indexed VTOC information
reflect the new primary volume.
3. If the secondary volume is removed from the pair for use as a simplex
volume, ICKDSF REFORMAT REFVTOC should be run on the volume
so that the VTOC and Indexed VTOC information reflect the correct
information for the device.
SCSESSION
Specifies that XRC assign the volumes that are associated with this
command to the storage control session that you specify with
storage_control_session. You can assign either one or two alphabetic
characters for the storage_control_session value. If you do not specify this
keyword, the default value is “--”.
XRC ignores any change to the SCSESSION designation if this XADDPAIR
command is resynchronizing volume pairs or if you also specify the
SUSPENDED keyword. If you want to change the volume assignment, you
must first issue an XDELPAIR command, then reissue the XADDPAIR
command for the volume pair. This will require that you perform a full
synchronization copy for the volume pair.
The SCSESSION keyword is valid for utility volumes as well as for regular
volume pairs. See “Adding XRC Utility Volumes” on page 75 for more
information.
MSGROUTEID
Specifies the user ID to which XRC messages associated with the
processing of this command are routed. If the specified user ID is not
logged on, TSO saves messages in the TSO BRODCAST data set and
displays them after the next logon.
Note: Messages issued by the initial command syntax-checking routine are
sent to the user ID that issues the TSO command.

XADDPAIR Command Examples
The following are examples of the XADDPAIR command:
XADDPAIR MAIN1 VOLUME(PRIM02 SECD02) MSGROUTEID(OPER1)
XADDPAIR MAIN1 VOLUME(PRIM02 SECO02) ERRLVL(VOLUME)
XADDPAIR MAIN1 VOLUME(PRIM02 SECO02) SCSESSION(AB)
XADDPAIR MAIN1 SUSPENDED

For examples of the XADDPAIR command to add utility volumes, see “Adding XRC
Utility Volumes” on page 75.
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XDELPAIR – Deleting Pairs
Use the XDELPAIR TSO command to specify that XRC delete volume pairs from an
XRC session. The XDELPAIR command directs the XRC session to stop processing
a primary volume and its secondary volume. You may delete up to 100 volume
pairs by listing the 100 primary volume serial numbers in a single XDELPAIR
command.
For each volume, the XDELPAIR command returns a timestamp indicating that the
data on the secondary volume is consistent with the data that was on the primary
volume at the specified time.
After you issue the XDELPAIR command, XRC prompts you (unless you have
specified NOVERIFY) to confirm the request to delete the volumes. You must
specify either YES or NO. If the XDELPAIR command is invoked through a CLIST
written in REXX, you should either specify NOVERIFY or place your response to
the prompt in the data stack prior to issuing the command. In a batch environment,
you can stack the response. “Deleting an XRC Volume Pair or Utility Volume” on
page 83 contains more information and examples.
Notes:
1. XRC does not process any volumes in a list if there is a command syntax error,
or if any of the volumes in the list are not part of the XRC session.
2. You can delete any XRC volume pair with the XDELPAIR command, regardless
of the status of the pair. Volume pairs in pending, duplex, copy, seqcheck, and
suspend status all become inactive when deleted, and are no longer eligible for
recovery.
3. If a volume that was added as a utility volume is deleted, XRC uses the other
volumes in the storage control session for its data mover I/O. Therefore, ensure
that there are other low-activity volumes available to the primary storage control
to minimize any system performance impact.
4. An XRC session remains active even when you have deleted all of its pairs.
Issue an XEND command to end the session or an XSUSPEND command to
suspend the session.

XDELPAIR Command Syntax
The syntax of the XDELPAIR command is:
ÊÊ

XDELPAIR
XDEL

Ê VOLUME(

session_id

»primary_volser
ALL

Ê

)

IMMEDIATE
ATTIME(yyyy.ddd hh:mm:ss.thmiju)
DRAIN
CANCEL

Ê
NOVERIFY

Ê

ÊÍ
MSGROUTEID(user ID)

Required Parameters
session_id
Specifies the name of an XRC session. This can be any name acceptable
to TSO that matches the name of a session that was previously specified
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on the XSTART command. The maximum length of the name is eight
characters. Do not include embedded blanks. TSO ignores leading blanks
and trailing blanks.
VOLUME
Specifies the volume serial numbers of the primary volumes that XRC is to
remove from an XRC session. Do not specify the volume serial numbers of
the secondary volumes. The XDELPAIR command automatically removes
the associated secondary volumes from the session. XDELPAIR
VOLUME(ALL) specifies that XRC delete all eligible volumes in the
session, including the utility volumes. Use either a blank or a comma to
separate each primary volume serial number.

Optional Parameters
ATTIME
Specifies that the XRC delete the specified volume pairs after applying all
updates, up to the specified time, to the secondary volumes. XRC will not
apply any updates beyond the specified Universal Time Coordinated (UTC)
timestamp to the secondary volumes. All affected secondary volumes are
consistent up to the UTC timestamp that is reported on successful
completion of the command.
If you specify VOLUME(ALL) with the ATTIME parameter, XRC processes
volumes that are in duplex, pending, seqcheck, and copy status. The
XDELPAIR command also processes utility volumes when you specify
VOLUME(ALL).
You can issue another XDELPAIR command to change the ATTIME value
to either earlier than or later than a previously specified time. XRC issues a
message that indicates when it has accepted a new ATTIME value. The
command fails if the specified ATTIME value is earlier than the consistency
group time that XRC is currently processing. If you issue multiple
commands to a single volume pair, XRC always uses the last valid ATTIME
value that you specified with your last valid XDELPAIR command.
Note: You cannot issue an XDELPAIR command with the ATTIME option to
delete a volume that is in the suspended state. You can only delete
suspended volumes with an XDELPAIR IMMEDIATE command or an
XEND command.
If all volume pairs become deleted or suspended (either due to an error, or
by command) prior to the specified ATTIME, XRC cancels the XDELPAIR
command and clears the ATTIME timestamp.
The data mover does not process record updates for the deleted volume
that are received in the storage control after the specified time. Record
updates in the journal data set that are associated with the deleted volume
are discarded and are not available for a subsequent recovery. The storage
control continues to record updates to other primary volumes. The data
mover then processes these updates.
CANCEL
Specifies that XRC cancel the previous XDELPAIR command with an
ATTIME or DRAIN request. The CANCEL option is only valid when there is
a pending XDELPAIR command.
DRAIN
Specifies that XRC perform the following tasks:
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1. Read the record updates from all storage control caches and obtain the
timestamp of the last update for each storage control session.
2. Determine the most recent timestamp.
3. Perform the XDELPAIR command when all records, up to and including
the most recent timestamp, have been applied to the secondary
volumes that are being deleted from the session.
The DRAIN function ensures that all timestamped record updates that the
data mover has not yet written to the secondary storage control are drained
from the primary storage control and applied to the secondary volume or
volumes.
If you specify VOLUME(ALL) with the DRAIN parameter, XRC processes
volumes that are in duplex, pending, seqcheck, and copy status. The
XDELPAIR command also processes utility volumes when you specify
VOLUME(ALL).
Note: You cannot issue an XDELPAIR command with the DRAIN option to
delete a volume that is in the suspended state. You can only delete
suspended volumes with an XDELPAIR IMMEDIATE command or an
XEND command.
If all volume pairs become deleted or suspended (either due to an error, or
by command) before XRC can drain all updates from the primary storage
control, XRC cancels the XDELPAIR(DRAIN) command.
All secondary volumes are consistent up to the UTC timestamp that is
reported by successful completion of the command. The storage control
discards record updates it receives after the time that is determined by the
XDELPAIR command. Record updates in the journal data set are discarded
and not available for a subsequent XRECOVER.
IMMEDIATE
Specifies that XRC immediately process the delete request. XRC deletes
the volume pair or pairs when the current consistency group has been
applied. The storage control continues to record updates to other primary
volumes, and the data mover processes these updates. The secondary
volumes are consistent up to the UTC timestamp that is reported on the
successful completion of the command. IMMEDIATE is the default.
If you want to process all volumes in the session, including utility volumes
and suspended volumes, specify both the VOLUME(ALL) and IMMEDIATE
keywords. XRC processes the command for volumes regardless of the
volume state.
NOVERIFY
Specifies that XRC not issue message ANTT0025A, which prompts the user
to confirm that XRC should continue to process the command. If you select
this option, XRC immediately processes the command without waiting for
verification.
MSGROUTEID
Specifies the user ID to which XRC messages associated with the
processing of this command are routed. If the specified user ID is not
logged on, TSO saves messages in the TSO BRODCAST data set and
displays them after the next logon.
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Note: Messages issued by the initial command parser routine are sent to
the user ID that issues the TSO command.

XDELPAIR Command Example
The following is an example of the XDELPAIR command:
XDELPAIR MAIN1 VOLUME(PRIM01 PRIM04 PRIM05) ATTIME(1997.234 12:14:20.002001)
XDELPAIR MAIN1 VOLUME(PRIM02 PRIM03) DRAIN

XEND – Ending a Session
Use the XEND command to stop all XRC activity to active volumes and to end the
XRC session. Issuing the XEND command stops all updates to the secondary
volumes at the time specified.
The XEND command returns a timestamp indicating that the data on the secondary
volumes of all active pairs is consistent with the corresponding data that was on the
primary volumes at the specified time.
After you issue the XEND command, XRC prompts you (unless you have specified
NOVERIFY) to confirm the request to end the session. You must specify either YES
or NO. If the XEND command is invoked through a CLIST written in REXX, you
should either specify NOVERIFY or place your response to the prompt in the data
stack prior to issuing the command. In a batch environment, you can stack the
response.
An XEND command that specifies an ATTIME value overrides a time that was
specified with a previous XEND command. Also, an XEND command that specifies
an ATTIME value overrides a pending XSUSPEND(session) command function.
All secondary volumes are consistent up to the UTC timestamp that is reported by
successful completion of the command. The storage control session ends after the
time that is determined by the XEND command. Record updates in the journal data
set are discarded and not available for a subsequent recovery. If you issue an
XRECOVER command, the secondary volume serial numbers of volume pairs in
the duplex or seqcheck state are changed to match (“clipped to”) the primary
volume serial number, but no journal updates are applied to the volumes. The
secondary volume serial numbers of suspended volume pairs are also clipped,
provided that the pair had completed initial volume synchronization prior to being
suspended.

XEND Command Syntax
The syntax of the XEND command is:
IMMEDIATE
ÊÊ

XEND

session_id

ÊÍ
ATTIME(yyyy.ddd hh:mm:ss.thmiju)
DRAIN
CANCEL

NOVERIFY

MSGROUTEID(user ID)

Required Parameters
session_id
Specifies the name of an XRC session. This can be any name acceptable
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to TSO that matches the name of a session previously specified on the
XSTART command, or you may specify “ALL”, which will also end the
session. The maximum length of the name is eight characters. Do not
include embedded blanks. TSO ignores leading blanks and trailing blanks.

Optional Parameters
ATTIME
Specifies that XRC end the specified XRC session after applying all
updates, up to the time that is specified, to the secondary volumes. XRC
will not apply updates to the secondary volumes beyond the specified
universal time, coordinated (UTC) timestamp.
When XRC encounters a record update that has a timestamp later than the
time specified, XRC ends the session. All affected secondary volumes are
consistent up to the UTC timestamp that is reported on successful
completion of the command.
You can issue another XEND command to change the ATTIME value to
either earlier than or later than a previously specified time. XRC issues a
message that indicates when it has accepted a new ATTIME value. The
command fails if the specified ATTIME value is earlier than the consistency
group time that XRC is currently processed. If you issue multiple XEND
ATTIME commands, XRC always uses the last valid ATTIME value that is
specified.
If all volume pairs become deleted or suspended (either due to an error, or
by command) prior to the specified ATTIME, XRC cancels the XEND
command and clears the ATTIME timestamp.
CANCEL
Specifies that XRC cancel the previous XEND command that had an
ATTIME or DRAIN request. The CANCEL option is only valid when there is
a pending XEND command.
DRAIN
Specifies that XRC perform the following tasks:
1. Read the record updates from all storage control caches and obtain the
timestamp of the last update for each storage control session.
2. Determine the most recent timestamp.
3. Perform the XEND command when XRC has applied all records, up to
and including the most recent timestamp, to the secondary volumes.
The DRAIN parameter supports operations such as migration, where
applications are quiesced prior to issuing the DRAIN request. DRAIN allows
you to quiesce application program updates to the primary volumes and
ensures that all updates have been applied to the secondary volumes
before the session is ended.
If non-timestamped record updates exist in a storage control, the DRAIN
function ensures that all updates in the storage control at the time the
command was issued have been successfully drained from the primary
storage control and applied to the secondary volume or volumes.
If all volume pairs become deleted or suspended (either due to an error, or
by command) before XRC can drain all updates from the primary storage
control, XRC cancels the XEND(DRAIN) command.
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IMMEDIATE
Specifies that XRC immediately process the request to end the session.
XRC stops updates to the secondary volumes of active pairs once the
current consistency group has been applied. XRC ends the active session.
Secondary volumes are consistent up to the UTC timestamp that is
reported on the successful completion of the command. IMMEDIATE is the
default.
NOVERIFY
Specifies that XRC not issue message ANTT0022A, which prompts the user
to confirm that XRC should continue to process the command. If you select
this option, XRC immediately processes the command without waiting for
verification.
MSGROUTEID
Specifies the user ID to which XRC messages associated with the
processing of this command are routed. If the specified user ID is logged
off, TSO saves messages in the TSO BRODCAST data set and displays
them after the next logon.
Note: Messages issued by the initial command parser routine are sent to
the user ID that issues the TSO command.

XEND Command Examples
The following are examples of the XEND command:
XEND MAIN1 MSGROUTEID(OPER1) DRAIN
XEND MAIN1

XQUERY – Querying a Session
Use the XQUERY command to request status information that is related to an
active XRC session. The XQUERY command allows you to customize your
information request. You can generate the following summary reports by selecting
XQUERY command parameter options:
v XRC session statistics report
v XRC volume pair statistics report
v XRC session default settings report
v XRC-related storage control statistics report
v XRC-related configuration report
The session consistency group time reported in the XQUERY report is the
timestamp of the last application update that was applied to all active secondary
volumes in the XRC session.
You can also use the reported consistency group time to monitor application update
activity. The consistency group time does not change when there is no application
update activity to any of the primary volumes. The time reported with “IDLE”
indicates how long the session has been idle. In the “IDLE” state, XRC has applied
all updates to the secondary volumes, and the primary storage controls do not have
any updates pending. The time reported with “DELAY” indicates how far the
secondary system lags behind the application system before all current updates are
applied.
See “Creating XRC Reports” on page 86 for XQUERY command output examples.
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XQUERY Command Syntax
The syntax of the XQUERY command is:
ÊÊ XQUERY

session_id

Ê
DATASET

( dataset_name )
DISP

(

OLD
MOD
SHR

)

Ê

Ê
CONFIGURATION

ERRORLEVEL ( error_level )
SCSESSION ( session_name )
SSID ( ssid )
VOLUME (
volser
)
volser*
ALL
*

SET
STORAGECONTROL
STO
VOLUME (
volser
volser*
ALL
*

)
DETAIL

ALLCOMMANDS
COMMAND (
NOCOMMANDS
ERRORLEVEL ( error_level )
SCSESSION ( session_name )
SSID ( ssid )
STATUS (
BLK
)
CPY
DUP
PND
SEQ
SUS
UTL

)

Ê

ÊÍ
MSGROUTEID(user ID)

Required Parameters
session_id
Specifies the name of an XRC session. This can be any name acceptable
to TSO that matches the name of a session previously specified on the
XSTART command, or you may specify “ALL”, which returns information for
any active XRC session on this MVS host. The maximum length of the
name is eight characters. Do not include embedded blanks. TSO ignores
leading blanks and trailing blanks.
If you specify the session ID only, without the SET, CONFIGURATION,
STORAGECONTROL, or VOLUME keywords, XRC generates a summary
report of the session status.

Optional Parameters
DATASET
Specifies that XRC direct the XQUERY output to the sequential data set
that is identified by dataset_name. Standard TSO naming conventions apply
for dataset_name. The target data set must be a sequential data set and
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must be large enough to accommodate the XQUERY reports you want to
collect. You can specify DATASET with or without DISP; the default is
DISP(OLD).
Allocate a data set for the XQUERY function with the following attributes:
DCB=(RECFM=FB,LRECL=80,BLKSIZE=6400,DSORG=PS)

DISP

Specifies how XRC writes the XQUERY output to the data set, as follows.
MOD

Specifies that XRC append the output to the data set.

OLD

Specifies that XRC clear the data set before it receives output.

SHR

Specifies that XRC clear the data set be cleared before it receives
output. SHR also allows multiple allocations of the same data set.

If you specify DISP, you must also specify DATASET.
CONFIGURATION
Specifies that XRC generate a configuration report to provide the details of
the XRC session configuration. CONFIGURATION is mutually exclusive with
the SET, STORAGECONTROL, and VOLUME keywords (VOLUME,
however, is a valid subparameter of CONFIGURATION). For an example of
the XQUERY configuration report, see “Creating XRC Reports” on page 86.
If you specify only the CONFIGURATION keyword, XRC generates a report
on the entire configuration.
You can use combinations of the ERRORLEVEL, SCSESSION, SSID, and
VOLUME keywords on a single configuration report. The report will include
the volumes that meet all of the specified “filters”.
ERRORLEVEL
Specifies that the requested report displays only volumes that are
defined with the specified error level (session, volume, or
group_name). If you do not specify ERRORLEVEL, the requested
report will contain a list of all volumes which meet the specified
report criteria.
SCSESSION
Specifies that the requested report displays volumes that are
associated with the storage control session that is specified by
session_name. This keyword is only valid for the VOLUME or
CONFIGURATION reports.
SSID

Specifies that the requested report displays only volume pairs that
are associated with the storage control that matches the specified
SSID. If you do not specify SSID, the requested report contains a
list of all volumes that meet the specified report criteria. You can
request a report that is based on the primary or secondary SSID.

VOLUME
Specifies that the requested report displays only volumes that meet
the specified volume serial number criteria, as well as any other
specified report criteria. The VOLUME keyword has the following
options:
v VOLUME(volser) provides a report of the primary or secondary
volume or list of volumes that meet the specified criteria.
v VOLUME(volser*) provides a report of the primary volumes that
match a single volume serial number prefix. Specify the prefix
with one to five characters that are followed by an asterisk
(wildcard character).
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v VOLUME(ALL) provides a report of all volumes in the session
that meet the specified criteria.
v VOLUME(*) provides a report of all volumes in the session that
meet the specified criteria and that also match the character and
asterisk (wildcard) pattern specified with (*).
You can specify a maximum of 100 primary or secondary volume
serial numbers on a single command. If any volumes in the list are
not part of the XRC session, XRC includes the volumes in the
report with an indication of this status.
DETAIL
Specifies that a volume report provides specific detailed information relative
to device activity level. This keyword is only valid for the VOLUME report.
XRC lists volumes in the detail report, in descending order, based on
residual count.
SET

Specifies a report on the current operational values for the XRC session,
which are stored in the state data set. SET is mutually exclusive with the
STORAGECONTROL, VOLUME, and CONFIGURATION keywords. See
“Creating XRC Reports” on page 86 for an example of an XQUERY SET
report.

STORAGECONTROL
Specifies a report for all primary storage controls that have volumes in the
XRC session. STORAGECONTROL is mutually exclusive with the SET,
VOLUME, and CONFIGURATION keywords. For an example of an
XQUERY storage control report, see “Creating XRC Reports” on page 86.
The STORAGECONTROL report includes residual counts and session
delay time as part of the status of each of the storage controls. Periodically
issuing this report provides a good way to monitor the pulse of the XRC
system.
VOLUME
Specifies that the requested report displays only volumes that meet the
specified volume serial number criteria, as well as any other specified report
criteria. The VOLUME keyword has the following options:
v VOLUME(volser) provides a report for the primary or secondary volume
or list of volumes that meet the specified criteria.
v VOLUME(volser*) provides a report for the primary volumes that match a
single volume serial number prefix. Specify the prefix with one to five
characters that are followed by an asterisk (wildcard character).
v VOLUME(ALL) provides a report for all volumes in the session that meet
the specified criteria.
v VOLUME(*) provides a report for all volumes in the session that meet the
specified criteria and that also match the character and asterisk
(wildcard) pattern specified with (*).
You can specify a maximum of 100 primary or secondary volume serial
numbers on a single command. If any volumes in the list are not part of the
XRC session, XRC includes the volumes in the report with an indication of
this status. VOLUME is mutually exclusive with the SET,
STORAGECONTROL, and CONFIGURATION keywords.
You can use combinations of the COMMAND, ERRORLEVEL,
SCSESSION, SSID, and STATUS keywords on a single volume report. The
report will include the volumes that meet all of the specified “filters”.
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COMMAND
Specifies that XRC report volumes based on the last pending
command issued for the volume, as follows:
v ALLCOMMANDS specifies that XRC report all volumes that
have a pending XDELPAIR or XSUSPEND command request.
v NOCOMMANDS specifies that XRC report all volumes that do
not have a pending XDELPAIR or XSUSPEND command
request.
ERRORLEVEL
Specifies that the requested report displays only volumes that are
defined with the specified error level (session, volume, or
group_name). If you do not specify ERRORLEVEL, the requested
report contains a list of all volumes that meet the specified report
criteria.
SCSESSION
Specifies that the requested report displays volumes that are
associated with the storage control session that is specified by
session_name. This keyword is only valid for the VOLUME or
CONFIGURATION reports.
SSID

Specifies that the requested report displays only volume pairs that
are associated with the storage control that matches the specified
SSID. If you do not specify SSID, the requested report contains a
list of all volumes that meet the specified report criteria. You can
request a report that is based on the primary or secondary SSID.

STATUS
Specifies that the volume report displays only the listed volumes
whose current status matches the status qualifier. You may select
only one option per report. The options are as follows:
v BLK specifies that XRC report only device-blocked volumes.
v CPY specifies that XRC report only copy volume pairs.
v DUP specifies that XRC report only duplex volume pairs.
v PND specifies that XRC report only pending volume pairs.
v SUS specifies that XRC report only suspended volume pairs.
v SEQ specifies that XRC report only seqcheck volume pairs.
v UTL specifies that XRC report only utility volumes that you have
added with the XRCUTL keyword.
MSGROUTEID
Specifies the user ID to which XRC messages that are associated with the
processing of this command are routed. If the specified user ID is not
logged on, TSO saves messages in the TSO BRODCAST data set and
displays them after the next logon.
Note: Messages issued by the initial command parser routine are sent to
the user ID that issues the TSO command. If you specify both
DATASET and MSGROUTEID, XQUERY output is directed to the
data set that is specified with DATASET and not to the
MSGROUTEID user ID. Error messages are directed to the
MSGROUTEID user ID.
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XQUERY Command Examples
The following are examples of the XQUERY command:9
XQUERY MAINZ VOLUME(ALL) DETAIL STATUS(DUP)
XQUERY MAINZ VOLUME(flr*) DATASET(‘XQUERY.OUTPUT1’) DISP(MOD)
XQUERY TUCRUN CONFIGURATION ERRORLEVEL(session) STATUS(CPY) COMMAND(NOCOMMANDS)

XRECOVER – Recovering Data on the Recovery System
Use the XRECOVER command to bring data on the XRC recovery system to a
consistent, recoverable state in the event of a disaster to the application system.
The XRC recovery function uses the appropriate journal, control, and state data
sets to put all secondary volumes in a known recoverable state. The XRECOVER
command labels the secondary volume with the volume serial number of the
primary volume. This brings the recovery system to a state where it is equivalent to
the application system, as of the given timestamp.
Issue the XRECOVER command on the recovery system to complete the updating
of all journal data to the secondary (target) volumes. The secondary volume serial
numbers of volume pairs in the duplex or seqcheck state are changed to match
(“clipped to”) the primary volume serial number. The secondary volume serial
numbers of suspended volume pairs are also clipped, provided that the pairs have
completed initial volume synchronization prior to being suspended. For
SESSIONTYPE(XRC), the XRC recovery function must continue to have access to
the appropriate journal, control, and state data sets that were in use at the time of
the failure, or when the XRC session ended. A migration session requires only the
state data set.
If the XRC session has either been suspended or ended normally by a command,
XRECOVER processing applies the journaled data to update secondary volumes
that were suspended while XRC was writing the last consistency group when the
XRC session was active. XRC attempts to apply all outstanding data to the
secondary volumes so that these volumes are consistent with the rest of the
session. If the suspended volumes can be made consistent, XRC then changes the
volume status from SUS to RCV and clips the secondary. If the XRC session has
continued to apply consistency groups, then the volume will stay in SUS status.
XRC relabels the secondary volumes to the primary volume serial numbers,
provided that the volume pair had completed initial volume synchronization prior to
the recovery action.
Finally, the XRECOVER command automatically generates an XQUERY storage
control report. The report includes the last applied timestamp that defines the
recovered, consistent state for all volumes.
Note: Do not issue the XRECOVER command to an active XRC session. If a
session is active when you issue the XRECOVER command, XRC rejects
the command. You must first issue an XSUSPEND or XEND command for
the session, and then make all primary volumes offline to the data mover
system. The XRECOVER command which follows the XSUSPEND or XEND
command relabels each eligible secondary volume with the primary volume

9. If you do not use single quotation marks, TSO by default prefixes the user ID to the data set name.
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serial number. See “Chapter 6. Recovering Data on the XRC Recovery
System” on page 103 for more information.

XRECOVER Command Syntax
The syntax of the XRECOVER command is:
ÊÊ

XRECOVER
XRCV

session_id

ÊÍ
HLQ(

SYS1
qualifier

MSGROUTEID(user ID)
)

Required Parameters
session_id
Specifies the name of an XRC session. This can be any name acceptable
to TSO that matches the name of a session that was previously specified
on the XSTART command. The maximum length of the name is eight
characters. Do not include embedded blanks. TSO ignores leading blanks
and trailing blanks.

Optional Parameters
HLQ

Specifies the name of the high-level-qualifier that the XRECOVER
command will refer to when you issue it. The XRECOVER HLQ name must
be the same name that was specified on the XSTART command that
initiated the XRC session, if an HLQ was specified. If you started the
session without specifying an HLQ, the XRECOVER HLQ name must be
from one to eight characters, and can be any name acceptable to TSO.
“SYS1” is the default value.

MSGROUTEID
Specifies the user ID to which XRC messages associated with the
processing of this command are routed. If the specified user ID is not
logged on, TSO saves messages in the TSO BRODCAST data set and
displays them after the next logon.
Note: Messages issued by the initial command parser routine are sent to
the user ID that issues the TSO command.

XRECOVER Command Example
The following is an example of the XRECOVER command:
XRECOVER MAIN1 MSGROUTEID(OPER9)
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XSET – Changing Session Parameters
Use the XSET command to change the characteristics of an active session without
requiring that you quiesce or restart the session. The XSET command enhances
serviceability and availability by allowing the storage administrator to dynamically
change the XRC session tuning values. XRC saves the values in the state data set
and uses them to suspend or restart an XRC session. The XSET command
immediately changes the characteristics of the XRC session. The changes made
with the XSET command remain in effect for the duration of the session, even
through session suspension and restart, unless changed with another XSET
command.

XSET Command Syntax
The syntax of the XSET command is:
ÊÊ XSET

session_id

Ê
PAGEFIX(

8
ffff

)

PRIORITY(

LOAD
FIFO

)

Ê

Ê
RFREQUENCY(

00.30.00
hh.mm.ss

)

RTRACKS(

7500
ttttt

)

SCSYNCH(

2,2
p,s
2
n

)

Ê

Ê
SYNCH(

4
ss

TIMEOUT(
)

hh.mm.ss
STORAGE_CONTROL_DEFAULT

)
SSID(

nnnn,...,mmmm
ALL

)

Ê

ÊÍ
MSGROUTEID(user ID)

Required Parameters
session_id
Specifies the name of an XRC session. This can be any name acceptable
to TSO that matches the name of a session that was previously specified
on the XSTART command. The maximum length of the name is eight
characters. Do not include embedded blanks. TSO ignores leading blanks
and trailing blanks.

Optional Parameters
PAGEFIX
Specifies the upper limit for the amount of real storage that the XRC
address space can fix for I/O operations. It is the maximum amount of
storage that remains page-fixed for the duration of the storage control
session. This storage is freed back to the system when the data move no
longer needs the storage. The data mover, however, can fix and free any
amount of additional real storage, for short-term durations, as required, up
to 35MB per storage control session.
For example, to minimize the processor load for two storage controls, you
would set the PAGEFIX value to 70. The two storage controls divide the
70MB to get 35MB each, which is the maximum per storage control
session. However, you should allocate 35MB of storage for each unique
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SCSESSION level that you initiate. If you have two primary storage controls
and start two storage control sessions on each, you would PAGEFIX
140MB of storage.
The ffff megabyte default value is eight. The value for PAGEFIX can range
from zero (no permanent page-fixed storage) to 9999. Changes specified
with the PAGEFIX parameter take place when the next set of storage
control buffers are processed.
Attention: Unpredictable results can occur if you specify an amount of
permanently page-fixed storage that exceeds or is near the limits of
available processor storage. An IPL may be necessary.
PRIORITY
Specifies the priority that the XADDPAIR command uses for selecting the
next volume to synchronize or resynchronize. Changes specified with the
PRIORITY parameter take place when the next volume is processed. The
default value is LOAD. The acceptable subparameters are:
FIFO

Specifies that the data mover select volumes in the order that is
specified on the XADDPAIR command.

LOAD Specifies that the data mover select volumes whose primary and
secondary storage controls have the least load. XRC bypasses a
volume pair if the primary or secondary storage control is
overloaded. If bypassed, the volume remains the next eligible
candidate for XRC to select when the load decreases. XRC
considers a primary storage control to be overloaded if it has more
than X'500' pending record updates. XRC considers a secondary
storage control to be overloaded if any of its primary storage
controls have more than X'500' pending record updates.
RFREQUENCY
Specifies how often that the data mover resets the resynchronization
bitmaps. Specify the frequency in hours, minutes, and seconds. The time
can range from 00.00.30 to 18.00.00. The default time is 30 minutes.
Specify 00.00.00 to turn off the RFREQUENCY function.
Volume resynchronization can take longer if you specify a long frequency
time; it is likely that more data will have changed on the primary volumes. A
shorter time can put a greater demand on data mover host MIPs. If you set
the frequency value to zero, XRC does not use elapsed time to determine
whether to reset the storage control session bitmap.
RTRACKS
Specifies the number of tracks that must change before the data mover
resets the resynchronization bitmaps. The value for the number of tracks,
ttttt, can range from 0 to 99999. The default value is 7500 tracks.
Volume resynchronization can require more time if you specify more tracks;
it is likely that more data will have changed on the primary volumes. A lower
value can put a greater demand on data mover host MIPs. If you set the
tracks value to zero, or to a value that is greater than the number of tracks
on a volume, XRC does not use the number of changed tracks to determine
whether to reset the storage control session bitmap.
SCSYNCH
Specifies the maximum number of volume pairs that the data mover can
synchronize or resynchronize concurrently per storage control.
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You can specify the XSET SCSYNCH keyword as SCSYNCH(p,s) or as
SCSYNCH(n). Examples are:
XSET SCSYNCH(2)

XSET SCSYNCH(2,2)

XSET SCSYNCH(4,2)

The default setting is SCSYNCH(2,2). A single value, n, specifies the
maximum number of volume pairs that the data mover can concurrently
synchronize or resynchronize per storage control. The limit specified with n
applies to both primary and secondary storage controls. The parameter
value can be from zero to 45.
Multiple values (p,s) allow you to separately specify the maximum number
of volume pairs that the data mover can concurrently synchronize or
resynchronize on both the primary and the secondary storage controls. Both
values apply to storage controls that have XRC volume pairs in that XRC
session. The limit for the primary storage controls is p, and s is the limit for
the secondary storage controls. The parameter values can be from one to
45. The parameter value applies to a logical storage subsystem (LSS)
regardless of the number of storage control sessions that are active on the
storage subsystem.
Set the SCSYNCH value in conjunction with the SYNCH parameter, which
specifies the session limits for concurrent volume sychronization tasks.
Changes specified with the SCSYNCH parameter take place when the next
volume initialization is processed.
SYNCH
Specifies the maximum number of volume synchronization or
resynchronization tasks that XRC can concurrently start in the XRC
session. The range of ss is from zero to 45 tasks; the default value is four.
Specify a value of zero to ensure that XRC does not start any new volume
initializations. XRC will continue with existing volume synchronization or
resynchronization tasks. Changes specified with the SYNCH parameter take
place when XRC processes the next volume.
SYNCH specifies an XRC session-level value. For each synchronization
task that it starts, XRC fixes real page storage that is based on the
following formula:
{ SYNCH * (number of volume pairs in CPY status) * 360K }

This storage is in addition to the real storage that is used by normal update
processing. The real storage remains page-fixed for the total time the
volumes are being synchronized or resynchronized. Set the SYNCH value
in conjunction with the SCSYNCH value to control concurrent storage
control activity.
TIMEOUT
Specifies the primary storage control timeout value for application impact.
This value specifies the maximum time that application programs are
unable to update volumes before the storage control suspends, or ends, the
storage control session. Storage controls that do not support hardware
bitmapping end their affected storage control sessions at the end of the
specified TIMEOUT duration. XRC must then resynchronize all volumes in
these sessions with a full-volume copy. Storage controls that support
hardware bitmapping suspend their affected storage control sessions and
perform hardware bitmapping of changes to primary volumes. XRC will not
need to perform a full-volume copy to resynchronize these volumes.
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The parameter value, given in hours, minutes, and seconds, can range from
a minimum of one second (00.00.01) to a maximum of 18 hours (18.00.00).
Specify TIMEOUT(STORAGE_CONTROL_DEFAULT) to request that XRC
use the default set in the storage control, which is normally five minutes
(00.05.00). Changes specified with the TIMEOUT parameter take place
when you add a new storage control to the XRC session. The SSID
parameter can specify which storage subsystems are immediately affected
by the TIMEOUT parameter.
You can override the XSET TIMEOUT value by issuing a timeout value with
the XSUSPEND(SESSION) command. The new timeout value remains in
effect until you restart the XRC session. It is recommended that the
TIMEOUT value never be set less than the missing-interrupt handler (MIH)
timeout interval or the channel extender timeout interval for Disk volumes.
Note: The XSET TIMEOUT value specifies the acceptable application
impact for normal data mover operations. For comparison, the
XSUSPEND TIMEOUT value specifies the acceptable application
impact (expected duration) for a planned outage.
SSID

Specifies the SSIDs that the TIMEOUT keyword value is applied to, thereby
qualifying the scope of the TIMEOUT keyword. If you do not specify the
SSID parameter, then only storage controls that are added in the future will
get the new timeout value. If you specify SSID(ALL), all current storage
controls immediately get the new timeout value, and all future storage
controls will also get the new value. If you specify a specific set of SSIDs,
only the listed storage controls immediately get the new timeout value.
Storage controls that you add in the future will get the old timeout value, not
the one specified in the TIMEOUT parameter.
You can specify up to nine SSIDs on a single XSET command. Specify
each SSID with up to four character values. Separate each SSID by a
comma or a blank.

MSGROUTEID
Specifies the user ID to which XRC messages associated with the
processing of this command are routed. If the specified user ID is logged
off, TSO saves messages in the TSO BRODCAST data set and displays
them after the next logon.
Note: Messages issued by the initial command syntax-checking routine are
sent to the user ID that issues the TSO command.

XSET Command Examples
The following are examples of the XSET command:
XSET

OLYMPIC MSGROUTEID(OPER1) PAGEFIX(70)
SYNCH(8) TIMEOUT(00.40.00)

PRIORITY(FIFO) SCSYNCH(3)

XSET

PANDA PAGEFIX(140) PRIORITY(LOAD) SYNCH(8) TIMEOUT(01.30.00)
RTRACKS(18000) RFREQUENCY(04.00.00) MSGROUTEID(KING9)

Chapter 4. Extended Remote Copy TSO Command Descriptions

67

XSTART – Starting a Session
Use the XSTART command either to start a new XRC session or restart a
suspended XRC session. When you restart a suspended session, XRC uses the
values that are stored in the state data set to reconstruct the session environment.
When the suspended XRC session becomes active, issue an XADDPAIR command
to resynchronize all volume pairs within the session.
You can set up the XSTART command to automatically start the session when you
initialize the system. Issue the XADDPAIR command to begin volume
resynchronization processing.

XSTART Command Syntax
The syntax of the XSTART command is:
ÊÊ XSTART

session_id

ERRORLEVEL
ERRLVL

(

SESSION
VOLUME
group_name

) SESSIONTYPE(

MIGRATE
XRC

Ê

)

Ê

ÊÍ
HLQ(

SYS1
qualifier

MSGROUTEID(user ID)
)

Required Parameters
session_id
Specifies the name of an XRC session. This can be any name acceptable
to TSO except for the word “ALL”, which is reserved. The maximum length
of the name is eight characters. Do not include embedded blanks. TSO
ignores leading blanks and trailing blanks.
ERRORLEVEL
Specifies how the XRC session responds when an error occurs that causes
the session to become unable to process a volume. The error level
specified with the XSTART command is the default for all volumes that do
not have an error level specified with an XADDPAIR command. The
XADDPAIR specification overrides the XSTART command specification.
For example, if you specify ERRORLEVEL(SESSION) for a volume pair on
an XADDPAIR command, an error on that duplex volume pair results in the
suspension of all volumes in the XRC session, even if
ERRORLEVEL(VOLUME) was specified on the XSTART command. In this
way, XRC supports multiple levels of error processing within a single
session. You can specify ERRORLEVEL(group_name) to group selected
volumes together. Critical volumes can have ERRORLEVEL(SESSION),
while all other volumes can use ERRORLEVEL(VOLUME) or
ERRORLEVEL(group_name).
You can abbreviate this keyword as ERRLVL.
SESSION
Specifies that, if a permanent error to a duplex primary or
secondary volume occurs, XRC suspends all volume pairs in the
XRC session, regardless of the volume status. Suspending any
volume pairs from the session can negatively affect the usability of
the remaining secondary volumes. Specify SESSION to ensure that
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all secondary volumes in the entire XRC session that are necessary
for recovery are consistent up to the time of failure.
VOLUME
Specifies that, if a permanent error occurs on a duplex volume, the
XRC session suspends the volume pair or pairs that are associated
with the error. All other volumes continue to process.

group_name
Specifies that, if an error to a duplex primary or secondary volume
pair occurs, XRC suspends all volume pairs that are associated
with that group name. The group_name can be any name
acceptable to TSO. The maximum length of the name is eight
characters. Do not include embedded blanks. TSO ignores leading
blanks and trailing blanks. Do not use the reserved names
VOLUME and SESSION.
SESSIONTYPE
Specifies the operating mode for the XRC session. Specify XRC for a
disaster recovery session or MIGRATE for a data migration session. To
change the mode of operation, suspend the session with an XSUSPEND
command, followed by an XSTART command with a new SESSIONTYPE
keyword.
MIGRATE
Specifies that the data mover apply updates to the secondary
volumes on a consistency group basis, but not write updates to the
journal data sets. You must already have allocated the XRC state
data set. You do not need to allocate the control and journal data
sets.
XRC commands maintain data consistency within a “migration”
session in the same way as in a “recovery” session. If a disaster
occurs while in SESSIONTYPE(MIGRATE) mode, however, XRC
cannot guarantee data consistency across the secondary volumes,
as there is no journaling activity. You can issue an XRECOVER
command after ending a session in MIGRATE mode to clip the
secondary volume serial numbers.
XRC

Specifies that XRC operate in recovery mode. A
SESSIONTYPE(XRC) session makes use of journal volumes to
guarantee secondary volume consistency group time. If XRC
removes a volume from the session due to an I/O error, XRC can
no longer update the secondary volume. Subsequent updates to the
primary volume are lost if you must recover the applications on the
recovery system.

Optional Parameters
HLQ

Specifies the name of the high-level-qualifier for the state, control, and
journal data sets to which the XSTART command refers. The XSTART HLQ
name must be from one to eight characters, and can be any name
acceptable to TSO. “SYS1” is the default value.

MSGROUTEID
Specifies the user ID to which XRC messages associated with the
processing of this command are routed. If the specified user ID is not
logged on, TSO saves messages in the TSO BRODCAST data set and
displays them after the next logon.
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Note: Messages issued by the initial command parser routine are sent to
the user ID that issues the TSO command.

XSTART Command Example
The following is an example of the XSTART command:
XSTART MAIN1 SESSIONTYPE(XRC) ERRORLEVEL(VOLUME) MSGROUTEID(OPER1)

XSUSPEND – Suspending Volumes or Sessions
Use the XSUSPEND TSO command to either suspend an XRC session or to
suspend one or more volume pairs from the XRC session.
When an XRC session is suspended, the data mover is no longer active and the
volume pairs are in suspended state. Session suspension should occur as part of a
planned outage when you stop applications or intend the outage to be brief.
Suspending an XRC session cancels all pending volume commands; you must
reissue pending commands when you restart the session.
The data mover remains active when a volume pair is in suspended state. If a
storage control supports a hardware bitmap, the data mover does not read record
updates from it. If a storage control does not support a hardware bitmap, the data
mover continues to read record updates from the primary storage control that owns
the suspended volume. A volume-level suspension does not affect application
activity.
The IMMEDIATE, ATTIME, and DRAIN keywords allow you to control when the
suspension occurs.
After you issue the XSUSPEND command, XRC prompts you (unless you have
specified NOVERIFY) to confirm the request to suspend the session or set of
specified volumes. You must specify either YES or NO. If the XSUSPEND command
is invoked through a CLIST written in REXX, you should either specify NOVERIFY
or place your response to the prompt in the data stack prior to issuing the
command. In a batch environment, you can stack the response.

XSUSPEND Command Syntax
The syntax of the XSUSPEND command is:
ÊÊ XSUSPEND

session_id

TIMEOUT(

VOLUME(

hh.mm.ss
STORAGE_CONTROL_DEFAULT
»primary_volser
ALL

)

Ê

)

IMMEDIATE
Ê

ÊÍ
ATTIME(yyyy.ddd hh:mm:ss.thmiju)
DRAIN
CANCEL
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NOVERIFY

MSGROUTEID(user ID)

Required Parameters
session_id
Specifies the name of an XRC session. This can be any name that was
previously specified on an XSTART command, except for the word “ALL”.
The maximum length of the name is eight characters. Do not include
embedded blanks. TSO ignores leading blanks and trailing blanks.
TIMEOUT
Specifies the minimum time that a storage control can wait for the XRC
session to restart and begin to offload records from the primary storage
controls. If you do not restart the XRC session within the time that you
specified with the TIMEOUT variable, the primary storage controls take
action to recover cache resources that are associated with the storage
control session. Storage controls that do not support hardware bitmapping
end their XRC sessions at the end of the specified TIMEOUT duration.
Storage controls that support hardware bitmapping suspend their XRC
sessions and perform hardware bitmapping of changes to primary volumes.
The TIMEOUT parameter allows you to control the impact that a
suspension operation has on the application program. The minimum
TIMEOUT value is one second (00.00.01); the maximum TIMEOUT value is
18 hours (18.00.00). See “Suspending an XRC Session” on page 81 for
more information about the potential impact on the application program.
The TIMEOUT timeframe begins when update activity causes storage
control cache to exceed a threshold value. If an IEA482I message is
received, application updates remain stopped until the “busy-control-unit”
condition is relieved. If the storage control ends the storage control session,
you must restart the storage control session and fully synchronize all
volumes in the session.
When you specify TIMEOUT, XRC suspends the entire XRC session, and
ends the ANTAS001 data mover address space. The TIMEOUT parameter
is mutually exclusive with the VOLUME parameter.
When you issue the XSUSPEND command with the
TIMEOUT(STORAGE_CONTROL_DEFAULT) parameter, XRC uses the
default that is set in the storage control. This value is normally five minutes
(00.05.00).
Notes:
1. If all of the storage subsystems in your environment support the
hardware bitmap function, you can set a low timeout value; the
hardware bitmap ensures a rapid resynchronization time. If some or
none of the storage subsystems in your environment support the
hardware bitmap function, set the timeout limit to minimize the effect on
applications. Take into consideration how long a full-volume
resynchronization will take for storage subsystems without hardware
bitmapping.
2. ESS storage subsystems suspend their sessions as a part of
XSUSPEND processing. Therefore, the TIMEOUT parameter does not
affect these subsystems.
3. The XSUSPEND TIMEOUT parameter specifies the acceptable
application impact (expected duration) for a planned outage. For
comparison, the XSET TIMEOUT parameter specifies the acceptable
application impact for normal data mover operations.
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VOLUME
Specifies the volume serial numbers of the primary volumes that XRC is to
suspend from the session. When XRC suspends a volume, the data mover
continues to read record updates from the primary storage control. The data
mover does not apply updates to the secondary volume while the volume
remains in a suspended state. You may specify up to 100 primary volume
serial numbers on a command. Use either a blank or a comma to separate
each primary volume serial number.
The XSUSPEND command will fail if you include a utility volume in the
volume list. You can add or delete utility volumes, but you cannot suspend
them.10
When you specify XSUSPEND VOLUME(ALL), XRC suspends all volume
pairs in the session, but does not suspend the utility volumes. The
ANTAS001 address space remains active. The data mover continues to
read record updates for storage controls that do not support a hardware
bitmap.
The VOLUME parameter is mutually exclusive with the TIMEOUT
parameter.

Optional Parameters
ATTIME
Specifies that XRC suspend the specified volume pairs or the XRC session
after all updates, up to the time specified with the timestamp, have been
applied to the secondary volumes. XRC does not apply any updates to the
secondary volume beyond the specified UTC timestamp.
When XRC encounters a record update that has a timestamp later than the
time specified, XRC suspends the volume pair. All affected secondary
volumes are consistent up to the UTC timestamp that is reported on
successful completion of the command.
If you specify VOLUME(ALL) with the ATTIME parameter, XRC processes
volumes that are in duplex, pending, seqcheck, and copy status. The
XSUSPEND command does not process utility volumes when you specify
VOLUME(ALL).
You may issue another XSUSPEND command to change the ATTIME value
to be either earlier or later than a previously specified time. XRC issues a
message that indicates that it has accepted a new ATTIME value. The
command fails if the specified ATTIME value is earlier than the consistency
group time that XRC is currently processing. If you issue multiple
commands for either a single volume pair or an entire session, XRC always
uses the last valid ATTIME value that was specified.
If all volume pairs becomes deleted or suspended (either due to an error or
by command) prior to the specified ATTIME, XRC cancels the
XSUSPEND(volume) command and clears the ATTIME timestamp.

For volume suspension, record updates that are received in the storage
control after the specified time are maintained in the software bitmap for a
subsequent resynchronization operation. For session suspension, storage
controls that support hardware bitmapping suspend their storage control
sessions and perform hardware bitmapping of changes to primary volumes.
The data mover stops reading record updates from the storage control. If a

10. Although you cannot explicitly suspend a utility volume, XRC can internally suspend a utility volume.

72

Advanced Copy Services

storage control does not support a hardware bitmap, the storage control
accumulates record updates in cache until either you restart the XRC
session, or the storage control reaches the timeout value.
If you issue an XRECOVER command to a session that contains
suspended volumes pairs, XRC clips those secondary volumes with the
primary volume serial numbers, provided that the volume pair had reached
duplex prior to being suspended. XRC does not apply journal updates to
the volumes. The data mover ensures that the proper data is recovered
from the journal data set so that volumes are consistent to the reported
timestamp.
DRAIN
Specifies that XRC perform the following tasks:
1. Read the record updates from all storage control caches and obtain the
timestamp of the last update for each storage control session.
2. Determine the most recent timestamp.
3. Perform the XSUSPEND command when XRC has applied all records,
up to and including the most recent timestamp, to the secondary
volumes.
The DRAIN parameter supports operations such as migration, where
applications are quiesced prior to issuing the DRAIN request. DRAIN allows
you to quiesce application program updates to the primary volumes and
ensures that XRC has applied all updates to the secondary volumes before
it suspends either the volume pairs, or the XRC session.
If you specify VOLUME(ALL) with the DRAIN parameter, XRC processes
volumes that are in duplex, pending, seqcheck, and copy status. The
XSUSPEND command does not process utility volumes when you specify
VOLUME(ALL).
If a storage control has never received a timestamped record, the DRAIN
function fails. XRC cancels the command if it suspends the volume pair
because of an error prior to completion of the function.
All secondary volumes are consistent up to the UTC timestamp that is
reported by successful completion of the command. The storage control
continues to receive record updates after the time that is determined by the
XSUSPEND DRAIN function. These updates are maintained in the software
or hardware bitmap if this is a volume suspension, or maintained in the
primary storage control if this is a session suspension.
If an XRECOVER command is issued, the secondary volumes of volume
pairs in the duplex state or the seqcheck state are clipped to the primary
volume serial number. XRC does not apply journal updates to the volumes.
Although XRC does not apply journal updates to suspended volumes, XRC
does clip volume serial numbers to pairs that were in duplex state prior to
the suspension. The data mover ensures that the proper data is recovered
from the journal data set so that volumes are consistent to the reported
timestamp.
If all volume pairs become deleted or suspended (either due to an error, or
by command) before XRC can drain all updates from the primary storage
control, XRC cancels the XSUSPEND command.
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CANCEL
Specifies that XRC cancel the previous XSUSPEND command with an
ATTIME or DRAIN request. The CANCEL option is only valid when there is
a pending XSUSPEND command, and cannot be specified with the
ATTIME, DRAIN, or IMMEDIATE parameters.
IMMEDIATE
Specifies that XRC immediately process the suspend request. Updates to
the specified secondary volumes stop when the current consistency group
has been applied. The storage control continues to record updates to
primary volumes.
For volume suspension, XRC suspends the volume pair or pairs from the
active session. For session suspension, XRC suspends all volume pairs
from the active session. In either case, the secondary volumes are
consistent up to the UTC timestamp that is reported on the successful
completion of the command. IMMEDIATE is the default.
If you want to process all volumes in the session, except for utility volumes
and volumes that are already suspended, specify both the VOLUME(ALL)
and IMMEDIATE keywords. The XSUSPEND command does not process
suspended volumes or utility volumes.
NOVERIFY
Specifies that XRC not issue message ANTT0028A, which prompts the user
to confirm that XRC should continue to process the command. If you select
this option, XRC immediately processes the command without waiting for
verification.
MSGROUTEID
Specifies the user ID to which XRC messages associated with the
processing of this command are routed. If the specified user ID is not
logged on, TSO saves messages in the TSO BRODCAST data set and
displays them after the next logon.
Note: Messages issued by the initial command parser routine are sent to
the user ID that issues the TSO command.

XSUSPEND Command Examples
The following are examples of the XSUSPEND command:
XSUSPEND TUCSON CANCEL
XSUSPEND TUCSON TIMEOUT(S) MSGROUTEID(OPER1)
XSUSPEND TUCSON V(prod14) ATTIME(1997.234 12:14:20.002001)
XSUSPEND TUCSON V(prod15,prod16) CANCEL
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Chapter 5. Managing Extended Remote Copy Operations
This section describes how to manage XRC copy operations.

Starting or Restarting an XRC Session
Use the XSTART command to start an XRC session or to restart a suspended
session. You can start the XRC session automatically at system initialization time by
putting the JCL for a TSO job, that includes the XSTART command, in a
SYS1.PROCLIB member. The operating system then starts the SYS1.PROCLIB
member from a SYS1.PARMLIB COMMANDxx member. The storage administrator
must issue the XSTART command to start the XRC session if the SYS1.PROCLIB
member does not include the XSTART command.
When an error occurs and you have specified ERRORLEVEL(session), XRC
suspends all volumes in the session but leaves the XRC session active. XRC
leaves the secondary volumes in a consistent state within the suspended session.
You can correct the error and add the volumes to the active session without having
to restart the session. There is minimal impact to the primary application. XRC can
rapidly resynchronize the suspended volumes when you add them to the session.
This is possible because either hardware bitmaps or software bitmaps maintain the
changes to data on the primary volumes.
The following command starts the XRC session with error level set to VOLUME. It
directs XRC to suspend any active volume pair that encounters an error.
XSTART DALLAS SESSIONTYPE(XRC) ERRORLEVEL(VOLUME)

The following command starts the extended remote copy session with error level
set to SESSION. All of the volumes in the session contain associated data. If an
error to an XRC duplex state volume occurs, XRC suspends all volumes in the
session.
XSTART DALLAS SESSIONTYPE(XRC) ERRORLEVEL(SESSION)

In the preceding example, the minimum syntax supported is:
XSTART DALLAS S(XRC) E(SESSION)

Note: When you restart a suspended XRC session with the XSTART command,
the data mover determines which tracks require resynchronization on all of
the suspended volumes. The resynchronization process does not occur,
however, until you issue an XADDPAIR command for the volume pair.

Adding XRC Utility Volumes
The purpose of an XRC utility volume or volumes is to provide one or more known
low-usage volume addresses that can be used by the data mover to access the
records from the primary storage control. Selecting a low-activity volume minimizes
device contention and supports optimal data mover performance.
Select utility devices that are not frequently used by other applications. The data
mover cannot easily offload data from the utility device when there is significant
application I/O activity to this device.
You can define one or more utility volumes per storage control session with the
XRCUTL option of the XADDPAIR command. The utility volume used by the data
© Copyright IBM Corp. 2000

75

mover “floats” from volume to volume, based on the I/O demands on the volumes in
the storage control session. You do not need to assign dedicated volumes if several
low-use utility volumes are available. You do not need to assign dedicated utility
volumes with Enterprise Storage Server (ESS) storage subsystems, as they already
support floating utility device functions.
For each application storage control, select one or more low-activity volumes to be
the data mover’s utility volumes. For ESS storage subsystems and other storage
controls that support floating utility functions, you can add utility volumes to the
storage control session at any time and in any order. You can use the same
XADDPAIR command to specify utility volumes as well as other volumes.
The following example uses separate commands to add utility volumes and regular
volume pairs to two storage controls:
XADDPAIR DALLAS VOLUME(PRIMA1 XRCUTL,PRIMB1 XRCUTL)
XADDPAIR DALLAS VOLUME(PRIMA2 SEC001,PRIMB2 SEC002)

The following example adds utility volumes and volume pairs to two storage
controls with one command:
XADDPAIR DALLAS VOLUME(PRIMA1 XRCUTL,PRIMB1 XRCUTL,PRIMB2 SEC001,
PRIMB2 SEC002)

The SCSESSION keyword provides a way to manage the utility volumes for a
single storage control. If there are multiple storage control sessions within that
storage control, then all of the sessions are affected. If you want to change a utility
volume assignment, you must first issue an XDELPAIR command, and then reissue
the XADDPAIR command for the utility volume.
If you define the storage control with a fixed utility attribute, the utility volume must
be the first volume that you add for each storage control session. If you define the
storage control with a floating utility attribute, IBM recommends that you define
multiple utility volumes for data mover activity. Assign at least one utility volume to
each storage control session. You can define a utility volume as a single-cylinder
volume due to the nature of its use.

Adding an XRC Volume Pair
The XADDPAIR TSO command specifies both the primary (source), and secondary
(target) volumes of a volume pair that you want to add to an XRC session. You can
add up to 50 volume pairs with each XADDPAIR command.
Notes:
1. When you add a suspended volume pair back to the session, the data on the
recovery (target) volume is incomplete (not ready for recovery) until the volume
pair reaches duplex state. Choose the resynchronization time carefully to allow
the volume pairs to quickly reach duplex state.
2. After XRC receives an XADDPAIR command, it slightly delays the start of
volume initialization to allow you time to issue additional XADDPAIR commands.
3. A high activity level on the primary volume’s storage control can delay the initial
volume copy process. XRC will not start, or continue with, an initial volume copy
or resynchronization process on a storage control that has a storage control
session that exceeds the update threshold value (X'500'). Also, XRC will stop
the initial volume copy or resynchronization of any other volume pair that shares
the same secondary storage control with a volume pair whose primary storage
control has a storage control session that exceeds the update threshold value. If
the volume pair’s copy-completed percentage is not changing as expected, you
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may want to observe the activity level for the associated primary and secondary
storage controls. When the activity level declines, the volume copy continues.

Initializing Volume Pairs
The XRC volume pair initialization function selects the next volume to synchronize
or resynchronize, and prioritizes the volumes from the command’s list of volumes.
The first priority is to resynchronize existing volume pairs, then to add new volume
pairs to the XRC session. XRC selects and adds new pairs as needed according to
the PRIORITY subparameter (FIFO or LOAD), which you can specify with the XSET
command.
If you specify PRIORITY(FIFO), XRC processes the volumes that were listed by an
XADDPAIR command in the order that they are listed. First, XRC processes all
volumes that are eligible for resynchronization. Next, XRC processes all volumes
that are eligible for synchronization. XRC processes the volumes within the limits
that you specified in the SYNCH and SCSYNCH parameters of the XSET
command.
If you specify PRIORITY(LOAD), XRC processes the volumes that were listed by an
XADDPAIR command based on the primary and secondary storage control load.
First, XRC processes all volumes that are eligible for resynchronization. XRC can
defer the initialization if the associated storage control has too much activity at the
time that the volume is eligible. The volume continues to be eligible for processing
when the activity level has decreased. Next, XRC processes all volumes that are
eligible for synchronization. Again, XRC can defer the initialization if the primary
storage control activity is too high. XRC performs both resynchronization and
synchronization processing within the limits that the SYNCH and SCSYNCH
parameters of the XEND command specify.

Adding a Volume with the Default Copy Option
Unless you specify NOCOPY, XRC makes an initial copy of the primary volume. At
the same time it updates the secondary volume as the primary receives changes.
During this processing, XRC does not copy the volume serial number from the
primary volume to the secondary volume. Therefore, during normal copy operations,
a display of the secondary volume serial number shows its original serial number.
(During recovery, XRC sets the secondary volume serial number equal to the serial
number of the primary volume.)
Using the default copy option puts the responsibility for ensuring initial data integrity
for the volume on the XRC function. XRC ensures that it has successfully copied all
tracks on the primary volume, and all updates that are made to the volume during
initialization, to the secondary volume. As a result, when volume initialization is
complete, the secondary volume is in a known, consistent state.
Note: XRC automatically copies all changed tracks whenever it restarts a session,
as part of the resynchronization function. XRC ignores the NOCOPY option.

Adding Volumes in a Volume Group
The ERRORLEVEL keyword of the XADDPAIR command provides an opportunity to
assign a common group name to volumes that are related. XRC suspends all of the
volumes in a common group when an error occurs to any one of the volumes that
belong to that group.
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See “XADDPAIR Command Syntax” on page 48 for information about adding
related volumes as groups. “Chapter 8. Recovering from Error Conditions–XRC” on
page 111 describes additional ERRORLEVEL parameter details.

Adding a Volume with the NOCOPY Option
The NOCOPY option bypasses the initial primary to secondary volume copy and
eliminates the initial data transfer between volumes. This lets you quickly initialize a
large number of XRC-managed volumes.

Use the NOCOPY Option with Caution
Because of potential data integrity exposures, use the NOCOPY option of the
XADDPAIR command only in TSO command mode, not in automated
procedures. Specify NOCOPY only when installation procedures can
guarantee that the primary and secondary volumes are equivalent at the time
that you issue the command.
The NOCOPY option specifies that the primary and secondary volumes are
identical and that it is not necessary to copy the primary volume to the
recovery system. Be careful when you specify the NOCOPY option when any
of the following are true:
v You issue the XRC TSO XADDPAIR command as part of automatically
initiated XRC subsystem activity, because the NOCOPY option can
introduce potential data integrity exposures during a system failure. For
example, an application may have completed a successful write operation
to a primary volume by placing the data in the storage control’s nonvolatile
storage. Before the data mover can copy the data to the recovery system,
however, the data mover system fails. If you specify NOCOPY when you
restart the data mover system, XRC does not copy the primary volume to
the secondary volume. XRC will not synchronize them even though the two
volumes may no longer contain exactly the same data. There is a data
integrity exposure here because latent updates exist , the data mover has
not received the updates, and there is no indication of missing data.
v The XADDPAIR command follows a DFSMSdss full-volume restore that
included the COPYVOLID parameter. In this case, you must manually set
the secondary volume serial number to a unique ID, and vary it online.
Note: The XADDPAIR TSO command with the NOCOPY option requires a
few seconds to complete across the sysplex. If application hosts initiate
Disk write updates to the volumes before the volumes are under XRC
control, those updates will not be timestamped. (Only write I/O
operations to volumes that are part of an XRC session are
timestamped.) This temporary inconsistency has passed when an
XQUERY command returns the information that there are no volumes
in seqcheck status.

The XADDPAIR command with NOCOPY is equivalent to the dual copy function
with the NOCOPY option. You must use it with care. When you specify NOCOPY,
both the primary and secondary volumes must contain exactly the same data at the
point in time when the pair is established. To ensure that the volume contents do
match, perform the following steps:
1. Stop all application activity to the primary volumes.
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2. Use DFSMSdss to dump the full primary volumes. Specify the ALLDATA and
ALLEXCP options to dump both allocated used and allocated unused space on
the volumes. (Some applications refer to the allocated unused space of a data
set.)
3. Restore the full secondary volumes.
4. Ensure that no applications have made updates to the primary volumes during
the volume dump and restore process.
5. Issue the XADDPAIR command with the NOCOPY option.
6. Once the XRC pair is established, restart the applications to the primary
volumes. If this is part of an automated procedure, you can check for the
ANTA8101I or ANTA8004I message to detect when the pair is under XRC
control.

Adding a Volume with the SUSPENDED Option
Use the XADDPAIR command SUSPENDED keyword to restore the volume
configuration to the state that existed prior to a suspension. The keyword processes
all pairs that are suspended at the time the XADDPAIR command is issued. XRC
then places each primary volume in an active state so that it is eligible to start
resynchronization, and so that each secondary volume can receive updates. As an
example, say that there are 1000 volumes in the XRC session. 200 are in
suspended state and 800 are in duplex state. An XADDPAIR SUSPENDED
command would start the volume initialization process for the 200 suspended
volumes. XRC initializes the volumes subject to the SYNCH and SCSYNCH values
that are currently in effect.

Adding a Volume with the DONOTBLOCK Option
Specify the DONOTBLOCK option to exclude a volume from device-level blocking.
The data mover uses the device-level blocking function when the primary storage
control supports this function. An application may generate significant updates to a
primary volume in a single-channel program chain, such as a defragmentation or
full-volume restore operation. The device-level blocking algorithm paces the
operation to allow the data mover to offload updates in an efficient manner.
Consider using this option only for high-performance, sensitive volumes that
generate very short updates, such as IMS WADs volumes.

XADDPAIR Command Examples
The following command adds two volume pairs to the XRC session:
XADDPAIR DALLAS VOLUME(PRIM01 SECO01,PRIM02 SECO02)

This command directs XRC to copy the primary volumes PRIM01 and PRIM02 to
the secondary volumes SECO01 and SECO02, respectively. Use either a blank or a
comma to separate each primary and secondary volume serial number within each
pair; use a comma to separate the pairs.
The following command adds a volume pair to the XRC session, routes XRC
messages to user ID E299000, and specifies that XRC only copy updates to the
primary volume. XRC does not copy the initial volume image. XRC ignores the
NOCOPY keyword, however, if you issue this XADDPAIR command to
resynchronize the volume pair.
XADDPAIR DALLAS VOLUME(PRIM01 SECO01,PRIM02 SECO02)
MSGROUTEID(E299000) NOCOPY
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The following command adds two volume pairs to the XRC session so that both
pairs belong to a group that is called “DB2GROUP”:
XADDPAIR DALLAS VOLUME(PRIM01 SECO01,PRIM02 SECO02)
ERRORLEVEL(DB2GROUP)

The following command adds all suspended volume pairs back to the CHAKOS2
XRC session, and schedules them for resynchronization:
XADDPAIR CHAKOS2 SUSPENDED

The XADDPAIR SCSESSION keyword provides a way to manage volumes for a
single storage control. If there are multiple storage control sessions within that
storage control, then all of the sessions are affected. The following command adds
two volume pairs to the storage control session called “GA”:
XADDPAIR DALLAS VOLUME(PRIM01 SECO01,PRIM02 SECO02)
SCSESSION(GA)

For the best data mover performance, assign heavy use volumes to separate
storage control sessions.
You can run the following JCL example as a batch job, or process it from a
SYS1.PROCLIB member to automate the procedures that are shown here. This
example shows how to use JCL to start an XRC session, add a single volume pair
to the session, and route message output to a specific user ID.
//IKJEFT01 JOB,
//
MSGLEVEL=(1,1),MSGCLASS=A,NOTIFY=user ID
//STARTXRC EXEC PGM=IKJEFT01
//STEPLIB DD DSN=authorized.cmdlib,DISP=SHR
//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *
PROFILE MSGID
XSTART DALLAS SESSIONTYPE(XRC) ERRORLEVEL(VOLUME) MSGROUTEID(user ID)
XADDPAIR DALLAS VOLUME(PRIM01,SECO01) MSGROUTEID(user ID)
/*

You can process the following TSO CLIST in a standard TSO environment. This
example shows how to use a CLIST to start an XRC session and add two volume
pairs to the session.
PROFILE MSGID
XSTART DALLAS SESSIONTYPE(XRC) ERRORLEVEL(VOLUME)
XADDPAIR DALLAS VOLUME(PRIM01,SECO01,PRIM02,SEC02)

Suspending XRC Volume Pairs
Whenever volume pairs are in a suspended state, XRC does not apply primary
volume updates to the suspended secondary volumes. Each affected storage
control maintains a track-level bitmap of changed tracks that are associated with the
suspended primary volumes. Suspension messages report the consistency group
time for the suspended volumes.
The suspension of a volume pair, as the result of an error, may cause XRC to take
action on other volume pairs as a result. The ERRORLEVEL that you specified for
the suspended volume pair, and the scope of the error, both determine the actions
that are taken by XRC. For ERRORLEVEL(VOLUME), XRC suspends only the
failing volume pair. For ERRORLEVEL(SESSION), XRC suspends all duplex
volume pairs in the XRC session. For ERRORLEVEL(group_name), XRC suspends
all volume pairs that are associated with this group name.
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When XRC suspends volume pairs on storage controls that support hardware
bitmaps, the hardware maintains a track-level bitmap of application system updates.
When XRC suspends volume pairs on storage controls that do not support
hardware bitmaps, the data mover continues to record the track-level bitmaps for
suspended volumes as long as the ANTAS001 data mover address space remains
active. If errors occur while a volume pair is in suspended state, the pair remains in
a suspended state. The ERRORLEVEL parameter has no effect on suspended
volume pairs. Certain severe errors such as loss of the software or hardware
bitmap records may require that you do a full-volume resynchronization on the
volume pair when you add it back to the XRC session.

Suspending an XRC Session
For storage controls that support hardware bitmaps, suspension of an XRC session
has no application performance impact. For storage controls that do not support
hardware bitmaps, a suspended XRC session can affect the system environment.
The actual impact depends on the configuration, the activity level of the volume
pairs in the suspended session, and the primary storage control’s timeout value.
The capability of the storage control largely determines what happens when an
XRC session becomes suspended. Storage controls that are able to do so manage
record updates with a hardware bitmap. For these types of volumes, the outage
(planned or unplanned) can be of any duration. The primary impact is that the
resynchronization time can be longer for an extended outage.

Managing Cache Resources on Storage Subsystems that Support
Hardware Bitmaps
When XRC suspends a storage control session on a storage subsystem, such as
an ESS, that supports hardware bitmaps, the storage control does not need to store
changes in its cache storage. The hardware maintains a bitmap of application
system updates.

Managing Cache Resources on Storage Subsystems that Do Not
Support Hardware Bitmaps
When XRC suspends a storage control session on a storage control that does not
support hardware bitmaps, the storage control continues to accumulate changes in
its cache storage. At the end of the TIMEOUT duration, the storage control ends the
storage control session. When you restart the XRC session with an XSTART
command, the data mover drains the storage control cache and accumulates the
updates in a software bitmap. When you issue an XADDPAIR command, the
software uses the software bitmap to resynchronize the volumes in the XRC
session.
A suspended storage control session that experiences a lot of update activity places
a greater demand on existing cache resources. This suspended session has an
increased potential to significantly affect application system performance. The
storage control may cancel storage control sessions as a result.
If you do not issue the XSTART command before the timeout expires, the storage
control ends the XRC session. You can monitor the current timeout for a storage
control by issuing an “F ANTAS000,SCDATA” command. (See “SCDATA Operation
(XRC, CC)” on page 221 for command specifics.) If the timeout is close to
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expiration, follow the procedure that is described in “Changing TIMEOUT Intervals
for Suspended Sessions” on page 98 to avoid having to recopy the volumes on the
storage control.
If a suspended XRC session requires significant cache resources, other applications
that are accessing the same storage control can encounter IEA482I, IEF196I, or
ADR348E messages. You may choose to cancel the jobs that generate the
messages, then rerun them after you have restarted the XRC session. Be aware
that DFSMSdss concurrent copy sessions and suspended XRC sessions both use
cache resources. The potential exists to overrun these resources, resulting in the
messages that are described above.
During any planned outage, application systems that issue RESERVE commands to
the utility volume will enter into a “long-busy” condition. Either a storage control
report or the ″F ANTAS000,SCDATA″ command can identify the utility volumes in a
suspended storage control session.

Avoiding Deadlock Conditions
XRC allocates the state, control, and journal data sets when you issue an XSTART
command. The catalog that is accessed by the HLQ keyword on the XSTART
command controls access to these data sets. Ensure that application programs
have not reserved this catalog data set, as this can cause a “long busy” condition
(with resultant IEA482I or IEF196I messages). If this occurs, the XSTART function
fails with a return code of 435 or 486 when attempting to allocate these data sets.
You will need to cancel the jobs causing the deadlock situation.
You may avoid this deadlock condition by having the XRC state, control, and journal
data sets in a user catalog that contains only entries for these data sets. Also
ensure that either XRC is not copying the volume these data sets are on, or the
volume does not contain data sets that application programs are updating. Either of
these conditions can cause a deadlock condition.

Adding Back Suspended Volumes to the XRC Session
Issue the XADDPAIR command to add individual volume pairs, all suspended
volume pairs, or suspended utility volumes back into an XRC session.

Adding Back Specific Suspended Volume Pairs
Issue an XADDPAIR command to add specific suspended volume pairs back to the
XRC session. An XADDPAIR command that is issued to an active volume pair
generates an error message. The XADDPAIR command resynchronizes each
volume pair by copying all tracks of data that have changed since the time of
suspension. If the volume pair was in pending state, the initialization copy continues
from the point where the pair became suspended. It also copies all data that has
changed since the pair became suspended.
You can change the keyword options when you reissue an XADDPAIR command to
a suspended volume pair, with the following constraints:
v You cannot change the primary and secondary volumes in the pair. They must be
the same volumes that you initially specified.
v You may change the ERRORLEVEL value.
v You may change the DONOTBLOCK value.
v You may add the MSGROUTEID keyword, or specify a new routing.
v You cannot change the SCSESSION value.
v XRC will ignore the NOCOPY keyword.
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Adding Back All Suspended Volume Pairs
Resynchronize all of the suspended volumes that are in an XRC session with the
SUSPENDED parameter of the XADDPAIR command. The volume pair keeps the
same characteristics that you specified with the XADDPAIR command that created
the volume pairs.
The SUSPENDED parameter provides a rapid way to restore the environment as it
existed prior to either a session-level suspension or the suspension of all volumes
in the session. However, you cannot use this option to change the characteristics
(such as error level and session assignment) of a volume pair.

Adding a Suspended Utility Volume Back to the Storage Control
Session
If an error causes the primary storage control session to end, the system data
mover places the utility volume or volumes in a suspended state. These suspended
utility volumes are then not accessible for use.
After you fix the problem that caused the error, reissue an XADDPAIR command to
reactivate suspended utility volumes and add them back into the storage control
session.

Deleting an XRC Volume Pair or Utility Volume
Use the XDELPAIR command to delete volumes from an XRC session. XDELPAIR
directs XRC to stop processing either a primary volume and its associated
secondary volume, or a utility volume. You must specify only the primary volume’s
serial number in the XDELPAIR command. You can delete up to 100 primary
volumes with a single XDELPAIR command. When you delete an XRC utility
volume, the storage control selects the next best candidate volume for the storage
control session.
The XDELPAIR command returns a timestamp that identifies the application time
that the volume was last consistent with the XRC session. After you issue the
XDELPAIR command, XRC prompts you (unless you specified NOVERIFY) to
confirm the request to delete the volumes. You must specify either YES or NO. You
can start the XDELPAIR command through a CLIST in either a foreground or a
batch environment. If you do, you should either specify NOVERIFY or place your
response to the prompt in the data stack. See the CLIST examples that follow.
The following command deletes a volume pair from the XRC session:
XDELPAIR DALLAS VOLUME(PRIM01)

The following command deletes three volume pairs from the XRC session and
routes messages to user ID E299000:
XDELPAIR DALLAS VOLUME(PRIM01 PRIM02 PRIM03) MSGROUTEID(E299000)

You can process the following TSO CLIST in a standard TSO environment for
commands that require a response. The following example shows how to use a
CLIST to delete two volume pairs:
PROFILE MSGID
CONTROL PROMPT
XDELPAIR DALLAS VOLUME(PRIM01,PRIM02)
DATA PROMPT
YES
ENDDATA
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The following REXX CLIST example adds a new volume pair to the XRC session
and deletes another pair from the session:
/* REXX */
'PROFILE MSGID'
'PROFILE PROMPT'
SETPROMPT=PROMPT('ON')
'XADD A V(XRCF40,SECF51)'
PUSH 'YES'
'XDEL A V(XRCF26)'
EXIT

You can submit the following batch job to the system:
//XRCJOB JOB
MSGLEVEL=(1,1),MSGCLASS=H,REGION=2048K,CLASS=A
//XSTART EXEC PGM=IKJEFT01
//STEPLIB DD
DSN=IBMUSER.CLIST.CLIST,DISP=SHR
//SYSTSPRT DD
SYSOUT=*
//SYSTSIN DD
*
PROFILE MSGID
EXEC 'TSOUSER.CLIST.CLIST(JOB)' C
/*

The above JCL starts the following CLIST. The CLIST is in the data set
TSOUSER.CLIST.CLIST.
CONTROL PROMPT
PROFILE MSGID
XDEL NEVADA V(PRIM00)
DATA PROMPT
YES
ENDDATA

Note: You do not need to include the SETPROMPT and PUSH statements if you
specify the NOVERIFY option.

Using the ATTIME, DRAIN, and IMMEDIATE Keywords
The ATTIME, DRAIN, and IMMEDIATE keywords let you control the consistency
group time when you delete, end, or suspend volume pairs. Consider the following
guidelines when using these functions.
v Use the ATTIME keyword in environments where applications continue to update
the primary volumes even after the time specified on the ATTIME keyword has
passed. XRC will not apply primary updates to the secondary volumes beyond
the time you have specified on the ATTIME keyword.
v Use the DRAIN keyword whenever you have quiesced the application activity on
the primary volumes. The DRAIN function ensures that XRC has applied all
updates to the secondary volumes before the command completes.
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v XRC processes timestamps with respect to the timestamp that is generated by
updates on the application system. Depending on the data mover system load,
the XRC session consistency group time for the application system may lag
behind the data mover system time. As a result, ATTIME events can sometimes
lag behind the data mover system time.
v The ATTIME and DRAIN keywords do not apply to volumes that are in the
suspended state. You can only delete these volumes with an XDELPAIR
IMMEDIATE command or an XEND command.
v If you specify VOLUME(ALL) with either the ATTIME or DRAIN keyword, XRC
will process volumes that are in duplex, pending, seqcheck, and copy status.
XRC processes utility volumes with an XDELPAIR command, but not for an
XSUSPEND command.
v Specify the VOLUME(ALL) and IMMEDIATE keywords if you want to process all
volumes in the session, regardless of their volume states. The exception is that
XSUSPEND ALL IMMEDIATE will not include utility volumes or volumes that are
already suspended.
v It is possible that all volume pairs can become deleted or suspended, either due
to an error or by command, either before the specified ATTIME occurs or before
the data mover can DRAIN the stored updates from the primary storage control.
If this happens, XRC cancels the command that contains the affected ATTIME or
DRAIN parameter, and clears any timestamp that is related to that command.
v Under certain circumstances, the data mover must approximate the time when
the specified ATTIME occurs on the application system. This can happen, for
example, if you specify an ATTIME value with a command, but the application
activity to the primary volumes has already been quiesced. The current
timestamp of the application system is therefore unavailable to the data mover,
so the data mover must approximate the time. XRC conservatively approximates
the time to ensure that enough time has passed on the application system. XRC
does not apply data to the secondary volumes beyond the specified ATTIME. The
ATTIME event may therefore happen later than expected. XRC guarantees that
the data on all secondary volumes is consistent as of the reported ATTIME.

Using the XSET TIMEOUT Parameter
The XSET TIMEOUT keyword specifies the maximum application impact that is
allowed by an XRC session. As a result of the TIMEOUT value, a storage control
that supports hardware bitmapping automatically suspends an XRC session if the
data mover does not read from the storage control sidefile within the timeout period.
This action frees up storage control resources. The hardware bitmap and
application programs continue with no performance impact. XRC resynchronizes the
volumes, based on the hardware bitmap, when it receives a subsequent XADDPAIR
command for the volumes on that storage control. The volumes are not consistent
with the session consistency group time until the resynchronization is complete.
A storage control that does not supports hardware bitmapping ends the storage
control session if the timeout interval expires. This frees all storage control
resources so that there is no application performance impact. The fact that the
storage control session has ended, however, means that you must completely
synchronize the volumes in the XRC session from scratch. The volumes are not
consistent with the XRC session consistency group time until the resynchronization
is complete.
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Set the XSET command TIMEOUT parameter to a value that is acceptable for your
primary application production environment. IBM recommends that you do not set
this value lower than the MIH interval for the volumes. The default value is 5
minutes. The TIMEOUT interval does not begin until the residual in the primary
storage control exceeds a high threshold value. You can minimize impact to
application programs with the TIMEOUT value, application update rate, and the
storage control cache size.

Creating XRC Reports
Use the XQUERY command to query the status of an active XRC session. The
XQUERY command can generate the following reports:
v Session summary
v Volume summary
v Settings for session defaults
v Storage control activity
v Configuration activity
“XQUERY – Querying a Session” on page 57 explains the command parameters
that produce these reports.
Notes:
1. For a configuration report or volume report, you can use combinations of the
“filtering” keywords. The report will include the configurations (or volumes) that
meet all of the specified filters. See the XQUERY CONFIGURATION and
VOLUME keywords for details.
2. The order of the volume pairs in an XQUERY report may differ from the order in
which the volume pairs were added to the XRC session.
3. “Recovering Data with XRC” on page 107 describes a special XQUERY report
that the XRECOVER command automatically generates by as part of a recovery
session.
4. XRC automatically generates an XQUERY storage control report when an
XSUSPEND command suspends an XRC session.
5. If you direct XQUERY command output to a data set, XRC does not also
provide the output to the system’s log. Remember when you specify the data
set name that standard TSO conventions apply. Unless you enclose the data set
name in quotes, TSO will append the user ID to the front of the data set name.
6. XQUERY command output in the SYSLOG can contain a connection code at
the end of the ANTQ8200I message and at the beginning of each of the lines
associated with that connection code. The system generates this code for any
multiline WTO.
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XQUERY Summary Report
The following is an example of an XQUERY summary report that summarizes the
operating parameters for the XRC session. The command XQUERY DALLAS
generated this report.
ANTQ8200I
ANTQ8202I
ANTQ8203I
ANTQ8238I
ANTQ8231I
ANTQ8232I
ANTQ8233I
ANTQ8234I
ANTQ8236I
ANTQ8201I

XQUERY STARTED FOR SESSION(DALLAS)
XQUERY SUMMARY REPORT - 002
------------------------------------------------------------TOTAL=37 DUP=32 CPY=1 PND=1 SUS=2 SEQ=0 UTL=1
DATA CONSISTENT(1998.266 19:41:27.998450) DELAY(00:00:00.8)
SESSIONTYPE(XRC) ERRORLEVEL(VOLUME) HLQ(SYS1)
DEFAULT TIMEOUT(STORAGE_CONTROL_DEFAULT)
PND SESSION CMD = XSUSPEND ATTIME(1998.267 12:00:00.000000)
PND XSUSPEND TIMEOUT(STORAGE_CONTROL_DEFAULT)
XQUERY SUMMARY REPORT COMPLETE FOR SESSION(DALLAS)

OS/390 MVS System Messages, Vol 1 (ABA-ASA) contains details about the XRC
messages that are listed within the preceding report.

XQUERY Volume Report
The following is an example of an XQUERY volume report. This report provides a
complete volume summary and is similar to the report that the initial remote copy
release provided. The command XQUERY DALLAS VOLUME(ALL) generated this
report.
ANTQ8200I
ANTQ8202I
ANTQ8216I
ANTQ8217I
ANTQ8203I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8238I
ANTQ8231I
ANTQ8232I
ANTQ8233I
ANTQ8201I

XQUERY STARTED FOR SESSION(DALLAS)
XQUERY VOLUME REPORT - 002
PRIM
SEC
ERROR SYNCH
VOL
VOL
LEVEL
% STA CMD OP -------TIMESTAMP-------------------------------------------------------------------PRIM01 SECD01 SESSION
DUP
PRIM02 SECD02 VOLUME
21 CPY
PRIM03 SECD03 SESSION
SEQ
PRIM04 SECD04 VOLUME
95 SUS
1997.135 11:59:43.583528
PRIM05 SECD05 SESSION 90 SUS DEL AT 1997.135 12:28:48.071334
PRIM06 SECD06 VOLUME
DUP DEL DR 1997.135 12:36:58.276463
PRIM07 SECD07 VOLUME
DUP DEL IM 1997.135 12:59:08.464958
PRIM08 SECD08 VOLUME
DUP SUS AT 1997.135 12:49:25.984596
PRIM09 SECD09 VOLUME
DUP SUS DR 1997.135 12:59:28.048573
PRIM10 SECD10 VOLUME
DUP SUS IM 1997.135 12:34:36.693583
PRIM11 SECD11 IMSGROUP 95 CPY DEL AT 1997.135 12:38:18.771624
PRIM12 SECD12 IMSGROUP 00 PND DEL DR 1997.135 12:58:21.771624
PRIM13 SECD13 VOLUME
57 CPY DEL IM 1997.135 12:58:25.772547
PRIM14 SECD14 DB2GROUP 00 PND SUS AT 1997.135 12:58:30.894533
PRIM15 SECD15 DB2GROUP 83 CPY SUS DR 1997.135 12:58:38.781519
PRIM16 SECD16 VOLUME
00 PND SUS IM 1997.135 12:15:45.936853
PRIM17 SECD17 VOLUME
SEQ SUS AT 1997.135 12:58:30.894533
PRIM18 SECD18 GROUP1
SEQ SUS DR 1997.135 12:58:38.781519
PRIM19 SECD19 VOLUME
SEQ DEL IM 1997.135 12:15:45.936853
PRIM20 SECD20 VOLUME
?? SUS
1997.135 12:00:45.936853
PRIM21 XRCUTL
-- UTL
PRIM22
-- NIS
PRIM23 XRCUTL
-- UTL
TOTAL=22 DUP=6
CPY=4 PND=3 SUS=3 SEQ=4 UTL=2
DATA CONSISTENT(1998.266 19:41:27.998450) DELAY(00:00:00.8)
SESSIONTYPE(XRC) ERRORLEVEL(VOLUME) HLQ(SYS1)
DEFAULT TIMEOUT(STORAGE_CONTROL_DEFAULT)
XQUERY VOLUME REPORT COMPLETE FOR SESSION(DALLAS)

OS/390 MVS System Messages, Vol 1 (ABA-ASA) contains details about the XRC
messages that are listed within the preceding report.
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XQUERY Set Report
The following is an example of an XQUERY set report. The values shown are the
defaults from the state data set or are the values that you have set with the XSET
command. The command XQUERY DALLAS SET generated this report.
ANTQ8200I
ANTQ8202I
ANTQ8203I
ANTQ8261I
ANTQ8262I
ANTQ8263I
ANTQ8264I
ANTQ8201I

XQUERY STARTED FOR SESSION(DALLAS)
XQUERY SET REPORT - 002
-------------------------------------------------------HLQ(SYS1) SCTRAP(OFF) TIMEOUT(STORAGE_CONTROL_DEFAULT)
SYNCH(4) SCSYNCH(2,2) PRIORITY(LOAD) XRCTRAP(ON)
SCBUFFERS(576) PAGEFIX(8) PACE(5)
RFREQUENCY(00.30.00) RTRACKS(7500)
XQUERY SET REPORT COMPLETE FOR SESSION(DALLAS)

OS/390 MVS System Messages, Vol 1 (ABA-ASA) contains details about the XRC
messages that are listed within the preceding report.

XQUERY Storage Control Report
The following is an example of an XQUERY storage control report. The command
XQUERY DALLAS STORAGECONTROL generated this report.
ANTQ8200I
ANTQ8202I
ANTQ8241I
ANTQ8242I
ANTQ8203I
ANTQ8243I
ANTQ8238I
ANTQ8231I
ANTQ8201I

XQUERY STARTED FOR SESSION(DALLAS)
XQUERY STORAGECONTROL REPORT - 003
SC SC S RES UTIL
CURRENT
SSID SN ID T CNT VOL
TIMEOUT --STORAGE CONTROL TIME-------------------------------------------------------------0240 B 02
0000 PRIM02 00.05.00 NO_TIME_AVAILABLE
TOTAL=2 DUP=0 CPY=0 PND=0 SUS=1 SEQ=0 UTL=1
DATA CONSISTENT(NO_TIME_AVAILABLE)
IDLE(00:00:05.9)
XQUERY STORAGECONTROL REPORT COMPLETE FOR SESSION(DALLAS)

OS/390 MVS System Messages, Vol 1 (ABA-ASA) contains details about the XRC
messages that are listed within the preceding report.

XQUERY Volume Detail Report
The following is an example of an XQUERY volume detail report. The command
XQUERY DALLAS V(ALL) DETAIL generated this report.
ANTQ8200I
ANTQ8202I
ANTQ8216I
ANTQ8217I
ANTQ8203I
ANTQ8218I
ANTQ8218I
ANTQ8218I
ANTQ8238I
ANTQ8231I
ANTQ8232I
ANTQ8233I
ANTQ8201I

XQUERY STARTED FOR SESSION($TPC) 825
XQUERY VOLUME_DETAIL REPORT - 002
PRIM SEC
ERROR SYNCH
RES THD
SC SC
VOL
VOL
LEVEL
%
STA CMD OP CNT CNT SSID SN ID
------------------------------------------------------------PAS00B SUS00B SESSION 31 CPY*
05FD 0100 7601 BB 02
PBS001 SDS003 MYGRP 24
CPY*
05DB 0100 7600 AA 01
PAS00A SUS00A MYGRP
DUP
015A 0600 7601 AA 01
TOTAL=3 DUP=1 CPY=2 PND=0 SUS=0 SEQ=0 UTL=0
DATA CONSISTENT(1999.361 21:34:34.755708) DELAY(00:03:26.8)
SESSIONTYPE(XRC) ERRORLEVEL(SESSION) HLQ(SYS1)
DEFAULT TIMEOUT(00.02.00)
XQUERY VOLUME_DETAIL REPORT COMPLETE FOR SESSION($TPC)

OS/390 MVS System Messages, Vol 1 (ABA-ASA) contains details about the XRC
messages that are listed within the preceding report.
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XQUERY Configuration Reports
The following is an example of an XQUERY configuration report. The command
XQUERY DALLAS CONFIGURATION generated this report.
ANTQ8200I
ANTQ8202I
ANTQ8281I
ANTQ8284I
ANTQ8282I
ANTQ8203I
ANTQ8283I
ANTQ8283I
ANTQ8238I
ANTQ8231I
ANTQ8201I

XQUERY STARTED FOR SESSION(DALLAS)
XQUERY CONFIGURATION REPORT - 002
--------PRIMARY------- ---SECONDARY---SC SC
SSID SN ID DVCN VOLSER SSID DVCN VOLSER
------------------------------------------------------------0240 A ** 0F40 PRIM01 0006 0F45 SECN01
0240 B 02 0F41 PRIM02 ---- ---- XRCUTL
TOTAL=2 DUP=0 CPY=0 PND=0 SUS=1 SEQ=0 UTL=1
DATA CONSISTENT(NO_TIME_AVAILABLE)
IDLE(00:00:02.4)
XQUERY CONFIGURATION REPORT COMPLETE FOR SESSION(DALLAS)

The following is an example of an XQUERY configuration report with volume
filtering. The command XQUERY DALLAS CONFIGURATION V(PRIM0*) generated
this report.
ANTQ8200I
ANTQ8202I
ANTQ8281I
ANTQ8284I
ANTQ8282I
ANTQ8203I
ANTQ8283I
ANTQ8283I
ANTQ8283I
ANTQ8206I
ANTQ8238I
ANTQ8231I
ANTQ8201I

XQUERY STARTED FOR SESSION(DALLAS)
XQUERY CONFIGURATION REPORT - 002
--------PRIMARY-------- ---SECONDARY---SC SC
SSID SN ID DVCN VOLSER SSID DVCN VOLSER
------------------------------------------------0240 -- 01 0F40 PRIM01 0006 0F50 SECN01
0240 -- 01 0F41 PRIM02 0006 0F51 SECN02
0240 AA 02 0F42 PRIM03 0006 0F52 SECN03
3 VOLUME(S) MEET REQUESTED SPECIFICATION
TOTAL=5 DUP=4 CPY=0 PND=1 SUS=0 SEQ=0 UTL=0
DATA CONSISTENT(NO_TIME_AVAILABLE)
IDLE(00:00:04.3)
XQUERY CONFIGURATION REPORT COMPLETE FOR SESSION(DALLAS)

OS/390 MVS System Messages, Vol 1 (ABA-ASA) contains details about the XRC
messages that are listed within the preceding reports.

Accessing Secondary Volumes While XRC is Active
Applications can read secondary volumes while XRC continues to copy data to
these volumes. However, you should consider the following when accessing
secondary volumes from another system:
v The secondary volume serial number is different than the primary volume serial
number. Access to the secondary volume must be by a different catalog or by
explicit unit, volume, and serial number reference.
v Whenever the VTOC location on a volume changes, the new location must be
updated in an in-storage pointer to the VTOC. XRC performs this refresh on the
data mover system whenever it copies the primary volume VTOC pointer to the
secondary volume. To refresh the pointer on other systems attached to the
secondary volume, issue the console commands to vary the secondary volume
offline and then online. Failure to do this can result in I/O errors when attempting
to access the old VTOC.
v XRC continuously copies application updates to a secondary volume that
remains in the XRC session. A program that reads from the secondary volume
must be able to manage the fact that the data continues to change.
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Note: VSAM volume data set (VVDS) information will reflect the primary volume,
not the secondary volume.
Error conditions can occur during reads, however, due to the way that XRC handles
secondary I/O functions. An example of this is an I/O error that results when the
VTOC is updated before XRC has completely copied the data to the secondary
volume. Applications that access secondary XRC volumes must be able to handle
these temporary error situations. You can often resend the read I/O to clear these
errors.

Ending an XRC Session
Issue the XEND command to end the extended remote copy session prior to
recovering a failed system. XRC generates a message that indicates the time of the
last known consistent state of all volume pairs.
After you issue the XEND command, XRC prompts you (unless you have specified
NOVERIFY) to confirm the request to end the session. You must specify either YES
or NO. You can include the XEND command that is written in REXX. If you do, you
should either specify NOVERIFY or place your response to the prompt in the data
stack before you issue the command. In a batch environment, you can stack the
response.
The following command ends the XRC session:
XEND DALLAS

The following command ends the XRC session and routes XRC messages to user
ID E299000:
XEND DALLAS MSGROUTEID(E299000)

The XEND command stops all updates to secondary volumes after the completion
of the target consistency group to that secondary volume. XRC sends messages
that indicate that the XRC session has ended, and includes the consistency group
timestamp for the last applied updates to the secondary volumes.

Applying XRC Operational Scenarios
The scenarios in this section describe possible ways to manage your XRC sessions
to perform or accommodate various planned data management situations.
Scenarios include preparing for maintenance, moving your data to another site, and
changing session values.
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Applying Maintenance
The following scenario uses XRC commands to suspend an XRC session in
preparation for applying maintenance to the data mover system.

Scenario: Applying Maintenance
XSTART TUCSON SESSIONTYPE(XRC) ERRORLEVEL(VOLUME) HLQ(NEW)
Start a session named TUCSON for disaster recovery with the state, control, and journal data
sets under a high-level-qualifier of NEW. An error on any volume suspends the volume; other
volumes continue to be copied.
XSET TUCSON PAGEFIX(70)
Allocate 70MB of fixed real storage to the data mover.
XADDPAIR TUCSON VOLUME(PRIM01,SECO01) SCSESSION(AB)
Add a volume pair to XRC session TUCSON. The error response level defaults to what is
specified on the XSTART command. The volume is assigned to storage control session AB.
XADDPAIR TUCSON VOLUME(PRIM02,SECO02) ERRORLEVEL(SESSION)
Add another volume pair to the XRC session, specifying the error response level as
SESSION. The volume is assigned to the default storage control session “--”.
(Normal data processing continues.)
XSUSPEND TUCSON TIMEOUT(06.00.00)
In time, maintenance needs to be applied to the data mover system. The maintenance, which
may include IPLing the data mover system or refreshing SYS1.LINKLIB, is expected to take
a maximum of six hours. Suspend the XRC session (XSUSPEND) and apply maintenance to
the system. If the maintenance is to be applied to the data mover modules in SYS1.LINKLIB,
you must cancel the ANTAS000 address space after the refresh of SYS1.LINKLIB to have
the maintenance take effect.
During the suspension, storage controls that support hardware bitmapping record application
updates in their hardware bitmaps. Storage controls that do not support hardware bitmapping
do not record application updates. Instead, updates accumulate in cache until the XSTART
command function is complete.
XSTART TUCSON SESSIONTYPE(XRC) ERRORLEVEL(VOLUME) HLQ(NEW)
Restart the TUCSON session for disaster recovery.
XSET TUCSON PAGEFIX(70)
Allocate 70MB of fixed real storage to the data mover.
XADDPAIR TUCSON SUSPENDED
Add all suspended volume pairs back to the XRC session. All ERRORLEVEL and
SCSESSION values default to what they were prior to the suspension. XRC resynchronizes
all volume pairs.

Preparing for Disaster
The following scenario uses XRC commands to support a disaster recovery. The
scenario objective is to initialize a set of volumes, copy changes on a continuous
basis, and recover to a known point in time after the disaster.
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Scenario: Disaster Recovery
XSTART TUCSON SESSIONTYPE(XRC) ERRORLEVEL(VOLUME) HLQ(NEW)
Start a session named TUCSON for disaster recovery with the state, control, and journal data
sets under a high-level-qualifier of NEW. An error on any volume suspends the volume; other
volumes continue to be copied.
XADDPAIR TUCSON VOLUME(PRIM01,SECO01)
Add a volume pair to the XRC session. The error response level defaults to what is specified
on the XSTART command. XRC assigns the volume pair to the default storage control
session “--”.
XADDPAIR TUCSON VOLUME(PRIM02,SECO02) ERRORLEVEL(SESSION)
Add another volume pair to the XRC session, specifying the error response level as
SESSION.
(Normal data processing continues.)
XEND TUCSON
XRECOVER TUCSON HLQ(NEW)
When a disaster occurs, issue these commands at the recovery site. The XRECOVER
command applies in-process updates to the secondary volumes and clips the secondary
volumes to the primary volume serial numbers. The recovery is then complete, with the
secondary volumes consistent up to the time reported by the XRECOVER command.

Migrating Data
The following scenario uses XRC commands to support migration mode. The
scenario objective is to migrate a set of volumes from one site to another site, and
ensure data consistency to a known point in time after the migration.

Scenario: Migration
XSTART TUCSON SESSIONTYPE(MIGRATE) ERRORLEVEL(VOLUME) HLQ(NEW)
Start a session named TUCSON for data migration with the state data set under a
high-level-qualifier of NEW. An error on any volume suspends the volume; other volumes
continue to be copied.
XADDPAIR TUCSON VOLUME(PRIM01,SECO01 PRIM02,SECO02)
Add volume pairs to the session for migration. The error response level defaults to what is
specified on the XSTART command, which is VOLUME.
(Normal data processing continues.)
XSUSPEND TUCSON DRAIN TIMEOUT(03.30.00)
The application programs must be quiesced prior to issuing this command. After they have
been quiesced, this command ensures that all updates in the storage controls have been
applied to the secondary volumes. The timeout duration of three hours and 30 minutes
means that you plan to restart this session by an XSTART command before this timeout
duration has passed.
XRECOVER TUCSON HLQ(NEW)
Issue the RECOVER command to clip the secondary volumes. The migration is now
complete with the secondary volumes consistent up to the time reported by the XRECOVER
command.
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Switching System Modes
The following scenario uses XRC to support migration of a data center from one
site to another site. After the migration, the scenario shows how the XRC session
mode can be changed to activate the data mover in a disaster recovery mode.

Scenario: Switching System Modes
XSTART TUCSON SESSIONTYPE(MIGRATE) ERRORLEVEL(VOLUME) HLQ(NEW)
Start a session named TUCSON for data migration with the state data set under a
high-level-qualifier of NEW. An error on any volume suspends the volume; other volumes
continue to be copied.
XADDPAIR TUCSON VOLUME(PRIM01,SECO01)
Add a volume pair to the session for migration. The error response level defaults to what is
specified on the XSTART command.
XADDPAIR TUCSON VOLUME(PRIM02,SECO02) ERRORLEVEL(VOLUME)
Add another volume pair to the XRC session, specifying the error response level as
VOLUME.
(Normal data processing continues.)
XSUSPEND TUCSON DRAIN TIMEOUT(03.30.00)
The application programs should be quiesced prior to issuing the XSUSPEND command. In
this example, the DRAIN keyword ensures that all updates in the storage controls are applied
to the secondary volumes. The timeout duration of three hours and 30 minutes means that
you plan to restart this XRC session with an XSTART command before this timeout duration
has passed.
During the suspension, storage controls that support hardware bitmapping record application
updates in their hardware bitmaps. Storage controls that do not support hardware bitmapping
do not record application updates. Instead, updates accumulate in cache until the XSTART
command function is complete.
XSTART TUCSON SESSIONTYPE(XRC) ERRORLEVEL(VOLUME) HLQ(NEW)
The application programs can be restarted and the session is restarted as a disaster
recovery session. The XSTART command must complete before the storage control timeout
expires, or else the XRC session is ended. An error on any volume causes that volume to be
suspended; other volumes continue to be copied. The state, control, and journal data sets
are under a high-level-qualifier of NEW.
XADDPAIR TUCSON VOLUME(PRIM01,SECO01)
Resynchronize the volume pair in the session. The error response level remains what was
initially specified prior to the suspension.
XADDPAIR TUCSON VOLUME(PRIM02,SECO02) ERRORLEVEL(SESSION)
Resynchronize the volume pair in the session. The error response level for this volume pair
is changed to SESSION.
(Normal data processing continues.)
XRECOVER TUCSON HLQ(NEW)
When a disaster occurs, this command is issued at the recovery site to apply in-progress
updates to the secondary volumes and clip the secondary volumes to the primary volume
serial numbers. The recovery is complete with the secondary volumes consistent up to the
time reported by the XRECOVER command.
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Changing the Session Error Recovery Level
The following scenario uses XRC commands to change the XRC session error
recovery level.

Scenario: Changing the Session Error Recovery Level
XSTART TUCSON SESSIONTYPE(XRC) ERRORLEVEL(SESSION)
Start a session named TUCSON for disaster recovery. An error on any duplex volume
causes the XRC session and all volumes in the session to be suspended. If an error occurs,
all volumes in the session must be resynchronized. The state, control, and journal data sets
are under a high-level-qualifier of SYS1.
XADDPAIR TUCSON VOLUME(PRIM01,SECO01)
Add a volume pair to the XRC session, which inherits ERRORLEVEL(SESSION) from the
XSTART command.
XADDPAIR TUCSON VOLUME(PRIM02,SECO02) ERRORLEVEL(VOLUME)
Add another volume pair to the XRC session, specifying the error recovery level as
VOLUME.
(Normal data processing continues.)
XSUSPEND TUCSON ATTIME(1998.266 19:41:20.231440) TIMEOUT(03.30.00)
Suspend the XRC session to the specific timestamp after all updates to the specified UTC
timestamp have been applied to the secondary volumes. The timeout duration of three hours
and 30 minutes means that you plan to restart this session by an XSTART command before
this timeout duration has passed.
During the suspension, storage controls that support hardware bitmapping record application
updates in their hardware bitmaps. Storage controls that do not support hardware bitmapping
do not record application updates. Instead, updates accumulate in cache until the XSTART
command function is complete.
XSTART TUCSON SESSIONTYPE(XRC) ERRORLEVEL(VOLUME)
Start a session named TUCSON for disaster recovery. The default error recovery level was
SESSION. Specifying ERRORLEVEL(VOLUME) changes the default error recovery level to
VOLUME for all new volumes that are added to the session. The state, control, and journal
data sets are under a high-level-qualifier of SYS1.
XADDPAIR TUCSON VOLUME(PRIM01,SECO01,PRIM02,SECO02)
Resynchronize these suspended volume pairs. Since this is a volume resynchronization, the
volume pair keeps its original error recovery level of SESSION.
XADDPAIR TUCSON VOLUME(PRIM03,SECO03)
Add a volume pair to the session. The volume pair inherits the VOLUME error recovery level
from the XSTART command’s ERRORLEVEL(VOLUME) parameter.
XADDPAIR TUCSON VOLUME(PRIM04,SECO04) ERRORLEVEL(SESSION)
Add another volume pair to the session with an error recovery level of SESSION. If an error
occurs on this volume, the entire XRC session is suspended.

Changing a Volume Pair’s Error Recovery Level
The following scenario uses XRC commands to change the error recovery level for
a volume pair, possibly because the volume is no longer critical to the XRC session.
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Scenario: Changing a Volume Pair’s Recovery Level
XSTART TUCSON SESSIONTYPE(XRC) ERRORLEVEL(SESSION)
Start a session named TUCSON for disaster recovery. An error on any volume causes the
XRC session and all volumes in the session to be suspended. All volumes must be
resynchronized.
XADDPAIR TUCSON VOLUME(PRIM01,SECO01)
Add a volume pair to the XRC session. The volume inherits the SESSION error recovery
level from the XSTART command.
(Normal data processing continues.)
XSUSPEND TUCSON VOLUME(PRIM01)
Suspend the volume. Storage controls that support hardware bitmapping record application
updates in their hardware bitmaps. Storage controls that do not support hardware bitmapping
record application updates in software bitmaps.
XADDPAIR TUCSON VOLUME(PRIM01,SECO01) ERRORLEVEL(VOLUME)
Resynchronize this suspended volume and change the error recovery level from SESSION to
VOLUME.

Suspending and Resynchronizing a Volume Pair
The following scenario uses XRC commands to suspend and resynchronize a
volume pair. You might choose to do this if a primary volume will receive many
overlapping changes in a short time and, to optimize performance, you only want
the final results to be copied.

Scenario: Resynchronizing a Volume Pair
XSTART TUCSON SESSIONTYPE(XRC) ERRORLEVEL(SESSION)
Start a session named TUCSON for disaster recovery. An error on any duplex volume will
cause the XRC session and all duplex pairs in the session to be suspended. All volumes
must be resynchronized. The state, control, and journal data sets are under a
high-level-qualifier of SYS1.
XADDPAIR TUCSON VOLUME(PRIM01,SECO01)
Add a volume pair to the XRC session, with have session-level recovery from the XSTART
command.
(Normal data processing continues.)
XSUSPEND TUCSON VOLUME(PRIM01)
Suspend the volume. Storage controls that support hardware bitmapping record application
updates in their hardware bitmaps. Storage controls that do not support hardware bitmapping
record application updates in software bitmaps.
XADDPAIR TUCSON VOLUME(PRIM01,SECO01)
Resynchronize the suspended volume. The state, control, and journal data sets are under a
high-level-qualifier of SYS1.
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Suspending and Resynchronizing a Session
This describes a scenario of XRC commands which suspend and resynchronize the
XRC session to allow you to change to another LPAR or processor.

Scenario: Resynchronizing a Session
XSTART TUCSON SESSIONTYPE(XRC) ERRORLEVEL(SESSION)
Start a session named TUCSON for disaster recovery. An error on any volume will cause the
XRC session and all volumes in the session to be suspended. All volumes must be
resynchronized. The state, control, and journal data sets are under a high-level-qualifier of
SYS1.
XADDPAIR TUCSON VOLUME(PRIM01,SECO01)
Add the volume pair to the XRC session. The volume inherits session-level recovery from the
XSTART command.
(Normal data processing continues.)
XSUSPEND TUCSON TIMEOUT(03.30.00)
Suspend the XRC session, and make the planned system changes. The timeout duration of
three hours and 30 minutes means that you plan to restart this session by an XSTART
command before this timeout duration has passed.
During the suspension, storage controls that support hardware bitmapping record application
updates in their hardware bitmaps. Storage controls that do not support hardware bitmapping
do not record application updates. Instead, updates accumulate in cache until the XSTART
command function is complete.
XSTART TUCSON SESSIONTYPE(XRC) ERRORLEVEL(SESSION)
Restart the XRC session on the new system. The state, control, and journal data sets are
under a high-level-qualifier of SYS1.
XADDPAIR TUCSON SUSPENDED
This adds back to the session all pairs that were in suspended state at the time that you
issued the XADDPAIR command. XRC will start volume synchronization processing, subject
to the SYNCH and SCSYNCH values.
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Changing Volume Channel Connection Addresses
When a volume is added to a session by the XADDPAIR command, the data mover
uses the volume serial number to determine which storage control the volume
belongs to and which channel connection address to use to address the volume. If
the channel connection address for an XRC volume pair is changed while the pair
is still in an active XRC session, the data mover is unable to perform the copy
operation. The following scenario describes how to register a changed channel
connection address with the data mover.

Scenario: Alerting the Data Mover to a Changed Volume CCA
XADDPAIR TUCSON VOLUME(PRIM01,SECD01)
Volume PRIM01 is added to the XRC session on storage control “A” with a channel
connection address of 123.
(Normal data processing continues.)
XDELPAIR TUCSON VOLUME(PRIM01)
As part of a planned configuration change, a service representative will move volume
PRIM01 to storage control “B” with a new channel connection address of 456. Volume
PRIM01 must be removed from the XRC session before the channel connection address is
changed.
XADDPAIR TUCSON VOLUME(PRIM01,SECD01)
Volume PRIM01 is added back into the XRC session and is now on storage control “B” with
the channel connection address of 456. You can add the volume to the session using the
NOCOPY option if no application update activity has occurred during the switch-over.
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Changing TIMEOUT Intervals for Suspended Sessions
When an XRC session is suspended, you must provide a TIMEOUT interval. The
data mover communicates this timeout value to all primary storage controls, and the
session remains suspended for at least the specified timeout interval.
The following scenario shows how to change a previously specified timeout interval.
It may be that the planned outage is taking longer than you thought it would, or that
it is causing unanticipated production impact. You have decided to suspend the
XRC sessions.

Scenario: Changing XSUSPEND TIMEOUT Intervals
XSUSPEND TUCSON TIMEOUT(12.00.00)
The session named TUCSON has been suspended. The planned outage is expected to be
completed within 12 hours.
During the suspension, storage controls that support hardware bitmapping record application
updates in their hardware bitmaps. Storage controls that do not support hardware bitmapping
do not record application updates. Instead, updates accumulate in cache until the XSTART
command function is complete.
(Normal data processing continues.)
XSTART TUCSON SESSIONTYPE(XRC) ERRORLEVEL(VOLUME)
After about ten hours you realize that the timeout interval is not long enough. You restart the
session named TUCSON, causing the data mover to start recording changes to volumes in
the session.
XSUSPEND TUCSON TIMEOUT(05.00.00)
This starts a new timeout period of five hours. Now the XRC session will remain suspended
for up to this time value, which is plenty of time to complete the planned work.
During the suspension, storage controls that support hardware bitmapping record application
updates in their hardware bitmaps. Storage controls that do not support hardware bitmapping
do not record application updates. Instead, updates accumulate in cache until the XSTART
command function is complete.
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You can change the TIMEOUT value for all volumes in an XRC session by issuing
the XSET command. Specifying the TIMEOUT option, with the SSID(ALL)
subparameter, changes the time for all storage controls. When a session is
suspended, the current timeout value (the last value specified) remains in effect for
the restarted sessions.

Scenario: Changing TIMEOUT for All SC Sessions
An XRC session called TUCSON is currently running with a timeout value set to the default of five
minutes. You wish to change the timeout value for all of the storage controls to be one minute.
XSET TUCSON TIMEOUT(00.01.00)
After this command has processed, all storage controls will have a timeout value of
one minute. Some of the hardware that is related to the session requires planned
maintenance that will take two hours. You will need to suspend the session during
this time. You have planned the suspension to happen during a time when
application updates are minimal.
XSUSPEND TUCSON TIMEOUT(02.00.00))
For 3990 or 9390 Storage Controls, if there are sufficient updates during this time it
is possible that the storage control session may be cancelled. For ESS storage
subsystems, the hardware bitmap function keeps the storage control session active
regardless of the timeout value that you have specified.
(Normal data processing continues.)
XSTART TUCSON SESSIONTYPE(XRC) ERRORLEVEL(SESSION)
The hardware updates have been completed, so you restart the session named
TUCSON. The data mover automatically sets the timeout value in the storage
controls to the value specified by the last XSET command, which was
TIMEOUT(00.01.00).
XADDPAIR TUCSON SUSPENDED
XRC adds all volumes back to the session, and resynchronizes them using the
hardware or software bitmaps.
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You can change the timeout interval for all volumes in an XRC session that belong
to a specific SSID by issuing the XSET TIMEOUT command with the SSID
subparameter. The timeout interval that you specify will remain in effect across
session suspensions.

Scenario: Changing TIMEOUT for Specific SC Sessions
An XRC session called TUCSON is currently running with a timeout value set to the default of five
minutes for all storage controls. You wish to change the timeout value for storage controls 10FC and
10E2 to be one minute.
XSET TUCSON TIMEOUT(00.01.00) SSID(10FC, 10E2)
After this command has processed, the 10FC and 10E2 storage controls will have a timeout
value of one minute. All other storage controls will continue to have a timeout value of five
minutes. Some of the hardware that is related to the session requires planned maintenance
that will take two hours. You will need to suspend the session during this time. You have
planned the suspension to happen during a time when application updates are minimal.
XSUSPEND TUCSON TIMEOUT(02.00.00)
For 3990 or 9390 Storage Controls, if there are sufficient updates during this time it is
possible that the storage control session may be cancelled. For ESS storage subsystems,
the hardware bitmap function keeps the storage control session active regardless of the
timeout value that you have specified.
(Normal data processing continues.)
XSTART TUCSON SESSIONTYPE(XRC) ERRORLEVEL(SESSION)
The hardware updates have been completed, so you restart the session named TUCSON.
The data mover automatically sets the timeout value in the storage controls. For SSIDs 10FC
and 10E2, it is set to TIMEOUT(00.01.00), the value specified by the last XSET command.
The data mover sets all other storage controls to TIMEOUT(00.05.00).
XADDPAIR TUCSON SUSPENDED
XRC adds all volumes back to the session, and resynchronizes them using the hardware or
software bitmaps.

Identifying XRC System Interactions
The following topics address operational considerations when extended remote
copy operations interact with other MVS system components.

XRC Varies Volumes Offline and Online
As part of normal operations, XRC ensures that the changes on these secondary
volume are identified to the data mover system. To accomplish this, XRC issues
commands on the data mover system to vary secondary volumes offline and online.
These actions occur at the following times:
v During initial volume copy, when XRC copies cylinder 0, track 0 to the target
volume, the secondary volume is varied offline.
v After a volume pair becomes duplex, XRC varies the secondary volume online.
v During any primary update activity that updates cylinder 0, track 0, the secondary
volume is varied offline and then online.
v During the XRECOVER function, when the secondary volume’s serial number is
clipped to the primary volume, the secondary volume is varied offline and then
online.
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Other systems that share these secondary volumes will only have their in-storage
VTOC pointers updated when these commands are issued.
If I/O errors occur when accessing the VTOC from an attached system, vary the
secondary volumes offline and online to correct the condition.

DEVSERV and IDCAMS
Determine the status of the storage control’s dual copy pair, cache, and NVS by
using the DEVSERV and IDCAMS functions. These functions do not report XRC
copy volume pairs or states. Issuing the XQUERY TSO command from the data
mover system is the only way to obtain information about XRC volumes.
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Chapter 6. Recovering Data on the XRC Recovery System
Extended remote copy (XRC) provides the ability to recover data on the recovery
system in the event of a disaster to the application system. For information about
using XRC for data migration, see “Chapter 7. Migrating Data with XRC” on
page 109, and Table 2 on page 6.

Understanding the XRC Volume Synchronization Process
Understanding how XRC handles record timestamping and volume synchronization
will make your recovery procedures easier to establish and accomplish.

Understanding Consistency Group Time
Keeping active volumes consistent up to a given time is an important function of
XRC support. Data integrity depends on ensuring that updates occur on the
secondary volumes in the same order as they occurred on the primary volumes.
This update sequencing is necessary in order to avoid data integrity problems
and data loss. Maintaining data integrity becomes especially critical when multiple
applications update a volume, or when a data set exists on multiple volumes that
are spread across multiple storage controls.
XRC reports “Consistency group time” in messages that are generated by the
XQUERY, XDELPAIR, XSUSPEND, XRECOVER, and XEND commands. The
timestamp reported by the consistency group time is the application system
timestamp up to which the data on XRC active volumes is consistent.
The following defined terms are related to consistency group time and are useful to
help understand consistency group time. These terms refer to the following banking
transaction example:

Bank Example
A customer opens an account with a deposit of $400 then later removes $300.
On completion of both transactions, the customer’s account shows a balance
of $100.
Dependent Write
A write that should not occur until a previous write operation has completed.
In the banking example, the withdrawal is dependent on the deposit since
the withdrawal would not be possible if the deposit had not occurred. When
XRC copies this set of transactions to a secondary set of volumes, XRC
must maintain the transaction order since this is a dependent write
operation.
Consistent
XRC guarantees that volumes are consistent when all dependent writes
have been secured on the secondary volumes. In the banking example,
XRC ensures that if the withdrawal transaction is secure on the secondary
volume, then XRC has also secured the deposit transaction. There is no
condition where XRC would secure the withdrawal without securing the
deposit.
Consistency Group
A collection of application-updated records across all storage controls in an
XRC session. XRC forms consistency groups such that records that are
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dependent on other records (dependent writes) are secured onto the
secondary volumes in a consistent way. In the banking example, XRC
ensures that when a consistency group is generated for the bank
transaction, the withdrawal transaction is either in the same group as the
deposit transaction or a later group. It will never be in an earlier consistency
group. This is true whether XRC secures the data on the same volume,
different volumes behind a common storage control, or different volumes
behind different storage controls. This requirement is critical for data base
applications which have data spread across numerous volumes on
numerous primary storage controls in the configuration.
Consistency Group Time
The timestamp to which XRC ensures that XRC volumes are consistent.
XRC derives the consistency group time from the system-provided
timestamp for all application updates. When applying a consistency group
to a set of secondary volumes, XRC reports the latest application
timestamp secured on the volumes. In the banking example, assume that
the deposit and the withdrawal transactions were the only transactions that
took place. XRC reports the consistency group time of the withdrawal, as
this transaction occurred after the deposit transaction.
XRC reports the consistency group time on messages issued for the XQUERY,
XDELPAIR, XSUSPEND, XRECOVER, and XEND commands. The reported time is
the latest time to which XRC guarantees that secondary volumes are consistent. If
you periodically issue XQUERY commands to the system, the consistency group
time increases as long as the primary volumes continue to have update activity.
If update activity ceases for all volumes in the XRC session, the consistency group
time does not change. In this case, an XQUERY report displays an IDLE time that
indicates how long application updates have been idle.
The consistency group time reported with XQUERY, XDELPAIR, XSUSPEND,
XRECOVER, and XEND messages is dependent on the status of the XRC volume
pair at the time the message is issued. For active XRC volume pairs, the
consistency group time reported is the consistency group time for the entire XRC
session. For suspended XRC volume pairs, the consistency group time is the time
that the volume pair was last consistent with the XRC session.
XRC may suspend a volume pair because of an error, or because you have
suspended the volume with a XSUSPEND VOLUME or XSUSPEND TIMEOUT
command. XRC reports a consistency group time for the volume pair that reflects
the last consistency group that XRC secured on the secondary volume.
Other volume pairs in the XRC session continue to have update activity, and their
consistency group time continues to advance. At any given moment, the latest
timestamp indicates the last consistency group that XRC has successfully secured
on the secondary volumes.
An error can occur while XRC attempts to write records in a consistency group to a
secondary volume. XRC may successfully write some of the records in this
consistency group before the error occurs. In this case, the consistency group time
for that volume pair correlates to the last consistency group that XRC successfully
wrote to that secondary volume. If XRC has written all of the records in the
consistency group to secondary volumes, then the reported consistency group time
reflects the latest timestamp of all the records in the consistency group.
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Notes:
1. XRC does not assign a consistency group time to a volume in the pending state
. The volume has not achieved any consistent state until it is in duplex state.
The volume pair is not consistent until XRC has copied all primary volume
tracks with their updates to the secondary volume.
2. If none of the volume pairs have been updated since the session was started,
XRC reports “NO_TIME_AVAILABLE” for the consistency group time of the
volume pair, the session, or both.
The example in Figure 7 further illustrates the concept of consistency group time.
The frozen point-in-time in the example shows how the data mover processes
successive groups of volume updates. The data mover reads data updates from the
primary volumes, groups them into time intervals, and then writes them to the
journal and secondary volumes. The word “Done” in a column means that the
action has completed.

Group

Read from
Write to
Write to
Primary
Journal
Secondary
---------------------------------------------------------1

Done

Done

2

Done

Done

3

Done

In process

4

In process

Done
Not yet started

5

Figure 7. A Point-in-Time Look at the XRC Volume Synchronization Process

The following are definitions for the column headings in Figure 7:
Group This collective information set represents all of the write updates that XRC
has received from all of the primary volume’s storage controls during a
given time interval.
Read from Primary
A checkmark indicates that the data mover has read the group into its
storage.
Write to Journal
A checkmark indicates that the data mover has successfully written the
group onto the journal data sets, which are accessible from the recovery
site along with the control data set.
Write to Secondary
A checkmark indicates that the data mover has completed all update write
operations on the secondary Disk device for that group’s time interval.
You could, for example, issue an XQUERY, XSUSPEND, or XEND command at the
point in time that is shown in the example in Figure 7. XRC would report the
session’s consistency group time as the Group 1 timestamp. Group 1 is the last
group of updates that XRC successfully wrote to the secondary volumes.
You might issue an XDELPAIR command to a volume pair that is in the session.
XRC reports the consistency group time for the last group of updates that XRC
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wrote to the secondary volume. If the volume pair is still active in the session, the
returned consistency group time is the same as the XRC session consistency group
time.
If you were to issue an XRECOVER command at this point in time, the secondary
Disk device would be consistent up to the Group 2 timestamp. That is the last
completed group of interval data that is secured on the journal. Write updates from
Groups 3 and 4 would be lost, and considered “bytes in transit”.

Understanding the Importance of Timestamped Writes
You can maximize XRC data consistency when you ensure that all writes to primary
volumes are timestamped. MVS device support code automatically timestamps all
writes to XRC volumes.
Nontimestamped writes can exist for application systems that are not at the
required software system level. Nontimestamped writes can also exist for
applications on non-MVS systems that bypass the device support code by
performing direct I/O.
When XRC encounters nontimestamped write information, the following occur:
v XRC issues an ANTX8030W message after encountering 5000 nontimestamped
tracks on active volume pairs.
v The data returned with the XQUERY command shows a seqcheck condition in
the status field, which warns you that the last recorded update is a
nontimestamped write. The volume is no longer in seqcheck status when the last
write of a subsequent consistency group is a timestamped write.
XRC copies nontimestamped writes to the secondary volume in the same way that
it copies timestamped writes. A specific nontimestamped write that is dependent on
other writes on other primary volumes may be applied to the secondary volume in
an out-of-order sequence.
For example, if a bank account record is updated with a deposit of $400.00 and
then updated with a withdrawal of $300.00, the account record would show an
increase of $100.00. Assume that the processing system does not timestamp these
data updates. The system applies the deposit update to the account record
milliseconds after it applies the withdrawal update from a different volume. Under
normal conditions, the volumes at both the application site and the recovery site
receive both updates. It is possible, though, that a disaster at the application site
could destroy the volume that contains the deposit information before the system
could add this deposit data to the secondary volume. As a result, the deposit
update would not be present on the recovery subsystem. The secondary volume
record at the time of recovery would show a decrease of $300.00, with no indication
that there is missing data.
Timestamped writes allow XRC to guarantee data consistency. To take advantage
of the timestamping feature, ensure that all participating host systems operate with
the latest device support code.
If the nontimestamped write has no dependencies on other writes, then it does not
jeopardize data integrity. In either case, this condition is temporary and corrects
itself during normal operations as XRC applies each set of updates to the
secondary volume.
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Recovering Data with XRC
To have the recovery system take over for the application system, complete the
following steps. If the XRC data mover is running at the recovery site at the time of
the failure, first issue an XEND command, then go to step 3.
1. Reconfigure the path connections, if necessary, to connect local systems to
recovery system Disk.
2. Start the DFSMS address space, if it is not already active on the recovery
system. Run the IDCAMS recatalog function before activating the recovery
system, as the control and state data sets are SMS-managed data sets.
3. Issue the XRC TSO command XRECOVER on the recovery system to add all
valid, nonapplied journal data to the secondary (target) volumes. This action
also sets the secondary volume serial numbers equal to the serial numbers of
the primary volumes for those volumes which had previously reached a duplex
state. The XRC recovery function must have access to the appropriate journal,
control, and state data sets that were in use on the recovery system at the time
of the failure.
The XRECOVER command does not process volumes that are in the pending
state, or that were suspended prior to reaching duplex state, as they have never
reached duplex state.
If XRC locates valid updates to suspended volumes, XRC applies those updates
to the secondary volumes and increments their suspension times accordingly. If
the volume suspension time is different than the recovery time of the XRC
session, the data on the volume may not be consistent with data on other
volumes.
The XRC recovery function uses the appropriate journal, control, and state data
sets to put all secondary volumes in a known consistent state. The XRECOVER
command, as part of XRC’s recovery function, automatically creates an
XQUERY volume report to assist you with recovery. “Creating a Recovery
Volume Report” on page 108 describes this feature. XRC also initiates a request
sequence to vary the secondary volumes offline, and then online to bring them
to a ready state. 11
4. Some recovery system Disk devices may still be in an error state after you have
completed the preceding steps. If so, change the volume serial numbers to
prevent application from accessing volume until recovery procedures have
restored or have updated their contents.
Note: It is not enough to vary these devices offline, as other applications can
bring the devices online to another system.
If the secondary has more cylinders than the primary, run ICKDSF Release 16
or above to the secondary volume to enlarge the VTOC, if required.
You may occasionally find that you cannot access data on a successfully
recovered volume because the volume’s indexed VTOC has been disabled. In
this case, run the BUILDIX function of ICKDSF to enable the indexed VTOC.
5. Restart application systems and perform the same systems and application
startup procedures that are performed on the application system when
applications start up there following a system failure.
You may want to include catalog volumes as part of the data that you copy to the
recovery system. Recovery system catalog entries will then be consistent with those

11. In an actual disaster recovery, the primary volume would be offline when you issue the XRECOVER command. You must
manually vary the primary volume offline during a disaster recovery verification test.
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on the application system. Use the procedures that are listed in “Copying the
Catalog and Control Data Sets” on page 38 to manage catalog updates that are not
made to the recovery system.

Creating a Recovery Volume Report
The XRECOVER command, as part of XRC’s recovery function, automatically
creates an XQUERY volume report to assist you with recovery. The following is an
example of an XQUERY volume report that was issued by an XRECOVER
command. OS/390 MVS System Messages, Vol 1 (ABA-ASA) contains additional
details about the XRC messages that are listed within the report.
ANTQ8200I
ANTQ8202I
ANTQ8271I
ANTQ8272I
ANTQ8203I
ANTQ8273I
ANTQ8273I
ANTQ8273I
ANTQ8273I
ANTQ8239I
ANTQ8231I
ANTQ8232I
ANTQ8233I
ANTQ8201I

XQUERY STARTED FOR SESSION(DALLAS)
XQUERY RECOVER REPORT - 002
-------ORIGINAL------PRIMARY SECONDARY STA RCV -------TIMESTAMP---------------------------------------------------------PRIM01
SECD01
DUP YES
PRIM02
SECD02
CPY NO
PRIM03
SECD03
SUS YES 1998.144 11:58:38.745638
PRIM04
SECD04
SUS NO
TOTAL=4
DUP=1
CPY=1 PND=0 SUS=2
DATA CONSISTENT(1998.145 12:15:19.642314) DELAY(00:00:00.8)
SESSIONTYPE(XRC) ERRORLEVEL(VOLUME) HLQ(SYS1)
DEFAULT TIMEOUT(STORAGE_CONTROL_DEFAULT)
XQUERY RECOVER REPORT COMPLETE FOR SESSION(DALLAS)

The report is similar to a regular XQUERY volume report. Volume pairs that were in
duplex state at the time of recovery have had all journal data applied to their
secondary volumes. The report shows active volumes that are in pending state, and
suspended volumes that are in pending state.
For explanations of fields, see the related message descriptions in OS/390 MVS
System Messages, Vol 1 (ABA-ASA).
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Chapter 7. Migrating Data with XRC
The purpose of an XRC migration session is to migrate volumes from one location
to another. The migration can be between local devices or between remote sites.
The XRC migration session ensures that data for all volumes is consistent when the
migration is complete. It is not important to be able to recover the data at all times.
A typical migration is of relatively short duration.
XRC may be the best choice for moving your data to other Disk devices, depending
on the device types of the primary and secondary volumes. See Table 2 on page 6
to determine if XRC is the best choice for a specific migration task.
The steps for data migration with XRC are as follows:
1. Initiate a migration session by specifying SESSIONTYPE(MIGRATE) on the
XSTART command. The XSTART command directs the data mover to start a
migration session. (XRC uses the data mover for disaster recovery purposes
and for migration.)
In migration mode, data consistency across all volumes is only important when
migration is complete. Therefore, it is best to specify ERRORLEVEL(VOLUME)
on the XSTART command for a migration session. If an error occurs, XRC
suspends the volume pair that had the error. After you correct the error, issue
an XADDPAIR SUSPENDED command to add back the volume pair into the
XRC session. Meanwhile, XRC continues to copy other volume pairs.
To start a session called, for example, “Migrate”, you must already have
allocated the state data set with the session ID called “Migrate”. See “Defining
XRC Journal, Control, and State Data Sets” on page 32 for more information.
The following example starts a session named “Migrate”:
XSTART MIGRATE SESSIONTYPE(MIGRATE) ERRORLEVEL(VOLUME)

2. Establish an XRC pair with an XADDPAIR command. Use the default
ERRORLEVEL(VOLUME) option, and do not specify NOCOPY. XRC issues an
ANTI8024I message when the volume or volumes are in the duplex state. The
message means that the initial copy is complete and that XRC has updated the
secondary volumes with all of the changes that have occurred during the copy
operation.
3. Monitor the initial copy process by issuing XQUERY TSO commands. The
XQUERY command returns the percentage of the initial copy that has
completed. During the initial copy, XRC also copies all primary volume updates
to the secondary (target) volume.
4. Verify that the XRC volumes are in duplex state with an XQUERY command.
When the volume pair attains duplex state, XRC has copied all of the primary
volume contents and all subsequent updates to the XRC secondary volume.
XRC continues to update the secondary volume as changes occur to the
primary.
5. Switch to the secondary (target) volume when the copy operation is complete.
To switch your application from the primary volume to the secondary volume, do
the following:
a. Stop all applications that are using the primary volume.
b. To complete the migration at a known point in time, issue the XEND
command with the ATTIME keyword or the DRAIN keyword. Specify ATTIME
to ensure that XRC does not copy any updates to secondary volumes
beyond the specified timestamp. Specify DRAIN when you have quiesced
primary application activity and want to ensure that all application I/O has
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been applied to the secondary volumes before ending the session. Issue the
XEND(DRAIN) command to secure all updates onto the XRC secondary
volume. When all application updates have stopped, no further updates
occur on the primary volumes.
c. Issue an XRECOVER command to change the secondary volume serial
number to be the same as the primary volume serial number.
d. Vary the original primary device offline. If the secondary volume contains
more cylinders than the primary volume, you must run ICKDSF Release 16
(or above) with the REFORMAT command against the secondary volume.
This action expands the VTOC to reflect the additional space. If you do not
run ICKDSF with REFORMAT, the system cannot recognize or use the extra
space on the secondary volume.
e. Restart all applications, which will now use the new Disk volumes.
The following considerations may affect migration mode operations:
v A migration session does not require that you allocate control data sets or journal
data sets. 12 It does require the state data set. Because there are no control or
journal data sets, all data is consistent on the secondary volumes up to the
timestamp reported when the session is ended.
v You may want to increase the number of concurrent synchronization tasks to
complete the migration faster. If so, use the XSET command to:
– Change the SYNCH value to increase the total number of concurrent tasks
that perform the migration copy.
– Change the SCSYNCH value to increase the maximum number of tasks that
can be active concurrently on a single storage control.
You may need to allocate additional fixed storage before starting additional tasks.
v You can change the session type whenever you issue the XSTART command.
Initially, you may start a migration session to copy all volumes from one location
to another. When the copy has completed, you may then choose to suspend the
XRC session and restart the session as a disaster recovery session. Remember
that you must define journal data sets and control data sets for a disaster
recovery session.
For an example of a migration scenario, see “Migrating Data” on page 92.

12. Migration mode uses fewer system resources than disaster recovery mode because XRC does not write data to the journal data
sets or control data sets. The primary application update rate supported in migration mode is about the same as in disaster
recover mode.
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Chapter 8. Recovering from Error Conditions–XRC
This section describes various error conditions and how to recover from them.

Specifying the ERRORLEVEL Parameter
The actual XRC error recovery process depends both on the specific failure
condition and the error level that is specified for that volume pair. You can specify
the default error level for the entire session when you start the XRC session with
the ERRORLEVEL parameter on the XSTART command. You can also change the
error level for specific volume pairs with the XADDPAIR command ERRORLEVEL
parameter. To specify how XRC processes certain error conditions, use one of the
following ERRORLEVEL subparameter:
v VOLUME
v SESSION
v group_name
See “XSTART – Starting a Session” on page 68 and “XADDPAIR – Adding Pairs” on
page 48 for more information on these commands and their parameters.
The VOLUME option suspends an XRC volume pair that encounters a device error.
XRC continues to process all other volume pairs in the session. You must correct
the volume’s error condition and then resynchronize it so that it is consistent with
the other volumes in the session.
If you select VOLUME and a single storage control failure occurs, then XRC
suspends all volume pairs for that storage control. Volume processing for other
storage controls continues.
Note: If a volume that is suspended due to an error contains data that is
dependent on data on another volume, data consistency cannot be assured
in the event of a disaster recovery.
The SESSION option suspends all volume pairs in the XRC session when an error
is associated with any duplex volume that has ERRORLEVEL(SESSION) specified.
You must correct the error condition and resynchronize the suspended volume
pairs. If SESSION is selected and a failure occurs on a single storage control that
attaches to any duplex volume pair with ERRORLEVEL(SESSION) specified, then
all XRC volume pairs are put into suspended state. XRC suspends volume pairs
that are in pending state, and the pairs remain where they are in synchronization.
Software bitmapping continues for all volumes that are part of the XRC session.
The group_name option allows you to associate any valid TSO name with one or
more volume pairs. An error that occurs on a single storage control that attaches to
any duplex volume pair that has ERRORLEVEL(group_name) specified causes
XRC to suspend all other volume pairs that have been assigned the same group
name specification.
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Note: The XADDPAIR command waits until the volumes being added are fully
synchronized and in the duplex state before allowing an error related to the
associated volumes to cause other duplexed volumes to become suspended.
This prevents the following error conditions for volume pairs that are still in
pending state from suspending all volume pairs in the session:
v Mistyped volume serial numbers
v Track copy errors during volume synchronization
v Spurious track errors during volume synchronization.
You can diagnose and correct these XADDPAIR command-related errors
independently of other XRC session activity. When you have corrected the
error, you can make the volume pair operational by reissuing the XADDPAIR
command.

Recovering from Environmental Errors
Take action that is based on the scope and the location of the error. Automation
functions can take action based on the presence of ANTX5xxxxE–type errors, which
report the error, the cause of the error, and the volumes that are affected.
Use the following procedure to recover from environmental errors:
1. Correct the error.
2. Restart the application system, or systems, if necessary.
3. Issue an XADDPAIR SUSPENDED command to add the suspended volume
pairs back to the XRC session. XRC automatically copies all pending updates
when the application programs become active.

Recovering from Processor, Address Space, and XRC Data Set
Failures
XRC error conditions may occur as a result of various failures on an application
processor. These errors can cancel critical address spaces that reside within the
affected system, and may in turn cause the application to end. The data mover may
also be on the system with the failure.
Other error situations may affect only the data mover system. The data mover may
be affected by an environmental problem, an internal data mover error, errors on
the XRC state, control, or journal data sets, or due to the operator cancelling the
ANTAS001 address space.
Use the following procedure to recover from processor, address space, and XRC
data set failures:
1. Correct the error.
2. Restart the application system, or systems, if necessary.
3. Restart the data mover system, if necessary. For many errors, the XRC session
will restart itself.
4. Issue an XSTART command to start the XRC session, if necessary.
5. Issue an XADDPAIR SUSPENDED command to add the suspended volume
pairs back to the XRC session. XRC automatically copies all pending updates
when the application programs become active.
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Comparing the ERRORLEVEL Options
Table 9 compares the different options of the XADDPAIR ERRORLEVEL parameter
and describes how different system failures affect the suspension of XRC volume
pairs.
Table 9. How the ERRORLEVEL Options Determine Volume Pair Suspension in the Event of
a System Failure. “Active volumes” refers to volumes that are not in suspended state.
ERRORLEVEL
Option

Single Volume
Failure

Primary Storage Control
Failure (Note 1)

Data Mover
Failure

(Volume)

One duplex volume
pair is suspended.

All active volumes on the
storage control are
suspended.

All duplex volume
pairs in the session
are suspended.

(Session)

All duplex volume
pairs in the session
are suspended.

All active volumes in the
session are suspended.

All duplex volume
pairs in the session
are suspended.

(group_name)

All duplex volume
pairs in the group
are suspended.

All active volumes on the
storage control are
suspended, and all active
volumes in this group on
any storage control are
suspended. (Note 2)

All duplex volume
pairs in the session
are suspended.

Notes:
1. For primary storage control failures: For volume pairs established with
ERRORLEVEL(session), the “Session” row of this table applies; for volume pairs
established with ERRORLEVEL(group_name), the “group_name” row of this table
applies.
2. A primary storage control error suspends all XRC volumes that are attached to it. If any
volumes on that storage control belong to an XRC “named group”, those volume groups
become suspended on other storage controls.
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Part 3. Peer-to-Peer Remote Copy
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Chapter 9. Planning for PPRC
Before installing and using PPRC you will need to plan for it. Understanding the
software and hardware requirements will help you prepare to use PPRC in your
installation.

PPRC Software Requirements
The following topics describe PPRC software requirements. Table 3 on page 9
includes additional information about PPRC hardware and software requirements.
MVS, VM, VSE, and ICKDSF stand-alone systems support PPRC.

MVS Software Requirements
PPRC TSO command functions require MVS/DFP 3.3.0 and above software
support.

VM Software Requirements
VM/ESA® 2.1.0 (and above) supports PPRC operations. See the items identified as
“For VM Systems” under “PPRC Operational Considerations” on page 118.

ICKDSF Support
ICKDSF release 16 and above support PPRC operations for MVS, VM, VSE, and
stand-alone platforms. The ICKDSF PPRCOPY command provides functions that
correspond to the PPRC MVS TSO command set. Refer to ICKDSF R16 User’s
Guide for specific information.

PPRC Hardware Requirements
The following topics describe PPRC hardware requirements. Table 3 on page 9
includes additional PPRC hardware and software requirements.
PPRC hardware requirements are:
v Both application and recovery site storage controls must be of the same type
(peer to peer). For example, if the application site storage control is an IBM
Enterprise Storage Server (ESS), the recovery site storage control must also be
an ESS.
v Physical ESCON connections must exist between PPRC storage subsystems.
These connections can be direct fiber optic connections or through ESCON
Directors.
v PPRC-capable Licensed Internal Code (LIC) must be installed on both the
primary and secondary storage subsystems.
v A compatible secondary volume must be available for each primary volume you
wish to copy. The secondary volume must have the identical track capacity and
number of tracks per cylinder and either the same or larger volume capacity.

PPRC Supported Devices
PPRC supports all primary Disk subsystems and secondary Disk subsystems
that have PPRC-capable LIC. The IBM 3990 Model 6 Storage Control supports
PPRC in either Basic or Enhanced mode.
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PPRC Operational Considerations
This section addresses the physical and operational considerations for PPRC.
Topics include limits on the number of active volumes and sessions, conditions for
establishing PPRC paths, and volume format restrictions.
The following considerations apply to PPRC operations:
v Primary and secondary volumes may either be a member of a PPRC session or
a member of a dual copy pair, but not both. See Table 4 on page 16 for the
allowable copy combinations for a device.
v To ensure data integrity, all volumes that are part of PPRC copy operations must
conform to the following volume format, track, and access method restrictions:
– Volumes must have a standard format for record zero (R0). Volumes with R0
data lengths longer than 8 bytes can cause a track format error to remain
undetected when the storage control formats the track in cache.
– You cannot assign alternate tracks in the user area. User data can be overlaid
if you assign a user track on the primary address as an alternate track for a
secondary address.
– All storage control Define Extent commands must specify “normal access
authorization mode”. Data written to a PPRC primary device while the storage
control is in “diagnostic” or “device support” mode is not copied to the PPRC
secondary volume. It is therefore important to remove volumes from the
session before running a utility program like ICKDSF.
v You can only copy an application system volume to one secondary volume.
v A PPRC volume can be only primary or secondary; you cannot assign a volume
to both functions at the same time.
v You must establish separate paths to transfer data in the opposite direction
between subsystems. This is especially important for P/DAS volume swapping
operations as described in “Chapter 16. PPRC Dynamic Address Switching
(P/DAS)” on page 181.
ESCON paths established by PPRC provide connections to application system
and secondary volumes, and for host data transfer. Specifically, a single path can
be established in one direction to transfer a volume or volumes from, for
example, storage subsystem A to storage subsystem B. The same logical and
physical path established from A to B cannot also be used to transfer data from B
to A. You must establish separate paths to transfer data from subsystem B to
subsystem A (with B being the application subsystem for those volumes). The
host system, however, can transfer data on any path.
v PPRC secondary volumes can only accept a subset of I/O operations while they
are secondary devices (much like dual copy volumes). IBM recommends that you
vary the attached secondary volumes offline to all attached systems. The PPRC
secondary volume serial numbers are the same as those on the application
system volumes.
v For VM Systems: Native VM supports PPRC with VM/ESA 2.1.0 and above.
Observe the following when you operate PPRC as a guest under VM/ESA 2.1.0
and above:
– PPRC volumes must either be dedicated volumes, or you must define them
as fullpack minidisks. This includes DEVNO-defined minidisks.
– The VM guest directory must include an entry that states “STDEVOPT
DATAMOVER=YES”
For VM/ESA levels prior to 2.1.0, you must define PPRC volumes to VM as
unsupported Disk, and you cannot define them as minidisks.
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Determining PPRC Resource Needs
This section contains information and recommendations about the resources
needed to establish a PPRC configuration that meets disaster recovery and
workload migration needs.
Evaluate these resource issues before installing PPRC:
v Effect of PPRC on the application storage subsystem
v Effect of PPRC on the recovery storage subsystem
v Amount of recovery site storage that is required
v Recovery system access to resources
v Storage subsystem channel connections
v ESCON connections between storage subsystems

Evaluating How PPRC Affects the Primary Storage Subsystem
Storage subsystem use can affect overall system performance, and it is therefore
necessary to determine how adding PPRC might affect the primary storage
subsystem. To do this, determine the write rate, for each application site storage
control, for the volumes that you plan to copy. Add this rate, as if it was all DASD
fast write, to the total storage subsystem use. Decide if this impact on the storage
subsystem allows applications to achieve acceptable Disk I/O performance. If it
does not, you may need to redistribute volumes among storage controls or add an
additional application site storage control.
Also consider how initial volume copy and resynchronization activity affect storage
control use and applications performance. You may notice this when you start a
copy operation, restart a system, perform some copy recovery events, or when you
add volumes to the PPRC system.

Evaluating How PPRC Affects the Recovery Storage Subsystem
PPRC lets you allocate recovery system volumes on any number of recovery
storage subsystems. The storage controls at the recovery site do not have to have
a one-to-one correlation with their application storage subsystem counterparts.
Project the performance impact on recovery storage subsystems to be sure that it is
within acceptable limits.
Higher recovery storage subsystem activity increases the write time between
storage controls, thereby affecting primary Disk I/O performance. Include all other
recovery storage subsystem activity in your assessment, such as access by other
applications and systems to non-PPRC volumes on the same storage subsystem.

Determining the Recovery Site Storage Capacity
When determining how many recovery storage subsystem Disk volumes will be
needed, you may first want to assume that all volumes from the primary subsystem
must be copied to the recovery system. You can then consider each volume
individually to determine if you need it for recovery and subsequent application
operations on the recovery system. For example, you do not have to copy Disk
volumes that contain only page data sets to the recovery site storage subsystem.
When determining how many Disk volumes need to be copied to the recovery site
storage subsystem, consider which application and support data sets will be needed
to start applications on the recovery subsystem at recovery time. User catalogs are
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a good example of such data sets. If the recovery subsystem cannot find data
volumes associated with user catalogs, jobs will not start successfully after
recovery.
Also consider what Disk volumes, such as DFSMShsm migration level 1 data sets,
may be needed for recovery system operations.

Determining Recovery System Access to Resources
To meet disaster recovery needs, recovery systems must be able to run the
applications that use the copied data. In addition, the recovery system must be able
to process commands to the secondary Disk to end the secondary copy state and
to become available for application system allocation. PPRC requires access to the
TSO command module.

Establishing Storage Subsystem Channel Connections
Disk channel connections include those to application and recovery systems. PPRC
connections between storage controls must be ESCON connections.

Installation Test Tip
It may be useful when planning an initial PPRC test installation (with a limited
number of volumes) to have both the primary and secondary volumes on the
same storage subsystem, thereby conserving resources.

Establishing PPRC ESCON Connections
ESS storage subsystems support PPRC at distances up to 103 km. You can
configure other IBM storage controls to support ESCON ports (connected by
multimode fiber optic cables) at distances of up to three kilometers. ESCON
Directors, if your configuration includes them, can have Extended Distance Feature
(XDF) ports with singlemode fiber-optic cables for longer link lengths.
You can use 9036 ESCON Remote Channel Extenders to convert from multimode
fiber links to XDF and back, and as XDF extender links. Use these or other
comparable repeaters when the distance between systems is greater than 3 km and
your configuration does not include ESCON Directors.
You can only dynamically switch one ESCON Director within a path to an I/O unit.
The other ESCON Director, if present, provides a static connection. Refer to the
appropriate storage subsystem planning guide for information about ESCON
configurations with ESCON Directors.
Recovery site storage subsystems must have access to the host systems that will
run primary applications when the application system is out of service. A host
system at the recovery site must be able to issue recovery commands as part of
recovery system takeover procedures.

Controlling Access to PPRC Commands
There are two ways to protect access to PPRC commands: You can put the
commands in a RACF-protected library, or define resource profiles in the RACF
FACILITY class and restrict access to those profiles.
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Placing TSO Commands in a RACF-Protected Library
Place the TSO commands in a RACF-protected library to restrict PPRC TSO
commands to authorized storage administrators.
To RACF-protect PPRC commands, perform the following steps:
1. Issue the following RDEFINE command for each PPRC command, and for each
command abbreviation that you want defined to RACF:
RDEFINE PROGRAM cmdname ADDMEM(‘SYS1.CMDLIB’)/volser/NOPADCHK) UACC(NONE)

The following terms apply to the above example:

cmdname

Defines the PPRC TSO command name or an abbreviation of a
command. Issue a separate RDEFINE command for each
command and any command abbreviations you plan to use.
RACF can only perform checking on commands and
abbreviations that are defined to it.

volser

Defines the name of the volume that contains the
SYS1.CMDLIB data set.

2. Issue the PERMIT command for all commands and authorized PPRC TSO
command users as follows:
PERMIT cmdname CLASS(PROGRAM) ID(name) ACCESS(READ)

The following terms apply to the above example:

cmdname

Defines the PPRC TSO command name, or an abbreviation of a
command.

name

Defines the user ID that will receive RACF access authority for
that command name.

3. Issue the SETROPTS command from a user ID that has the appropriate
authority:
SETROPTS CLASSACT(PROGRAM) WHEN(PROGRAM) REFRESH

Defining Resource Profiles in the RACF FACILITY Class
You can limit the use of PPRC commands by defining resource profiles in the RACF
FACILITY class and restricting access to those profiles. To use a protected
command, you need read-access authority to the applicable profile.
Table 10 on page 122 lists the PPRC commands and the FACILITY class profiles
that can restrict them. See the OS/390 Security Server (RACF) Security
Administrator’s Guide for details on activating the RACF FACILITY class, and
defining and authorizing users to the PPRC command profiles.
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Table 10. PPRC FACILITY Class Profile Names
Command

Profile Name

CDELPAIR
CDELPATH
CESTPAIR
CESTPATH
CGROUP

STGADMIN.ANT.PPRC.COMMANDS

CQUERY
CRECOVER
CSUSPEND
CQUERY

STGADMIN.ANT.PPRC.CQUERY

Note: Authorize CQUERY command use with the STGADMIN.ANT.PPRC.COMMANDS
profile or the STGADMIN.ANT.PPRC.CQUERY profile. PPRC first checks
STGADMIN.ANT.PPRC.COMMANDS for authorization. If authorization is not permitted with
the STGADMIN.ANT.PPRC.COMMANDS profile, PPRC checks the
STGADMIN.ANT.PPRC.CQUERY profile for authorization to issue the CQUERY command.

The following examples activate the RACF FACILITY class, define the profile for the
PPRC commands, and give user STGADMIN authority to use this profile.
1. Activate the RACF FACILITY class:
SETROPTS CLASSACT(FACILITY)

2. Define the profile for PPRC commands, and authorize user STGADMIN to use
this profile:
RDEFINE FACILITY STGADMIN.ANT.PPRC.COMMANDS UACC(NONE)
PERMIT STGADMIN.ANT.PPRC.COMMANDS CLASS(FACILITY) ID(STGADMIN) ACCESS(READ)
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Chapter 10. Setting Up the PPRC Environment
This section describes how to set up the peer-to-peer remote copy (PPRC)
environment, including how to:
v Install the PPRC LIC on the primary and secondary storage subsystems
v Identify volume pairs
v Copy the catalog and control data sets
v Establish the PPRC configuration
v Configure the storage subsystems for PPRC
v Control access to resources
v Include TSO commands in automated procedures

Installing Peer-to-Peer Remote Copy
To install peer-to-peer remote copy, follow these steps:
1. Install the appropriate OS/390 release, and the maintenance that is specified in
informational APAR II11778. You can also find related information under
“Technical Updates” at the copy services website at
http://www.storage.ibm.com/software/sms/sdm/sdmhome.htm.
2. Authorize PPRC TSO commands by adding the command names to the
AUTHCMD PARM parameter of the IKJTSOxx member of SYS1.PARMLIB. After
you have added the PPRC command names to the IKJTSOxx member, issue
the TSO command PARMLIB UPDATE(xx) to activate the new IKJTSOxx
member.
To restrict PPRC commands to certain users, follow the instructions in
“Controlling Access to PPRC Commands” on page 120.
3. Based on the applications that you plan to copy, determine which devices you
want to establish as primary and secondary devices.
4. Based on the primary and secondary devices, determine the number of paths
that are required to establish connections between each application site and
recovery site storage control. Use the DEVSERV system console command to
determine the channel connection addresses for the devices. The serial number
is on the lower left-hand part of the operator’s panel on an IBM storage control.
5. Issue the appropriate CESTPATH TSO commands to establish the PPRC paths.
6. Issue the appropriate CESTPAIR TSO commands to define the PPRC pairs.
7. Issue the CQUERY TSO command to verify the PPRC installation.

Identifying Volume Pairs
The storage administrator must identify application volumes to copy, and create
peer-to-peer remote copy volume pairs. PPRC provides an image copy of a volume
on a record-for-record basis. There is a one-to-one correspondence between the
record on the primary volume track and the record on the secondary volume track.
PPRC writes data on the same tracks on the secondary Disk as it does on the
primary Disk. Therefore, the secondary Disk must have the same track sizes and
number of tracks per cylinder, and either the same or larger volume capacities, as
the primary. If the Disk does not meet these criteria, the CESTPAIR command will
fail. For more information on the CESTPAIR command, see “CESTPAIR –
Establishing Pairs” on page 134.
You should make secondary volumes part of a storage group that does not allow
allocations, and dedicate these volumes to PPRC use only. PPRC secondary
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volumes are similar to 3390 dual copy secondary volumes. All host I/O operations
directed to these offline secondary volumes are command rejected.
Remote copy supports volumes, not data sets. As a result, all data sets on the
volumes that are copied are part of remote copy activity, and are therefore copied
to the recovery system. This support is application (IBM or non-IBM) independent,
and supports all data set types.
Because applications deal with data sets and not volumes, multivolume data sets
require special attention. 13 Unless you copy all volumes of a multivolume data set,
PPRC will only copy part of the data set. Other data sets on the copied volume may
be usable, but the multivolume data sets will not be. If multivolume data sets are
critical for recovery, you must also copy the other volumes on which these data sets
reside.
Carefully choose the volumes to copy so as not to unnecessarily affect overall
PPRC performance. For example, it would be wasteful to have PPRC copy a
volume that contains page or other data sets that are specific to the application host
system. Copying page data sets can affect performance.

Copying the Catalog and Control Data Sets
You can reduce disaster recovery time if you use remote copy for the volumes that
contain the master catalog, key user catalogs, and system control data sets. This
may be a better choice than maintaining a current copy of the catalog and various
control data sets on the recovery system.
Remote copy automatically copies all data sets on the managed volumes. These
include catalog data sets and control data sets.

Establishing the PPRC Configuration
The configuration of the PPRC system is vital to its recovery and performance
capabilities. The following section describes basic PPRC configurations and those
that include DASD channel extenders.

Basic PPRC Configurations
Figure 8 on page 125 shows an example of a basic PPRC configuration.
Plan your configuration to provide for capacity requirements and redundancy
requirements. Peer-to-peer remote copy allows from one to eight ESCON paths
(IBM recommends at least two paths) from any application site storage control to a
single recovery site storage control. A specific application site storage control can
connect with up to four different recovery site storage controls. However, you can
link a single storage subsystem at the recovery site to a maximum of 64 application
site storage controls. A large cache and NVS will help the recovery site storage
control to accept the copy work loads from multiple application site storage
subsystems.

13. Multivolume data set types include data sets that reside on multiple volumes, striped data sets, and VSAM spheres.
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Figure 8. Basic PPRC Configuration

You can establish PPRC paths between the storage controls after you have
installed the necessary Licensed Internal Code in each storage control. You can
either install dedicated ESCON channels between the storage controls or use
existing ESCON channels connected by common ESCON Directors. When you are
establishing paths, distribute them between different storage clusters and Directors
to gain flexibility and availability.
Depending on the capability of your storage subsystems, you can establish up to
eight paths with each CESTPATH TSO command. You need the following
information before you can issue a CESTPATH command:
v Primary device number
v Primary device’s storage subsystem ID (SSID)
v Primary device’s storage control serial number
v Recovery storage subsystem ID (SSID)
v Recovery storage control serial number
The CESTPATH command, with its syntax and parameters, is described on page
136. For additional information and examples on establishing PPRC paths, see
“Establishing Paths” on page 149.

PPRC and DASD Channel Extenders
Adding DASD channel extenders to a PPRC configuration to support longer
distances can seriously degrade the application performance. This is because of the
additional time that is added to each copy write I/O. IBM therefore does not
generally recommend using DASD channel extenders with PPRC for any
applications that are sensitive to response time.
See “Remote Copy and DASD Channel Extenders” on page 13 for general
information about DASD channel extenders.
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Configuring Storage Subsystem Resources for PPRC
All synchronous copy operations, including PPRC, have an inherent performance
penalty: Write operations to the primary subsystem must wait until the data is
secure in the secondary subsystem before sending completion status. This
necessary step adds a minimum of an additional fast write operation plus the data
transmission times.
You must properly configure your PPRC resources to do the following:
v Minimize additional impact on system performance.
v Avoid unintended interruptions of the remote copy function.
v Maximize the data integrity of the secondary volumes.
The following topics address these configuration requirements.

Configuring IBM Storage Controls
Ensure that the service information message (SIM) alert reporting is correctly set at
both PPRC storage subsystems.
There are additional concerns for the storage controls at the recovery site:
v Attachment to at least one host for SIM reporting
v Use of remote power sequence control cables

Storage Subsystem Settings for SIM Alerts
Set up all storage controls with PPRC operations so that PPRC routes SIM alert
messages to a host console. Do not select “No Alerts”, as this option prohibits the
storage control from sending any SIM alert messages to attached host systems.
See “Appendix B. Configuring the Data Mover and PPRC Options on IBM 3990 and
9390 Storage Controls” on page 225 for related PPRC switch information. In the
event of a subsystem failure that affects PPRC operation (such as a permanent
error on a secondary volume), the subsystem must be able to alert an operator to
the problem. This is especially critical at an unattended recovery site where a
subsystem problem, if left unresolved, can jeopardize the entire PPRC copy
operation.

Recovery Site Storage Control Attached to a Host System
IBM recommends that you keep at least one host system attached to each recovery
site storage control. You can locate the is host at either site, as long as it can relay
SIM alert messages to a console. This is necessary so that the storage controls for
the secondary volumes can offload important SIMs in the event of a problem on the
recovery storage subsystem.

Use of Remote Power Sequence Control Cables
Make every effort to minimize power interruptions to PPRC recovery site storage
subsystems. IBM recommends that you do not use power sequence control cables
between host processors and attached storage controls that contain PPRC
secondary volumes. These cables, when installed, allow an attached host processor
to remotely remove power from the storage controls. If power sequence control
cables are present, ensure that the power-select switches for both clusters are in
the LOCAL position. The power-select switches are on an IBM Storage Control’s
power sequence control board. This setting removes the possibility that a processor
at the recovery site can inadvertently power down a PPRC recovery storage
subsystem.
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Accessing PPRC Secondary Volumes
Dedicate all PPRC secondary volumes exclusively to PPRC use. The system
automatically rejects all host read and write access as long as the PPRC pair
remains active in the session, regardless of whether the secondary volume is online
or offline.

Optimizing PPRC Performance
This section describes how synchronous operations (like peer-to-peer remote copy)
can affect various work loads, and contains guidelines for getting the best PPRC
performance. See your IBM marketing representative for the latest remote copy
performance and configuration information and recommendations for your specific
environment.

Analyzing Work Load Characteristics
For synchronous operations there is additional overhead for every write. Several
factors can affect the overall performance of write operations, especially for
synchronous copy operations. The following work load characteristics can affect
synchronous write performance:
v Write content — There is an inherent performance penalty on synchronous
operations that are associated with write operations. As a result, work loads with
high read-to-write ratios experience much less impact than those that are write
intensive. As more writes occur to the primary site storage control, there is a
corresponding affect on performance.
Some examples of extremely write-intensive work loads are SPOOL volumes and
database logging volumes, which can affect I/O response times dramatically in
any synchronous copy operation. A possible solution to this high write-intensive
work load is to spread the SPOOL volumes across multiple volumes to minimize
queueing.
v Blocksize — Work loads with small blocksizes experience better performance
than do work loads with large blocksizes. As the write blocksize increases, the
affect on work load performance also increases. One example of a work load that
has this impact is DB2 deferred writes. A possible solution is to spread the work
load across several volumes.
v Overall channel demand — As the demand increases on the host channel that
services the primary application’s storage control, the impact to overall
performance also increases. Spread the work load across several storage
controls if possible.
v Sequential write operations — Batch processing operations typically exhibit high
sequential write operations. Synchronous copy operations can result in longer
batch windows.
Evaluate dump restore activities to PPRC-managed volumes. PPRC uses a data
flow algorithm to copy data from primary volumes to secondary volumes during
initialization. To best optimize this algorithm, avoid restoring data sets or volumes
to PPRC-managed volumes. Although PPRC supports restore operations, doing
so increases the amount of data that PPRC must copy from the primary to the
secondary volumes. You may choose to allocate a scratch volume on the
application system, and then restore data to that volume. Establish the PPRC
session, and allow normal primary-to-secondary volume processing to continue.

Balancing Storage Control Configurations
Configure your system so that application system activity does not exceed the
capacity of the recovery site storage control. You might require performance at the
secondary site that is equivalent to your primary application’s performance. This
could be performance when migrating work loads, or performance during a disaster
Chapter 10. Setting Up the PPRC Environment

127

recovery. If so, IBM recommends that the secondary site storage controls have at
least the same cache and NVS capacity as the primary site storage controls.
PPRC supports configurations where several application site storage controls can
funnel their updated data to a single storage control on the recovery system. The
number of copied primary volumes and the rate of write activity to these volumes
can affect performance.
Ensure that you have a sufficient number of ESCON paths established between the
primary and secondary site storage controls. This is especially important in
configurations where the same storage controls manage both primary and
secondary volumes.

Distributing Work Loads
Avoid directing all update activity to a small set of common volumes on a single
recovery site storage control. The performance impact at the recovery site storage
control adversely affects the primary application site performance.
Typically, only a few devices on a particular storage control receive most of the
activity. Usually two to four devices account for 50% or more of the total update
activity. If, for example, two application storage controls channel their most active
volumes into a single recovery site storage control, the recovery subsystem could
become overcommitted with remote copy activity.
Table 11 provides a useful summary of the most fascinating facts for PPRC session
configurations.
Table 11. Quick Reference for PPRC Session Limits
You can configure up to...
4 PPRC recovery site storage
subsystems

for each

PPRC application site storage subsystem

8 PPRC paths

between

one application site ESS storage subsystem
and one recovery site ESS storage
subsystem

32 PPRC paths

between

one PPRC application site ESS storage
subsystem and four PPRC recovery site
ESS storage subsystems

4 PPRC paths

between

one application site 3990 or 9390 Storage
Control and one recovery site 3990 or 9390
Storage Control

16 PPRC paths

between

one PPRC application site 3990 or 9390
Storage Control and four PPRC recovery
site 3990 or 9390 Storage Controls

256 volumes

for each

ESS logical storage subsystem (LSS)

128 volumes

for each

3990 or 9390 Storage Control

Controlling Access to PPRC Resources
Each installation is responsible for preventing the unauthorized use of PPRC TSO
commands and for controlling ICKDSF activity to PPRC-managed volumes. This
section describes how to protect PPRC commands and control volume repair
activities.
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Protecting Access to PPRC Commands
If possible, restrict PPRC TSO commands to authorized storage administrators only.
You can place the commands in a library that is protected by IBM Resource Access
Control Facility (RACF), and define access to resource profiles. “Controlling Access
to PPRC Commands” on page 120 explains how to restrict access to remote copy
commands.

Controlling ICKDSF Activity to PPRC Volumes
The storage administrator must control ICKDSF activity to primary and secondary
PPRC-managed volumes. PPRC cannot copy some ICKDSF operations from the
primary to the secondary volumes. If you plan to use ICKDSF to repair either a
primary or secondary volume, first remove the volume pair from the session. After
the ICKDSF function is complete, reestablish the session with a CESTPAIR
command.
Proceed as follows to perform an ICKDSF repair on a PPRC-managed primary
volume:
1. Suspend the volume pair with a CSUSPEND PRIMARY command that is
directed to the primary volume.14
2. When the pair is in the suspended state, run the latest level of ICKDSF to
correct the error.
3. Remove the volumes from the suspended state by using the CESTPAIR
command with the RESYNCH option to resume operations.
To perform an ICKDSF repair on a PPRC-managed secondary volume, proceed as
follows:
1. Issue a CSUSPEND command to suspend the volume pair, thereby allowing
change recording to continue.15
2. Issue the CRECOVER command to the secondary volume so that you can
make repairs. (PPRC puts the volume into simplex state to permit I/O access.)
3. Run ICKDSF release 16 or above to repair the volume.
4. If data on the secondary volume is unchanged, issue the CESTPAIR command
with the RESYNC option to add the repaired volume pair to the PPRC session.
The RESYNC option specifies that PPRC copy all changed cylinders to the
secondary volume. If the repair action has caused the secondary volume’s data
to change, issue the CESTPAIR command with the COPY option.
Attention: Failure to follow the above procedure may result in potential data
integrity exposures to offline volumes.
If you are planning to repair or replace a primary volume, you may want to use the
P/DAS function (see “Chapter 16. PPRC Dynamic Address Switching (P/DAS)” on
page 181) to minimize impact to the application I/O while the error on the primary
volume is being corrected.

14. This assumes that the volume pairs are not already in a suspended state as a result of the error that necessitated the ICKDSF
repair action. See “Putting PPRC Error Recovery Procedures into Effect” on page 174 for information about specific error
conditions.
15. See previous footnote.
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Including PPRC TSO Commands in Automated Procedures
You can use PPRC TSO commands in automated procedures to do certain PPRC
functions. The description below, for example, outlines an automated procedure to
check PPRC volume status at system IPL time and resynchronize volumes that are
in suspended or duplex state.
1. Put the CQUERY PPRC TSO command in either a batch JCL job or PROCLIB
member to query the status of all primary volumes.
2. Automatically start the procedure at IPL time by putting the procedure name into
SYS1.PARMLIB(COMMNDxx).
PPRC sends the results from the query to the system’s log.
3. Use NetView, or other console automation product, to capture the output from
the CQUERY command and examine specific path and volume status
information.
4. Use NetView, or other console automation product, to initiate jobs for any paths
and volume pairs that you need to reestablish. These jobs can be other
procedures and can use JCL substitution.
Notes:
1. Consider attaching a host to the secondary subsystem. If regular production
operations are going to take place at the secondary subsystem, install an ECAM
device there to monitor real space usage at that secondary LSS. An ECAM
device cannot be a secondary volume of a PPRC pair, however, because the
secondary device cannot receive I/O.
2. Some storage subsystems only send the SIM down the path that issues the
next SIO. Many subsystems, however, send the message down every active
path group. As a result, any host that is attached to the subsystem can receive
the ERP SIM messages. This is an important consideration as you plan for
disaster recovery.
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Chapter 11. Peer-to-Peer Remote Copy TSO Command
Descriptions
This section describes peer-to-peer remote copy TSO commands with their required
and optional parameters, and includes an example for each command. Chapter 12
contains other examples.
Peer-to-peer remote copy TSO commands have the same restrictions as other TSO
commands. The TSO abbreviation convention requires that you specify as much of
the command parameter as is necessary to distinguish it from other parameters. Do
not abbreviate PPRC command names. Refer to OS/390 TSO/E Command
Reference for details on TSO commands. Enter hexadecimal parameters in the
form X'nn...', as indicated in the examples in Chapter 12.
PPRC TSO commands, like most TSO commands, are deferred requests. You
receive an initial message that reports whether the command syntax is valid, and
whether TSO has accepted the command for processing. Command function
processing is a separate operation that can take minutes or hours to complete. The
TSO terminal, meanwhile, is free to do other processing.
Once TSO is operational, you can issue the PPRC commands to automatically
initiate PPRC subsystem activity. Table 12 shows which PPRC TSO commands you
can issue to primary and secondary devices. TSO processes commands in the
order that you issue them.
Table 12. Peer-to-Peer Remote Copy TSO Commands
TSO Command

Can Command be Issued to a:
Primary Device?

Secondary Device?

CDELPAIR

Yes

No

CDELPATH

Yes

No

CESTPAIR

Yes

No

CESTPATH

Yes

No

CGROUP

Yes

No

CQUERY

Yes

Yes

CRECOVER

No

Yes

CSUSPEND

Yes

Yes

Note: Do not use the NOCOPY option of the CESTPAIR command if you issue this
command as part of automatically initiated PPRC subsystem activity, as this
may introduce potential data integrity exposures. For more information on the
CESTPAIR NOCOPY option, see “CESTPAIR Command Syntax” on
page 134.
You can put all PPRC TSO commands in a SYS1.PROCLIB member, in CLISTs,
and include them within standard job JCL.
PPRC uses the Write-to-Operator (WTO) route code to route all messages to the
console.
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CDELPAIR – Deleting Pairs
Use the CDELPAIR command to specify the primary and secondary volumes to
remove from PPRC. Direct the command to the primary device.
See “Deleting a PPRC Volume Pair” on page 162 for a CLIST example, and more
information about deleting pairs.

CDELPAIR Command Syntax
The syntax of the CDELPAIR command is:
ÊÊ CDELPAIR

DEVN(device_number)

PRIM(ssid serialno cca lss)

SEC(ssid serialno cca lss)

ÊÍ

Required Parameters
DEVN Specifies the device number of the primary volume for the volume pair that
PPRC is to delete. The device number is the 4-digit hexadecimal address of
the device to which the I/O operation is directed.
PRIM

Specifies the application site storage subsystem ID and serial number, and
the primary volume channel connection address. The storage subsystem ID
is a 4-digit hexadecimal address. The storage control serial number can
include up to 12 digits, depending on the type of storage control. The
channel connection address is a 2-digit hexadecimal address, obtainable
with the CQUERY command. The logical storage subsystem number (lss) is
a 2-digit hexadecimal value that specifies the logical subsystem for the
device. PPRC requires the lss value for devices in storage subsystems that
support logical subsystems, but fails the command for devices in all other
storage subsystems.

SEC

Specifies the recovery site storage subsystem ID and serial number, and
the secondary volume channel connection address. The descriptions for the
values are the same as for the PRIM parameter.

CDELPAIR Command Examples
The following are examples of the CDELPAIR command:
CDELPAIR DEVN(X'0C04') PRIM(X'6060' 62019 X'04') SEC(X'6061' 68006 X'09')
CDELPAIR DEVN(X'0D20') PRIM(X'6114' 66143 X'08' X'06') SEC(X'6125' 68247 X'0B' X'12')
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CDELPATH – Deleting Paths
Use the CDELPATH command to delete all established ESCON paths between an
application site (source) storage control and a recovery site (target) storage control.
Only active paths to the specified recovery site storage control are affected; all
other paths to other storage controls are unaffected.
See “Deleting PPRC Paths” on page 163 for a CLIST example and for more
information about deleting paths.
Note: You can use the CESTPATH command to remove only selected paths. See
the note under “CESTPATH – Establishing Paths” on page 136 for this
information.

CDELPATH Command Syntax
The syntax of the CDELPATH command is:
ÊÊ

CDELPATH

DEVN(device_number)

PRIM(ssid serialno lss)

SEC(ssid serialno lss)

ÊÍ

Required Parameters
DEVN Specifies the device number of any Disk volume that is attached to the
application site storage control without directing any operation to the
volume. The device number is the 4-digit hexadecimal address of any Disk
volume behind the application site storage control.
PRIM

Specifies the application storage subsystem ID and serial number. The
storage subsystem ID is a 4-digit hexadecimal address. The storage control
serial number can include up to 12 digits, depending on the type of storage
control. The logical storage subsystem number (lss) is a 2-digit hexadecimal
value that specifies the logical subsystem for the device. PPRC requires the
lss value for devices in storage subsystems that support logical
subsystems, but fails the command for devices in all other storage
subsystems.

SEC

Specifies the recovery site storage subsystem ID and serial number. The
descriptions for the values are the same as for the PRIM parameter.

CDELPATH Command Examples
The following are examples of the CDELPATH command:
CDELPATH DEVN(X'0C04') PRIM(X'6060' 62019) SEC(X'6061' 68006)
CDELPATH DEVN(X'0D20') PRIM(X'6114' 66143 X'06') SEC(X'6125' 68247 X'12')
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CESTPAIR – Establishing Pairs
Use the CESTPAIR command to specify PPRC primary and secondary volumes.
The primary and secondary volumes must have the same number of tracks on each
cylinder and the same number of bytes on each track. The secondary device must
have the same number or a greater number of cylinders as compared to the
primary device.
Notes:
1. Peer-to-peer remote copy allows you to copy data from a smaller primary device
(fewer cylinders) to a larger secondary device (more cylinders). The track size
and number of tracks per cylinder, however, must be the same. The additional
space on the secondary volume may not be immediately usable. End the PPRC
volume pair and run ICKDSF Release 16 or above against the secondary
volume to rebuild the VTOC and make the additional space usable.
2. Because multivolume data sets span multiple volumes, they require special
handling. To ensure that the data set is recoverable, copy all volumes of
multivolume and striped data sets.
3. For more information and examples, see “Adding a PPRC Volume Pair” on
page 152.

CESTPAIR Command Syntax
The syntax of the CESTPAIR command is:
ÊÊ CESTPAIR

DEVN(device_number)

PRIM(ssid serialno cca lss)

SEC(ssid serialno cca lss)

Ê

Ê

Ê
MODE(

COPY
NOCOPY
RESYNC

)

PACE(15)
PACE(1—255)

CRIT(

NO
YES

)

ONLINSEC(

NO
YES

)

Ê

ÊÍ
MSGREQ(

NO
YES

)

Required Parameters
DEVN Specifies the device number of the primary volume for the volume pair to
be established. The device number is the 4-digit hexadecimal address of
the device to which the I/O operation is directed.
PRIM
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Specifies the primary volume’s storage subsystem ID and serial number,
and the primary volume channel connection address. The storage
subsystem ID is a 4-digit hexadecimal address. The storage control serial
number can include up to 12 digits, depending on the type of storage
control. The channel connection address is a 2-digit hexadecimal address,
obtainable with the CQUERY command. The logical storage subsystem
number (lss) is a 2-digit hexadecimal value that specifies the logical
subsystem for the device. PPRC requires the lss value for devices in
storage subsystems that support logical subsystems, but fails the command
for devices in all other storage subsystems.

SEC

Specifies the secondary volume’s storage subsystem ID and serial number,
and the secondary volume channel connection address. The descriptions
for the values are the same as for the PRIM parameter.

Optional Parameters
MODE Specifies one of the following PPRC modes:
COPY Specifies that PPRC copy all tracks on the primary volume to the
secondary volume. COPY is the default mode.
NOCOPY
Specifies that only those tracks on the primary volume that are
updated after this command is issued are to be copied to the
secondary volume. Specify this mode only if the volumes are exact
copies of each other.
The NOCOPY option assumes that the specified volumes are fully
synchronized at the time the copy is started. Ensure that no I/O
operations occur to either volume prior to starting the copy
operation. This is necessary in order to protect the data integrity of
the two volumes.
For PPRC Volume Pairs of Different Device Types:
The following notes apply only when the volumes of a PPRC
volume pair are not of the same device type (volumes do not have
the same number of alternate tracks):
1. If you have established or reestablished this PPRC volume pair
without specifying COPY, run ICKDSF REFORMAT REFVTOC
on the primary volume after you establish the pair. Doing so
allows the VTOC and Indexed VTOC information to accurately
represent the primary volume.
2. If you switch the primary and secondary of this pair at any time,
run ICKDSF REFORMAT REFVTOC on the new primary
volume. Doing so allows the VTOC and Indexed VTOC
information to accurately represent the new primary volume.
3. If you remove the secondary volume from the volume pair for
use as a simplex volume, you should run ICKDSF REFORMAT
REFVTOC on the volume. Doing so allows the VTOC and
Indexed VTOC information to accurately represent the
secondary volume.
RESYNC
Specifies that PPRC reestablish a suspended copy. Before you
issue this option, be certain that either the primary and secondary
volumes are both in a suspended state, or the secondary is in a
simplex state and the primary is suspended. PPRC only copies
from the primary volume to the secondary volume the cylinders that
were updated during the period of suspension.
ONLINSEC
NO specifies that, if the secondary volume that is attached to an ESS
subsystem appears to be online to any host system, the CESTPAIR
command will fail with an error. The default is NO.
YES specifies that the CESTPAIR command be processed whether or not
the ESS secondary volume appears to be online to a host system.
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PACE Specifies the minimum number of tracks that PPRC is to copy at one time
before allowing another host interrupt. The allowable range is from 1 to 255.
If you omit this parameter, PPRC uses the storage control default value.
PPRC ignores the PACE parameter if you also specify the NOCOPY
parameter. PPRC ignores the PACE parameter with storage subsystems
that support logical storage subsystems (LSS).
Table 13 shows the result of different PACE parameter values.
Table 13. PACE Parameter Values
Value

Effect on the CESTPAIR copy operation

1

Copy a maximum of three tracks at a time

2 to 255

Copy a maximum of 15 tracks at a time

CRIT

NO specifies that, following an I/O completion error, PPRC allows
subsequent write requests to the PPRC primary volume. The primary
storage control will perform change recording. The default is NO.
YES specifies that if an I/O error occurs, PPRC either allows or does not
allow subsequent writes, depending on how the storage subsystem is
configured. The PPRC pair then remains in a suspended state until you
correct the problem and issue either a CESTPAIR RESYNC or CDELPAIR
command. See “Considering the PPRC Solution” on page 12 and
“Examining Disaster Recovery from a System Viewpoint” on page 165 for
related information.

MSGREQ
The MSGREQ option is valid only with the COPY option.
NO specifies that the command is complete as soon as you initiate the
request to the storage control. PPRC does not wait for the copy operation
to complete before issuing completion messages. The default is NO.
YES specifies that PPRC wait until the initial full-volume copy operation is
complete before issuing completion message ANTP0001I.

CESTPAIR Command Example
The following is an example of the CESTPAIR command:
CESTPAIR DEVN(X'0C02') PRIM(X'6060' 62019 X'02') SEC(X'6061' 68006 X'09')
PACE(1) CRIT(N)

CESTPATH – Establishing Paths
Use the CESTPATH command to establish ESCON paths between an application
site (source) storage control and a recovery site (target) storage control.
Each CESTPATH command can establish up to eight paths (if the application site
storage control supports eight paths) from one application site storage control to a
single recovery site storage control. You can link up to four recovery site storage
controls to one application site storage control. These links require that you issue a
separate CESTPATH command for each storage control.
Attention: The CESTPATH command is a “replace” function. Specified paths that
establish a link between an application site storage control and a recovery site
storage control replace any previously established PPRC paths. Each time that you
issue a CESTPATH command, the paths specified on it replace the paths that are
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established by the last CESTPATH command that was issued. You can use the
CESTPATH command to selectively add and remove paths. Use caution, however,
to ensure that you do not remove paths that you want to keep.

CESTPATH Command Syntax
The syntax of the CESTPATH command is:
ÊÊ

CESTPATH

DEVN(device_number)

Ê LINK( » linkaddr

PRIM(ssid serialno lss)

SEC(ssid serialno lss)

Ê

)

ÊÍ
CGROUP(

No
Yes

)

RESETHP(

No
Yes

)

Required Parameters
DEVN Specifies the device number of any simplex Disk volume that is attached to
the application site storage control without directing any operation to the
volume. The device number is the 4-digit hexadecimal address of any Disk
volume behind the application site storage control.
PRIM

Specifies the application site storage subsystem ID and serial number. The
storage subsystem ID is a 4-digit hexadecimal address. The storage control
serial number can include up to 12 digits, depending on the type of storage
control. The logical storage subsystem number (lss) is a 2-digit hexadecimal
value that specifies the logical subsystem for the device. PPRC requires the
lss value for devices in storage subsystems that support logical
subsystems, but fails the command for devices in all other storage
subsystems.

SEC

Specifies the recovery site storage subsystem ID and serial number. The
descriptions for the values are the same as for the PRIM parameter.

LINK

Specifies the addressing paths from the application site storage control to
the recovery site storage control. You can specify up to eight path
addresses (if the application site storage control supports eight paths) with
each LINK parameter. Each path address is an 8-digit hexadecimal address
in the form: aaaabbcc. See “Establishing Paths” on page 149 for examples
and more information on the LINK parameter.

The LINK parameter address, aaaabbcc, consists of the following:

aaaa

A System Adapter ID (SAID) interface identifier on the application system
that uniquely identifies the physical location of the associated storage
subsystem node interface. The first two values are zeros (00aa), and the
last two values are hexadecimal SAID byte values that correspond to
ESCON channel interfaces, as follows:
bit 0 = storage cluster (0 or 1)
bit 1 = 0
bit 2 = I/O board (0 or 1)
bit 3 = 0
bits 4-5 = slot (00, 01, 10, or 11)
bit 6 = 0
bit 7 = port number (0 or 1 for each slot)

bb

A recovery site storage control ESCON link destination address. If an
ESCON Director is installed, it assigns the recovery site storage control
ESCON link destination address (bb). For direct fiber-optic cable
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connections between storage controls or static connections through an
ESCON Director, the link address value is zero.

cc

This value is the logical storage subsystem (LSS) number for storage
controls that support LSSs, and is 00 for storage controls that do not
support LSSs.

Optional Parameters
CGROUP
Specifies how an error that is related to a PPRC device pair is reported by
a storage subsystem that contains LSSs. PPRC ignores the CGROUP
parameter if the specified device is not in a storage subsystem that
supports LSSs.
NO specifies that, in subsystems that support LSSs, PPRC device pair error
handling and reporting will be done the same way as a 3990 Storage
Control with the Critical Volume bit in the vital product data (VPD) set to Off.
NO is the default.
YES specifies that the subsystem respond to PPRC pair errors with the
same status that is returned from a 3990 Model 6 Storage Control with the
Critical Volume bit set to On in the VPD. Automation products will be able to
detect PPRC volume pair outages on these devices and take appropriate
action.
RESETHP
At this time, only the ESS subsystem supports the RESETHP option.
NO specifies that PPRC not reset existing host system paths to the primary
subsystem before establishing links to the secondary subsystem. The
default is NO.
YES specifies that PPRC reset existing host system paths to the primary
subsystem before establishing links to the secondary subsystem.

CESTPATH Command Examples
The following are examples of the CESTPATH command:
CESTPATH DEVN(X'0142') PRIM(X'6060' 62019) SEC(X'6061' 68006)
LINK(X'0004C400')
CESTPATH DEVN(X'0D20') PRIM(X'6114' 66143 X'06') SEC(X'6125' 68247 X'12') RESETHP(YES)
CESTPATH DEVN(X'0D20') PRIM(X'6114' 66143 X'06') SEC(X'6125' 68247 X'12') CGROUP(YES)
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CGROUP – Controlling Volume Groups
Issue the CGROUP command to control operations for multiple PPRC volume pairs
on a single storage control. This command lets you suspend or resume all
operations for all PPRC volumes on a single storage control. You must issue a
separate CGROUP command to suspend or resume operations on each storage
control.

CGROUP Command Syntax
The syntax of the CGROUP command is:
ÊÊ

CGROUP

DEVN(device_number)

PRIM(ssid serialno lss)

SEC(ssid serialno lss)

ÊÍ
FREEZE
RUN

Required Parameters
DEVN Specifies the device number of any Disk volume that is attached to the
application site storage control without directing any operation to the
volume. The device number is the 4-digit hexadecimal address of any Disk
volume behind the application site storage control.
PRIM

Specifies the application site storage subsystem ID and serial number. The
storage subsystem ID is a 4-digit hexadecimal address. The storage control
serial number can include up to 12 digits, depending on the type of storage
control. The logical subsystem number (lss) is a 2-digit hexadecimal value
that specifies the logical storage subsystem for the device. PPRC requires
the lss value for devices in storage subsystems that support logical
subsystems, but fails the command for devices in all other subsystems.

SEC

Specifies the recovery site storage subsystem ID and serial number. The
description for the values is the same as for the PRIM parameter.

Optional Parameters
FREEZE
Specifies that PPRC stop all updates to secondary storage controls that are
related to this volume pair. PPRC does not allow any activity to the
secondary volumes. You cannot specify the FREEZE parameter with the
RUN parameter.
RUN

Specifies that PPRC resume all operations for all PPRC volumes for the
storage control. I/O to the primary volumes resumes, but the pairs remain
suspended. You cannot specify the RUN parameter with the FREEZE
parameter.

CGROUP Command Examples
The following are examples of the CGROUP command:
CGROUP DEVN(X'0F40') PRIM(X'6060' 62019) SEC(X'6061' 68006) FREEZE
CGROUP DEVN(X'0F40') PRIM(X'6060' 62019) SEC(X'6061' 68006) RUN
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CQUERY – Querying Status
Use the CQUERY command to query the status of one volume of a PPRC volume
pair, or all paths that are associated with the storage control for the device number
that you specify. You can issue the CQUERY command to either a primary or
secondary PPRC volume. A host system that is attached only to a primary volume
cannot obtain the status of the secondary volume for that pair. In the same way, a
host attached only to the secondary volume cannot obtain the status of the primary
volume.
See “Querying PPRC Volumes” on page 153 and “Querying PPRC Paths” on
page 158 for CQUERY command output examples for a volume, and for paths.

CQUERY Command Syntax
The syntax of the CQUERY command is:
ÊÊ CQUERY

DEVN(device_number)

ÊÍ
FORMAT
UNFORMAT

VOLUME
PATHS

BITMAP
NOBITMAP

Required Parameters
DEVN Specifies the device number of the volume that PPRC is to query. The
device number is the 4-digit hexadecimal address of the device to which the
I/O operation is directed.

Optional Parameters
BITMAP
Specifies that PPRC report the percentage of tracks that it has copied for a
pending or suspended PPRC primary volume. This option is valid when you
query a PPRC primary volume and you either specify the VOLUME
keyword, or you do not specify any optional parameters. The default value
is BITMAP.
FORMAT
Specifies that PPRC present the CQUERY command output in a block
format. FORMAT may be specified with either the VOLUME option (as in
the example on page 154) or with the PATHS option (as in the example on
page 158). The default value is FORMAT.
PPRC issues message ANTP0090I as part of a block report when you
specify the CQUERY VOLUME with FORMAT option. PPRC issues
message ANTP0095I as part of a block report when you specify the
CQUERY PATH with FORMAT option.
NOBITMAP
Specifies that PPRC not report the percentage of tracks that it has copied
for a pending or suspended PPRC primary volume. This option is valid
when you query a PPRC primary volume and you either specify the
VOLUME keyword, or you do not specify any optional parameters.
You can use the NOBITMAP option to collect some data from a storage
control even when the device is unable to respond to the CQUERY
command. For example, PPRC may not be able to collect bitmap
information because the device is disabled.
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PATHS
Directs PPRC to display all of the paths that are associated with the
application site storage control, and the status of each path. If you direct
this command to the secondary device, PPRC cannot make path or storage
control information available. To obtain this information, issue the command
to a volume on that storage control that is either in simplex state or is a
primary of a duplex pair.
UNFORMAT
Specifies that PPRC present the CQUERY command output as in the
examples on page 155 for a volume query and on page 158 for a paths
query. UNFORMAT is valid for both the VOLUME option and the PATHS
option.
PPRC issues message ANTP0091I as part of a block report when you
specify the CQUERY VOLUME with UNFORMAT option.
PPRC issues message ANTP0096I as part of a block report when you
specify the CQUERY PATHS with UNFORMAT option.
VOLUME
Directs PPRC to display the status of the volume that is specified with the
DEVN parameter. The default value is VOLUME.

CQUERY Command Examples
The following are examples of the CQUERY command:
CQUERY DEVN(X'0C04') PATHS UNFORMAT
CQUERY DEVN(X'0C04') VOLUME
CQUERY DEVN(X'0C04') NOBITMAP
CQUERY DEVN(X'0C04') VOLUME BITMAP

CRECOVER – Recovering Data on the Recovery System
Use the CRECOVER command to allow the recovery system to gain control of a
Disk volume on its storage control. This command is issued from the recovery
system. It signals the recovery site storage control to force the secondary volume
into simplex state to establish recovery system control. During this process, verify
the volume serial number, and relabel the volume if you desire. You can vary the
volume online after this command function is complete.

CRECOVER Command Syntax
The syntax of the CRECOVER command is:
ÊÊ

CRECOVER

DEVN(device_number)

PRIM(ssid serialno cca lss)

SEC(ssid serialno cca lss)

Ê

Ê

ÊÍ
ID(old volser

)
new volser

Required Parameters
DEVN Specifies the secondary volume that is attached to the recovery site host.
The device number is the 4-digit hexadecimal address of the device to
which the I/O operation is directed.
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PRIM

Specifies the primary volume’s storage subsystem ID and serial number,
and the primary volume channel connection address. The storage
subsystem ID is a 4-digit hexadecimal address. The storage control serial
number can include up to 12 digits, depending on the type of storage
control. The channel connection address is a 2-digit hexadecimal address.
The logical storage subsystem number (lss) is a 2-digit hexadecimal value
that specifies the logical subsystem for the device. PPRC requires the lss
value for devices in storage subsystems that support logical subsystems,
but fails the command for devices in all other storage subsystems.

SEC

Specifies the secondary volume’s storage subsystem ID and serial number,
and the secondary volume channel connection address. The descriptions
for the values are the same as for the PRIM parameter.

Optional Parameters
ID

Specifies the six-character volume serial number. If you do not specify the
ID parameter, PPRC resets the volume to simplex state.

old volser
Specifies the volume serial number.
If you specify old volser without specifying new volser, PPRC
verifies the serial number and resets the volume to simplex state.

new volser
Specifies the new volume serial number.
When you specify new volser with old volser, PPRC verifies the old
serial number and resets the volume to the simplex state. PPRC
then replaces the old serial number with the new serial number.

CRECOVER Command Example
The following is an example of the CRECOVER command :
CRECOVER DEVN(X'0C04') PRIM(X'6060' 62019 X'04') SEC(X'6061' 68006 X'09')
ID(OLD408 NEW508)
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CSUSPEND – Suspending Pairs
Use the CSUSPEND command to suspend PPRC operations between a primary
and secondary volume pair. PPRC stops transferring data to the secondary volume.
The primary storage subsystem, however, records all cylinders that change on the
primary volume (except when you specify the PRIMARY option, as described
below.)
You can direct the CSUSPEND command to either the primary or secondary
volume of a PPRC volume pair as a result of the DEVN parameter.
Notes:
1. The ESS storage subsystem does not accept the CSUSPEND command with
either the PRIMARY or QUIESCE parameter, and fails the command with a
command reject if you specify either parameter.
2. Avoid issuing a CDELPAIR command following a CSUSPEND command, as this
sequence can cause unpredictable results.
You can issue the command with one of three combinations of the PRIMARY and
QUIESCE optional parameters. The following are the three options and the results
of these combinations:
When you specify neither the PRIMARY nor QUIESCE option —
PPRC suspends the pair. Applications continue to update the primary
volume. These updates are not copied to the secondary volume, but the
storage control records which cylinders are changed while the pair is
suspended. When you reestablish the pair, specify the RESYNC parameter
of the CESTPAIR command to direct PPRC to copy only the changed
cylinders to the secondary volume. PPRC then returns the secondary
volume to duplex state.
This is the default option, and you can address this option to the primary or
the secondary volume.
When you specify the PRIMARY option —
PPRC suspends the pair and unit checks all write data I/O that is directed
to the device, except for ICKDSF media maintenance channel programs.
When ICKDSF media maintenance operations have completed, you can
reestablish the pair with the CESTPAIR command with the RESYNC option.
(See “Controlling ICKDSF Activity to PPRC Volumes” on page 129 for a
PPRC volume repair procedure.) You should only use the PRIMARY option
as part of an ICKDSF media maintenance procedure, and the DEVN
parameter must specify the primary volume.
When you specify the QUIESCE option —
PPRC defers all read data I/O and write data I/O that are directed to the
device until the QUIESCE condition ends. You can end the QUIESCE
condition by any of the following:
v Issue a CSUSPEND command to the primary DEVN (without the
QUIESCE or PRIMARY options)
v Issue a CSUSPEND command to the primary DEVN (with the PRIMARY
option but without the QUIESCE option)
v Issue a CSUSPEND command to the secondary DEVN
The DEVN parameter must specify the primary volume when you specify
the CSUSPEND option.
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QUIESCE Option Notes:
1. APAR OW15247, APAR OW15248, or APAR OW40367 disables the QUIESCE
option of the CSUSPEND command. Refer to the description of the QUIESCE
option later in this section for important information about enabling this option.
2. Do not issue a CQUERY command to either member of a volume pair that you
have suspended with a CSUSPEND QUIESCE command. Doing so forces the
storage control to return a “long busy” condition to all attached host systems.
Issue the CESTPAIR command with the RESYNC option to resume PPRC
operations for the volume pair.

CSUSPEND Command Syntax
The syntax of the CSUSPEND command is:
ÊÊ CSUSPEND

DEVN(device_number)

PRIM(ssid serialno cca lss)

SEC(ssid serialno cca lss)

Ê

Ê
ÊÍ

PRIMARY

QUIESCE

Required Parameters
DEVN Specifies the device number of the primary or secondary volume of the
volume pair that PPRC is to suspend. The device number is the 4-digit
hexadecimal address of the device to which the I/O operation is directed.
PRIM

Specifies the primary volume’s storage subsystem ID and serial number,
and the primary volume channel connection address. The storage
subsystem ID is a 4-digit hexadecimal address. The storage control serial
number can include up to 12 digits, depending on the type of storage
control. The channel connection address is a 2-digit hexadecimal address.
The logical storage subsystem number (lss) is a 2-digit hexadecimal value
that specifies the logical subsystem for the device. PPRC requires the lss
value for devices in storage subsystems that support logical subsystems,
but fails the command for devices in all other storage subsystems.

SEC

Specifies the secondary volume’s storage subsystem ID and serial number,
and the secondary volume channel connection address. The descriptions
for the values are the same as for the PRIM parameter.

Optional Parameters
PRIMARY
Directs PPRC to suspend the PPRC volume pair and to reject all write data
I/O to the primary volume except for ICKDSF media maintenance channel
programs. PRIMARY is valid only when directed to a primary volume with
the DEVN parameter. The ESS storage subsystem does not accept the
CSUSPEND PRIMARY parameter, and fails the command with a command
reject.
Use the PRIMARY option only as part of an ICKDSF media maintenance
procedure because it causes the storage control to unit check all application
write I/O.
QUIESCE
Directs PPRC to suspend the PPRC volume pair and to send a “state
change pending” indication to MVS to prevent issuance of any application
system I/O. QUIESCE is valid only when directed to a primary volume with
the DEVN parameter. The ESS storage subsystem does not accept the
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CSUSPEND QUIESCE parameter, and fails the command with a command
reject. PPRC performs only the QUIESCE option when you specify both the
QUIESCE and PRIMARY options.

Attention:
APAR OW15247, APAR OW15248, or APAR OW40367 disables the
QUIESCE option of the CSUSPEND command. Refer to either of
these APARs for instructions about enabling the QUIESCE option of
the CSUSPEND command.

If the QUIESCE option is enabled, do not issue a CSUSPEND
command with the QUIESCE option to a volume with active SPOOL,
PAGE, or CATALOG data sets, or to an active SYSRES volume.
Doing so can cause any attached system to enter a deadlock
condition, and may require a storage control IML to correct the
condition.
You normally issue the CSUSPEND command with QUIESCE to all
PPRC-copied volumes and follow it immediately by CSUSPEND without
QUIESCE to the same set of volumes. This sequence allows you to
suspend the remote copy operation with all secondary volumes in a
consistent state.

CSUSPEND Command Example
The following is an example of the CSUSPEND command:
CSUSPEND DEVN(X'0C04') PRIM(X'6060' 62019 X'04') SEC(X'6061' 68006 X'09')
PRIMARY
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Chapter 12. Managing Peer-to-Peer Remote Copy Operations
This section explains the major PPRC system dependencies, and describes how to
identify PPRC volume states, establish PPRC paths, and manage PPRC volumes
and paths.
See “Chapter 13. Recovering Data on the PPRC Recovery System” on page 165 for
disaster recovery procedures, and “Chapter 15. Recovering from Error
Conditions–PPRC” on page 173 for information related to error conditions within the
PPRC environment.

Managing the PPRC System
The topics that follow describe how peer-to-peer remote copy interacts with various
system components, and how these components affect PPRC.

System IPL Volumes
The operating system views PPRC secondary volumes much like dual copy
volumes, and permits only a limited set of I/O operations to these volumes.
Therefore, in order to issue the CRECOVER command during recovery, you must
IPL a recovery system that is separate from all PPRC volumes. The CRECOVER
command removes all PPRC volumes from secondary PPRC volume status.
Attention: Do not allow the data sets that you will require to initialize the recovery
system to be PPRC secondary volumes. These volumes include SYSRES, PAGE,
and SPOOL volumes, and volumes that are used to startup JES and TSO.
Alternatively, you can have a second set of SYSRES, PAGE, and SPOOL volumes
that PPRC keeps current. You would then use a separate set of these volumes for
recovery. When recovery is complete, you can use the separate set of SYSRES,
PAGE, and SPOOL volumes to initialize the recovered system. Another option is to
use ICKDSF Stand-Alone to restore the necessary system data sets.

ESCON Manager
PPRC paths and operations are not known to the ESCON Manager. As a result,
you must consider all of the existing physical path connections when you make
PPRC changes to the ESCON Director. This includes configuration changes that
are made at the ESCON Director console or through the ESCON Manager’s
integrated systems management feature, because no protection (using ESCON
Manager) is available.

Resource Measurement Facility™ (RMF™) Data
Each application host system write I/O operation passes through the PPRC
connection to the recovery site storage control, and then to the recovery system
Disk devices. RMF statistics do not currently report PPRC connection activity.
RMF reports list reasons for I/O operation delays, including storage control, and
ESCON Director port “busy” states. Even though PPRC activity may be responsible
for these busy conditions, RMF does not explicitly track PPRC activity. PPRC
activity may delay application system I/O operations. You should consider this when
you do your capacity planning as well as RMF data interpretation.
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DEVSERV and IDCAMS
Use the DEVSERV and IDCAMS functions to determine the status of the storage
control’s dual copy, cache, and NVS functions. These functions do not report PPRC
copy volume pairs or states. The CQUERY TSO command is the only way to obtain
information about PPRC volumes.

Identifying Peer-to-Peer Remote Copy Volume States
In order to manage peer-to-peer remote copy (PPRC) operations, you need to know
the state of PPRC volumes. Figure 9 shows the different volume states possible
with PPRC.

Application Site

Recovery Site

Volum e
State

Sync
State

Data Transfer

S ec on da ry
Vo lu m e s

S im p le x

P r im a r y
Vo lu m e s

S ec on da ry
Vo lu m e s

D u plex
P ending

Not in Sync,
but Pair is
E stablishe d

P r im a r y
Vo lu m e s

S ec on da ry
Vo lu m e s

D u plex

In Sync

P r im a r y
Vo lu m e s

S ec on da ry
Vo lu m e s

S uspended
D u plex

Not in Sync
RC012

P r im a r y
Vo lu m e s

Figure 9. PPRC Volume States

To determine the state of a volume, issue the CQUERY command to that volume.
“Querying PPRC Volumes” on page 153 describes an example of the command and
the returned result.
As Figure 9 explains, at any given time a volume can be in one of the following
states:
v Simplex
v Pending
v Duplex
v Suspended
The following definitions apply to volume states, as follows:
Simplex
The initial state of a volume.

148

Advanced Copy Services

Pending
The initial state of a defined volume pair. This state can also occur after a
storage subsystem failure when PPRC reestablishes the volume pair. PPRC
is in the process of copying data from the primary volume to the secondary
volume.
Duplex
The state of a volume pair after PPRC has completed the copy operation,
and the volume pair is in synchronization.
Suspended
The state of a volume pair when the storage subsystems cannot keep the
primary and secondary volumes synchronized, or when either the
application host or recovery site host issues a CSUSPEND command. A
PPRC volume pair will go into suspended state, for instance, when the
application system storage control fails to complete a write operation to the
recovery system storage control. During this suspended state, the primary
volume’s storage control records the cylinders that applications update.
When you issue a CESTPAIR command with the RESYNC parameter,
PPRC must only recopy data in the cylinders that have changes. Both
volumes return to a synchronized state.

Establishing Paths
Use the CESTPATH command to establish paths between application site and
recovery site storage controls. The storage control for a primary volume can have
up to eight paths established between it and the storage control for the pair’s
secondary volume. Each CESTPATH command can establish up to eight of these
paths.
The storage control for a specific primary (source) volume may, at any one time,
link to a maximum of four storage controls for secondary (target) volumes. You must
issue a separate CESTPATH command to establish each path between storage
controls. See Figure 5 on page 12 for examples of PPRC path options.
Establish paths before issuing CESTPAIR commands. If you intend to establish
paths in both directions between the storage control and host system (as is needed
for P/DAS operations), establish each path before you establish the volume pairs.
The primary volume’s storage control keeps information about the paths that
connect it to the secondary volume’s storage control. The primary volume’s storage
control automatically attempts to restart a failed path, and then resumes copy
operations. If all paths to the secondary volume fail, PPRC suspends the pair. You
must reestablish these paths with the CESTPATH command after you have
corrected the cause of the failed paths.
Figure 10 on page 150 shows an example of two separate storage subsystems. In
this example, device number 0142 is the “source volume” (the volume that you plan
to copy) and becomes the primary volume in the PPRC duplex volume pair. With
respect to primary volume 0142, the application system consists of the host
processor with ESCON channels, the ESCON Director (ESCD), and Storage
Control A. “Target volume” 0262 (the volume to contain the copy) resides on
Storage Control B, and becomes the secondary volume in the duplex volume pair.
Storage Control B, which may be in the same building or may be many kilometers
away, is therefore part of the recovery system for this volume pair.
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This installation has established a connection from the host to the primary volume
through ESCD ports A6 and A5, and a host-to-secondary connection through ESCD
ports A6 and B0.

Figure 10. Storage Subsystems for Primary and Secondary Volumes

Figure 11 on page 151 shows a PPRC link established between (application)
storage control A and (recovery) storage control B. The CESTPATH command
‘LINK(aaaabbcc)’ parameter to establish this link would be LINK(0000B000), where
the following terms apply:
aaaa = primary volume’s storage control cluster 0, interface A
bb = the link destination address, ESCD port B0
cc = the logical storage subsystem (LSS) number for storage controls that
support LSSs, and is 00 for storage controls that do not support LSSs

Note: Before you issue the CESTPATH command, you may want to issue a
CQUERY command to a device within each storage subsystem to determine
the SSID and the serial number. The CESTPATH command requires this
information. You can address the CQUERY command to either a simplex
device or a duplex device.
You can collect path information with ICKDSF (release 16 or above) with the
ANALYZE command, specifying the NOSCAN and NODRIVE keywords.
Refer to ICKDSF R16 User’s Guide for more information.
The CESTPATH command for the example in Figure 11 on page 151, using primary
volume 0142, is:
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CESTPATH DEVN(X'0142') PRIM(X'6060' 62019) SEC(X'6061' 68006)
LINK(X'0000B000')

Figure 11. Establishing a PPRC Path through an ESCD

Note: The CESTPATH establishes the PPRC link, only. You must also previously
configure the ESCD to establish the logical “system” connection between
ports A5 and B0. For more information on the IBM ESCON Director, refer to
Using Enterprise Systems Connection Directors.
You do not need to go through an ESCON Director to establish a PPRC link.
Figure 12 on page 152 shows an example of a direct link between storage
subsystem A and storage subsystem B. The installation has installed an ESCON
fiber optic cable between them.
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Figure 12. Establishing a Direct PPRC Path

The ‘LINK(aaaabbcc)’ parameter of the CESTPATH command for this example
would be LINK(00150000), where the following terms apply:
aaaa
bb
cc
support

= primary volume’s storage control cluster 1, interface F
= 00, as this is a direct connection
= the logical storage subsystem (LSS) number for storage controls that
LSSs, and is 00 for storage controls that do not support LSSs

More information on the CESTPATH command LINK parameter can be found on
page 137.
The CESTPATH command for the example in Figure 12, using primary volume
0142, is:
CESTPATH DEVN(X'0142') PRIM(X'6060' 62019) SEC(X'6061' 68006)
LINK(X'00150000')

The following example adds four ESCON paths between the application site storage
control (SSID 6060, serial number ending with 62019) and the recovery site storage
control (SSID 6061, serial number ending with 68006). Issue the CESTPATH
command to any device on the application site storage control.
CESTPATH DEVN(X'0142') PRIM(X'6060' 62019) SEC(X'6061' 68006)
LINK(X'0000B000' X'0001B100' X'0016B200' X'0017B300')

The example assumes that all of the physical and logical paths already exist.

Managing Volumes and Paths
This section describes how to add, delete, and suspend volume pairs, query a
peer-to-peer remote copy volume, and delete a PPRC path.

Adding a PPRC Volume Pair
Use the CESTPAIR command to specify the PPRC primary and secondary
volumes. Issue the CESTPAIR command to the primary (source) device address.
Before you issue the CESTPAIR command, you may want to first issue a CQUERY
command to both simplex devices that will become the PPRC duplex pair. The
returned information includes the device’s storage control SSID and serial number,
and the devices’s CCA. The CESTPAIR command requires this information.
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Notes:
1. To change the value of a CESTPAIR command parameter for an established
PPRC volume pair (change CRIT(YES) to CRIT(NO), for example), first issue a
CSUSPEND command. Next, reestablish the pair with a CESTPAIR command
with the RESYNC parameter, specifying all of the desired parameters.
2. If you issue a CESTPAIR command with the RESYNC option to a secondary
volume that has been set to simplex with the CRECOVER command, ensure
that applications have not modified that volume. If you suspect that the volume
data may have changed, reestablish the pair with the CESTPAIR command
COPY option. This will protect the data integrity of the two volumes.
The following command adds a PPRC volume pair:
CESTPAIR DEVN(X'0C40') PRIM(X'6060' 62019 X'00')
SEC(X'6061' 68006 X'09') MODE(COPY) PACE(15) CRIT(N)

You can run the following JCL as a batch job, or process it from a PROCLIB to
automate the procedures that are shown here. This example shows how to add four
PPRC paths and a volume pair to PPRC.
//IKJEFT01 JOB,
//
MSGLEVEL=(1,1),MSGCLASS=A,NOTIFY=user ID
//STARTRC EXEC PGM=IKJEFT01
//STEPLIB DD DSN=authorized.cmdlib,DISP=SHR
//SYSTSPRT DD SYSOUT=H
//SYSTSIN DD *
CESTPATH
+
DEVN(X'0C44')
+
PRIM(X'6060' 62019)
+
SEC(X'6061' 68006)
+
LINK(X'00008000' X'00108100' X'00018200' X'00118300')
CESTPAIR
+
DEVN(X'0C40')
+
PRIM(X'6060' 62019 X'00')
+
SEC(X'6061' 68006 X'09')
+
MODE(COPY)
+
PACE(2)
+
CRIT(Y)
/*

Querying PPRC Volumes
The CQUERY command can either query the status of one volume from a PPRC
volume pair, or collect information about a volume in the simplex state. To do this,
either include the VOLUME parameter, or do not specify any optional parameters.
The following command queries volume 0F40:
CQUERY DEVN(X'0F40')

When you issue the CQUERY command for a volume, PPRC returns status in one
of two formats, depending on whether you choose the FORMAT or UNFORMAT
option. The FORMAT option, which is the default, returns status as a block
message to your TSO session or batch JOBLOG, and to the SYSLOG. The
UNFORMAT option allows you to save screen space by returning unformatted
status information.
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The path information that is available for the storage control depends on the current
status of the volume to which the CQUERY command is directed, as follows:
v If the device is in simplex state, PPRC may display path information for the
storage control for the device. The path information does not relate to the
specified device.
v If the device is a primary of a PPRC volume pair, PPRC displays path
information for the storage control. The path information does relate to the
specified device. The devices that make up the volume pair are using one or
more paths.
v If the device is a secondary of a PPRC volume pair — PPRC provides a report,
but valid path information is not available. When you issue a CQUERY PATHS
command to an active PPRC pair secondary volume, the formatted CQUERY
report will not have serial number, SSID, or path link information displayed.
If you need path information for a storage control that has a secondary PPRC
volume, issue the CQUERY PATH command. You can specify another device on
that storage control that is in simplex state. You can also specify a device on that
storage control that is a primary device in a PPRC pair.
Note: CQUERY command output in the SYSLOG can contain a connection code at
the end of the header message and at the beginning of each of the lines
associated with that connection code. The system generates this code for
any multiline WTO.
The following examples show both formatted and unformatted output.

CQUERY Formatted Output for a Primary Volume
The following is an example for a CQUERY FORMAT command for a primary
volume.
15.12.00 TSU00189 ANTP0090I CQUERY FORMATTED LVL 2
C
VOLUME REPORT
*********** PPRC REMOTE COPY CQUERY - VOLUME *****************
*
(PRIMARY)
(SECONDARY) *
*
SSID CCA
SSID CCA
*
*DEVICE
LEVEL STATE
PATH STATUS SERIAL#
SERIAL#
*
*------ ------- -------- ----------- --------- --------- *
* 0F40 PRIMARY.. DUPLEX.. ACTIVE..
0240 03
8080 01
*
*
CRIT(NO).......
CGRPLB(NO). 0000090383 00000090461*
* PATHS SAID/DEST STATUS: DESCRIPTION
*
* ----- --------- ------ ------------------*
*
1
0011 0000
01
PATH ESTABLISHED...
*
*
2
0012 0000
01
PATH ESTABLISHED...
*
*
3
0013 0000
01
PATH ESTABLISHED...
*
*
4
0014 0000
01
PATH ESTABLISHED...
*
*
5
0015 0000
01
PATH ESTABLISHED...
*
*
6
0016 0000
01
PATH ESTABLISHED...
*
*
7
---- ---00
NO PATH............
*
*
8
---- ---00
NO PATH............
*
**************************************************************
ANTP0001I CQUERY COMMAND COMPLETED FOR DEVICE 0F40.
COMPLETION CODE: 00

154

Advanced Copy Services

CQUERY Formatted Output for a Secondary Volume
The following is an example of output for a CQUERY FORMAT command for a
suspended secondary volume.
15.12.00 TSU00189 ANTP0090I CQUERY FORMATTED LVL 2
C
VOLUME REPORT
************** PPRC REMOTE COPY CQUERY - VOLUME ********************
*
(PRIMARY)
(SECONDARY) *
*
SSID CCA
SSID CCA
*
*DEVICE
LEVEL
STATE
PATH STATUS SERIAL#
SERIAL#
*
*------ --------- ---------- ----------- ----------------- *
* 0F42 SECONDARY SUSPEND(5)
ACTIVE..
6060 08
6061 10
*
*
.........
............ 000000090383*
* PATHS SAID/DEST STATUS: DESCRIPTION
*
* ----- --------- ------ ------------------*
*
0
---- ---00
NO PATH............
*
*
---- ---00
NO PATH............
*
*
---- ---00
NO PATH............
*
*
---- ---00
NO PATH............
*
* SECONDARY WAS SUSPENDED (YMD/UTC) 1999-07-20 19.49.12.242451
*
********************************************************************
ANTP0001I CQUERY COMMAND COMPLETED FOR DEVICE 0F42. COMPLETION CODE: 00

CQUERY Unformatted Output for a Primary Volume
The following is an example of output for a CQUERY UNFORMAT command for a
primary volume. Refer to message ANTP0091I for details about the reported fields.
15.12.00 TSU00189 ANTP0091I CQUERY UNFORMATTED LVL 2
VOLUME REPORT
0F40,PRIMARY,DUPLEX,ACTIVE,
0240,03,000000090383,8080,01,000000090461,N,N,
6,00110000,01,00120000,01,00130000,01,00140000,01,
00150000,01,00160000,01,,,,,
,,,
ANTP0001I CQUERY COMMAND COMPLETED FOR DEVICE 0F40.
COMPLETION CODE: 00

C

CQUERY Unformatted Output for a Suspended Secondary
Volume
The following is an example for a CQUERY UNFORMAT command for a suspended
secondary volume as displayed on the master console. Refer to message
ANTP0091I for details about the reported fields.
15.12.00 TSU00189 ANTP0091I CQUERY UNFORMATTED LVL 2
VOLUME REPORT
0F60,SECONDARY,SUSPEND(5),ACTIVE,
6061,12,,6060,12,000000090462,,
,,,,,,,,,
,,,1997-04-04 20.31.05.791920

C

The preceding examples of formatted output contain the following terms:
DEVICE
Displays the 4-digit hexadecimal device address.
LEVEL
Displays whether the volume is a primary or secondary volume. For a
primary volume, it also displays the status of the volume as defined by the
CRIT parameter of the CESTPAIR command that established the pair.
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If neither PRIMARY nor SECONDARY is displayed, the volume is not part
of a PPRC pair.
CRIT(NO) indicates that you either issued the CESTPAIR command without
the CRIT parameter, or specified CRIT(NO).
CRIT(YES-PATHS) indicates that the volume pair only be write-inhibited
when there are no PPRC paths available. CRIT(YES-ALL) indicates that the
primary storage control has been configured to suspend the pair and
prevent I/O to the primary volume as a result of any error, including an error
on the primary or secondary volume. CRIT(YES-PATHS) and
CRIT(YES-ALL) both indicate that the CESTPAIR command included the
CRIT(YES) parameter.
STATE
Indicates whether the PPRC volume is in simplex, pending, duplex, or
suspended (suspend(n)) state. “Identifying Peer-to-Peer Remote Copy
Volume States” on page 148 describes these states. The value n for
SUSPEND is one of the following:
v (3) — The host has suspended the pair, and does not permit writes.
v (4) — The host has suspended the pair, and does permit writes. The
application site storage control will keep these updates.
v (5) — A command issued by the application site storage control to the
recovery site storage control has suspended the pair. Only a recovery
site storage control returns value 5.
v (6) — Internal conditions within either storage control have suspended
the pair. Either storage control returns value 6.
v (7) — The transition of the recovery volume to the simplex state has
suspended the pair. Only an application site storage control returns value
7.
v (8) — The application site storage control has suspended the pair as a
result of abnormal conditions within the recovery site storage subsystem.
These conditions may involve the storage control, its attached Disk
devices, and the ESCON paths between the two sites. The application
site storage control detects and reports this condition.
v (9) — Either an IPL, or a power interruption to either storage control,
have suspended the pair. The storage control that received the
interruption returns value 9.
v (A) — A CGROUP command with the FREEZE parameter has
suspended the pair. You must query a primary device to receive value A.
PATH STATUS
Displays whether the status is active or inactive.
SSID CCA Serial # PRIMARY
Displays the four-character subsystem ID (SSID) of the application site
storage control, the two-character CCA of the primary volume, and, when
available, the storage control serial number (up to 12 characters).
SSID CCA Serial # SECONDARY
Displays the four-character subsystem ID (SSID) of the recovery site
storage control, the two-character CCA of the primary volume, and the
storage control serial number (up to 12 characters).
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CRIT

Displays the status of the CRIT keyword of the CESTPAIR command. See
“CESTPAIR – Establishing Pairs” on page 134 for an explanation of the
CRIT parameter.

CGRPLB
Indicates whether or not the storage subsystem is configured to support
PPRC consistency grouping.
PATHS
Displays the number of valid links, if there are any, between application site
and recovery site storage controls.
SAID

Displays the four-character system adapter ID (SAID) of the application site
storage control. SAID and DEST (described below) make up the link
address.

DEST Specifies up to four 4-digit, hexadecimal-character link addresses. The link
addresses each consist of a 2-digit, hexadecimal-character ESCON port
address followed by 00.
STATUS
Displays a 2-digit number that indicates the detailed status of the path (see
status descriptions under “Querying PPRC Paths” on page 158.)
DESCRIPTION
Provides a short description of the status indicator:
v 00 — No path
v 01 — Established path
v 02 — Either initialization or reinitialization has failed, or the path is
inoperative
v 03 — Time out
v 04 — No resources available at application site storage control
v 05 — No resources available at recovery site storage control
v 06 — Serial number mismatch
v 10 — Configuration error
v nn — Status is undetermined
FIRST CYL OUT OF SYNCH
This information, when available, is presented only for volumes in pending
and suspended states.
If the volume is a primary volume, this is the lowest cylinder number that is
out of synchronization on the primary volume. For a secondary volume, this
is the lower cylinder number that was received from the primary. This
update is in cache, as PPRC has not yet written this update to the
secondary volume.
LAST CYL OUT OF SYNCH
This information, when available, is presented only for volumes in pending
and suspended states.
If the volume is a primary volume, this is the highest cylinder number out of
synchronization on the primary volume. For a secondary volume, this is the
higher cylinder number that was received from the primary. This update is in
cache, as PPRC has not yet written this update to the secondary volume.
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PERCENT OF COPY COMPLETED
Displays the percent completed for the copy operation. This is an optional
line of information that PPRC presents only if the volume is a primary
volume and the information is available.
SECONDARY WAS SUSPENDED
When it is available, displays the Universal Time Coordinated (UTC) to
indicate when this secondary volume became suspended. The UTC, in the
ISO format “YYYY-MM-DD HH.MM.SS.NNNNNN”, is the time-of-day clock
value from the host system from which the CSUSPEND command was
issued.

Querying PPRC Paths
Issue the CQUERY command with the PATHS option to query the status of all
PPRC paths established for a volume’s storage control.
When you issue the CQUERY command with the PATHS option, PPRC returns
status in one of two formats, depending on whether you choose the FORMAT or
UNFORMAT option. The FORMAT option, which is the default, returns status as a
block message to your TSO session or batch JOBLOG, and to the SYSLOG. The
UNFORMAT option allows you to save screen space by returning unformatted
status information.
Note: CQUERY command output in the SYSLOG can contain a connection code at
the end of the header message and at the beginning of each of the lines
associated with that connection code. The system generates this code for
any multiline WTO.
The following command queries paths established for volume 0F40:
CQUERY DEVN(X'0F40') PATHS

CQUERY Unformatted Output with the PATHS Option
The following is an example of printed output for a CQUERY PATHS UNFORMAT
command for a volume on a primary storage control. The volume has at least one
path established to four secondary storage controls. Refer to message ANTP0096I
for details about the reported fields.
15.12.00 TSU00178 ANTP0096I CQUERY UNFORMATTED LVL 2
C
PATHS REPORT
000000090383,0240,0000,
000000090461,8081,5,00110000,01,001200,01,001300,01,001400,01,
00150000,01,,,,,
000000090462,8082,1,00120100,01,,,,,,,
000000090463,8083,1,00130200,01,,,,,,,
000000090464,8084,1,00140300,01,,,,,,,
ANTP0001I CQUERY COMMAND COMPLETED FOR DEVICE 0F40.
COMPLETION CODE: 00
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CQUERY Formatted Output with the PATHS Option
The following example of CQUERY PATHS printed output displays data for a
storage control that supports eight paths. Path information for paths 5-8 would not
be displayed if fewer than five paths were active, or if the storage control supported
only four paths.
15.12.00 TSU00178 ANTP0095I CQUERY FORMATTED LVL 2
C
PATHS REPORT
*************** PPRC REMOTE COPY CQUERY - PATHS **************
*PRIMARY UNIT: SERIAL#=000000090383 SSID=0240 SS=0000
*
*
FIRST
SECOND
THIRD
FOURTH
*
*
SECONDARY
SECONDARY
SECONDARY
SECONDARY *
*SERIAL NO: 0000090461 0000090462 0000090463 000000090464 *
*
SSID:
8081
8082
8083
8084
*
*
PATHS:
6
1
1
1
*
*
SAID DEST S* SAID DEST S* SAID DEST S* SAID DEST S* *
*
--------- -- --------- -- --------- -- --------- -- *
* 1: 0011 0000 01 0012 0100 01 0013 0200 01 0014 0300 01 *
* 2: 0012 0000 01 ---- ---- 00 ---- ---- 00 ---- ---- 00 *
* 3: 0013 0000 01 ---- ---- 00 ---- ---- 00 ---- ---- 00 *
* 4: 0014 0000 01 ---- ---- 00 ---- ---- 00 ---- ---- 00 *
* 5: 0015 0000 01 ---- ---- 00 ---- ---- 00 ---- ---- 00 *
* 6: 0016 0000 01 ---- ---- 00 ---- ---- 00 ---- ---- 00 *
* 7: ---- ---- 00 ---- ---- 00 ---- ---- 00 ---- ---- 00 *
* 8: ---- ---- 00 ---- ---- 00 ---- ---- 00 ---- ---- 00 *
*
*
* S* = PATH STATUS:
*
* 00=NO PATH
01=ESTABLISHED
02=INIT FAILED *
* 03=TIME OUT
04=NO RESOURCES AT PRI 05=NO RESOURCES AT SEC*
* 06=SERIAL# MISMATCH 07=RESERVED
08=RESERVED
*
* 09=RESERVED
10=CONFIGURATION ERROR
*
**************************************************************
ANTP0001I CQUERY COMMAND COMPLETED FOR DEVICE 0F40.
COMPLETION CODE: 00

The preceding display contains the following information for the application (primary
site) storage control:
v The application site storage control serial number (up to 12 characters)
v The four-character storage subsystem ID (SSID)
The display contains information for up to four recovery site (SECONDARY) storage
controls. Under each storage control it lists:
v The serial number (up to 12 characters)
v The four-character storage subsystem ID (SSID)
v The number of paths established for that storage control
v Specific information for each path, with the SAID, followed by the link address
(DEST), followed by the status of that path (S*)
If the CQUERY PATHS output is for a PPRC-capable RVA, the printed output
includes the following path status information at the bottom of the printout:
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*
* S* = PATH STATUS:
*
* 00=NO PATH
01=ESTABLISHED
02=INIT FAILED
*
* 03=TIME OUT
04=NO RESOURCES AT PRI 05=NO RESOURCES AT SEC*
* 06=SERIAL# MISMTCH 07=SEC SSID MISMTCH 08=ESCON LINK OFFLN *
* 09=ESTAB FAILED 0A=PATH ACTV TO HOST 0B=PATH TO SAME CLUSTR*
* 10=CONFIGURATION ERROR
*
**************************************************************

The path status codes are defined as follows. Path codes noted as “LSS only”
are valid only for storage subsystems that support logical storage
subsystems.
00 — NO PATH
The request to establish this path is in process, or you have not requested
this entry. (The SAID/DEST appears as “----” until the CESTPATH command
operation has completed. Reissue the CQUERY command with the PATHS
option.)
01 — ESTABLISHED
Path is operational.
02 — INIT FAILED
An attempt to establish this path has failed. Verify that the physical link,
including ESCD ports, is correct for the connection you are attempting.
Verify the integrity of the fiber-optic links between the requested source and
the destination.
03 — TIME OUT
An attempt to establish this path has failed. Verify the physical link at the
application storage control. Determine if non-PPRC system activity has
degraded link response times during the establish time. Retry the
CESTPATH command.
04 — NO RESOURCES AT PRI
An attempt to establish this path has failed. Verify that the application
storage control does not already have the maximum number of logical
paths already established. Verify the configuration and remove any
unnecessary channel paths. When the problem is resolved, issue a
CQUERY command with the PATHS option to verify that the path has been
automatically established.
05 — NO RESOURCES AT SEC
An attempt to establish this path has failed. Verify that the recovery site
storage control does not already have the maximum number of logical
paths already established. Verify the configuration and remove any
unnecessary channel paths. When the problem is resolved, issue a
CQUERY command with the PATHS option to verify that the path has been
automatically established.
06 — SERIAL # MISMATCH
The recovery site storage control specified by the SAID/DEST does not
have the same serial number specified in the CESTPATH command. Verify
the SAID/DEST port and the serial number parameters. A CQUERY
command with the PATHS option from the host to a secondary volume can
provide the serial number information.
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07 — SEC SSID MISMATCH
(LSS only) An attempt to establish this path has failed. Verify that the path
is available and is properly defined, and then retry the CESTPATH
command.
08 — ESCON LINK OFFLN
(LSS only) An attempt to establish this path has failed. Retry the
CESTPATH command after you have made a path available.
09 — ESTABLISH FAILED
(LSS only) An attempt to establish this path has failed. If the automatic
attempts to reconnect are not successful, reissue the CESTPATH
command.
0A — PATH ACTIVE TO HOST
(LSS only) An attempt to establish this path has failed. The system adapter
has already established a link to the system server on this path. Retry the
CESTPATH command, specifying another path.
0B — PATH TO SAME CLUSTR
(LSS only) An attempt to establish this path has failed because there is
already an established path from this primary cluster to this secondary
cluster.
10 — CONFIGURATION ERROR
The SAID is not valid for the application site storage control ESCON SA
card, or a PPRC path has already been established on this logical link.
Verify the SAID is appropriate for the number of physical ESCON ports
installed on the application storage control SA card. Also, determine if this is
already a PPRC logical path, possibly established in the other direction. To
do this, issue a CQUERY command with the PATHS option to the indicated
storage controls at both sites.

Example CLIST to Add a PPRC Path, Add a Volume Pair, and
Query PPRC
You can process the following TSO CLIST in a standard TSO environment. This
example shows how to use a CLIST to add a PPRC path, add a volume pair to
PPRC, and then query the status of PPRC.
CONTROL PROMPT
CESTPATH
DEVN(X'0143')
PRIM(X'6060' 62019)
SEC(X'6061' 68006)
LINK(X'00008200')
CESTPAIR
DEVN(X'0143')
PRIM(X'6060' 62019 X'03')
SEC(X'6061' 68006 X'02')
MODE(COPY)
PACE(2)
CRIT(N)
CQUERY DEVN(X'0143')

+
+
+
+
+
+
+
+
+
+

Suspending PPRC Volume Pair Operations
Issue the CSUSPEND command to suspend PPRC operations between the primary
and secondary of a volume pair. See “CSUSPEND – Suspending Pairs” on
page 143 for command specifics.
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Attention:
APAR OW15247, APAR OW15248, or APAR OW40367 has disabled the
QUIESCE option of the CSUSPEND command. Refer to either of these
APARs for instructions about enabling the QUIESCE option of the CSUSPEND
command.

If the QUIESCE option is enabled, do not issue a CSUSPEND command with
the QUIESCE option to a volume with active SPOOL, PAGE, or CATALOG
data sets, or to an active SYSRES volume. Doing so can cause any attached
system to enter a deadlock condition, and may require a storage control IML
to correct the condition.
The following QUIESCE option description is only relevant if you have enabled
this feature.

Use the QUIESCE option, when enabled, to stop all updates to secondary volumes
at a consistent point in time without having to stop the applications. For example, if
your applications use 100 volumes, issue the CSUSPEND command with the
QUIESCE option to all pairs. This will bring all 100 secondary volumes to a
consistent state. The QUIESCE option causes MVS to queue all application read
and write I/O operations. After these CSUSPEND commands have completed,
follow them with another sequence of CSUSPEND commands, without the
QUIESCE option, to the primary volumes. Doing so allows the primary applications
to resume their read and write I/O to these volumes. It also directs the primary
application storage subsystem to keep a record of cylinders that change on the
primary volumes.
You can later reestablish the PPRC volume pairs. Issue CESTPAIR commands with
the RESYNC option to copy changed cylinders to the secondary volumes.
Alternatively, you could break up the suspended pairs with the CDELPAIR
command if you wish to use the secondary volumes for another purpose.
The following command suspends PPRC operations between a volume pair. You
must issue the CSUSPEND command to a valid primary or secondary PPRC
device.
CSUSPEND DEVN(X'0F40') PRIM(X'6060' 62019 X'00')
SEC(X'6061' 68006 X'09')

Issue a CESTPAIR command with the RESYNC option to resume PPRC operations
for the volume pair.
Note: When you reestablish a suspended pair that was originally established with
CRIT(YES) specified, you must again specify CRIT(YES) with the CESTPAIR
command if you want this option to remain in effect.

Deleting a PPRC Volume Pair
Issue the CDELPAIR command to delete PPRC primary and secondary volumes.
Direct the command to the primary device.
Before issuing a CDELPAIR command, verify that the necessary paths are active
between the primary and secondary volume pair. If all of the paths that were
established between both of the storage controls have been disabled, the
CDELPAIR command will fail. PPRC may issue the following two messages:
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ANTP0122I PRIMARY CU TIMED OUT ATTEMPTING TO COMMUNICATE
WITH SECONDARY
ANTP0001I CDELPAIR COMMAND UNSUCCESSFUL FOR DEVICE nnnn.
COMPLETION CODE: 08

After the CDELPAIR command times out, the state of the primary volume is
simplex. The secondary volume remains in its previous state (duplex, pending, or
suspended). You then need to issue a CRECOVER command to return the
secondary volume to the simplex state.
The following command deletes a PPRC volume pair:
CDELPAIR DEVN(X'0F40') PRIM(X'6060' 62019 X'00')
SEC(X'6061' 68006 X'09')

You can process the following TSO CLIST in a standard TSO environment. This
example shows how to use a CLIST to delete a volume pair.
CONTROL PROMPT
CDELPAIR
DEVN(X'04C6')
PRIM(X'6060' 62019 X'06')
SEC(X'6061' 68006 X'09')
DATA PROMPT
YES
ENDDATA

+
+
+

Deleting PPRC Paths
Use the CDELPATH command to delete all established ESCON paths between
application site storage controls and recovery site storage controls. The command
only affects active paths to the recovery site storage control, but not other paths to
other storage controls. Issue the CDELPATH command to a valid PPRC primary
device, only.
Before issuing a CDELPATH command, issue a CDELPAIR command to all active
PPRC volume pairs. The CDELPATH command may cause an ANTP0121I
message if you do not follow this sequence.
The following command deletes all established ESCON paths between application
site storage control 6060 and recovery site storage control 6061.
CDELPATH DEVN(X'0F40') PRIM(X'6060' 62019) SEC(X'6061' 68006)

You can process the following TSO CLIST in a standard TSO environment. This
example shows how to use a CLIST to delete all PPRC paths between two storage
controls.
CONTROL PROMPT
CDELPATH
DEVN(X'0F40')
PRIM(X'6060' 62019)
SEC(X'6061' 68006)
DATA PROMPT
YES
ENDDATA

+
+
+

You can use the CESTPATH command to remove only selected paths. See the note
under “CESTPATH – Establishing Paths” on page 136 for this information.
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Chapter 13. Recovering Data on the PPRC Recovery System
A major purpose of peer-to-peer remote copy is to enable you to switch to a
recovery system in the event of a disaster to the application system. This section
presents an overview of disaster recovery from a system viewpoint, and describes
the procedure to direct the recovery system to take over for the application system.
PPRC is also an excellent solution for moving data between Disk devices. You
might want to have a data migration procedure for planned activity, rather than for a
disaster. A data migration procedure is a subset of the recovery procedure that is
described below. For information about using PPRC for data migration, see
“Chapter 14. Moving and Migrating Data with PPRC” on page 169, and Table 2 on
page 6.

Examining Disaster Recovery from a System Viewpoint
Disasters occur in many ways. In a sudden disaster, all volumes may be in normal
full duplex mode when you begin recovery procedures. In such a case it is easy to
determine how current the data is.
A disaster can also occur over a period of time. This “rolling disaster” is the most
common situation, and necessitates that you check each volume to determine how
current the data is. SYSLOG messages, written by the ERP, give the times when
specific volumes are suspended.
It is important to understand how a “rolling disaster” can affect your application
system. This knowledge enables you to avoid a potential data integrity exposure
when using PPRC in a disaster recovery situation. A disaster or series of disasters
can result in intermittent failures to the primary application system. In this situation,
you may be unable to determine which volumes are recoverable for the following
reasons:
v A disaster could leave many or all of your secondary volumes in a suspended
state. Without the IEA49xx message to indicate when these volumes became
suspended, each volume would require extensive analysis to determine how
current the data is.
v If the attempt to update the secondary volume fails due to a link failure, PPRC
may be unable to mark the secondary volume as suspended.
v The operating systems process all error notification actions asynchronously.
Positive identification and recording of an event, such as broken PPRC ESCON
links, happen after the event itself.
During a disaster recovery operation, the secondary volume would appear to be
recoverable. There would, however, be no way to be certain that all of the data is
current. The way to minimize (or even avoid) this potential data integrity exposure is
by applying the disaster recovery preparations that are described in “Considering
the PPRC Solution” on page 12 and “Preparing for PPRC Error Recovery” on
page 173.
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Resuming Operations at the Recovery Site
To have the recovery site assume control of operations, do the following:
1. Reconfigure ESCON Directors, if necessary, to connect local systems to
recovery system Disk.
2. Query each secondary Disk volume to verify that it was a secondary remote
copy volume and that it is in duplex state. Step 4 addresses volume states other
than duplex state.
3. If the volume is in duplex or suspended state, check the console for SYSLOG
error messages that indicate that the ERP has attempted to put the volume in
suspended state. If there is an error message, recover the volume as if it was in
the suspended state at the time that the IEA49xx message indicates.
4. Issue the PPRC CRECOVER command to change the secondary volume from
its current state (duplex, suspended, or pending) to simplex state in order to let
that volume come online. Table 14 shows suggested peer-to-peer remote copy
volume recovery procedures that are based on the state of the volume at the
time of system failure.
Table 14. Volume Failure States and Recovery Actions
If volume is in:
Duplex State

Then do this:
Issue the CRECOVER command, as in the following example:
CRECOVER DEVN(X'0F40') PRIM(X'6060' 62019 X'00')
SEC(X'6061' 68006 X'09') ID(DATA01)
This returns the volume to simplex state, fully recovered and ready to
use. (Issue the CQUERY command again if you wish to ensure that the
volume is in simplex state.) You can now vary the volume (DATA01 in
the above example) online for system use. Review step 3, above.

Pending State

If the volume is in pending state, then it never reached duplex state.
Issue the CRECOVER command, as in the following example:
CRECOVER DEVN(X'0F40') PRIM(X'6060' 62019 X'00')
SEC(X'6061' 68006 X'09') ID(DATA01 DATA02)
This returns the volume to simplex state and changes the volume serial
number from its old value to a new value. (Issue the CQUERY
command again if you wish to ensure that the volume is in simplex
state.) You can now vary the volume (DATA02 in the above example)
online to do normal recovery from backup tapes. Once the volume state
is fully recovered, the volume can be changed back to its original
volume serial number so that applications can allocate and use the
volume.

Simplex State
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Determine why the volume is in simplex state before you accept the
secondary copy as current and usable. The simplex volume may either
not be a remote copy volume, or the volume may be in simplex state
following a previous action that ended the volume copy pair. When you
are satisfied with the volume status, vary the volume online for system
use.

Table 14. Volume Failure States and Recovery Actions (continued)
If volume is in:
Suspended State

Then do this:
Determine what caused this state to occur. If the volume was
suspended by the host or application site storage control, data on the
volume is valid. How current the data is depends on the timestamp
information provided in the SYSLOG IEA49xx message. If the volume
was suspended by the recovery site storage control, data on the
secondary volume may be downlevel or incorrect due to, for example,
an equipment check. In this case, recover from the backup data
volumes.
If the data on the volume is valid, issue the CRECOVER command, as
in the following example:
CRECOVER DEVN(X'0F40') PRIM(X'6060' 62019 X'00')
SEC(X'6061' 68006 X'09') ID(DATA01 DATA02)
This returns the volume to simplex state and changes the volume serial
number from its old value to a new value. (Issue the CQUERY
command again if you wish to ensure that the volume is in simplex
state.)
With the volume (DATA02 in the above example) now in simplex state,
vary the volume online and use the system log, database logs, and
backup data volumes (when appropriate) to complete the recovery of
data from the time the volume went into suspended state until the time
of failure. Once the volume state is fully recovered, the volume can be
changed back to its original volume serial number so that applications
can allocate and use the volume.

The PPRC recovery function must have access to each secondary volume on
all recovery site storage controls at the time of the recovery. Some recovery
system volumes may not initially be usable for recovery. Change these volume
serial numbers to prevent any applications from accessing the volumes until you
can either restore them, or otherwise validate their contents by recovery
procedures.
5. Restart the application systems and perform the same system and application
startup procedures that you perform on the application system when you restart
there following a system failure.
Recovery system catalog entries will be consistent with those on the application
system if catalog volumes are part of the data that was copied to the recovery
system. See “Copying the Catalog and Control Data Sets” on page 38 for
guidelines on managing catalog updates that are not copied to the recovery
system.
If the catalog change rate is very low, it may be more effective to copy the
catalog with remote copy. Consider what other data sets are on the volumes
with the catalogs, as PPRC will also copy these data sets to the recovery
system.
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Managing Errors During Recovery
This section describes errors that may occur when recovering data on the PPRC
system, and the actions to take to resolve them.

Errors Encountered when Writing to PPRC Volumes Established with
CRIT(YES)
An error while writing to a primary or secondary PPRC volume that was established
with CRIT(YES) causes the I/O to be unit checked if there are no I/O paths
available. When this occurs, there are certain error conditions where the primary is
updated, but the secondary is not. You must take whatever actions are necessary to
resynchronize the volumes, or recover from backup volumes.

Errors that Occur in the Absence of Write Activity
An error can occur on a primary volume that does not have any write activity at the
time of the error. In this case, the volume remains in duplex state until a write
occurs. To get out of this situation, send some I/O activity to the error volume,
which puts it in suspended state. Then issue a CESTPAIR MODE(RESYNCH)
command to recover the volume.

Errors that Cause a PPRC Pair to Become Suspended
A PPRC pair may become suspended for any of the following reasons:
v Primary device write failure
v Secondary device write failure
v Secondary subsystem failure
v Communications to secondary failure
v Secondary not ready, intervention required
Either the I/O currently in process or the next I/O to the primary device of that
PPRC pair is unit checked. The I/O that triggers the error may come from any
attached system; therefore, the IEA49xx message can appear on any attached
system’s console. An operating system issues an IEA49xx console message,
indicating one of the previously listed suspension reasons, based on how the
system detected this failure. It does not necessarily relate to the true cause of the
failure.
If you originally established the suspended PPRC pair with CRIT(YES), the system
unit checks the device when the Disk ERP reissues the I/O order. You then receive
an IOS message similar to the following:
IOS000I 164,5D,CMD,47,0E00,00160000,VOLXXX,JOBNAME,
800000005400000F57 .....
Sense Byte 0 '80' - command reject
Sense Bytes 7-8 '0F57' - Device 164 in Critical State

An application-related error message may follow the above message.
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Chapter 14. Moving and Migrating Data with PPRC
In addition to providing data recovery capability in the event of a disaster (see
“Chapter 13. Recovering Data on the PPRC Recovery System” on page 165),
PPRC is an efficient tool for transferring data between various Disk device types.
Specific data transfer tasks are:
v Temporarily moving data to a new location, to accommodate a repair, for instance
v Migrating data to new devices
v Making a copy of the data at any point in time
This section includes procedures for all three tasks.
See Table 2 on page 6 to determine if PPRC is the best choice for a specific move
or migration task. The best data mover choice often depends on the device types of
the source and target volumes.
When you move, migrate, or copy data with PPRC, you can put the secondary
(target) Disk volume on the same or on a different subsystem as the primary.
Ensure that each volume is attached to a storage system with the PPRC LIC
installed, and neither device is a part of a dual copy pair.

Moving the Work Load with PPRC
Perform the following steps to temporarily move data with PPRC:
1. Vary the secondary device offline to all MVS systems.
2. Issue the CESTPATH command and the CESTPAIR command with the COPY
option to establish the PPRC paths and pairs.
3. Issue the CQUERY TSO command to monitor the initial copy process. (The
CQUERY command returns information about the state of the PPRC volume,
which changes from simplex to pending, to duplex.) During the initial copy
operation, PPRC also copies all primary volume updates to the secondary
(target) volume.
4. Verify that the two PPRC volumes are in the duplex state by issuing the
CQUERY command.
5. Switch to the secondary (target) volume when the copy operation is complete.
To switch your application from the primary volume to the secondary volume, do
the following:
a. Stop all applications that are using the primary volume. PPRC is a
synchronous copy; therefore the data on the primary volume is the same as
the data on the secondary volume.
b. Issue the CDELPAIR command to return the PPRC primary and secondary
volumes to simplex state. Optionally, you can issue a CDELPATH command
if you are finished with the PPRC paths between the two storage controls.
c. If you are moving the work loads with the intention of later copying them
back, ensure that both devices have the same capacity.
d. If the primary and secondary volumes are under the same MVS system,
vary the original primary volume offline to MVS and the original secondary
volume online to MVS. Both volumes have the same volume serial number,
and only one can be online to MVS at a time.
e. Establish the volumes in the reverse direction by issuing a CESTPATH
command, then a CESTPAIR command with the NOCOPY option. Issue the
CSUSPEND command to suspend the pair and keep a record of changed
tracks.
© Copyright IBM Corp. 2000
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f. Start all applications with the new Disk volumes.
g. If you are performing this procedure to enable a device repair, make
necessary repairs at this time, and verify that all data is intact on the device.
h. When the secondary Disk is again available and the data is intact, issue the
CESTPAIR command with the RESYNC option to copy the changed data. If
the data is suspect, establish the pair with the COPY option.
i. Repeat these procedures when you wish to move the work load back to the
original location.

Migrating Data with PPRC
The steps for data migration with PPRC are as follows:
1. Vary the secondary device offline to all MVS systems.
2. Issue the CESTPATH and CESTPAIR commands with the COPY options to
establish the PPRC paths and pairs.
3. Issue the CQUERY TSO command to monitor the initial copy process. (The
CQUERY command returns information about the state of the PPRC volume,
which changes from simplex to pending, to duplex.) During the initial copy
operation, PPRC also copies all primary volume updates to the secondary
(target) volume.
4. Verify that the two PPRC volumes are in the duplex state by issuing the
CQUERY command.
5. Switch to the secondary (target) volume when the copy operation is complete.
To switch your application from the primary volume to the secondary volume, do
the following:
a. Stop all applications that are using the primary volume. PPRC is a
synchronous copy; therefore the data on the primary volume is the same as
the data on the secondary volume.
b. Issue the CDELPAIR command to return the PPRC primary and secondary
volumes to simplex state. Optionally, you can issue a CDELPATH command
if you are finished with the PPRC paths between the two storage controls.
c. If the PPRC secondary volume is a Disk type containing more cylinders than
the primary PPRC volume had, run ICKDSF Release 16 or above against
the original PPRC secondary volume to expand the VTOC to reflect the
additional space.
d. If the primary and secondary volumes are under the same MVS system,
vary the original primary volume offline to MVS and the original secondary
volume online. Both volumes have the same volume serial number, and only
one can be online to MVS at any time.
e. Restart all applications, which now use the new Disk volume.

Copying the Secondary Volumes with PPRC
Use the following steps to make a copy of the secondary volumes (like volumes
only) with PPRC:
1. Vary the secondary devices offline to all MVS systems.
2. Issue the CESTPATH and CESTPAIR commands with the COPY options to
establish the PPRC paths and pairs.
3. Issue the CQUERY TSO command to monitor the initial copy process. (The
CQUERY command returns information about the state of the PPRC volumes,
which change from simplex to pending, to duplex.) During the initial copy
operation, PPRC also copies all primary volume updates to the secondary
(target) volumes.
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4. Verify that the PPRC volumes are in the duplex state by issuing CQUERY
commands.
5. When the copy operation is complete, generate a dump of the secondary
(target) volumes as follows:
a. Temporarily stop all of the applications that PPRC is copying.

CSUSPEND QUIESCE Option
If you have reenabled the QUIESCE option (which APAR OW15247,
APAR OW15248, or APAR OW40367 has disabled), you have an
alternative to stopping the applications. Issue the CSUSPEND
command with the QUIESCE option to the primary devices to
synchronize all secondary volumes.
Attention: If you choose to use the QUIESCE parameter, you must
first enable it. For instructions and cautions about enabling QUIESCE,
refer to the QUIESCE optional parameter on page 145.
b. Issue the CSUSPEND command to the secondary volumes. PPRC now
records changes to the primary volumes.
c. Issue the CRECOVER command from the secondary host to return the
secondary volumes to simplex state. Specify new volume serial numbers for
the secondary volumes if the primary and secondary volumes are under the
same MVS system.
d. Vary the secondary volumes online. After the CRECOVER command
completes, the secondary volumes will be in simplex state. It will be possible
for applications to make updates to these volumes when they are varied
online. It is essential that no other applications write to the secondary
volumes after the CRECOVER command completes.
e. Use DFSMSdss physical full volume dump to dump the secondary volumes.
f. When the dumps are complete, vary the secondary volumes offline.
g. Change the secondary volume serial numbers back to their original numbers
if you changed them in 5c.
h. Issue the CESTPAIR command with the RESYNC option to reestablish the
PPRC pairs and resynchronize the volumes.
Note: It is essential that no other applications write onto the secondary
volumes that DFSMSdss is dumping. If updates are made to the
secondary volumes while they are in simplex state (after they are
recovered), you must reestablish the pairs and resynchronize the
volumes. To do this, first issue the CDELPAIR command to the
primary volumes, and then issue the CESTPAIR command with the
COPY option.
If you changed the volume serial number of the secondary volume when you
issued the CRECOVER command, you must restore the DFSMSdss physical
full volume dump of that secondary volume. First, issue the DFSMSdss
RESTORE command with the FULL and COPYVOLID keywords. Next, change
the volume serial number back to the original volume serial number that the
secondary volume had before you issued the CRECOVER command.
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Chapter 15. Recovering from Error Conditions–PPRC
This section describes various peer-to-peer remote copy error conditions and how
to recover from them. You can usually diagnose and correct these errors
independently from other PPRC session activity.

Understanding Host Error Recovery Procedures
There can be times when PPRC cannot replicate an update to a primary device
onto the secondary device. In these cases, the primary device sends channel end,
device end, and unit check status to the host that encountered the error. With the
PPRC error recovery procedures (ERP) PTF that is installed, the host system
performs the following actions:
1. The system stops all application I/O, for that host, to the primary volume in
error. The host system also prevents other system images from accessing this
volume.
2. The system writes an IEA49xx message to the log to indicate that the PPRC
volume is now in suspended state or duplex state. (Ensure that the systems’ log
is common to both the application system and the recovery system.)
3. The system puts information that is related to the specific failure into the
SYS1.LOGREC data set for service personnel reference. SYS1.LOGREC can
be common to both the application system and the recovery system.
4. The system waits for enough time to let the IEA49xx message reach the
recovery system. You can introduce an automation routine here that would
receive control before the I/O operation can complete.
5. The system resumes all host application I/O to the primary volume. If you
specified the CRIT(NO) parameter when you established the primary volume,
the storage control allows subsequent I/O operations to continue without being
unit checked. If you specified the CRIT(YES) parameter on the CESTPAIR
command for the primary volume, then the storage control does the following:
v The storage control unit checks all subsequent write I/O operations.
v The storage control allows the host application to follow its own recovery
actions.
Note: An “A” in the unformatted CQUERY message ANTP0091I indicates that
the volume pair is designated as CRIT(YES-ALL). This means that the
pair was established with the CRIT(YES) option. The storage control
maintenance panel is set to inhibit writes on any failure, which includes
secondary device failures. Recommendation: Specify CRIT(YES-ALL) for
logging-type volumes.

Preparing for PPRC Error Recovery
“Understanding Host Error Recovery Procedures” outlines the actions that the host
ERP starts when a PPRC duplex pair fails. It is possible that PPRC links fail such
that the secondary device’s storage control does not receive notices that the duplex
volume is in suspended state. In this case, the application host ERP issues an
IEA49xx message. The host ERP action waits until the message is issued before
allowing the primary application to continue. This delay gives an automation product
such as NetView time to locate the IEA49xx message and automatically take
appropriate actions.
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In the event of a disaster, these actions provide data that is necessary to analyze
the PPRC secondary volume to determine how current the data is. Refer to “Putting
PPRC Error Recovery Procedures into Effect” to decide which recovery actions to
take. These recovery actions can include the following:
v Locate the IEA49xx message via NetView and copy the message to the recovery
system, thereby informing the recovery system that the PPRC duplex pair is in
suspended state. The message contains the timestamp that indicates the time
that the pair became suspended.
v Locate the IEA49xx message via NetView. Next, issue a CSUSPEND command
from either host to the secondary device’s subsystem to notify the storage control
that the PPRC pair is in suspended state. The recovery subsystem records the
suspension time.

Putting PPRC Error Recovery Procedures into Effect
Table 15 identifies how the system processes an error to a volume in a volume pair
depending on how the volume and path were established. The options for the
CESTPATH CGROUP parameter and the CESTPAIR CRIT parameter both affect
the way the recovery system processes the volume pair when a device error
occurs.
Table 15. Choosing the level of Volume Recovery for PPRC
What Level of Error
Recovery do You
Want?
I must have total data
consistency between
primary and secondary
volumes.

Specify:

In the Event of a PPRC Volume Error, the
ESS Storage Subsystem Does the
Following:

CRIT(YES) on CESTPAIR
command (see Note 1 at
the end of this table).

v Suspends the volume pair that has the
error.
v Unit checks all write I/O to the primary
device.

Some Considerations:
PPRC stops all I/O to the
volume pair, and suspends
the pair, on any volume
error.

v Issues an IEA494I message for the
suspended condition.
I want to include
automated error
recovery procedures.

CRIT(YES) on CESTPAIR
command, and
CGROUP(YES) on
CESTPATH command.
Note: The CGROUP
parameter directs PPRC to
remove the CRIT(YES)
status from a volume pair
that experiences an error.

v Issues an IEA494 message for the
“Suspending” and “Extended-Long-Busy
state” conditions.

After two minutes, queued
I/O resumes to the storage
subsystem, if possible.

v Suspends the volume pair that has the
error.

Each installation is
responsible for the viability
of the automated recovery
procedures.

v Queues application I/O, for volume pairs
added with CESTPATH CGROUP(YES), in
cache for two minutes.
v Resets the CRIT(YES) parameter to
CRIT(NO), if applicable.
v Issues an IEA494I message for the
suspended condition.

I prefer a manual error
recovery process.

The default for the
v Suspends the volume pair that has the
CESTPAIR command is
error.
CRIT(NO), and the default
v
Does not unit check the primary device.
for the CESTPATH
command is CGROUP(NO). v Issues an IEA494I message for the
suspended condition.

Each installation is
responsible for the local
error recovery procedures.

Note: 1) The CRIT(YES) parameter has two modes of operation, depending on how the storage subsystem is configured.
CRIT(YES-PATHS) inhibits all write operations when all paths to a secondary volume are unavailable. CRIT(YES-ALL) inhibits writes
on any failure, including secondary device failures.

Typically, a PPRC volume pair enters suspended state when the primary volume’s
storage control fails to complete a write operation to the secondary volume’s
storage control. The failed I/O operation receives channel end, device end, and unit
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check (with ‘FB’ indicated in sense byte 8), and the MVS host Disk ERP issues an
IEA49xx message. The NVS in the primary volume’s storage control records
cylinders that have changed while the volume pair is in suspended or duplex state.
After you have corrected the conditions that caused the suspension, recopy these
cylinders in order to return both volumes to a synchronized state.
Table 16, Table 17, and Table 18 on page 176 list general failures, failures detected
by the host, and failures detected by the storage subsystem, and how to recover
from them.
Table 16. General Failure Recovery Procedures for PPRC
Error Condition

Recovery Action

Room power failure

If power is lost to the primary storage subsystem, all volumes are placed in suspended or
duplex state when power is restored. Use the CQUERY command to determine the exact
state of all PPRC volume pairs. If power is lost to the secondary storage subsystem, all
volumes are placed in suspended or duplex state, and the primary volume’s storage control
records changes to the volume in its NVS.
Issue the CESTPATH command to reestablish paths, and the CESTPAIR command with the
RESYNC option to resynchronize a suspended or duplex PPRC volume pair, and to return
the volumes to full duplex state. Since room power failures do not power off all devices at the
same exact time, the RESYNC option is necessary in order to copy all updates that may
have been made to the primary volumes, but not yet secured on the recovery site subsystem.
The primary volume’s subsystem maintains an NVS bitmap of all changed cylinders. This is
important where power is restored to the application hosts and primary volume’s subsystem
before it is restored to the secondary volume’s subsystem. The CESTPAIR with the RESYNC
option resynchronizes the volume pairs when power is restored to the secondary volume’s
subsystem.

Table 17. Host Failure Recovery Procedures for PPRC
Error Condition

Recovery Action

Application host failure

Re-IPL the host. If power has not been lost to the subsystems, the peer-to-peer
remote copy pairs will still be operational and in duplex state. Issue the CQUERY
command to verify the PPRC volume state for each PPRC volume pair. If the volume
pair is in duplex state, no further action is required. If the volume pair is in suspended
or duplex state, issue the CESTPAIR command with the RESYNC option to recover
the PPRC volume pair.

Last channel path failure

Host connectivity to the subsystem is lost. PPRC pair operation continues, assuming
that the channel path error does not affect the PPRC link. When host connectivity is
restored, issue the CQUERY command to verify the PPRC volume state for each
PPRC volume pair. If the volume pair is in duplex state, no further action is required. If
the volume pair is in suspended or duplex state, issue the CESTPATH command, and
the CESTPAIR command with the RESYNC option to recover the PPRC volume pair.

Last PPRC path failure

When the last path to the recovery site storage control is lost, the PPRC pair is placed
into suspended or duplex state. When the paths are repaired or reconfigured, the
primary volume’s storage control automatically attempts to reestablish the paths. Issue
the CESTPAIR command with the RESYNC option to return the pair to duplex state.

Device varied offline

Depending on how the device is varied offline, host connectivity to the subsystem may
or may not be lost. Application connectivity to the subsystem is lost, but assuming that
the device has not been varied offline in “force” or “boxed” modes, the PPRC pairs
continue in operation. When the device is varied back online, verify the PPRC volume
status with the CQUERY command. If the volume pair is in duplex state, no further
action is required. If the volume pair is in suspended or duplex state, issue the
CESTPAIR command with the RESYNC option to recover the PPRC volume pair.
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Table 17. Host Failure Recovery Procedures for PPRC (continued)
Error Condition

Recovery Action

Missing interrupt

A missing interrupt generally occurs when a host issues an I/O operation to a
subsystem, and the operation does not complete within a specific amount of time.
Analyze and correct the missing interrupt condition, using information contained in the
message that the host sent to the operator console. Depending on the cause of the
missing interrupt, the PPRC pair operation may or may not continue. When you have
corrected the missing interrupt condition, issue the CQUERY command to verify the
state of the affected PPRC volume pair. If the volume pair is in duplex state, no further
action is required. If the volume pair is in suspended or duplex state, issue the
CESTPAIR command with the RESYNC option to recover the PPRC volume pair.

Table 18. Storage Subsystem Failure Recovery Procedures for PPRC
Error Condition

Recovery Action

Equipment check

A number of errors fall into this category. The error may or may not be detected on the
actual I/O operation that caused the failure. Generally, an equipment check that
suspends a PPRC volume pair is reported as follows:
v The subsequent I/O command is unit checked (with ‘FB’ sense) with indicators set
for equipment check, permanent error, and environmental data present.
v The Disk ERP issues the appropriate IEA49xx error message.
v The PPRC volume pair is placed into suspended or duplex state.
If the error occurs for the primary PPRC volume’s storage control, change recording
will not continue for the primary volume. When you have corrected the error condition
on the primary volume’s storage control, issue the CESTPAIR command with the
COPY or RESYNC option to recover the PPRC volume pair. See the note at the end
of this table for more information on CESTPAIR command options.
If the error occurs for the secondary PPRC volume’s storage control, change
recording will continue for the primary volume. When you have corrected the error
condition on the secondary volume’s storage control, issue the CESTPAIR command
with the RESYNC option to recover the PPRC volume pair, or recopy the entire
volume if its data has been corrupted by the recovery process.

Storage control failure

A number of errors fall into this category. The error may or may not be detected on the
actual I/O operation that has caused the failure. Most storage control failures are
reported as follows:
v The I/O command that encountered the error is unit checked (with ‘FB’ sense) with
indicators set for equipment check, permanent error, and environmental data
present.
v The Disk ERP issues an IEA49xx error message.
v The PPRC volume pair is placed into suspended or duplex state.
If the error occurs for the primary PPRC volume’s storage control, change recording
will not continue for the primary volume. When you have corrected the error condition
on the primary volume’s storage control, issue the CESTPAIR command with the
COPY or RESYNC option to recover the PPRC volume pair. See the note at the end
of this table for more information on CESTPAIR command options.
If the error occurs for the secondary PPRC volume’s storage control, change
recording will continue for the primary volume. When you have corrected the error
condition on the secondary volume’s storage control, issue the CESTPAIR command
with the RESYNC option to recover the PPRC volume pair.
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Table 18. Storage Subsystem Failure Recovery Procedures for PPRC (continued)
Error Condition

Recovery Action

Invalid track format

An invalid track format error is reported as follows:
v Returned sense indicates an equipment check, permanent error, with environmental
data present.
v The Disk ERP issues a “Volume Suspended” error message (the same action that
occurs with dual copy).
If the error occurs for the primary PPRC volume’s storage control, change recording
will not continue for the primary volume. When you have corrected the error condition
on the primary volume’s storage control, issue the CESTPAIR command with the
COPY or RESYNC option to recover the PPRC volume pair. See the note at the end
of this table for more information on CESTPAIR command options.
If the error occurs for the secondary PPRC volume’s storage control, change
recording will continue for the primary volume. When you have corrected the error
condition on the secondary volume’s storage control, issue the CESTPAIR command
with the RESYNC option to recover the PPRC volume pair.

Permanent data check

For a permanent data check on a primary PPRC volume, the PPRC volume pair
status is not changed as a result of this specific error. The following actions occur:
v A message is sent to the operator console.
v The application program receives channel end, device end, and unit check in
response to its I/O operation.
v The Disk ERP takes the appropriate recovery actions, including issuing the operator
message and logging the error.
v The application program performs its recovery actions.

During a destage operation, a permanent data check on a track in the primary volume
of a PPRC volume pair causes the primary volume’s storage control to pin that track in
NVS. A subsequent I/O command is unit checked with ‘FB’ sense. The Disk ERP
issues the appropriate IEA49xx error message, and the PPRC volume pair is placed
into suspended or duplex state. Change recording continues for the primary volume.
When the pinned data condition is corrected on the primary volume’s storage control,
issue the CESTPAIR command with the RESYNC option to recover the PPRC volume
pair.
A permanent data check on a track in a secondary volume of a PPRC volume pair
causes the secondary volume’s storage control to pin that track in NVS. A subsequent
I/O command is unit checked with ‘FB’ sense. The Disk ERP issues the appropriate
IEA49xx error message, and the PPRC volume pair is placed into suspended or
duplex state.
Change recording continues for the secondary volume. When the pinned data
condition is corrected on the secondary volume’s storage control, issue the CESTPAIR
command with the RESYNC option to recover the PPRC volume pair.
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Table 18. Storage Subsystem Failure Recovery Procedures for PPRC (continued)
Error Condition

Recovery Action

Intervention required

For the primary PPRC volume, this normal system operating condition is handled the
same as it is for simplex devices. The host issues an “intervention required” message
for the device, then takes the appropriate actions based on the operator’s reply. No
data is changed on the primary volume, and the PPRC volume pair state remains
unchanged. When the intervention condition is cleared, normal operations resume.
For the secondary PPRC volume:
v The subsequent I/O command is unit checked (with ‘FB’ sense) with equipment
check, permanent error, and environmental data present indicators set.
v The Disk ERP issues an IEA49xx error message indicating “Intervention Required”
for the secondary device.
v The PPRC volume pair is placed into suspended or duplex state.
Change recording will continue for the primary volume. When you have corrected the
error condition on the secondary volume, issue the CESTPAIR command with the
RESYNC option to recover the PPRC volume pair.

Cache or NVS failure, or
cache reinitialization

PPRC implements write I/O operations to both primary and secondary volumes. The
cache and NVS in each respective storage control hold the write updates until the
updates are destaged. An NVS or cache error, or the reinitialization of cache, puts the
PPRC pair into suspended or duplex state. Change recording continues.
For a cache or NVS failure or cache reinitialization that affects the storage control at
either end, issue the CESTPAIR command with the RESYNC option to the suspended
volume after the cache and NVS have been made available. This action reestablishes
the volume pair and copies any cylinders that were modified while the pair was
suspended.
The storage control automatically copies all cylinders from the primary volume to the
secondary volume whenever an NVS failure affects the primary volume’s storage
control. This is necessary so that the primary volume’s storage control can maintain
the changed-cylinder map within its NVS.

Note: Generally, repairs to volumes are done using ICKDSF. The volume pair must be reinitialized if corrective
actions change the data on a track so that the primary and secondary volume tracks are no longer identical. That
track can be restored from a backup volume if the error causes data on a specific track to be overwritten. Select the
appropriate CESTPAIR copy mode based on the completed repair action and the status of the data on the primary
and secondary volumes.

RAMAC Device Sparing with PPRC
The procedure described here explains how to spare (replace) a PPRC-managed
RAMAC Disk drawer without requiring that you interrupt your application. Another
option is to use the P/DAS function to redirect the application I/O while you correct
the error on the RAMAC volume. “Chapter 16. PPRC Dynamic Address Switching
(P/DAS)” on page 181 describes P/DAS operations.
You temporarily end the PPRC volume pair as part of the RAMAC device sparing
procedure. During this time, there is a potential exposure if there is not a current
copy of the volumes that are in the drawer. You may therefore want to set up a
procedure to recover the volumes in case of a failure during this device sparing
process.
Perform the following steps to spare a RAMAC drawer. Your specific recovery
procedures may vary from these according to the type of data, or data sets, that are
involved.
1. Issue the CDELPAIR command to end the PPRC pair.
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2. Have your service representative initiate the drawer replacement procedure from
the maintenance panel.
3. Reenable the RAMAC Disk when the sparing process has completed.
4. When the primary and secondary volumes are available, establish the PPRC
pair with a full-volume copy. When you have completed the copy and the pair is
in duplex mode, the disaster recovery exposure is resolved.
Note: You may want to consider establishing the pair to a different volume than
the original secondary volume. This would preserve the original
secondary volume for recovery in case an error occurs before the copy
operation has completed.
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Chapter 16. PPRC Dynamic Address Switching (P/DAS)
PPRC dynamic address switching (P/DAS) is a software function that provides the
ability to redirect all application I/O from one PPRC volume to another PPRC
volume with minimal application impact. P/DAS works with PPRC volumes, only,
and cannot redirect activity among XRC volumes.
P/DAS allows application-transparent switching of I/O to support the following tasks:
v Planned outages (device or subsystem)
v Device migration
v Workload movement
You can use P/DAS in shared-Disk environments, including both sysplex
environments and nonsysplex environments.

How Does P/DAS Work?
P/DAS commands allow the system operator to redirect application I/Os that are
currently sent to the PPRC primary volume to instead go to the secondary volume.
PPRC volume pairs must be in duplex state for the P/DAS function to perform.
P/DAS manages all I/O redirection at the I/O supervisor level. P/DAS operations are
therefore nearly transparent to any application program that reads from or writes to
the volume. Based on the options you select, the redirection of the I/O can continue
across system IPLs. The options can apply to all systems in the sysplex that are
attached to the volumes.
The P/DAS function performs device switching and copying functions, as does dual
copy. If you are familiar with dual copy operation, a comparison of both functions
may be helpful. Table 19 summarizes some of the operating differences between
the dual copy and P/DAS functions.
Table 19. Comparing P/DAS and Dual Copy
Function

P/DAS

Dual Copy

How is switching accomplished?

Nontransparently

Transparently

Where does the operation occur?

Between storage controls

Within the same storage
control

How is the function controlled?

By the operator

By the subsystem

Which system component manages
the swap?

MVS system

Storage subsystem

How is I/O addressed?

Operator specifies target
address

Operator specifies source
address

P/DAS operates similarly to DDR Swap: After a swap operation, the “To” device
comes online and the “From” device goes offline.
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Preparing for P/DAS Operations
This section describes the hardware and software requirements, environmental
conditions, and installation-specific considerations that must be satisfied before
initiating P/DAS functions.

Hardware and Software Requirements
The P/DAS function is available on MVS/ESA 5.1 and above (with PTFs) in
conjunction with all levels of DFSMSdfp 1.2.0 and above (with PTFs). P/DAS
operations rely on the PPRC functions of the storage control.

Environmental Conditions
The following conditions must be met before a P/DAS operation is initiated.
v The source volume for the P/DAS operation must meet the following conditions:
– The source volume must be the primary volume of an active PPRC pair.
– The source volume must be online to the system.
– The source volume must not be part of an active XRC session.
– The source volume must not have any active paging data sets in use.
– The source volume must not have outstanding reserves (cancel any jobs that
have outstanding reserves prior to issuing P/DAS commands).
v The secondary volume for the P/DAS operation must meet the following
conditions:
– The secondary volume must also be the secondary volume of the PPRC pair.
– The secondary volume must not have any outstanding target device
allocations to it, such as ICKDSF or application programs.
v The PPRC pair must meet the following conditions:
– The pair must be in duplex mode, which ensures that both the source and
target devices are identical in data content.
– The pair must be of the same device type, but not necessarily the same
model.
– Both volumes must either have the same capacity, or the capacity of the
target volume must be greater than that of the source volume. 16
– The pair must not be in a CGROUP FREEZE state when you initiate P/DAS.
v Neither the SVC dump nor the ICKDSF processes can be active during P/DAS
operations.

Additional P/DAS Considerations
Depending on your installation and operations, the following items may need your
attention as you plan for P/DAS operations:
v Ensure that a JES3 restart or reinitialization uses the new device addresses that
result from a P/DAS operation. The JES3 INISH deck must reflect the new
device addresses for devices involved in a P/DAS operation. This includes
devices that are part of a JES3 spool volume.
v Ensure that automatic procedures do not involve a device that P/DAS is
switching, as I/O cannot occur during a switch operation.
v You can swap the SYSRES volume, provided that the volume meets the other
P/DAS requirements.

16. Following the P/DAS switch operation, the additional capacity of the target volume will not be realized until you run a subsequent
ICKDSF job against the target volume to rebuild the VTOC.
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v Do not use either the PPRC CSUSPEND QUIESCE option or the CGROUP
FREEZE option in conjunction with P/DAS functions.
v Consider assigning a device the same device address on all systems in a
sysplex environment. Operations such as P/DAS are easier when affected
devices have the same device addresses within all systems.
v P/DAS supports operations between 3390, RAMAC, and ESS devices. However,
you may want to run the latest level of ICKDSF to ensure that the VTOC reflects
the proper device characteristics.
v The system operator must be aware of when a P/DAS function has taken place
prior to a system IPL, and ensure that the proper volume is placed online after
the IPL.
During IPL, the system operator is prompted to select which volume to place
online in situations where both the primary and secondary volumes are
operational and have the same volume serial number.
v Be aware that, when P/DAS reestablishes a pair in the opposite direction, it
establishes the new pair with the CRIT(NO) option.
P/DAS operates with volumes that were established with either the CRIT(YES) or
CRIT(NO) keywords. P/DAS must reestablish the pair with the CRIT(NO) option
because the volume pair will subsequently become suspended. To reestablish
the pair with the CRIT(YES) option, issue a CSUSPEND command, then a
CESTPAIR command with RESYNC and CRIT(YES) parameters.
v Do not configure P/DAS to swap between “installation-static” and “dynamic”
UCBs, as the results are unpredictable.
v Do not involve volumes that contain sysplex control data sets in P/DAS volume
pair operations.

P/DAS Operations
The following section describes the operator commands and available options to
control P/DAS functions. P/DAS operations work within sysplex, nonsysplex, and
shared-Disk environments. First, we examine what a PPRC configuration looks like
before P/DAS functions make changes to it.

Typical PPRC Configuration Before P/DAS Operations
Figure 13 on page 184 shows a typical PPRC configuration as it exists before
issuing any P/DAS commands. You can establish PPRC paths in both directions, if
desired. You do not need to use an ESCON Director. With ESCON Directors,
however, PPRC pairs can be up to 43 km apart.
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Figure 13. A Typical PPRC Configuration Before a P/DAS Operation. Disk device 191 is the
PPRC primary volume, receiving updates from three attached systems through a network of
ESCON Directors. PPRC copies all updates to secondary volume 581.

Using P/DAS in a Nonsysplex, Shared-Disk Environment
This section describes the sequence of commands for performing a P/DAS
operation in a nonsysplex, shared-Disk environment. In all cases, device ssss refers
to the primary source volume. Device tttt refers to the secondary target volume.
Before starting a P/DAS function, first identify all systems that have access to the
devices that you want to switch. You must issue the commands that follow on all
systems that are connected to the devices that you plan to switch.
1. Issue IOACTION STOP,DEV=ssss.
Initiate a P/DAS operation by issuing an IOACTION STOP command on all
systems that are attached to the primary volume that is specified by DEV=ssss.
This command requests that P/DAS stop I/O that is directed to device number
ssss. DEV=ssss specifies a primary volume of a duplex PPRC volume pair.
All application I/O that is issued to the primary volume remains queued in the
MVS system until you issue an IOACTION RESUME command.17
The MVS system issues the following messages to the operator console (or
consoles) of all systems when the I/O for the primary device has been stopped
on that system:

17. P/DAS ends, with a simulated I/O error, any active I/O that does not complete within five seconds after the MVS system has
accepted the IOACTION STOP. This action forces the Disk error recovery procedures to retry the I/O operation.
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IOS600I IOACTION - THE FOLLOWING DEVICE(S) HAVE BEEN STOPPED:
dev dev1-dev2...
IOS601I IOACTION - DEVICES REMAIN IN THE STOPPED STATE.
USE THE 'D IOS,STOP' COMMAND TO DISPLAY THE DEVICES

When all attached systems have received the above messages, issue the swap
command to switch volumes. MVS issues an IOS610I message in response to
your D IOS,STOP command.
2. Issue SWAP ssss,tttt.
Issue the SWAP command for the volume pairs involved in the P/DAS
operation. The SWAP command directs the system to switch the source device
ssss with the target device tttt and prepares the system to redirect all I/Os
issued to device ssss to the target device tttt. Issue this command on all
systems that are attached to the volumes that you plan to switch.
3. P/DAS performs validation.
Before the SWAP operation is complete, P/DAS performs validation to ensure
that it can complete the swap operation. If conditions exist that can cause a
data integrity exposure, P/DAS ends the operation and generates an error
message. See “P/DAS Error Conditions” on page 193 for error message
descriptions.
P/DAS does not proceed when it cannot determine the status of both volumes,
or when the volumes are not in duplex state. Ensure that the environment
meets the conditions necessary to support P/DAS. “Preparing for P/DAS
Operations” on page 182 describes the conditions.
If the validation completes successfully, P/DAS issues the following message to
prompt the operator as to how to proceed:
IGF520A VERIFICATION COMPLETE: REPLY 1 TERMINATE PAIR, AND SWAP
│ 2 SWITCH PAIR, AND SWAP │ 3 CONTINUE SWAP │ 4 TERMINATE SWAP

4. Reply to the IGF520A message.
“Replying to P/DAS-Related Messages” on page 188 describes message reply
options. The system takes action according to two things:
v The option that is selected by the operator
v The environment that exists at the time the command is issued.
The system issues the following completion message after the swap function is
complete:
IGF505I SWAP FROM ssss TO tttt COMPLETE

Variable ssss is the source device number, and tttt is the target device number.
5. Issue IOACTION RESUME,DEV=tttt.
In a shared-Disk environment, ensure that all attached systems have received
the IGF505I message before you issue the IOACTION RESUME command.
After you have received the IGF505I message, issue an IOACTION RESUME
command from all systems that are attached to device tttt. You must issue the
command to device number tttt because device tttt is now the primary volume.
The IOACTION RESUME command resumes all application I/O to device tttt. All
application I/O that used to go to the source device ssss now goes to the target
device tttt instead. This includes all I/O that is queued by MVS since the STOP
command and all subsequent I/O. You must issue this command on all systems
that share this volume.
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The following message received at the console indicates that all application I/O
has resumed and that the P/DAS operation has completed:
IOS607I IOACTION - THE FOLLOWING DEVICE(S) HAVE BEEN RESUMED:
dev,dev1-dev2

Typical PPRC Configuration After a P/DAS Function has Completed
Figure 14 shows what the configuration looks like after the P/DAS function has
completed. I/O has been redirected to the volume that was originally the secondary
of the PPRC pair. Application I/O continues without interruption. In the example that
is shown in Figure 14, the operator has chosen to keep both of the PPRC pair
devices in operation. You can reverse PPRC operations if you have established
paths in both directions.

Figure 14. P/DAS Swap Operation Complete. Disk device 581 is now the PPRC primary
volume, receiving updates from attached systems through a network of ESCON Directors.
PPRC copies all updates to device 191, which has now become the secondary volume.

Using P/DAS in a Sysplex Environment
In the sysplex environment, P/DAS operations are similar to those of the
nonsysplex, shared-Disk environment. Before beginning P/DAS operations in a
sysplex environment, you must choose one system to be the “main system”. When
multiple systems are involved, you must issue the following commands on each
system in the specified order.
Note: The ROUTE *ALL option, which is part of the following procedures, is
available on all MVS/SP 5.2 and above systems. MVS/SP 5.1 JES2 also
supports the option , but MVS/SP 5.1 JES3 does not. On systems that do
not support the ROUTE *ALL option, issue the commands, without specifying
ROUTE *ALL, from each of the systems.
See “P/DAS Operations Example” on page 194 for an example of a sysplex
scenario.
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1. Issue ROUTE *ALL,IOACTION STOP,DEV=ssss.
Initiate a P/DAS operation by issuing this command on the “main system”. This
command requests that P/DAS stop I/O that is directed to device number ssss.
ROUTE *ALL directs this action to all systems in the sysplex. DEV=ssss
specifies a primary volume of a duplex PPRC volume pair. The MVS system
stores all application I/O that is issued to the primary volume until you issue a
ROUTE *ALL,IOACTION RESUME command.18
The MVS system issues the following messages to the operator console for all
systems in the sysplex when the I/O for the primary device has been stopped
on that system:
IOS600I IOACTION - THE FOLLOWING DEVICE(S) HAVE BEEN STOPPED:
dev dev1-dev2...
IOS601I IOACTION - DEVICES REMAIN IN THE STOPPED STATE.
USE THE 'D IOS,STOP' COMMAND TO DISPLAY THE DEVICES

When all attached systems have received these messages, continue with the
SWAP command. MVS issues an IOS610I message in response to your D
IOS,STOP command.
2. Issue ROUTE *ALL,SWAP ssss,tttt.
Issue the ROUTE *ALL,SWAP command for the volume pairs involved in the
P/DAS operation. ROUTE *ALL automatically directs this action to all systems in
the sysplex. This command directs the systems to switch the source device
ssss with the target device tttt, and prepares the systems to redirect all I/Os
issued to device ssss to the target device tttt.
3. P/DAS performs validation.
Before the SWAP operation is complete, P/DAS performs validation to ensure
that it can complete the swap operation. If conditions exist that can cause a
data integrity exposure, P/DAS ends the operation and generates an error
message. See “P/DAS Error Conditions” on page 193 for error message
descriptions.
P/DAS does not proceed when it cannot determine the status of both volumes,
or when the volumes are not in duplex state. Ensure that the environment
meets the conditions that are necessary to support P/DAS. “Preparing for
P/DAS Operations” on page 182 describes the conditions.
If the validation completes successfully, P/DAS issues the following message to
prompt the operator as to how to proceed:
IGF520A VERIFICATION COMPLETE: REPLY 1 TERMINATE PAIR, AND SWAP
│ 2 SWITCH PAIR, AND SWAP │ 3 CONTINUE SWAP │ 4 TERMINATE SWAP

4. Select the P/DAS Action.
Attention: Do not reply to any of the system messages until all of the systems
in the sysplex have issued IGF520A messages.
Select one of the following replies from the “main system” console:
v Reply with “1” to end the pair and redirect I/O to the secondary volume.
v Reply with “2” to swap the primary and secondary volumes and redirect all
I/O to the new primary volume.
Attention: If more than one system issues the above reply, the P/DAS swap
operation may fail on one or more systems. If such an error does occur,
reestablish the PPRC pair on all systems and retry the P/DAS operation.

18. P/DAS ends, with a simulated I/O error, any active I/O that does not complete within five seconds after MVS has accepted the
IOACTION STOP. This action forces the Disk error recovery procedures to retry the I/O operation.
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If you choose Reply 2 (switch pair, and swap), P/DAS directs the system to take
action according to the PPRC environment that is in effect at the time the
command is issued, as described in Table 21 on page 191.
The “main system” issues the following completion message when the swap
function is complete:
IGF505I SWAP FROM ssss TO tttt COMPLETE

Variable ssss is the source device number, and tttt is the target device number.
5. Reply from other sysplex systems.
Ensure that the “main system” has issued an IGF505I message before replying
to outstanding IGF520A messages on other sysplex systems. At this point, reply
to outstanding IGF520A messages on all other SYSPLEX systems by entering
“3” (Continue Swap). Table 20 on page 189 describes the resulting system
action.
6. Issue ROUTE *ALL,IOACTION RESUME,DEV=tttt.
Each of the attached sysplex systems issues an IGF505I message in response
to your “Continue Swap” reply. Ensure that all systems in the sysplex have
received the IGF505I message, and then issue the IOACTION RESUME
command to device number tttt. You must issue the command to device number
tttt because device tttt is now the primary volume. The IOACTION RESUME
command resumes all application I/O to device tttt. All application I/O that used
to go to the source device ssss now goes to the target device tttt instead.
This command is equivalent to the IOACTION RESUME command in the
nonsysplex, shared-Disk environment. The difference is that the specification of
ROUTE *ALL directs this action to all systems in the sysplex. Every system in
the sysplex should acknowledge this command with an IOS607I message.
Note: P/DAS does not actually redirect and resume the application I/O to the
target volume until this step has completed. Each attached system
redirects the I/O as it receives and processes the IOACTION RESUME
command.

Replying to P/DAS-Related Messages
The operator’s reply to the IGF52xA messages directs the P/DAS action, as
described in Table 20 on page 189. In some cases, the activities performed by
P/DAS are based on a combination of the operator reply and the environment at the
time that the P/DAS swap request is made.
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Table 20. Reply Options for IGF52xA Messages
Your Reply: (to
Message)

Results in this System Action:

Notes:

Terminate Pair,
and Swap
(IGF520A)

This reply directs the system to perform the following functions:

In a sysplex, issue this
reply from the “Main
system” only.

Switch Pair, and
Swap (IGF520A)

1. End the PPRC pair and stop copy operations. Other PPRC
operations for other pairs continue unchanged.
2. Redirect all application I/O from the source device ssss to the
target device tttt. Application I/O is not affected by the device
switch. The I/Os only update the secondary volume from this
point on, and the primary and secondary volumes will no longer
contain the same information.

Application: For device
migration scenarios
where the source volume
is no longer going to be
used (such as when the
device lease will expire)
and you want to change
from one set of primary
volumes to a second set
of primary volumes.

This reply redirects application I/O to the secondary volume. The
system takes action according to the PPRC environment that is in
effect at the time of the swap request. The action performed
depends on two conditions:
v How the PPRC paths are currently established
v Whether the target device is the same size as the source device

In a sysplex, issue this
reply from the “Main
system” only.

The resulting system actions are summarized in Table 21 on
page 191.
Continue Swap
(IGF520A,
IGF521A, or
IGF522A)

Try Again
(IGF521A or
IGF522A)

Application: For device
or subsystem
maintenance, and
workload movement.

This reply prompts the system to redirect application I/Os from the
primary volume to the secondary volume. Thus, all I/Os that were
directed to the source device ssss are now directed to the target
device tttt. After completion of this option, device ssss is no longer
involved in any operation.

This reply is valid within
sysplex and nonsysplex
environments. In a
sysplex, issue this reply
from any system.

Like dual copy, the additional space on the target device tttt cannot
be used until an ICKDSF operation has been run against the target
device to rebuild the VTOC so the additional volume capacity is
recognized.

Application: To remove a
primary volume from the
configuration.

This reply directs the system to perform the following functions:

Before this option is used,
paths have been
established in the
opposite direction from
the target device’s
storage control to the
source device’s storage
control.

1. End the pair, and return both devices to simplex state. It is the
equivalent of issuing a CDELPAIR command for the PPRC pair.
2. Establish a new PPRC pair in the reverse direction. The new
path is from the new primary (original secondary volume, device
number tttt) to the new secondary (original source volume,
device number ssss). This is the equivalent of issuing a
CESTPATH and CESTPAIR command for the PPRC pair.
3. Immediately suspend the new PPRC operation. This forces all
changes made to the secondary to be recorded in the bit maps
for the operation. The changes are not copied to the original
primary, device number ssss. This is the equivalent of issuing a
CSUSPEND command for the PPRC pair just established.

In a sysplex, issue this
reply from any system.

4. Redirect application I/Os from the primary volume to the
secondary volume. Thus, all I/Os that were directed to the
source device (ssss) are now directed to the target device (tttt).
After completion of this option, device ssss is no longer involved
in any operation.
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Table 20. Reply Options for IGF52xA Messages (continued)
Your Reply: (to
Message)

Results in this System Action:

Notes:

Terminate Swap
(IGF520A,
IGF521A, or
IGF522A)

This is a request to end the swap operation.

In a sysplex, issue this
reply from any system.

Message IGF512I message is issued to the system operator log as
follows:
IGF512I SWAP FROM ssss TERMINATED - SWAP
TERMINATED BY OPERATOR
P/DAS returns error code 16 to the system.
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System Actions for Switch Pair, and Swap
When you reply to message IGF520A with “switch pair, and swap”, P/DAS takes
action that is based on the existing environment. Refer to Table 21 and to the
actions labeled A through D to determine how P/DAS will respond to this reply.
Table 21. System Actions for Switch Pair, and Swap. Descriptions for the individual actions
follow this table.
System Action With
Equivalent Device
Geometry

System Action With
Different Device
Geometry

PPRC Paths Exist in Both Directions

Action A

Action B

PPRC Paths Only Exist from Primary
to Secondary

Action C

Action D

PPRC Path Direction

Explanation of Terms:
v Paths exist in both directions means that a path exists from the primary volume’s
storage control to the secondary volume’s storage control, and another path exists from
the secondary to the primary. The PPRC pair is able to operate in either direction, and the
environment is ready to allow a switch of the PPRC pair from secondary to primary. When
paths exist only from the primary to the secondary, the environment is not set up to allow
data flow from the target volume to the source volume.
v Equivalent device geometry means that the primary and secondary volumes have
equivalent track sizes and volume capacity.
v Different device geometry means that the primary and secondary volumes have the
same track size but the secondary has a larger volume capacity than the primary.

The following specific actions relate to Table 21. The table refers to these actions
according to your existing environment.

Action A
There are PPRC paths in place from the primary volume to the secondary and
also from the secondary to the primary. The source and target volumes have
equivalent device geometry. In this situation, selecting “switch pair, and swap”
directs P/DAS to perform the following actions:
1. End the current PPRC pair.
2. Establish a new PPRC pair (with NOCOPY) to activate copying in the
reverse direction (from the target device tttt to the source device ssss).
3. Immediately suspend the PPRC operation. All changes made to target
device tttt are recorded in the bit maps for the operation, but are not be
copied to the original source device ssss.
4. Redirect all application I/O to target device number tttt. The change is
transparent to the application programs. P/DAS only sends I/Os to the
secondary volume from this point on, and the primary and secondary
volumes will no longer contain the same information.
The changes that occur between the swap operation and the subsequent
resynchronization of the volume pairs are maintained on the old secondary
volume. P/DAS will copy the changed updated tracks back to the original
primary volume, and will make the volumes duplexed PPRC pairs again.
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Action B
There are PPRC paths in place from the primary volume to the secondary and
also from the secondary to the primary. The target device tttt has greater
volume capacity than the source device ssss. In this situation, your “switch
pair, and swap”choice directs P/DAS to issue the following additional message
to the system operator console:
IGF522A UNABLE TO SWITCH, FROM DEVICE IS SMALLER THAN TO DEVICE:
REPLY 1 TO CONTINUE SWAP │ 2 TO TERMINATE SWAP

Select one of the message options, as described in Table 20 on page 189.
If you choose to continue with the swap, the changes that occur between the
swap and the subsequent resynchronization of the volume pairs will not be
maintained on the old secondary volume.

Action C
A PPRC path exists from the primary to the secondary, but not in the reverse
direction. The primary and secondary volumes have the same physical
capacity. In this situation, your “switch pair, and swap” choice directs P/DAS to
issue the following additional message to the system operator:
IGF521A NO PATH IN OPPOSITE DIRECTION: REPLY 1 TO CONTINUE SWAP │
2 TRY AGAIN │ 3 TERMINATE SWAP

Select one of the message options, as described in Table 20 on page 189.

Action D
A PPRC path exists from the primary to the secondary, but not in the reverse
direction. The primary and secondary volumes do not have the same physical
capacity. P/DAS takes no special action to use the additional capacity on the
target volume. In this situation, your “switch pair, and swap” choice directs
P/DAS to issue the following additional message to the system operator:
IGF521A NO PATH IN OPPOSITE DIRECTION: REPLY 1 TO CONTINUE SWAP │
2 TRY AGAIN │ 3 TERMINATE SWAP

Select one of the message options, as described in Table 20 on page 189. If
you reply with “2” (Try Again), P/DAS issues the following message, which
requires an operator reply:
IGF522A UNABLE TO SWITCH, FROM DEVICE IS SMALLER THAN TO DEVICE:
REPLY 1 TO CONTINUE SWAP │ 2 TO TERMINATE SWAP

Select one of the message options, as described in Table 20 on page 189.
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P/DAS Error Conditions
This section describes error conditions that can occur while attempting to perform
P/DAS operations or during the resulting system actions.

Storage-Related Failures
The system obtains storage to perform P/DAS operations. If the storage requests
fail, the system issues the following error message:
IGF512I SWAP FROM ssss TERMINATED - GETMAIN FAILED - SP245

P/DAS writes this message to the system operator log and returns error code 16 to
the system.

I/O-Related Failures
The system issues I/O to the storage subsystems when PPRC pairs are
establishing and ending as part of P/DAS functions. If a storage subsystem I/O fails
during these functions, MVS issues the following error message:
IGF512I SWAP FROM ssss TERMINATED - SWAP FAILED DUE TO I/O ERROR

P/DAS writes this message to the system operator log and returns error code 16 to
the system.

Validation Failures
MVS issues one of the following error messages when a validation process fails.
P/DAS writes all messages to the system operator log and returns error code 16 to
the system.
v The following message means that the volumes are not part of a PPRC pair or
that the volumes are not in duplexed mode:
IGF512I SWAP FROM ssss TERMINATED - NOT A VALID PPRC PAIR

v The following message means that the volume is an active paging volume:
IOS602I IOACTION - STOP NOT ALLOWED FOR PAGING DEVICES.
THE FOLLOWING DEVICE(S) ARE IGNORED: dev dev1-dev2...

v The following message means that a system in the sysplex has reserved the
volume:
IOS604I IOACTION - STOP NOT ALLOWED FOR RESERVED OR RESERVED PENDING
DEVICES.
THE FOLLOWING DEVICE(S) ARE IGNORED: dev dev1-dev2...

v The following message means that the volume is currently allocated:
IOS605I IOACTION - STOP NOT ALLOWED FOR DEVICES IN USE BY THE SYSTEM.
THE FOLLOWING DEVICE(S) ARE IGNORED: dev dev1-dev2...

If Devices Remain Stopped
MVS issues the following message if devices remain stopped for an extended
period of time:
IOS601I IOACTION - DEVICES REMAIN IN THE STOPPED STATE.
USE THE 'D IOS,STOP' COMMAND TO DISPLAY THE DEVICES
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P/DAS Operations Example
The following example shows the sequence of events that make up a P/DAS
operation in a sysplex environment. As in all P/DAS operations, the correct
command sequence is necessary to perform a successful P/DAS exchange of
devices.
In this example, there are three systems in the sysplex that share volumes 191 and
581. System A is the “main system” and has the master console. Initialize the
environment by establishing a single-direction PPRC path from the storage control
for device 191 to the storage control for device 581. Device 191 is the primary
volume of the PPRC pair, and device 581 is the secondary volume.
Table 22. Example of a P/DAS Swap Function in a Sysplex Environment
System A (Main System)

System B

System C

Preparation for P/DAS Operation:
The storage administrator issues a CESTPAIR command from any of the attached systems
to establish a path from the storage control for device 191 to the storage control for device
581.
The storage administrator issues a CESTPAIR command from any of the attached systems
for device 191 (primary) and device 581 (secondary). PPRC copies all of the tracks on
device 191 onto device 581.
Begin P/DAS Operation:
Operator issues: ROUTE
*ALL,IOACTION
STOP,DEV=191.

System B stops I/O on 191,
then issues IOS600I and
IOS601I messages.

System C stops I/O on 191,
then issues IOS600I and
IOS601I messages.

System A stops I/O on 191,
then issues IOS600I and
IOS601I messages.
Operator issues: ROUTE
*ALL,SWAP 191,581.

System B performs validation, System C performs validation,
then issues IGF520A
then issues IGF520A
message.
message.

System A performs validation,
then issues IGF520A
message.
Operator issues: R nn,1.
System A ends PPRC pair,
swaps pair, then issues
IGF505I message.

Operator issues: ROUTE
*ALL,IOACTION RESUME,
DEV=581.
System A directs I/O to 581,
then issues IOS607I
message.
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After IGF505I message
received, operator issues: R
nn,3.

After IGF505I message
received, operator issues: R
nn,3.

System B swaps PPRC pair,
then issues IGF505I
message.

System C swaps PPRC pair,
then issues IGF505I
message.

System B directs I/O to 581,
then issues IOS607I
message.

System C directs I/O to 581,
then issues IOS607I
message.

Part 4. FlashCopy
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Chapter 17. What Is FlashCopy?
This section explains what the FlashCopy copy function is and how it works, and
describes the various hardware and software products that are necessary.
FlashCopy is an Advanced Copy Services function that can quickly copy data from
source volumes to target volumes that are within the same logical storage
subsystem (LSS). DFSMSdss calls the FlashCopy function when the source and
target volumes are both located within the same LSS on an Enterprise Storage
Server (ESS) storage subsystem.

Using FlashCopy
This section describes FlashCopy copy operation and explains how the hardware
and software components work together. You can also use the ESS Specialist to
perform FlashCopy functions. The ESS Specialist is a web-enabled interface that is
part of the ESS storage subsystem. Refer to IBM Enterprise Storage Server Web
Users Interface Guide for information about configuring the copy services options of
the ESS. The Redbook Implementing the Enterprise Storage Server in Your
Environment is another good ESS Specialist information source.

Initializing Sessions
Functionally, the data that FlashCopy is copying is unavailable only long enough for
DFSMSdss to initialize a FlashCopy session. Initialization normally takes only a few
seconds to complete successfully. The session initialization process is a series of
distinct steps, as follows:
1. Determine an appropriate time to start a backup of databases, and stop update
activity to those databases.
2. Use DFSMSdss to perform a copy of the volume. You can use DFSMSdss
directly from a batch job or from an application through the DFSMSdss
application interface.
Normal application activity can resume as soon as the FlashCopy session
initialization is complete.

Copying Data Sets With FlashCopy
FlashCopy is much faster than traditional methods, especially when you want to
copy large amounts of data. DFSMSdss can use FlashCopy to perform a
full-volume copy of the data from the source volumes to the target volumes when
the following conditions are true:
v The requested DFSMSdss operation is COPY FULL.
v Both the source and target devices are in the same ESS storage subsystem and
are both within the same LSS.
v Both the source and target devices must have the same track format.
v The designated target volume cannot also be a primary or secondary volume in
an XRC or PPRC volume pair.
FlashCopy cannot accommodate relocation of tracks. The CCHH location must be
the same on the target volume as it is on the source volume.
DFSMSdss automatically performs FlashCopy if possible, whether or not you
specify the CONCURRENT keyword.
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FlashCopy Requirements
There are both software and hardware prerequisites for using FlashCopy.

Determining FlashCopy Software Requirements
DFSMS/MVS Version 1 Release 3 and subsequent releases provide FlashCopy
support.

Determining FlashCopy Hardware Requirements
MVS/ESA SP™ 4.3 runs on the following processors:
v All ES/9000 models that support ESA/390
v All ES/3090™-9000T models that support ESA/370™ or ESA/390
v All ES/3090 E, S, J, and JH models at the SEC level for ESA/370
FlashCopy is a feature on ESS storage subsystems.
FlashCopy operates with 3390 devices, and includes 3390 devices that are in 3380
track-compatibility mode. The source and target volumes must have the same track
format.

Making Cache Available
To use FlashCopy with an ESS storage subsystem, both the subsystem cache and
NVS with battery-backup must be active. The statuses of cache and DASD fast
write have no effect on whether or not you can use FlashCopy. Their statuses can,
however, affect the overall performance of volumes with active FlashCopy sessions.
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Part 5. Snapshot Copy
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Chapter 18. What Is Snapshot Copy?
This section explains what the snapshot copy function is and how it works, and
describes the various hardware and software products that snapshot copy requires.
Snapshot copy is an Advanced Copy Services function that can quickly move data
from the source device to the target device. DFSMSdss calls snapshot copy when
you request the function for data on hardware that supports the snapshot capability.

Using Snapshot Copy
This section describes snapshot copy operation and explains how the hardware and
software components work together.

Initializing Sessions
Functionally, the data that you are dumping or copying is unavailable only long
enough for DFSMSdss to initialize a snapshot copy session. Initialization takes only
a matter of seconds to complete successfully. The session initialization process is
as follows:
1. Determine an appropriate time to start a backup of databases, and stop update
activity to those databases.
2. Use DFSMSdss to perform a copy or dump of the data with snapshot copy. You
can use DFSMSdss directly from JCL or from an application through the
DFSMSdss application interface.
Normal application activity resumes as soon as the snapshot copy session
initialization is complete.

Providing a Snapshot Working-Space Data Space
The virtual-concurrent-copy snapshot function requires some dedicated space on
one or more volumes in the same RVA subsystem as the source data set. Ensure
that adequate space is available before using the CONCURRENT keyword on
DFSMSdss commands that refer to data sets on an RVA subsystem. Provide the
necessary space by allocating dedicated data sets, called working-space data sets,
with the following naming convention:
SYS1.ANTMAIN.Ssysname.SNAPnnnn

Variable sysname is the system identifier, and nnnn is a four-digit decimal number
in the value range 0001–9999. If the system identifier is eight characters, ‘S’
replaces the first character.
Ensure that you catalog the working-space data sets. DFSMSdss performs a
numerically-sequential catalog search for each data set, starting with
SYS1.ANTMAIN.Ssysname.SNAP0001, until it encounters a catalog locate error. A
catalog locate error indicates that DFSMSdss could not find the data set.
DFSMSdss cannot use data sets as working space that are beyond the data set
that DFSMSdss was unable to find.
Allocate the working-space data sets as physical sequential, nonextended-format
data sets. The data sets may be SMS-managed or non-SMS-managed. If the
catalog search for a working-space data set indicates that the data set is
multivolume, DFSMSdss will not use it as a working-space data set.
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The System Data Mover (SDM) does not extend a working-space data set. A user
must extend the data set by filling it with data prior to starting the DFSMSdss job if
they want to allocate secondary space. SDM holds an enqueue for the data set
while the working space is being used during a snapshot copy operation. It then
releases the enqueue after all usage of the data set is completed. You can
reallocate or extend a working-space data set when SDM does not have the data
set enqueued. SDM will use the new size of the data set. You may add additional
working-space data sets after ANTMAIN has completed the initialization process.
SDM uses these data sets the first time an out-of-working-space condition is
encountered during a snapshot copy operation. When this condition occurs, SDM
refreshes the list of working-space data sets by performing a catalog search that
starts with SYS1.ANTMAIN.Ssysname.SNAP0001.
The LRECL and block size may be any valid combination. The system uses the
tracks within the data set as the target of snapshot copy operations. Therefore, do
not try to access these tracks with normal data access methods.
Note: IBM recommends that you protect the working-space data sets by security,
such as RACF, to ensure that unauthorized users do not have access to
sensitive data.
Allocate data sets on a volume in each RVA subsystem that you have set aside for
virtual-concurrent-copy snapshot. If the RVA subsystem has more than one defined
device type, you must allocate a working-space data set on each device type that
contains a data set that DFSMSdss snapshot copy will process. Device types are,
for example, 3390 and 3380. Different models within each device type do not
require separate working-space data sets.
More than one system can simultaneously access data on the same RVA
subsystem. If each system has DFSMSdss jobs that specify CONCURRENT, then
each system requires at least one working-space data set. For example,
DFSMSdss must allocate three working-space data sets to process data on an RVA
subsystem from three MVS systems. The working-space data sets must include at
least one of each device type that contains data that snapshot will process.
If there is insufficient working space, the snapshot initialization for one or more data
sets in the job fails. To avoid this, determine the largest total amount of data that
you plan to process in a single DFSMSdss COPY or DUMP command on that RVA.
The total size of all working-space data sets that you have allocated on each RVA
subsystem should equal or exceed the determined amount of space.
Note: Do not place any working-space data set on a PPRC primary volume.

Copying Data with Snapshot Copy
Once the initialization is complete, DFSMSdss automatically employs the snapshot
copy function for any data movement operation where the CONCURRENT option
applies.
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Moving Data Sets With Snapshot Copy
DFSMSdss prefers to use snapshot copy to quickly move the data from the source
device to the target device. DFSMSdss can do this when the source and target
devices are both in the RVA, and DFSMSdss does not need to manipulate data.
This process, called native snapshot support, is much faster than traditional
methods, especially when moving large amounts of data.
Native snapshot has the following requirements:
v Source and target device types (3390 or 3380, for example) must be the same.
v Source and target devices must be in the same RVA.
v Data must not require manipulation, such as reblocking.
v The data movement must not require utilities.
If the source data is in an RVA, DFSMSdss attempts to allocate the target data set
on the same device type in the same RVA. This increases the probability that native
snapshot can copy the data. DFSMSdss cannot allocate the target to use native
snapshot if the source data set is multivolume, but is not entirely within one partition
of an RVA subsystem. DFSMSdss allocates these data sets to whatever volumes
are available, irrespective of their snapshot capability.
DFSMSdss automatically performs native snapshot if possible, even when you
specify the CONCURRENT keyword.

Snapshot Copy Requirements
There are both software and hardware prerequisites for snapshot copy operation.

Determining Snapshot Copy Software Requirements
DFSMS/MVS Version 1 Release 3 and subsequent releases provide snapshot copy
support. You must also have the Snapshot 1.2 and IXFP 2.1 program products
installed. The SIBFVP and SIBLLAPI load modules must be in a library in the
LINKLST concatenation.

Determining Snapshot Copy Hardware Requirements
MVS/ESA SP 4.3 runs on the following processors:
v All ES/9000 models that support ESA/390
v All ES/3090-9000T models that support ESA/370 or ESA/390
v All ES/3090 E, S, J, and JH models at the SEC level for ESA/370
All RVA storage subsystems support snapshot copy.
Snapshot copy operates with both 3380 and 3390 devices, but does not operate
with 3390 devices in 3380 track-compatibility mode.

Making Cache Available
To use snapshot copy with a particular cached storage subsystem, the subsystem
cache must be active. The statuses of volume-level caching, nonvolatile storage
(NVS), DASD fast write, and dual copy have no effect on whether or not you can
use snapshot copy. Their statuses, however, can affect the overall performance of
volumes that have active snapshot sessions.
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Using Snapshot Copy, PPRC, and RVA Together
The RAMAC Virtual Array (RVA) storage subsystem provides the unique ability to
combine snapshot copy functions with PPRC functions. For instance, you can use
PPRC to migrate data to a different RVA subsystem; you can end the pairs and use
snapshot copy at the secondary subsystem. This ability can be very beneficial for
Year 2000 testing and data mining applications. However, there are some
operational considerations regarding the interaction of snapshot copy with volumes
that are part of a PPRC pair.
v You cannot snap (copy) data onto any volume that is part of a PPRC pair. A
primary volume cannot be the target of a snapshot copy command even if it is in
a suspended state.
v The primary device can be the source for a snap without having to change the
state of the primary volume.
v Snapshot copy requires that space be available on the same RVA subsystem
where the source of a snap resides. If you plan to use snapshot copy on an RVA
subsystem that already has PPRC pairs, then provide volumes on that
subsystem that are not part of a PPRC pair. You cannot, therefore, assign all of
the volumes in a subsystem to be part of PPRC pairs and still use snapshot copy
on that subsystem.
v If you plan to use snapshot copy at the secondary RVA subsystem, ensure that
space is available at that subsystem. This real space must be independent of
PPRC pairs. You cannot, therefore, have all 256 volumes as part of PPRC pairs.
v Do not put PPRC volumes into a snapshot target storage group. Also, do not
include a volume that is part of a PPRC pair within a snapshot volume list.
Snapshot does not check PPRC status. The snapshot copy operation will fail if
you attempt to allocate any part of a data set to a volume that is part of a PPRC
pair. Snapshot copy uses all volumes available to it on a space-available basis
when it dynamically allocates space for the target copy.
v You cannot perform any read or write I/O to a secondary volume of a PPRC pair.
However, you can snap copies of data from the secondary device and bring the
PPRC pairs back to active status. The following procedure outlines a quick way
to do this:
1. Suspend the pair.
2. Recover the secondary, returning it to simplex.
3. Snap the secondary.
4. Issue a CESTPAIR command with the RESYNC parameter to copy only the
changes.
You can use a similar procedure in conjunction with the CGROUP command
(MVS TSO command only) to snap data from secondary devices that contain
related information.
1. Issue a CGROUP command with FREEZE to suspend all pairs on the path
between a primary logical storage subsystem and a secondary logical storage
subsystem.
2. Recover the secondary volumes, returning them to simplex.
3. Snap the secondary volumes.
4. Issue a CESTPAIR command with the RESYNC parameter to copy only the
changed tracks of each volume.
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Snapshot SMF Information
The SDM writes an SMF type 42 subtype 4 record that contains session statistics.
Among other things, you can use the information in this record to determine the
following:
v Session initialization time
v Maximum size of host and storage subsystem sidefiles
v Number of intercepted writes.
The SMF type 42 subtype 4 record is described in detail in “Concurrent Copy
Information in SMF Type 42 Records” on page 229.
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Part 6. Concurrent Copy
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Chapter 19. What Is Concurrent Copy?
This section explains what concurrent copy is and how it works, and describes the
hardware and software requirements necessary to use concurrent copy.
Concurrent copy is a storage subsystem extended function that allows you to
generate a copy or a dump of data while applications are updating that data. Other
tools are available that allow you to dump databases while applications continue to
update the databases. Concurrent copy, however, provides a copy of the data, in a
consistent form, as it existed before the updates took place. Concurrent copy relies
on cached storage subsystem Licensed Internal Code (LIC) and enhanced
components of OS/390.

Understanding the Concurrent Copy Solution
Concurrent copy provides point-in-time data consistency, which is not possible with
other online data dump techniques. The system serializes access to the data that
you are dumping or copying just long enough for the concurrent copy session to
initialize. This serialization takes a matter of seconds. Compare this to the quiesce
and backup technique, which makes data unavailable for the entire duration of the
dump (possibly hours).
The copy is logically complete as soon as you have initialized the concurrent copy
environment. At that point, concurrent copy “protects” the original state of the data.
After logical completion, the data is once again available for unrestricted application
access. The copy is physically complete once the concurrent copy process finishes
copying the data to the output device.
You can use concurrent copy to back up any data that can be backed up using
DFSMSdss (or DFDSS) because DFSMSdss is the external interface to concurrent
copy.
For example, you can back up IMS databases by using DFSMSdss. During the
recovery process, IMS database recovery control (DBRC) coordinates recovery of
the DFSMSdss dump and the application of updates from the IMS log. Conversely,
DB2 (before Version 3) does not support those activities. Consequently, do not use
concurrent copy with DB2 releases earlier than Version 3.

Using Concurrent Copy
This section describes concurrent copy operation and explains how the hardware
and software components work together.

Initializing Sessions
Functionally, data being dumped or copied is unavailable only for the time it takes
for DFSMSdss to start a concurrent copy session. Initialization takes only a matter
of seconds to complete successfully. The session initialization process is a series of
distinct steps, as follows:
1. Determine an appropriate time to start a backup of databases, and stop update
activity to those databases.
2. DFSMSdss uses concurrent copy to perform a copy or dump of the data. You
can use DFSMSdss directly from JCL or from an application through the
DFSMSdss application interface.
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3. DFSMSdss locates the data sets to process and breaks them down into a
hierarchy of volumes and extents.
4. DFSMSdss interfaces with the system data mover (SDM) to initialize a
concurrent copy session.
5. The SDM determines which storage controls are attached to the affected
volumes and defines a concurrent copy session to each storage control. The
SDM also tells each storage control the volume and the extents on each volume
that are included in this concurrent copy session. Once the SDM has completely
initialized the session, it returns control to DFSMSdss.
6. DFSMSdss checks all SDM return codes. DFSMSdss releases serialization on
those data sets or volumes that were successfully included in the concurrent
copy session. DFSMSdss keeps serialization on data sets or volumes that are
not included in the session.
7. DFSMSdss issues messages that indicate the status of the session. If the
application interface called DFSMSdss, DFSMSdss uses the user interaction
module (UIM) to update the calling program with the status of the session.
8. The application can take appropriate action, which may include restarting
applications.

Copying the Data
Once the initialization is complete, DFSMSdss releases serialization and calls the
UIM, as described in the previous section. DFSMSdss then starts to read the data
to perform the dump or copy operation. Applications can resume processing the
data while concurrent copy is making the copy. Meanwhile, the cached storage
subsystems monitor the I/Os for updates to any tracks that are included in the
concurrent copy session.
DFSMSdss uses the SDM to read data from the devices within the concurrent copy
session. For data that was not included in the concurrent copy session, DFSMSdss
reads the data itself in the same way as for a nonconcurrent copy operation. As
DFSMSdss receives tracks from the SDM or reads them itself, it writes the data to
the output device in the same way as for any DFSMSdss operation.

Prerequisites
This section describes the necessary software and hardware prerequisites for using
concurrent copy.

Determining Concurrent Copy Software Requirements
DFSMS/MVS Version 1 Release 1 and subsequent releases provide concurrent
copy support.
Concurrent copy requires the following components of DFSMS/MVS:
v DFSMSdfp for the SDM, new management and storage class attributes, and
ISMF support of those attributes
v DFSMSdss for the external interface to concurrent copy
v DFSMShsm to call concurrent copy during backup operations.
SMS is not necessary in order to use concurrent copy. You can use concurrent
copy directly from DFSMSdss without SMS. However, DFSMShsm supports
concurrent copy during automatic and aggregate backup only when SMS is active.
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Concurrent Copy with Shared Storage Subsystems
In configurations where a single cached storage subsystem is attached to
multiple host systems (running either in separate processors or separate
logical partitions), any DFSMS/MVS system can exploit concurrent copy.
Although systems that are not running DFSMS/MVS cannot initiate concurrent
copy operations, such systems can share a cached storage subsystem
(including volumes with active concurrent copy sessions) with DFSMS/MVS
systems provided that the non-DFSMS/MVS systems support 32-byte sense
information.

Determining Concurrent Copy Hardware Requirements
All cached storage subsystems provide support for concurrent copy.
Concurrent copy operates with both 3380 and 3390 devices, but does not operate
with 3390 devices in 3380 track compatibility mode.
To use concurrent copy with a particular cached storage subsystem, the subsystem
cache must be active. The statuses of cache, nonvolatile storage (NVS), DASD fast
write, and dual copy have no effect on your use of concurrent copy. Their statuses,
however, can affect the overall performance of volumes with active concurrent copy
sessions.
Note: Be aware that if you disable cache on a storage subsystem that has active
concurrent copy sessions, the cached storage subsystem will end the
concurrent copy sessions. The operations that were using the sessions will
also fail.

Determining Concurrent Copy Resource Needs
A concurrent copy operation requires the system resources that are described in
this section.

Central and Expanded Storage
The SDM uses central storage for the host sidefiles that it maintains for concurrent
copy sessions.19 The MVS real storage manager may page sections of the sidefile
into expanded storage in response to varying system loads.
The size of the host sidefile is a secondary consideration when using concurrent
copy. The SDM uses the sidefile only to store temporary copies of tracks as part of
the intercepting write process. The size and use of the sidefile relate directly to the
number of intercepted writes. The size of the host sidefile is unlikely to be a
significant factor unless you use a concurrent copy operations during a period of
very high update activity or in a very storage-constrained environment.
The SDM creates one host sidefile for each concurrent copy session. The host
sidefiles for different concurrent copy sessions share a single data space, which
can grow to a maximum size of 2GB. The actual size of the data space is, however,
dynamic and changes in response to the SDM requirements. The size depends on
the number of active concurrent copy sessions, the level of update activity, and the
19. A sidefile is a storage area that is used to maintain copies of tracks within a concurrent copy domain. A concurrent copy operation
maintains a sidefile in storage subsystem cache and another in processor storage.
Chapter 19. What Is Concurrent Copy?
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rate at which DFSMSdss reads data and writes it to the output media. In the
unlikely event that the sidefiles will fill the data space, the SDM creates additional
data spaces as necessary.
Another factor that affects the host sidefile size is the distribution of application
writes across a device. I/O operations on a device typically concentrate on a set of
tracks rather than uniformly distributing updates over the device. An application that
updates a track causes an intercepted write. Subsequent updates to the same track
do not result in an intercepted write. Similarly, as soon as DFSMSdss has
processed a particular track, updates to that track do not result in an intercepted
write. Concurrent copy only uses the host sidefile when there are intercepted writes.
Therefore, the grouping of I/Os by applications significantly reduces the potential
maximum size of the host sidefile.

Storage Subsystem Cache
Concurrent copy, by design, minimizes the amount of cache storage that is used for
sidefiles. Under normal circumstances, a concurrent copy session uses less than
0.5MB of cache. It is very unlikely that using a few simultaneous concurrent copy
sessions will significantly affect the hit ratios that you achieve with a cached storage
subsystem. It is, however, possible that the storage used by a concurrent copy
session could have an effect on hit ratios. This is especially likely in cases where
the amount of cache is only barely adequate for normal requirements. In those
cases, you should increase the size of the cache regardless of whether or not you
use concurrent copy.
Concurrent copy uses several tactics to minimize the amount of cache that it uses:
v When reading data directly from DASD, the SDM and DFSMSdss inhibit the
loading of tracks into the cache.
v When the cache sidefile holds no tracks, it occupies no cache space. A sidefile
occupies cache storage only when it contains copies of tracks that are saved by
the cached storage subsystem during processing of intercepted writes.
v The SDM reads and deletes tracks from a cache sidefile as soon as it detects
that they are present.
The cached storage subsystem monitors the size of the cache sidefiles that an
active concurrent copy sessions uses. In the highly unusual case of a system failure
or software problem preventing the SDM from reading tracks, the storage
subsystem cancels active concurrent copy sessions when the sidefiles occupy more
than half of the cache. The storage subsystem cancels sessions by starting with the
session with the largest cache sidefile. This action preserves cache storage for use
by sharing systems, but does not affect data integrity. Data is safe because the
sidefiles contain only images of tracks before an update was applied. When
concurrent copy is active, the subsystem maintains the same level of integrity for
update operations that it maintains when concurrent copy is not active.

Channel Paths
Because concurrent copy operations generate additional I/Os to the volumes
involved, the use of concurrent copy always increases channel utilization. The
impact of using concurrent copy can vary, and depends on the number of
simultaneous concurrent copy sessions, the DFSMSdss OPTIMIZE keyword, and
the number of paths available.
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SMF Information
The SDM writes an SMF type 42 subtype 4 record that contains session statistics.
Among other things, you can use the information in this record to determine the
following:
v Session initialization time
v Maximum size of host and cached storage subsystem sidefiles
v Number of intercepted writes.
The SMF type 42 subtype 4 record is described in detail in “Concurrent Copy
Information in SMF Type 42 Records” on page 229.

Scheduling Concurrent Copy Operations
Many factors influence when you can schedule concurrent copy operations. For
example, the structure of your overnight batch processing determines at what
stages in the processing you can use concurrent copy. Similarly, availability of tape
drives may restrict the intervals during which running a concurrent copy operation is
feasible.
If other considerations are not a factor, use concurrent copy at times of lowest
activity, especially lowest update activity. It may, however, be beneficial to use
concurrent copy to back up data even during periods of higher I/O activity. In some
cases, ensuring data availability may be more important than preserving levels of
application performance.
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Appendix A. Advanced Copy Services Diagnostic Aids
The following sections describe diagnostic aids for PPRC and for the system data
mover (SDM) functions XRC, snapshot, and concurrent copy. Each SDM diagnostic
operation indicates which components (XRC, CC, snapshot, or the SDM itself) are
applicable to that tool.

Restarting Data Mover Address Spaces (SDM, XRC, CC, Snapshot)
The XRC control address space, ANTAS000, and the concurrent copy address
space, ANTMAIN, are automatically started during system IPL. The data mover
automatically reinitializes either address space if the operator cancels it, or if either
address space ends abnormally.
There are conditions that prevent the system from starting these address spaces at
IPL time, or after an operator cancels the address spaces. For such cases, you can
restart either (or both) of the ANTAS000 and ANTMAIN address spaces by
submitting the following program:
//STARTANT JOB MSGLEVEL=(1,1),REGION=4096K
//STEP1
EXEC PGM=ANTSTRT

Diagnosing System Data Mover Functions with the MVS MODIFY
Command
Use the MVS MODIFY command options that are described in this section to
diagnose and repair XRC. OS/390 MVS System Messages, Vol 1 (ABA-ASA)
describes the system data mover messages (which begin with “ANT”) and error
codes. Diagnostic procedures outlined in this section generate messages that begin
with “ANTX89”.
If the messages are insufficient to diagnose your problem, issue the XQUERY TSO
command to determine the status of the copy operation and volume pairs. If you
need to report your problem to IBM for further diagnosis, please include the
following information with your report:
v Merged console log from all attached systems. The SYSLOG contains a record
of all XRC commands and messages, except for TSO commands.
v Merged SYS1.LOGREC data sets from all attached systems.
v For I/O related errors, a GTF trace of the failing command sequence on both the
primary and secondary volumes.
v For functional errors, generate an SVC dump of the SDM address spaces
ANTMAIN, ANTAS000, and ANTAS001.

MODIFY Command
The MODIFY command is abbreviated as “F”. The format of the MODIFY
command function is as follows:
F ANTAS00x,operation (optional_operands)

The following are descriptions for valid operations and operands.
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AUTO_READD Operation (XRC)
This operation requests that the data mover automatically returns a volume pair
back into the session if the error that the volume pair encountered is recoverable by
reading a track from a primary volume. Such errors include No Record Found and
Invalid Track Format errors, but do not include errors encountered during an
AUTO_READD operation. Issuing the following activates the function:
F ANTAS001,AUTO_READD ON

You can issue the command with the “OFF” option to disable the function.

DUMP Operation (XRC, CC, Snapshot)
This operation obtains a dump of the XRC data mover address space and the
associated trace data space. The SYS1.DUMP data set receives the output.
Examples of this operation follow:
v Dump the address space and trace data space for the XRC data mover function:
F ANTAS001,DUMP

v Dump the address space and trace data space for concurrent copy:
F ANTMAIN,DUMP

The DUMP operation does not affect the current state of the XRC data mover
function. Dumping the data mover does, however, delay record update processing,
and therefore increases the time until the dump operation is complete.

DVCDATA Operation (XRC, CC)
This operation reports the storage control sessions that exist for a device. You may
perform this operation regardless of whether XRC or concurrent copy is active on
the system. You may only issue the MODIFY command with the DVCDATA
operation from a system which has the ANTAS000 address space active. The
command returns the following information for each device:
v Type of storage control session
v Status of storage control session
v Storage control session number
v Host connection status
Specify the device address for the device for which you want session information.
The storage control Licensed Internal Code (LIC) must at least support concurrent
copy.
The operation output contains multiple fields that provide information about each
session for the specified device. An individual session report has a format of tsnnc,
where the following apply:
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t

C = concurrent copy session, X = XRC session.

s

A = active session, S = suspended session, Q = quiesced session, T =
timed-out session.

nn

The storage control session number.

c

The connection status of the storage control session, as known by the
system that issued the command. If c is blank, this host processor owns the
session. If c is “*”, another processor owns the session. If c is “?”, this host
processor owns the session, but may or may not have access to the
session.
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As an example, issue the following to list the existing sessions for the device F40:
F ANTAS000,DVCDATA F40

Typical responses from this command are:
v ANTX8965I F40 XA01 — This means that storage control session 1 is an active
XRC session.
v ANTX8965I F40 CA02 — This means that storage control session 2 is an active
concurrent copy session.
v ANTX8965I F40 - CA03 XQ04 — This means that there are two storage control
sessions: Session 3 is an active concurrent copy session, and Session 4 is a
quiesced XRC session.
v ANTX8966I F40 NO SYSTEM DATA MOVER STORAGE CONTROL SESSIONS
— This means that there are no sessions for the storage control that is
associated with device F40.
If errors occur, this command may also issue I/O error messages.

LISTDVCS Operation (XRC)
This operation lists all of the devices that are part of a specific storage control
session. A storage control session is comprised of all of the devices, on a particular
storage control, that contain volumes that belong to a unique XRC session. The first
device listed is the one that was used to initially set up the session.
The command syntax is as follows:
F ANTAS000,LISTDVCS dddd ss

The following definitions apply to the example above:

dddd

The address of a device that is attached to the primary storage control you
want to display. The storage control must have XRC-capable Licensed
Internal Code (LIC) that supports this function.

ss

The storage control session number (that is obtained by issuing a F
ANTAS000,LISTSESS xxxx command).

The operation output contains multiple fields that provide information about each
session for the specified device. An individual session report has a format of
cc(dddd)s, where the following apply:

cc

The channel connection address (CCA).

dddd

The device number. If the device is offline, the value is “....”.

s

An “s” indicates that the session is suspended. A blank indicates that the
session is not suspended. This field is reported for ESS storage
subsystems, only.

For example, to list the devices owned by storage control session 04 of the storage
control for device F40, issue:
F ANTAS000,LISTDVCS 0F40 04

Possible responses from the above command include:
v ANTX8927I 0F40 – XA04 – 25(0F40) 0F(....) — This means that session 04 is an
active storage control session that has two devices. Device 0F40 relates to
device channel connection address 25. The device that relates to device channel
connection address 0F is offline.
Appendix A. Advanced Copy Services Diagnostic Aids
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v ANTX8928I 0F40 NO DEVICES FOR STORAGE CONTROL SESSION 04 —
This means that storage control session 04 is not in the storage control.

LISTSESS Operation (XRC, CC)
This operation reports the storage control sessions that exist for a storage control.
You may perform this operation regardless of whether XRC or concurrent copy is
active on the system. You may only issue the MODIFY command with the
LISTSESS operation from a system which has the ANTAS000 address space
active. The command returns the following information for each session:
v Type of storage control session
v Status of storage control session
v Storage control session number
v Host connection status
Specify a device address for a device that is attached to the storage control for
which you want session information. The storage control LIC must at least support
concurrent copy.
The operation output contains multiple fields that provide information about each
session on the specified device’s storage control. An individual session report has a
format of tsnnc, where the following apply:

t

C = concurrent copy session, X = XRC session.

s

A = active session, S = suspended session, Q = quiesced session, T =
timed-out session.

nn

The storage control session number.

c

The connection status of the storage control session, as known by the
system that issued the command. If c is blank, this host processor owns the
session. If c is “*”, another processor owns the session. If c is “?”, this host
processor owns the session, but may or may not have access to the
session.

As an example, issue the following to list the existing sessions for the storage
control that is attached to device F40:
F ANTAS000,LISTSESS F40

Typical responses from this command are:
v ANTX8913I F40 XA01 — This means that storage control session 1 is an active
XRC session.
v ANTX8913I F40 CA02 — This means that storage control session 2 is an active
concurrent copy session.
v ANTX8913I F40 - CA03 XQ04 — This means that there are two storage control
sessions: Session 3 is an active concurrent copy session, and Session 4 is a
quiesced XRC session.
v ANTX8914I F40 NO SYSTEM DATA MOVER STORAGE CONTROL SESSIONS
— This means that there are no sessions for the storage control that is
associated with device F40.
If errors occur, this command may also issue I/O error messages.
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RESTART Operation (XRC)
This is a serviceability function that forces the XRC session to restart with minimal
affect to the storage control session. Use this operation when it appears that the
data mover has stalled or is not responding in the expected manner. The RESTART
command, which you can only direct to the ANTAS001 address space, performs the
following actions:
1. Generates an SVC dump of the ANTAS001 address space.
2. Saves the software bitmaps into the state data set for all volumes in the XRC
session that are attached to storage controls that support hardware bitmapping.
3. Suspends the XRC session and ends the ANTAS001 address space.
4. Restarts the XRC session. When the ANTAS001 address space has restarted,
the data mover begins to drain updated records from the cache for storage
controls that do not support hardware bitmaps.
After the XRC session has restarted, you can issue XADDPAIR commands to bring
all of the suspended volumes back into the session. Storage controls that support
hardware bitmapping resynchronize the volumes from the stored bitmap information.
The format of the RESTART command is as follows:
F ANTAS001,RESTART

RCVRSESS Operation (SDM, XRC, CC)
This operation recovers a quiesced session from a storage control. (Alternatively,
you can use the TERMSESS operation to perform this function.) The operation
does not require XRC or concurrent copy to be active on the system. You may
issue the MODIFY command with the RCVRSESS operation only from a system
that has the XRC software installed and that has an active ANTAS000 address
space. You must specify:
v A device address. (The LIC in the device’s storage control must at least support
concurrent copy.)
v The quiesced storage control session number of the device that you want to
recover.
Before you issue the MODIFY RCVRSESS command, you may wish to issue a
MODIFY LISTSESS command to determine the storage control session number of
the session that you want to recover. The RCVRSESS operation recovers a
quiesced CC or XRC session, only.
To recover quiesced storage control session 04 for the storage control attached to
device F40, for example, issue:
F ANTAS000,RCVRSESS F40 4

A typical response from this command is:
ANTX8916I F40 STORAGE CONTROL SESSION 04 RECOVERED

SCDATA Operation (XRC, CC)
This operation reports the status of a session on a primary storage control. You
may perform this operation regardless of whether XRC or concurrent copy is active
on the system. You can only issue the MODIFY SCDATA command from a system
which has the ANTAS000 address space active.
The command syntax is as follows:
F ANTAS000,SCDATA dddd ss
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The following definitions apply to the example above:

dddd

The address of a device that is attached to the primary storage control you
want to display. The storage control must have XRC-capable Licensed
Internal Code (LIC) that supports this function.

ss

The storage control session number (that is obtained by issuing a F
ANTAS000,LISTSESS xxxx command).

The command returns message ANTX8936I. For example, you might issue the
following command to list the current status of session 01 on the primary storage
control that is associated with device F40:
F ANTAS000,SCDATA 0F40 01

An example of the output is:
ANTX8936I 0F40 - SESSION=XA01 RESIDUAL=0005 NEXTDEV=0F40 MAXSIZE=2048
TIME(1997.234 12:24:32.273568) TIMEOUT(00.05.00)

SCTRAP Operation (XRC)
This operation is a serviceability function that applies only to XRC support. The
SCTRAP operation directs a storage control to dump its internal control queues
when requested to do so by the XRC function. This information is useful for
diagnosing storage control errors for storage controls that support this capability.
An example of the SCTRAP operation follows:
F ANTAS001,SCTRAP ON

Specifying the ON operand allows XRC to request that a storage control dump its
internal control queues when it encounters certain LIC-related errors. Specifying the
OFF operand tells XRC, for certain error types, not to request that a storage control
dump its internal control queues.
If you do not specify an operand, MVS displays the current status of the SCTRAP
operation.
Attention: Turning SCTRAP on does not cause the storage control to dump its
queues. Turning SCTRAP on only enables XRC to make the request if it encounters
one of the predefined error conditions. There can be an application performance
impact while the system dumps the storage control queues.

TERMDVC Operation (XRC)
This operation ends the relationship between a device and an active XRC session
for a storage control. You can only issue the operation from a system that has the
XRC function installed and has the ANTAS000 address space active. This operation
will not complete if the device is the last device that is associated with the XRC
session. You must issue the operation from the processor where the XRC storage
control session is active, or was last active. If you cannot issue the command from
that processor, use the TERMSESS operation to end the XRC session. You must
specify the following information with the TERMDVC operation:
v A device address. The LIC in the device’s storage control must at least support
XRC and the TERMDVC function. You can use LISTDVCS to show the devices
that are associated with the XRC session. The device address must be
associated with the XRC session.
v The session number that is associated with the volume whose relationship you
want to end.
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For example, to end the relationship between device F40 and storage control
session 4, issue:
F ANTAS000,TERMDVC F40 4

TERMSESS Operation (XRC, CC)
This operation ends an active, quiesced, or timed-out XRC or concurrent copy
session for a storage control. You may only issue the operation from a system that
has the XRC function installed, and has the ANTAS000 address space active.
TERMSESS provides four kinds of support:
1. To end a single session using the TERMSESS operation, specify:
v A device address. The LIC in the device’s storage control must at least
support concurrent copy. The device address must belong to the session that
you plan to end, and the device must be online to the processor that you are
issuing the TERMSESS operation from. For a session that is in either active
status or timed-out status, you must issue the operation from the processor
where the XRC session is active, or was last active. For a quiesced or
suspended session, issue the operation from any processor. You can use
LISTDVCS to show the devices that belong to the session.
v The storage control session number of the session you want to end.
For example, to end active storage control session number four, using device
F40, issue:
F ANTAS000,TERMSESS F40 4

2. To end all active or timed-out XRC sessions that were last active on the
processor from which the TERMSESS operation is issued, specify “XRC”. At
least one device that is associated with the XRC session must be online to the
processor from which you issue the TERMSESS operation. The TERMSESS
XRC operation issues a verify prompt ( REPLY Y|N ) for the operation. You will
also receive a verify prompt (REPLY Y|N ) for each eligible storage control
session unless you specify “N” with the operation.
For example, to end all active or timed-out XRC storage control sessions, and
not be prompted for each individual session, issue:
F ANTAS000,TERMSESS XRC N

3. To end all quiesced or suspended XRC sessions, regardless of which
processor the XRC session was last active on, specify “SUS”. At least one
device that is associated with the XRC session must be online to the processor
from which you issue the TERMSESS operation. The TERMSESS SUS
operation issues a verify prompt ( REPLY Y|N ) for the operation. You will also
receive a verify prompt (REPLY Y|N ) for each eligible storage control session,
unless you specify “N” with the operation.
For example, to end all quiesced or suspended XRC storage control sessions
with prompting for each individual session, issue:
F ANTAS000,TERMSESS SUS

4. To end all XRC or concurrent copy sessions that are in timed-out status,
specify “TIM”. At least one device that is associated with the XRC session must
be online to the processor from which the TERMSESS operation is issued. The
TERMSESS TIM operation issues a verify prompt (REPLY Y|N ) for the
operation. You will also receive a verify prompt ( REPLY Y|N ) for each eligible
storage control session, unless you specify “N” with the operation.
For example, to end all timed-out XRC and concurrent copy storage control
sessions, with prompting for each individual session, issue:
F ANTAS000,TERMSESS TIM
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XENDDUMP Operation (XRC)
This is a serviceability function that forces XRC to generate a dump whenever a
session-level XSUSPEND or XEND command is issued. XENDDUMP obtains
diagnostic information before the ANTAS001 address space ends. You might
typically issue the command to capture diagnostic information during problem
recreation. Issue the MODIFY command with the XENDDUMP operation only from
the ANTAS001 address space. If you issue it from the ANTAS000 address space,
XRC does not generate a dump.
Specifying the ON operand directs XRC to generate a dump whenever an XEND or
XSUSPEND(session) command completes. Specifying the OFF operand directs
XRC to not generate a dump. An example of this command follows:
F ANTAS001,XENDDUMP ON

If you do not specify an operand, MVS displays the current status of the
XENDDUMP operation.

XRCTRAP Operation (XRC)
This operation is a serviceability function that controls whether or not XRC
generates a dump as a result of a software error.
Specifying the ON operand directs the data mover to dump to the SYS1.DUMP
data set when it encounters a software error. Specifying the OFF operand
suppresses dumps on software-related errors. The default setting is ON.
If you do not specify an operand, MVS displays the current status of the XRCTRAP
operation.
An example of the XRCTRAP operation follows:
F ANTAS001,XRCTRAP ON

Peer-to-Peer Remote Copy Diagnostic Aids
Peer-to-peer remote copy (PPRC) is a hardware feature of cached storage controls.
TSO software operations enable you to control PPRC operations. ERP messages
indicate when PPRC has suspended a volume pair, as well as the time and the
reported hardware indicator for the suspension. OS/390 MVS System Messages,
Vol 1 (ABA-ASA) describes the PPRC TSO and ERP messages.
If the messages are insufficient to diagnose your problem, issue the CQUERY TSO
command to determine the status of the copy path and volume pair. If you need to
report your problem to IBM for further diagnosis, please include the following
information with your report:
v Merged console log from all attached systems. The SYSLOG contains a record
of all PPRC operations and messages.
v Merged SYS1.LOGREC data sets from all attached systems.
v For I/O related errors, a GTF trace of the failing operation sequence for pairs
involved with the error.
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Appendix B. Configuring the Data Mover and PPRC Options
on IBM 3990 and 9390 Storage Controls
This section describes how to configure the data mover and PPRC options on the
IBM 3990 Model 6 and 9390 Storage Controls installation and configuration panels.
Refer to IBM Enterprise Storage Server Web Users Interface Guide for information
about configuring the copy services options of the Enterprise Storage Server (ESS).
1. From the “START MENU”, select “F1: STORAGE CONTROL SERVICE
MENU”.
2. Next, select “F3: INSTALL/RECONFIGURE MENU”.
3. Next, select “F4: RECONFIGURE THIS CONTROL UNIT”.
4. Continue to press ENTER until screen 73S20 is displayed.
5. Select “F2: NO, A VPD CHANGE IS NEEDED”.
6. Screen 73S25 is displayed. Use the keyboard arrows to position the cursor to
the “Data Mover” line and enter a 1, as follows:
KEY A “1” TO SELECT EACH VPD FIELD GROUP TO BE CHANGED AND PRESS ENTER.
73S25
0:MODE/C.U.I.R./SSID 0:CHANNEL CONFIG.
0:CACHE/NVS/SCA SIZE
0:SIM OPTIONS
0:HARDWARE LEVELs 0:NVS BATTERY DATE 0:NUMBER OF DEVICES/control unit address
1:SERIAL NUMBER/DATA LINK/MODEM/ISOL. TRANS./DATA MOVER
EXIT:END

7. Press ENTER to view screen 73S26. Do not enter anything next to the options,
just press ENTER to exit the screen.
8.
9.
10.
11.

On screen 73S65, type a 1 next to “Data Mover”, and press ENTER.
Screen 73S67 is displayed. Read the information and press F2 to continue.
Screen 73S75 is displayed. Select F1 for concurrent.
Press ENTER until screen 65S71 is displayed, as follows:
KEY A “1” NEXT TO THE APPROPRIATE DATA MOVER OPTIONS.
0: NEVER TIMEOUT ON XRC
0: PPRC CRIT HEAVY
0: NEVER TIMEOUT ON CONCURRENT COPY 0: PPRC CONSISTENCY GROUPING
0: FLOATING UTILITY DEVICE
ENTER: CONTINUE

65S71

v NEVER TIMEOUT ON XRC — ON directs the data mover to ignore the
timeout value set for XRC. This is equivalent to setting an infinite timeout
value.
v NEVER TIMEOUT ON CONCURRENT COPY — ON directs the data mover
to ignore the timeout value for concurrent copy. This is equivalent to setting
an infinite timeout value.
v FLOATING UTILITY DEVICE — ON means that the floating utility device is
active. OFF means that the fixed utility device is active.
v PPRC CRIT HEAVY — ON means that the PPRC session stops at an error
if CRIT(YES) is specified.
v PPRC CONSISTENCY GROUPING — ON allows long-busy for the length of
the “PPRC Consistency Grouping Timer” when an error occurs.
12. Type a 1 or 0 next to the desired options and press ENTER. Screen 65S73 is
displayed, as follows:
KEY THE TIMEOUT VALUE FOR THE DATA MOVER AND PRESS ENTER TO CONTINUE.
(NOTE: THE VALUE 00000 WILL RESET THE TIMEOUT VALUE TO THE DEFAULT)

65S73

TIMEOUT VALUE(0 - 65535): xxxxx SECONDS

v DATA MOVER TIMER — This is the timeout value for XRC, specified in
seconds. Type in a new value or zeros, then press ENTER. Screen 65S74 is
displayed, as follows:
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KEY THE TIMEOUT VALUE FOR PPRC CONSISTENCY GROUPING AND PRESS ENTER.
(NOTE: THE VALUE 00000 WILL RESET THE TIMEOUT VALUE TO THE DEFAULT)

65S74

TIMEOUT VALUE(0 - 65535): xxxxx SECONDS

v PPRC CONSISTENCY GROUPING TIMER — Specifies the length of time,
in seconds, that the device remains in long-busy following an error.
Type in a new value or zeros, then press ENTER. Screen 65S60 is displayed.
13. On screen 65S60, press F2 to write the VPD changes to both storage and the
hard disk.
14. Continue to press ENTER as directed by the maintenance panel until the “soft
copy process” is complete. Press EXIT until you exit the maps.
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Appendix C. SMF Type 42 Records
The SMF type 42 records for extended remote copy (XRC) and concurrent copy
(CC) sessions are summarized below. MVS System Management Facilities contains
the complete layout of SMF type 42 records.

XRC Information in SMF Type 42 Records
The system data mover (SDM) writes a System Management Facilities (SMF)
record type 42 subtype 11 for extended remote copy session statistics whenever
the SMF timer interval ends. This SMF XRC information can be used by the
DFSMSdfp Optimizer to provide information for capacity planning and environmental
tuning.
Note: XRC cannot process SMF records for physical sessions that have ended
during the SMF interval. A session can be ended, for instance, due to a “lost”
physical session.
The following three fields are included in the SMF type 42 record when a subtype
11 record is written:
Offsets
Dec. Hex

Name

Length

Format

Description

36

24

SMF42XRO

4

binary

Offset to XRC statistics.

40

28

SMF42XRL

2

binary

Length of XRC statistics.

42

2A

SMF42XRN

2

binary

Number of XRC sessions.

Table 23 contains the SMF record type 42 information that applies to XRC. This
information is grouped within a subtype 11 record, which is only included when
there is an active XRC session. A volume must be in duplex state before SMF
information is accumulated for that volume.
Table 23. Record Layouts for Subtype 11
Offsets
Dec. Hex

Name

Length

Format

Description

The following relate to an XRC session:
0

0

S42XRID

8

EBCDIC

Logical session ID.

8

8

S42XRTYP

8

EBCDIC

Session type: XRC = disaster recovery session,
MIGRATE = migration session.

16

10

S42XRSSO

4

binary

Offset to first storage subsystem identifier (SSID)
data section.

20

14

S42XRSSN

2

binary

Number of SSIDs for the session.

22

16

S42XRSSL

2

binary

Length of SSID data section.

24

18

S42XRVLO

4

binary

Offset to first volume data section.

28

1C

S42XRVLN

2

binary

Number of volume data sections.

30

1E

S42XRVLL

2

binary

Length of volume data sections.

The following relate to XRC SSID data:
0

0

S42XRSNX

4

binary

Offset to next SSID data section (0 if last SSID).

4

4

S42XRSID

2

binary

SSID.
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Table 23. Record Layouts for Subtype 11 (continued)
Offsets
Dec. Hex
6

6

7

7

8

8

Name

Length

Format

S42XRIDP

1

binary

1

Description
Storage control session ID.
Reserved.

S42XRVSH

4

binary

Number of primary volumes associated with this
SSID that are still included in the XRC session at
the end of the SMF interval. This includes both
volume pairs and utility volumes.

12

C

S42XRTPR

4

binary

Total number of primary data mover record
updates read.

16

10

S42XRNWD

4

binary

Number of primary data mover reads with data.

20

14

S42XRNND

4

binary

Number of primary data mover reads with no
data.

24

18

S42XRNLR

4

binary

Number of primary data mover record updates
left to be read at the point in the SMF when
information is collected.

28

1C

S42XRNFW

4

binary

Number of format writes.

32

20

S42XRNUW

4

binary

Number of update writes.

36

24

S42XRARS

4

binary

Average record update size of data processed, in
bytes.

40

28

4

Reserved.

The following relate to XRC volumes:
0

0

S42XRVLX

4

binary

Offset to next volume data section (0 if last
volume).

4

4

S42XRVLV

6

EBCDIC

Volume serial number.

10

A

S42XRVAV

6

EBCDIC

Other volume serial number in pair.

16

10

S42XRVPS

1

EBCDIC

“P” if primary volume, “S” if secondary volume,
“U” if utility volume.

17

11

18

12

S42XRVSS

2

binary

SSID associated with volume.

20

14

S42XRVPR

4

binary

Primary = total number of primary data mover
record updates read. Secondary = total number
of data mover records written.

24

18

S42XRVWD

4

binary

Primary = number of data mover reads with data.
Secondary = 0.

28

1C

S42XRVND

4

binary

Primary = number of data mover reads with no
data. Secondary = 0.

32

20

S42XRVFW

4

binary

Number of format writes.

36

24

S42XRVUW

4

binary

Number of update writes.

40

28

S42XRVRS

4

binary

Primary = average record size read, in bytes.
Secondary = average record size written, in
bytes.

44

2C

S42XRVRW

4

binary

Primary = number of read tracks. Secondary =
number of write tracks.

48

30
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4

Reserved.

Reserved.

Concurrent Copy Information in SMF Type 42 Records
The system data mover (SDM) writes a system management facility (SMF) type 42
subtype 4 record containing session statistics for each concurrent copy session
when the session ends. Concurrent copy records contain the identifier CC.
The subtype 4 header section begins at offset 36 in the SMF record and contains
the following fields. (The fields contain zeros if the SMF record was written for an
extended sequential data set.)
Offsets
Dec. Hex

Name

Length

Format

Description

36

24

SMF42CCO

4

binary

Offset to CC statistics.

40

28

SMF42CCL

2

binary

Length of CC statistics.

42

2A

SMF42CCN

2

binary

Number of CC session.

Concurrent Copy SMF Type 42 Subtype 4 Records
The concurrent copy header section starting at the offset contained in SMF42CCO
provides information about the concurrent copy session:
Table 24. Record Layouts for Subtype 4
Offsets
Dec. Hex

Name

Length

Format

Description

The following relate to a concurrent copy (CC) session:
0

0

S42CCID

4

binary

4

4

S42CCRQS

2

EBCDIC

Session type: CC indicates concurrent copy.

6

6

S42CCTS

1

EBCDIC

Termination status of the session (N = normal
termination, A = abnormal termination).

7

7

8

8

S42CCJNM

8

EBCDIC

Jobname that requested the CC session.

16

10

42CCJNO

8

EBCDIC

JES number of the job that requested the CC
session.

24

18

S42CCSST

8

binary

The time (TOD timestamp) that the CC session
started.

S42CCEIT

8

binary

The TOD that initialization completed for the CC
session.

32

1

20

Logical session ID.

Reserved.

40

28

S42CCSET

8

binary

The TOD that the concurrent copy session
ended.

48

30

S42CCSSO

4

binary

Offset to header information for the first
subsystem in the CC session.

52

34

S42CCSSN

2

binary

Number of subsystems involved in the CC
session.

54

36

S42CCSSL

2

binary

Length of the SSID header.

56

38

8

Reserved.

The following relate to the storage subsystem:
0

0

S42CSNXT

4

binary

Offset to the next SSID header (0 if last SSID).

4

4

S42CSID

2

binary

SSID.

6

6

S42CSIDP

1

binary

Storage control session ID.
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Table 24. Record Layouts for Subtype 4 (continued)
Offsets
Dec. Hex
7

7

8

8

Name

Length

Format

1

Description
Reserved.

S42CSMSF

4

binary

Maximum track threshold that was held in the
storage control sidefile for the CC session.

12

C

S42CSVLO

4

binary

Offset to first volume in the CC session for this
SSID.

16

10

S42CSVLN

2

binary

Number of volumes in the CC session associated
with this SSID.

18

12

S42CSVLL

2

binary

Length of the volume section.

20

14

4

Reserved.

The following relate to volumes associated with the SSID in the previous section:
0

0

S42CVLNX

4

binary

4

4

S42CVLSR

6

EBCDIC

Volume serial number for the volume.

10

A

12

C

S42CVLDV

1

binary

Device type (UCBTBYT4) for the volume.

13

D

S42CVLUA

3

EBCDIC

Unit address (UCBNAME) for the volume.

16

10

S42CVLTK

4

binary

Number of tracks DFSMSdss requested to be
processed on the volume.

20

14

S42CVLRD

4

binary

Number of tracks read directly from the volume.

24

18

S42CVLRS

4

binary

Number of tracks changed since the logical
complete message was issued but before
DFSMSdss read the tracks (tracks buffered in a
sidefile).

28

1C

S42CVLEP

4

binary

Number of I/Os used to read data from the
volume for the session.

32

20
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4

Reserved.

Reserved.
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IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may be
used instead. However, it is the user’s responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.
IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you any
license to these patents. You can send license inquiries, in writing, to:
IBM Director of Licensing
IBM Corporation
North Castle Drive
Armonk, NY 10504-1785
U.S.A

The following paragraph does not apply to the United Kingdom or any other country
where such provisions are inconsistent with local law: INTERNATIONAL BUSINESS
MACHINES CORPORATION PROVIDES THIS PUBLICATION “AS IS” WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states
do not allow disclaimer of express or implied warranties in certain transactions,
therefore, this statement may not apply to you.
This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements and/or
changes in the product(s) and/or the program(s) described in this publication at any
time without notice.
Any references in this information to non-IBM Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those
Web sites. The materials at those Web sites are not part of the materials for this
IBM product and use of those Web sites is at your own risk.
IBM may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.
Licensees of this program who wish to have information about it for the purpose of
enabling: (i) the exchange of information between independently created programs
and other programs (including this one) and (ii) the mutual use of the information
which has been exchanged, should contact:
IBM Corporation
Information Enabling Requests
Dept. DZWA
5600 Cottle Road
San Jose, CA 95193
U.S.A.

© Copyright IBM Corp. 2000

231

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.
The licensed program described in this document and all licensed material available
for it are provided by IBM under terms of the IBM Customer Agreement, IBM
International Program License Agreement or any equivalent agreement between us.
Any performance data contained herein was determined in a controlled
environment. Therefore, the results obtained in other operating environments may
vary significantly. Some measurements may have been made on development-level
systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurement may have been
estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.
This information contains examples of data and reports used in daily business
operations. To illustrate them as completely as possible, the examples include the
names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.
If you are viewing this information softcopy, the photographs and color illustrations
may not appear.

Trademarks
The following terms are trademarks of International Business Machines Corporation
in the United States, other countries, or both:
DB2®
DFSMS™
DFSMSdfp™
DFSMSdss™
DFSMShsm™
DFSMS/MVS™
ES/3090™
ES/9000™
ESA/370™
ESA/390™
ESCON®
Hardware Configuration Definition™
IBM®

232

Advanced Copy Services

IMS®
MVS™
MVS/DFP™
MVS/ESA™
MVS/SP™
NetView™
OS/390®
RACF®
RAMAC®
Resource Measurement Facility™
RMF™
SecureWay®
SP™
VM/ESA®

Glossary
This glossary defines technical terms and
abbreviations used in this document. If you do not
find the term you are looking for, refer to the index
of this document, or view IBM Dictionary of
Computing, located at:
http://www.ibm.com/networking/nsg/nsgmain.htm.

CLIST. TSO command list.

A

consistency group time. The time, expressed as a
primary application system time-of-day (TOD) value, to
which XRC secondary volumes have been updated.
This term was previously referred to as “consistency
time”.

application system. A system made up of one or
more host systems that perform the main set of
functions for an establishment. This is the system that
updates the primary Disk volumes that are being copied
by a copy services function.
AOM . Asynchronous operations manager.
APAR. Authorized program analysis report.
asynchronous operation. A type of operation in
which the remote copy XRC function copies updates to
the secondary volume of an XRC pair at some time
after the primary volume is updated. Contrast with
synchronous operation.
ATTIME. A keyword for requesting deletion or
suspension at a specific target time.

B
backup. The process of creating a copy of data to
ensure against accidental loss.

C
cache. A random access electronic storage in selected
storage controls used to retain frequently used data for
faster access by the channel.
CCA. Channel connection address.
CCW. Channel command word.

cluster. See storage cluster.
concurrent copy. A copy services function that
produces a backup copy and allows concurrent access
to data during the copy.

control unit address (CUA). The high order bits of
the storage control address, used to identify the storage
control to the host system.
Note: The control unit address bits are set to zeros for
ESCON attachments.
CUA. Control unit address.

D
DASD. Direct access storage device.
DASD ERP. DASD error recovery procedures.
DASD fast write. A form of fast write to cache where
the data is written concurrently to cache and nonvolatile
storage and automatically scheduled for destaging to
the DASD. Both copies are retained in the storage
control until the data is completely written to the DASD,
providing data integrity equivalent to writing directly to
the DASD. DASD fast write is available with cached
IBM storage controls.
DASD subsystem. A DASD storage control and its
attached direct access storage devices.
data in transit. The update data on application system
DASD volumes that is being sent to the recovery
system for writing to DASD volumes on the recovery
system.

CEC. Central electronics complex.
data mover. See system data mover.
channel. (1) A path along which signals can be sent;
for example, data channel and output channel. (2) A
functional unit, controlled by the processor, that handles
the transfer of data between processor storage and
local peripheral equipment.
channel connection address (CCA). The input/output
(I/O) address that uniquely identifies an I/O device to
the channel during an I/O operation.
channel interface. The circuitry in a storage control
that attaches storage paths to a host channel.
© Copyright IBM Corp. 2000

dependent write. An application I/O that depends
upon a previous application I/O having completed.
destage. The asynchronous write of new or updated
data from cache or nonvolatile storage to DASD. The
fast write, dual copy, and remote copy functions destage
data. See also write hit.
device address. Three or four hexadecimal digits that
uniquely define a physical I/O device on a channel path
in System/370 mode. The one or two leftmost digits are
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the address of the channel to which the device is
attached. The two rightmost digits represent the unit
address.
device ID. An 8-bit identifier that uniquely identifies a
physical I/O device.
device number. Four hexadecimal digits that logically
identify an I/O device in a System/370 Extended
Architecture or Enterprise Systems Architecture/370
system.
Device Support Facilities program (ICKDSF). A
program used to initialize DASD at installation and
perform media maintenance.

overflow. The storage control reports the appropriate
condition as unit check status to the host during a
channel initiated selection. Sense byte 2, bit 3
(environmental data present) is set to 1.
Environmental Record Editing and Printing (EREP)
program. The program that formats and prepares
reports from the data contained in the error recording
data set (ERDS).
EREP. Environmental Record Editing and Printing
Program.
ERP. Error recovery procedure.
ESCD. ESCON Director.

DFDSS. Data Facility Data Set Services.
ESCM. ESCON Manager.
DFSMSdss. A functional component of DFSMS/MVS
used to copy, dump, move, and restore data sets and
volumes.
director. See storage director and ESCON Director.
disaster recovery. Recovery after a disaster, such as
a fire, that destroys or otherwise disables a system.
Disaster recovery techniques typically involve restoring
data to a second (recovery) system, then using the
recovery system in place of the destroyed or disabled
application system. See also recovery, backup, and
recovery system.
DRAIN. A keyword for requesting deletion or
suspension when all existing record updates from the
storage control cache have been cleared.
dump. A capture of valuable storage information at the
time of an error.
dual copy. A high availability function made possible
by the nonvolatile storage in cached IBM storage
controls. Dual copy maintains two functionally identical
copies of designated DASD volumes in the logical
storage subsystem, and automatically updates both
copies every time a write operation is issued to the dual
copy logical volume.
duplex pair. A volume comprised of two physical
devices within the same or different storage subsystems
that are defined as a pair by a dual copy, PPRC, or
XRC operation, and are in neither suspended nor
pending state. The operation records the same data
onto each volume.

E
ECSA. Extended common service area.
environmental data. Data that the storage control
must report to the host; the data can be service
information message (SIM) sense data, logging mode
sense data, an error condition that prevents completion
of an asynchronous operation, or a statistical counter

234

Advanced Copy Services

ESCON. Enterprise System Connection.
ESCON Director (ESCD). A device that provides
connectivity capability and control for attaching any two
ESCON links to each other.
ESS. Enterprise Storage Server.
extended remote copy (XRC). A hardware- and
software-based remote copy service option that
provides an asynchronous volume copy across storage
subsystems for disaster recovery, device migration, and
workload migration.
ESCON Manager (ESCM). A licensed program that
provides host control and intersystem communication
capability for ESCON Director connectivity operations.

F
fiber optic cable. A fiber, or bundle of fibers, in a
structure built to meet optic, mechanical, and
environmental specifications.
fixed utility volume. A simplex volume assigned by
the storage administrator to a logical storage subsystem
to serve as working storage for XRC functions on that
storage subsystem.
FlashCopy. A point-in-time copy services function that
can quickly copy data from a source location to a target
location.
floating utility volume. Any volume of a pool of
simplex volumes assigned by the storage administrator
to a logical storage subsystem to serve as dynamic
storage for XRC functions on that storage subsystem.

G
GB. Gigabyte.
gigabyte. 1 073 741 824 bytes.

GTF. Generalized trace facility.

M

I

MB. Megabyte.

ICKDSF. See Device Support Facilities program.

megabyte (MB). 1 048 576 bytes.

identifier (ID). A sequence of bits or characters that
identifies a program, device, storage control, or system.

Multiple Virtual Storage (MVS). One of a family of
IBM operating systems for the System/370 or
System/390 processor, such as MVS/ESA.

IML. Initial microcode load.
initial microcode load (IML). The act of loading
microcode.
I/O device. An addressable input/output unit, such as
a direct access storage device, magnetic tape device, or
printer.
IPL. Initial program load.

J

MVS. Multiple Virtual Storage.

N
nonvolatile storage (NVS). Random access electronic
storage with a backup battery power source, used to
retain data during a power failure. Nonvolatile storage,
accessible from all cached IBM storage clusters, stores
data during DASD fast write, dual copy, and remote
copy operations.
NVS. Nonvolatile storage.

JCL. Job control language.
Job control language (JCL). A problem-oriented
language used to identify the job or describe its
requirements to an operating system.
journal. A checkpoint data set that contains work to be
done. For XRC, the work to be done consists of all
changed records from the primary volumes. Changed
records are collected and formed into a “consistency
group”, and then the group of updates is applied to the
secondary volumes.

K
KB. Kilobyte.
keyword. A symptom that describes one aspect of a
program failure.

O
operating system. Software that controls the
execution of programs. An operating system may
provide services such as resource allocation,
scheduling, input/output control, and data management.
orphan data. Data that occurs between the last, safe
backup for a recovery system and the time when the
application system experiences a disaster. This data is
lost when either the application system becomes
available for use or when the recovery system is used
in place of the application system.

P

kilobyte (KB). 1 024 bytes.

partitioned data set extended (PDSE). A
system-managed, page-formatted data set on direct
access storage.

km. Kilometer.

P/DAS. PPRC dynamic address switching.

L

PDSE. Partitioned data set extended.

LIC. Licensed Internal Code.
logical storage subsystem. A collection of addresses
that are associated with the same logical subsystem.
LPAR. Logically partitioned mode.
LSS. Logical storage subsystem.

peer-to-peer remote copy (PPRC). A hardware-based
remote copy option that provides a synchronous volume
copy across storage subsystems for disaster recovery,
device migration, and workload migration.
pending. The initial state of a defined volume pair,
before it becomes a duplex pair. During this state, the
contents of the primary volume are copied to the
secondary volume.
pinned data. Data that is held in a cached storage
control, because of a permanent error condition, until it
can be destaged to DASD or until it is explicitly
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discarded by a host command. Pinned data exists only
when using fast write, dual copy, or remote copy
functions.
port. (1) An access point for data entry or exit. (2) A
receptacle on a device to which a cable for another
device is attached.
PPRC. Peer-to-peer remote copy.
PPRC dynamic address switching (P/DAS). A
software function that provides the ability to dynamically
redirect all application I/O from one PPRC volume to
another PPRC volume.
primary device. One device of a dual copy or remote
copy volume pair. All channel commands to the copy
logical volume are directed to the primary device. The
data on the primary device is duplicated on the
secondary device. See also secondary device.
PTF. Program temporary fix.

S
SAID. System adapter identification.
SAM. Sequential access method.
secondary device. One of the devices in a dual copy
or remote copy logical volume pair that contains a
duplicate of the data on the primary device. Unlike the
primary device, the secondary device may only accept a
limited subset of channel commands.
service information message (SIM). A message,
generated by a storage subsystem, that is the result of
error event collection and analysis. A SIM indicates that
some service action is required.
sidefile. A storage area used to maintain copies of
tracks within a concurrent copy domain. A concurrent
copy operation maintains a sidefile in storage control
cache and another in processor storage.
SIM. Service information message.

R
RACF. Resource access control facility.
read hit. When data requested by the read operation
is in the cache.
read miss. When data requested by the read
operation is not in the cache.

simplex state. A volume is in the simplex state if it is
not part of a dual copy or a remote copy volume pair.
Ending a volume pair returns the two devices to the
simplex state. In this case, there is no longer any
capability for either automatic updates of the secondary
device or for logging changes, as would be the case in
a suspended state.
SMF. System Management Facilities.

recover. To rebuild data after it has been damaged or
destroyed.
recovery. The process of rebuilding data after it has
been damaged or destroyed. In the case of remote
copy, this involves applying data from secondary volume
copies.
recovery system. A system that is used in place of a
primary application system that is no longer available for
use. Data from the application system must be available
for use on the recovery system. This is usually
accomplished through backup and recovery techniques,
or through various DASD copying techniques, such as
remote copy.
remote copy. A storage-based disaster recovery and
workload migration function that can copy data in real
time to a remote location. Two options of remote copy
are available. See peer-to-peer remote copy and
extended remote copy.
restore. Synonym for recover.
resynchronization. A track image copy from the
primary volume to the secondary volume of only the
tracks which have changed since the volume was last in
duplex mode.
RVA. RAMAC Virtual Array Storage Subsystem.
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SMS. Storage Management Subsystem.
SRM. System resources manager.
Snapshot copy. A point-in-time copy services function
that can quickly copy data from a source location to a
target location.
SSID. Subsystem identifier.
stage. The process of writing data from a DASD to the
cache.
storage cluster. A power and service region that runs
channel commands and controls the storage devices.
Each storage cluster contains both channel and device
interfaces. Storage clusters also perform the DASD
control functions.
storage control. The component in a storage
subsystem that handles interaction between processor
channel and storage devices, runs channel commands,
and controls storage devices.
STORAGE_CONTROL_DEFAULT. A specification
used by several XRC commands and messages to refer
to the timeout value specified in the maintenance panel
of the associated storage control.

storage director. In an IBM storage control, a logical
entity consisting of one or more physical storage paths
in the same storage cluster. See also storage path.

Time Sharing Option (TSO). A System/370 operating
system option that provides interactive time sharing
from remote terminals.

Storage Management Subsystem (SMS). A
component of MVS/DFP that is used to automate and
centralize the management of storage by providing the
storage administrator with control over data class,
storage class, management class, storage group,
aggregate group and automatic class selection routine
definitions.

timeout. The time in seconds that the storage control
remains in a “long busy” condition before physical
sessions are ended.

storage path. The hardware within the IBM storage
control that transfers data between the DASD and a
channel. See also storage director.
storage subsystem. A storage control and its
attached storage devices.
string. A series of connected DASD units sharing the
same A-unit (or head of string).
subsystem. See DASD subsystem or storage
subsystem.
subsystem identifier (SSID). A user-assigned number
that identifies a DASD subsystem. This number is set
by the service representative at the time of installation
and is included in the vital product data.
suspended state. When only one of the devices in a
dual copy or remote copy volume pair is being updated
because of either a permanent error condition or an
authorized user command. All writes to the remaining
functional device are logged. This allows for automatic
resynchronization of both volumes when the volume pair
is reset to the active duplex state.
synchronization. An initial volume copy. This is a
track image copy of each primary track on the volume
to the secondary volume.
synchronous operation. A type of operation in which
the remote copy PPRC function copies updates to the
secondary volume of a PPRC pair at the same time that
the primary volume is updated. Contrast with
asynchronous operation.

timestamp. The affixed value of the system
time-of-day clock at a common point of reference for all
write I/O operations directed to active XRC primary
volumes. The UTC format is yyyy.ddd hh:mm:ss.thmiju.
TSO. Time Sharing Option.

U
Universal Time, Coordinated. Replaces Greenwich
Mean Time (GMT) as a global time reference. The
format is yyyy.ddd hh:mm:ss.thmiju.
utility volume. A volume that is available to be used
by the extended remote copy function to perform data
mover I/O for a primary site storage control’s
XRC-related data.
UTC. Universal Time, Coordinated.

V
vital product data (VPD). Nonvolatile data that is
stored in various locations in the DASD subsystem. It
includes configuration data, machine serial number, and
machine features.
volume. The DASD space identified by a common
serial number and accessed by any of a set of related
addresses. See also device.
VPD. Vital product data.
VSAM. Virtual storage access method.
VTOC. Volume table of contents.

W

system data mover. A system that interacts with
storage controls that have attached XRC primary
volumes. The system data mover copies updates made
to the XRC primary volumes to a set of XRC-managed
secondary volumes.

workload migration. The process of moving an
application’s data from one set of DASD to another for
the purpose of balancing performance needs, moving to
new hardware, or temporarily relocating data.

system-managed data set. A data set that has been
assigned a storage class.

write hit. A write operation where the data requested
is in the cache.

T

write miss. A write operation where the data
requested is not in the cache.

TOD. Time of day.

write update. A write operation that updates a direct
access volume.
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X
XDF. Extended distance feature (of ESCON).
XRC. Extended remote copy.
XRC planned-outage-capable. A storage subsystem
with an LIC level that supports a software bitmap but
not a hardware bitmap.
XRC unplanned-outage-capable. A storage
subsystem with an LIC level that supports a hardware
bitmap.
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A
address space, XRC
cancelling 29
requirements 21
starting 217
system data mover 29
alternate track restrictions 20, 118
ANTAS000 address space 29, 217
ANTAS001 address space 29
ANTMAIN address space 217
ANTMAIN data sets 201
ANTRQST application programming interface 15
application system, XRC 28
applying maintenance (XRC) 91
ATTIME parameter (XRC) 84
AUTO_READD option of MVS MODIFY command
avoiding potential deadlock conditions 82

B
balancing storage control configurations
benefits, remote copy 5

127

C
catalog
copying 38, 124
entry consistencies 167
CDELPAIR
deleting volume pairs 162
description 132
example 132
syntax 132
CDELPATH
deleting paths 163
description 133
example 133
syntax 133
central storage, CC requirements 211
CESTPAIR
adding a volume pair 152
description 134, 152
example 136, 161
syntax 134
CESTPATH
description 136
establishing paths 149
example 138, 150, 161
syntax 137
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description 139
examples 139
syntax 139
changing session recovery level (XRC) 94
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changing the volume recovery level (XRC) 94
changing TIMEOUT for suspended sessions (XRC) 98
channel connection addresses, changing (XRC) 97
channel extenders
description 13
with PPRC 125
with XRC 39
channel usage (concurrent copy) 212
CLIST
adding a path, volume pair, and querying
PPRC 161
deleting a PPRC volume pair 162
deleting an XRC volume pair 83
commands
in automated procedures 45, 130
PPRC commands
CDELPAIR - deleting pairs 132
CDELPATH - deleting paths 133
CESTPAIR - establishing pairs 134
CESTPATH - establishing paths 136
CGROUP - controlling volume groups 139
CQUERY - querying status 140
CRECOVER - recovering data on recovery
system 141
CSUSPEND - suspending pairs 143
overview 131
priority 47
XRC commands
overview 47
XADDPAIR - adding pairs 48, 76
XDELPAIR - deleting pairs 52, 83
XEND - ending a session 55, 90
XQUERY - querying a session 57, 86
XRECOVER - recovering data on recovery
system 62
XSET - modifying session parameters 64
XSTART - starting a session 68, 75
XSUSPEND - suspending volumes or
sessions 70
common time reference (XRC) 19
comparing XRC and PPRC 9
concurrent copy
cache usage 211, 212
channel path usage 212
copying data 210
expanded storage 211
hardware requirements 211
logical completion 209
multisystem considerations 211
NVS usage 211
processor storage 211
processor support 211
resource requirements 211
scheduling operations 213
session initialization 209
sharing subsystems 211
sidefiles 211
SMF information 229
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software requirements 210
subsystem activity considerations 213
configuring
PPRC 124
storage controls 126
storage subsystem resources 126
XRC 38
connection
ESCON ports 23, 120, 125
establishing subsystem channels 22, 120
XRC Data Mover, establishing 23
considering the PPRC solution 12
control data sets
copying 38, 124
defining 32
specifying 36
controlling PPRC volume groups 139
copying
adding a volume with the default copy option 76
catalog, control data sets 38, 124
concurrent data copy restrictions 16
multivolume data sets 40, 124
operations, combining storage control 16
operations, XRC 75
CQUERY
description 140, 153, 158
example 141, 161
formatted output 154, 159
options 153, 161
path status codes 160, 161
unformatted output 155, 158
querying paths 158
querying volumes 153
syntax 140
CRECOVER
description 141
example 142
syntax 141
system IPL 147
volume failure states and recovery actions 166
CSUSPEND
description 143
example 145
suspending volume pair operations 161
syntax 144

D
DASD channel extenders
description 13
with PPRC 125
with XRC 39
Data Mover
DVCDATA operation 218
establishing XRC connections 23
estimating XRC system resources 23
functions 28
interacting with the storage control 28
LISTDVCS operation 219
LISTSESS operation 220
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Data Mover (continued)
RCVRSESS operation 221
requirements 19
RESTART operation 221
session descriptions
active session 29
inactive session 29
recovery session 29
suspended session 29
setting VPD switch options 225
starting the address spaces 217
system configuration 39
TERMDVC operation 222
TERMSESS operation 223
data recovery
on the PPRC recovery system 165
on the XRC recovery system 103, 107
optimizing performance 127
recovery site, resuming operations 166
DDR swap, compare to P/DAS 181
deadlock, avoiding 82
Define Extent access mode restrictions 20, 118
device
migration copy options 6, 19
supporting PPRC 117
supporting XRC 20
DEVSERV
for PPRC 148
for XRC 101
DFSMSdss
initializing concurrent copy 209
DFSMShsm and remote copy 13
diagnostics
for PPRC 224
for XRC 217
disaster preparation (XRC) 91
disaster recovery
determining resources 21, 119
ESCON connections 23, 120
examining from a system viewpoint 165
journal data sets
allocating 23, 35
defining 32
maximizing access 35, 44
specifying 34
primary volume’s use of the storage subsystem 21,
119
recovery site capacity 22, 119
recovery system
performance 41
resource needs 22, 120
rolling disaster 165
storage subsystem, use of 21, 119
storage subsystem channel connections 22, 120
using remote copy 3
XRC data mover connections 23
XRC system resources 23
DRAIN parameter (XRC) 84
dual copy function 6, 16, 147, 181
DUMP option of MVS MODIFY command 218
DVCDATA option of MVS MODIFY command 218

E
Enterprise Storage Server (ESS)
with FlashCopy 197
with PPRC 128
with XRC 42
error conditions, P/DAS 193
error recovery procedures (PPRC) 174
error recovery procedures (XRC) 112
ESCON
director restrictions 23, 120
establishing remote copy connections 23, 120
making changes for PPRC 147
multiple paths 152
subsystem path restrictions 118
establishing PPRC paths 149
examples
applying maintenance 91
CDELPAIR 132
CDELPATH 133
CESTPAIR 136
CESTPATH 138
CGROUP 139
changing session recovery level 94
changing the volume recovery level 94
changing TIMEOUT for suspended sessions 98
changing volume channel connection addresses 97
CLIST
adding a path, volume pair, and querying
PPRC 161
deleting a PPRC volume pair 162
deleting an XRC volume pair 83
CQUERY 141, 154, 158, 159
CRECOVER 142
CSUSPEND 145
deleting a PPRC path 163
migrating data 92
multiple paths 152
P/DAS operations 194
preparing for disaster 91
RACF 25, 122
REXX 84
storage subsystem 149
suspending and resynchronizing a session 96
suspending and resynchronizing a volume pair 95
switching system modes 93
utility volumes 75
volume failure states and recovery actions 166
XADDPAIR 51, 79
XDELPAIR 55
XEND 57
XQUERY 62
XRECOVER 63
XSET 67
XSTART 70
XSUSPEND 74
expanded storage, CC requirements 211
extended remote copy
accessing secondary volumes 89
active volume, description of 30
adding a utility volume 40, 83
adding a volume pair 48, 76, 82

extended remote copy (continued)
applying maintenance 91
ATTIME parameter, description 84
balancing storage control configurations 43
changing session recovery level 94
changing the volume recovery level 94
changing TIMEOUT for suspended sessions 98
changing volume channel connection addresses 97
command access, controlling 24
components
application system 28
secondary volumes 30
system data mover 28, 39
configuring 21, 38
connecting to the data mover 23
dedicating secondary volumes 30
defining journal, control, and state data sets 32, 34
definition 3
description of volumes 30
diagnostic aids 217
DRAIN parameter, description 84
duplex volume pair, description of 30
ending a session 55, 90
error conditions, recovering from 111
error recovery procedures (XRC)
address space failure 112
comparing the parameters 113
environmental errors 112
processor failure 112
specifying the ERRORLEVEL parameter 49, 68,
111
XRC data set failure 112
implementing a configuration 21
in automated procedures 45, 130
installing 27
introduction 9
migrating data 92
migrating data with XRC 109
modifying session parameters 64
overview 10
pending volume pair, description of 30
performance 41
distributing workloads 44
limiting multiple sessions 20
maximizing journal data set access 35, 44
planning for bandwidth capacity 21
preparing for disaster 91
priority 47
querying sessions 57, 86
reading from active secondary volumes 89
recovering data on the recovery system 62
recovering from a disaster 3, 103
recovery report 108
requirements
general failure recovery 112
hardware 19
host failure recovery 112
software 19, 31
storage subsystem failure recovery 112
resource access, controlling 44
restarting a session 75
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extended remote copy (continued)
restrictions 16, 20
seqcheck volume pair, description of 30
session, description of 29
set report 88
setting up the XRC environment 27
starting a session 68, 75
storage control report 88
summary report 87
supported devices 20
suspended session, impact on storage control
cache 81
suspended volume, description of 30
suspending and resynchronizing a session 96
suspending and resynchronizing a volume pair 95
suspending volumes or sessions 70, 80
switching system modes 93
system data mover
active session mode 29
address space 29, 217
inactive session mode 29
recovery session mode 29
suspended session mode 29
system resources 23, 32
target volume, description of 30
utility volume
description of 30
specifying 40
volume group, description of 77
volume pair, description of 30
volume pairs
adding 76, 82
copying multivolume data sets 40
deleting 52, 83
description of 30
ICKDSF repair 45
identifying 40
volume report 87
volume synchronization process
consistency group time 103
timestamped writes 106
with DFSMShsm 13
XRC commands
overview 47
XADDPAIR - adding pairs 48, 76
XDELPAIR - deleting pairs 52, 83
XEND - ending a session 55, 90
XQUERY - querying a session 57, 86
XRECOVER - recovering data on recovery
system 62
XSET - modifying session parameters 64
XSTART - starting a session 68, 75
XSUSPEND - suspending volumes or
sessions 70

F
FACILITY class profile names 24, 121
function, software requirements
for PPRC
optional error recovery procedure 117
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function, software requirements (continued)
for PPRC (continued)
requirements 117
restrictions 118
TSO command 117
for XRC
data mover 19
host application 19
requirements 19
restrictions 20

G
glossary 233
group_name parameter (XRC)
grouping volumes (XRC) 77

50, 69

H
hardware
P/DAS requirements 182
PPRC
devices 117
requirements 117
restrictions 118
XRC
devices 20
requirements 19
restrictions 20
host application requirements (XRC) 19
host error recovery procedures 173
implementing error recovery 174
preparing for error recovery 173
recovering from error conditions 111

I
IBM Storage Control
combining copy operations 16
configuring storage controls
balancing 43
dual copy function 8
establishing ESCON connections 23, 120, 125
interaction with the system data mover 28
NVS and Cache
status using DEVSERV and IDCAMS 148
recovery site 126
remote power sequence control cables 126
storage control session descriptions 31
VPD settings
for data mover and PPRC options 225
for SIM alerts 126
ICKDSF
limiting activity to PPRC volumes 129
PPRC support 117
repairing PPRC volumes 129
using the ANALYZE command 150
XRC procedures 45
IDCAMS
for PPRC 148
for XRC 101

IGF52xA messages (with P/DAS) 188
implementing remote copy 5
initializing concurrent copy 209
initializing volume pairs (XRC) 77
installing
PPRC 123
XRC 27
introduction to
concurrent copy 209
FlashCopy 197
remote copy 3
snapshot 201
IXFP device support 15

J
JCL examples
to add a PPRC volume pair 153
to add an XRC volume pair 80
to add PPRC paths 153
to start PPRC 153
to start XRC 80
journal data sets
allocating 23, 35
bandwidth capacity 21
defining, XRC 32
guidelines 35
maximizing access 35, 44
migrating data with XRC 109
specifying 34

L
LISTDVCS option of MVS MODIFY command 219
LISTSESS option of MVS MODIFY command 220

M
maintenance, applying (XRC) 91
manager, ESCON, making PPRC changes 147
managing
PPRC operations 147
PPRC paths 152
XRC operations 100
maximum sessions per storage control 20
migrating
advantages of using remote copy 8
copy options, device 6
data with PPRC 169
data with XRC 109
the workload with remote copy 6
migrating data (XRC) 92
modes, system data mover 29
MODIFY command
AUTO_READD operation 218
DUMP operation 218
DVCDATA operation 218
LISTDVCS operation 219
LISTSESS operation 220
RCVRSESS operation 221
RESTART operation 221

MODIFY command (continued)
SCDATA operation 221
SCTRAP operation 222
TERMDVC operation 222
TERMSESS operation 223
XENDDUMP operation 224
XRCTRAP operation 224
moving data
and migrating data with PPRC 169
with the dual copy function 8
MVS MODIFY command 217

O
operational scenarios (XRC)
applying maintenance 91
changing session recovery level 94
changing the volume recovery level 94
changing TIMEOUT for suspended sessions 98
changing volume channel connection addresses 97
migrating data 92
preparing for disaster 91
suspending and resynchronizing a session 96
suspending and resynchronizing a volume pair 95
switching system modes 93
options
CQUERY output for paths 158, 161
CQUERY output for volumes 153, 158
default copy 76
device migration copy 6
remote copy 8
overview
concurrent copy 209
FlashCopy 197
PPRC 11
snapshot 201
XRC 10

P
P/DAS (PPRC dynamic address switching)
actions for Switch Pair, and Swap 191
comparison to dual copy 181
definition of 181
device geometry considerations 191
environmental conditions 182
error conditions 193
example of operations 194
hardware and software requirements 182
IGF520xA messages 188
operations
in nonsysplex, shared-DASD environments
in sysplex environments 186
overview 181
preparing for 182
PPRC path considerations 191
responding to messages 188
paths, establishing (PPRC) 136, 149
peer-to-peer remote copy
accessing resources 128
balancing storage control configurations 127
command access, controlling 120
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184

243

peer-to-peer remote copy (continued)
copying catalog and control data sets 124
copying multivolume data sets 124
data recovery errors, managing 168
deleting a path 163
deleting volume pair 162
diagnostic aids 224
distributing workloads 128
error recovery procedures (PPRC)
during PPRC data recovery 168
general failure 175
host failure 175
RAMAC device sparing 178
storage subsystem 176, 178
establishing paths
direct PPRC path 151
establishing the PPRC configuration 124
multiple paths 152
path status codes (CQUERY) 160, 161
storage control link 150
ICKDSF repair 129
identifying volume states
duplex 149, 165
pending 149
simplex 148
suspended 149
installing 123
introduction 10
managing errors during recovery 168
managing the system 147
migrating and moving
data 170
workload 169
overview 11
performance 127
PPRC commands
CDELPAIR - deleting pairs 132
CDELPATH - deleting paths 133
CESTPAIR - establishing pairs 134
CESTPATH - establishing paths 136
CGROUP - controlling volume groups 139
CQUERY - querying status 140
CRECOVER - recovering data on recovery
system 141
CSUSPEND - suspending pairs 143
overview 131
RAMAC device sparing 178
recovering data on the recovery system 165
examining disaster recovery 165
system IPL volumes 147
the rolling disaster 165
recovering from error conditions 173
during PPRC data recovery 168
implementing recovery procedures 174
preparing for host error recovery 173
RAMAC device sparing procedure 178
recovery errors, managing 168
requirements
general failure recovery 175
hardware 117
host failure recovery 175
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peer-to-peer remote copy (continued)
requirements (continued)
software 117
storage subsystem failure recovery 176
restrictions 16, 118
routing operational messages 131
setting up the PPRC environment 123
storage control VPD settings
for data mover and PPRC options 225
for SIM alerts 126
storage subsystem
channel connections 120
configuring resources 126
failure recovery procedures 176, 178
supported devices 117
suspending volume pair operations 161
with DFSMShsm 13
performance
PPRC 127
XRC 41
balancing storage control 43
distributing workloads 44
maximizing access to journal data sets 35, 44
planning for remote copy
determining resources 21, 119
ESCON connections 23, 120
journal data sets
allocating 23, 35
defining 32
maximizing access 35, 44
specifying 34
primary volume’s use of the storage subsystem 21,
119
recovery site capacity 22, 119
recovery system
performance 41
resource needs 22, 120
storage subsystem, use of 21, 119
storage subsystem channel connections 22, 120
XRC data mover connections 23
XRC system resources 23
PPRC dynamic address switching (P/DAS) 181
preparing for disaster (XRC) 91
primary volume
alternate track restrictions 20, 118
grouping 77
managing PPRC volumes and paths
adding volume pair (CESTPAIR) 152
deleting a volume pair 162
path status codes 160, 161
querying (CQUERY) 153, 158
suspending pair operations 161
PPRC
examples of volume report output 154
ICKDSF repair 129
migrating data 170
multivolume data sets 124
pairs, identifying 123
restrictions 118
synchronizing 130, 149
system IPL 147

primary volume (continued)
record zero (R0) restrictions 20, 118
storage subsystem 21, 119
write access mode restrictions 20, 118
XRC
adding a utility volume 40
adding a volume pair 76
adding back a suspended utility volume 83
dedicating 30
default copy option 76
deleting volume pairs 83
ICKDSF repair 45
initializing pairs 77
migrating data 109
NOCOPY option 78
pairs, description of 30
pairs, identifying 40
restrictions 20
switching applications for migrating 109
procedures
automated, for PPRC TSO commands 130
automated, for XRC TSO commands 45
general failure recovery for PPRC 175
host error recovery 173
general failure recovery for XRC 112, 175
host failure recovery 112, 175
implementing recovery procedures 174
preparing for recovery 173
storage subsystem recovery 112, 176
installing remote copy 27, 123
migrating data 109, 170
moving the workload 169
resuming operations at recovery site 166
processor storage, CC requirements 211

Q
querying an XRC session
recovery report 108
set report 88
storage control report 88
summary report 87
volume report 87

R
RACF
FACILITY class profile names 24, 121
journal, control, and state data sets (XRC) 33
putting TSO commands in a protected library 24,
121
RAMAC device sparing procedure (PPRC) 178
RCVRSESS option of MVS MODIFY command 221
record zero (R0) restrictions 20, 118
recovering data
on the PPRC recovery system 165
on the XRC recovery system 103, 107
optimizing performance 127
recovery site, resuming operations 166
recovery system resource needs 22, 120
remote copy
accessing resources 128

remote copy (continued)
accessing secondary volumes 89
active volume, description of 30
adding a utility volume 40, 83
adding a volume pair 48, 76, 82
ATTIME parameter, description 84
balancing storage control configurations 43, 127
benefits 5
command access, controlling 24, 120
components
application system 28
secondary volumes 30
system data mover 28, 39
configurations resources 21, 119
configuring 21, 38
connecting to the data mover 23
copying catalog and control data sets 124
copying multivolume data sets 124
dedicating secondary volumes 30
defining journal, control, and state data sets 32, 34
definition 3
deleting a path 163
deleting volume pair 162
description of volumes 30
determining resources 21, 119
diagnostic aids 217, 224
disaster recovery 3
distributing workloads 128
DRAIN parameter, description 84
duplex volume pair, description of 30
ending a session 55, 90
error conditions, recovering from 111
error recovery procedures (PPRC)
during PPRC data recovery 168
general failure 175
host failure 175
RAMAC device sparing 178
storage subsystem 176, 178
error recovery procedures (XRC)
address space failure 112
comparing the parameters 113
environmental errors 112
processor failure 112
specifying the ERRORLEVEL parameter 49, 68,
111
XRC data set failure 112
ESCON connections 23, 120
establishing paths
direct PPRC path 151
establishing the PPRC configuration 124
multiple paths 152
path status codes (CQUERY) 160, 161
storage control link 150
hardware requirements 19, 117
ICKDSF repair 129
identifying volume states
duplex 149, 165
pending 149
simplex 148
suspended 149
implementing 5
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remote copy (continued)
implementing a configuration 21
installing 27, 123
introduction 9, 10
journal data sets
allocating 23, 35
defining 32
maximizing access 35, 44
specifying 34
managing the system 147
migrating and moving
data 170
workload 169
migrating data with XRC 109
migrating workload 6
modifying session parameters 64
options 8
overview 10, 11
pending volume pair, description of 30
performance 41, 127
distributing workloads 44
limiting multiple sessions 20
maximizing journal data set access 35, 44
planning 19, 117
planning for bandwidth capacity 21
primary volume’s use of the storage subsystem 21,
119
querying sessions 57, 86
reading from active secondary volumes 89
recovering data on the recovery system 62, 165
examining disaster recovery 165
system IPL volumes 147
the rolling disaster 165
recovering from a disaster 3, 103
recovering from error conditions 173
during PPRC data recovery 168
implementing recovery procedures 174
preparing for host error recovery 173
RAMAC device sparing procedure 178
recovery site capacity 22, 119
recovery system
performance 41
resource needs 22, 120
requirements
general failure recovery 112, 175
hardware 19, 117
host failure recovery 112, 175
software 19, 31, 117
storage 31, 32
storage subsystem failure recovery 112, 176
resource access, controlling 44
resource needs 21, 119
restarting a session 75
restrictions 16, 20, 118
hardware 16, 20, 118
software 20, 118
routing operational messages 131
seqcheck volume pair, description of 30
session, description of 29
setting up the PPRC environment 123
setting up the XRC environment 27
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remote copy (continued)
starting a session 68, 75
storage control VPD settings
for data mover and PPRC options 225
for SIM alerts 126
storage subsystem
channel connections 120
configuring resources 126
failure recovery procedures 176, 178
storage subsystem, use of 21, 119
storage subsystem channel connections 22, 120
supported devices 20, 117
suspended session, impact on storage control
cache 81
suspended volume, description of 30
suspending volume pair operations 161
suspending volumes or sessions 70, 80
system data mover
active session mode 29
address space 29, 217
inactive session mode 29
recovery session mode 29
suspended session mode 29
system resources 23, 32
target volume, description of 30
utility volume
description of 30
specifying 40
volume group, description of 77
volume pair, description of 30
volume pairs
adding 76, 82
copying multivolume data sets 40
deleting 52, 83
description of 30
ICKDSF repair 45
identifying 40
volume synchronization process
consistency group time 103
timestamped writes 106
with DFSMShsm 13
XRC data mover connections 23
XRC system resources 23
reports
recovery report 108
set report 88
storage control report 88
summary report 87
volume report 87
resource management facility data 147
resources needed by the recovery system 22, 120
RESTART option of MVS MODIFY command 221
restarting an XRC session 75
REXX example (XRC) 84
RVA (RAMAC Virtual Array)
with PPRC and snapshot 204
with snapshot 201

S
SCDATA option of MVS MODIFY command

221

scenarios
applying maintenance 91
changing session recovery level 94
changing the volume recovery level 94
changing TIMEOUT for suspended sessions 98
changing volume channel connection addresses 97
migrating data 92
preparing for disaster 91
suspending and resynchronizing a session 96
suspending and resynchronizing a volume pair 95
switching system modes 93
SCTRAP option of MVS MODIFY command 222
secondary volume
alternate track restrictions 20, 118
control data set 36
dedicating to PPRC 123
disaster recovery 165
failure states and recovery actions 166
grouping 77
identifying states (PPRC) 148
managing PPRC volumes and paths
adding volume pair (CESTPAIR) 152
deleting a volume pair 162
path status codes 160, 161
querying (CQUERY) 153, 158
suspending pair operations 161
PPRC
examples of volume report output 154
ICKDSF repair 129
migrating data 170
multivolume data sets 124
pairs, identifying 123
restrictions 118
synchronizing 130, 149
system IPL 147
protecting for PPRC usage 127
record zero (R0) restrictions 20, 118
storage subsystem 21, 119
write access mode restrictions 20, 118
XRC
adding a utility volume 40
adding a volume pair 76
adding back a suspended utility volume 83
dedicating 30
default copy option 76
deleting volume pairs 83
ICKDSF repair 45
initializing pairs 77
migrating data 109
NOCOPY option 78
pairs, description of 30
pairs, identifying 40
restrictions 20
switching applications for migrating 109
security
FACILITY class profile names 24, 121
journal, control, and state data sets (XRC) 33
PPRC 121
putting TSO commands in a protected library 24,
121
XRC 24

session modes, XRC system data mover
active 29
inactive 29
recovery 29
suspended 29
setting up the environment
for PPRC 123
for XRC 27
sharing subsystems with concurrent copy 211
sidefile (concurrent copy) 211
SMF information
for concurrent copy 229
for XRC 227
snapshot
ANTMAIN data set 201
hardware requirements 203
I/O with PPRC secondary volumes 204
moving data 203
native support mode 203
restrictions with PPRC 204
software requirements 203
virtual-concurrent-copy mode 201
with PPRC and RVA 204
working-space data set 201
software
for PPRC
optional error recovery procedure 117
requirements 117
restrictions 118
TSO command 117
for XRC
data mover 19
host application 19
requirements 19
restrictions 20
P/DAS requirements 182
solution considerations, PPRC 12
state data set
guidelines 38
specifying 37
STGADMIN.ANT.PPRC.COMMANDS 121
STGADMIN.ANT.XRC.COMMANDS 24
storage subsystem
capacity, recovery site 22, 119
channel connections, establishing 22, 120
concurrent copy considerations 211
configuring resources for PPRC 126
failure recovery procedures 112, 176, 178
matching the volume write rate 22, 119
primary and secondary example 149
sessions 31
use at recovery site 21, 119
use by primary volumes 21, 119
suspending and resynchronizing a session (XRC)
96
suspending and resynchronizing a volume pair
(XRC) 95
suspending PPRC volume pair operations 161
switching system modes (XRC) 93
synchronizing suspended state volumes 130
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syntax for remote copy commands
CDELPAIR 132
CDELPATH 133
CESTPAIR 134
CESTPATH 137
CGROUP 139
CQUERY 140
CRECOVER 141
CSUSPEND 144
XADDPAIR 48
XDELPAIR 52
XEND 55
XQUERY 58
XRECOVER 63
XSET 64
XSTART 68
XSUSPEND 70
SYS1.ANTMAIN.SNAPnnnn data sets
sysplex timer, requirement 19
system data mover (SDM)
diagnostics 217
introduction 15
with snapshot 202
with XRC 28

U
utility volume (XRC)
adding a new one 75
adding back a suspended one
deleting 83
description 30
examples 75
how to select 40
purpose 42, 75
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