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Preface
What this book is about
This book provides information about new and changed function in CICS®
Transaction Server for z/OS®, Version 2, Release 3. It gives an overview of the
changes to reference information, and tells you where more detailed reference
information is given.
The programming interface information given in this book is intended to show only
what is new and changed from the previous release of CICS TS, and to highlight
the benefits of the new function. For programming interface information, read the
primary sources of programming interface and associated information in the
following publications:
v CICS Application Programming Reference
v CICS System Programming Reference
v CICS Customization Guide
v CICS External Interfaces Guide
v CICSPlex® System Manager Application Programming Guide
v CICSPlex System Manager Application Programming Reference
This book does not describe changes that have been made to earlier releases of
CICS Transaction Server since they were first released.

Who this book is for
This book is for those responsible for the following user tasks:
v Evaluation and planning
v System administration
v Programming
v Customization
It describes what is new, changed, and obsolete in the CICS and CICSPlex SM
elements of CICS TS Version 2.

What you need to know to understand this book
The book assumes that you are familiar with CICS and CICSPlex SM, either as a
systems administrator, or as a systems or application programmer.

How to use this book
This book is organized in a number of parts.
v Read Part 1 if you want a brief summary of new and changed function in CICS
TS Version 2 Release 3.
v Read the following if you want detailed information about the major new and
changed function in this release:
Part 2, “Support for the IBM Java Virtual Machine (JVM),” on page 9
Part 3, “Support for Enterprise JavaBeans,” on page 105
Part 4, “Support for application development,” on page 167
Part 5, “Support for enterprise management,” on page 193
v Read Part 6 if you want information about other new and changed function in this
release.

© Copyright IBM Corp. 2003,2006
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v Read Part 7 if you want information about the hardware and software
requirements for this release, or if you want information about the publications
that are available, in hardcopy and softcopy.

Notes on terminology
When the term “CICS” is used without any qualification in this book, it refers to the
CICS element of IBM® CICS TS.
“CICSPlex SM” is used for the CICSPlex System Manager element of IBM CICS
TS.
“MVS™” is used for the operating system, which is a base element of z/OS.
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Part 1. Summary of CICS TS for z/OS, Version 2.3
The following topic is a summary of the new and changed function in CICS TS for
z/OS, Version 2.3:
v Chapter 1, “Summary of new and changed function,” on page 3

© Copyright IBM Corp. 2003,2006
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Chapter 1. Summary of new and changed function
The following topics summarize the new and changed function in CICS Transaction
Server for z/OS, Version 2 Release 3:
v “Support for the IBM Java Virtual Machine (JVM)”
v “Support for Enterprise JavaBeans” on page 4
v “Support for application development” on page 6
v “Support for enterprise management” on page 6
v “Miscellaneous changes” on page 7

Support for the IBM Java Virtual Machine (JVM)
Support for continuous JVMs
CICS TS for z/OS, Version 2.3 introduces a new level of reusability for Java virtual
machines (JVMs). The previous release supported:
The single-use JVM
The JVM, and any application state, are destroyed after use and cannot be
reused.
The resettable JVM
The JVM can be reused, and it is reset after each use. During the JVM
reset, any application state is destroyed, and checks are made for any
actions during the last use of the JVM that modified the internal state of the
JVM in a way that cannot be properly reset. If any such actions are
identified, the JVM is destroyed rather than being made available for reuse.
This release introduces support for:
The continuous JVM
The JVM can be reused, but it is not reset after each use. This means that
the JVM’s internal state is not checked, and application state can remain in
the JVM across reuses.
Because the state is not reset between uses, the continuous JVM offers — for
suitably designed applications — greater transaction throughput and lower CPU
usage than either the single-use or the resettable JVMs.
For more information, see Chapter 2, “Support for the continuous JVM,” on page 11.

Support for the shared class cache
The shared class cache is a cache of class files which is shared by a set of Java
Virtual Machines (JVMs) within an address space. A master JVM manages the
shared class cache, and worker JVMs share it. CICS TS for z/OS, Version 2.3
introduces support for the shared class cache for JVMs running in the CICS
address space.
Use of the shared class cache improves the performance of JVMs in two respects:
v Average startup time for a new JVM is reduced, because shareable classes will,
in most cases, have been preloaded in the shared class cache.
v The memory used by shareable classes is reduced, because there is a single
copy of each class in the shared class cache, rather than one copy for each
JVM.
© Copyright IBM Corp. 2003,2006
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For more information, see Chapter 3, “Support for the shared class cache,” on page
27.

Miscellaneous changes to JVM support
CICS TS for z/OS, Version 2.3 includes miscellaneous changes to the support for
Java Virtual Machines (JVMs):
v A dedicated storage monitor for JVMs provides mechanisms to manage
short-on-storage conditions.
v Java™ applications can now run in user key, providing enhanced storage
protection.
v The allocation of free JVMs by the CICS dispatcher is improved, to avoid
mismatching and the associated cost of restarting the JVM.
v The libraries that are needed for JVMs can now be loaded once and shared
between all your CICS regions, through the z/OS shared library region.
v There are new features to help you manage JVM profiles, including a new format
as text files on HFS rather than as PDS members, new statistics, and the ability
to change a program’s JVM profile using the SET PROGRAM command.
v You can now invoke more than one Java program within the same CICS task.
v You can use assertions in your Java programs.
v A new INQUIRE JVM command is provided, so you can monitor the status of
JVMs in the JVM pool.
v You can now direct output from a JVM (messages from internals and output from
Java applications running in the JVM) to a variety of destinations, and you can
add time stamps and headers to the records.
v You can now control tracing for JVMs using the CICS-supplied transaction CETR.
For more information, see Chapter 4, “Miscellaneous changes to JVM support,” on
page 57.

Support for Enterprise JavaBeans
Enabling and disabling of CorbaServers
CICS TS for z/OS, Version 2.3 provides SPI and CEMT commands which you can
use to enable and disable your CorbaServer execution environments. When a
CorbaServer is disabled, you can apply maintenance to it (that is, you can update
enterprise beans) without disruption:
v In a CICS region containing more than one CorbaServer, you can put one of the
CorbaServers into disabled state and apply maintenance to it without bringing
down CICS; the other CorbaServers in the region remain available.
v In a logical EJB/CORBA server containing multiple Application-owning regions
(AORs) (each containing more than one CorbaServer), you can put a
CorbaServer on one of the AORs into disabled state and apply maintenance to it
without removing the AOR from the routing set.
For more information, see Chapter 5, “Enabling and disabling of CorbaServers,” on
page 107.

The CCI Connector for CICS TS
A CICS connector is a software component that allows a Java client application to
invoke a CICS application. CICS TS for z/OS, Version 2.3 introduces a new CICS
connector, the CCI Connector for CICS TS. The CCI Connector for CICS TS
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implements the industry-standard Common Client Interface (CCI), which is defined
by the J2EE Connector Architecture Specification, Version 1.0.
The CCI Connector for CICS TS makes it possible for a Java program or enterprise
bean running in a CICS region to link to a CICS program. Using the connector, you
can create powerful server components that make use of existing CICS programs.
For more information, see Chapter 6, “The CCI Connector for CICS TS,” on page
125.

Improved authentication and encryption for SSL
CICS TS for z/OS, Version 2.3 provides improved support for authentication and
encryption for the Secure Socket Layer (SSL):
v For the Internet Inter-Orb Protocol (IIOP), you can use asserted identity
authentication between client and server, to identify and authenticate the client to
the target application.
v For the Hypertext Transfer Protocol (HTTP), and for IIOP, you can select the
level of encryption used between client and server.
For more information, see Chapter 7, “Improved authentication and encryption for
SSL,” on page 137

Improved EJB trace and serviceability
CICS Transaction Server for z/OS, Version 2 Release 3 provides new system
programming (SPI) commands to help you when you need to trace related EJB
requests through several CICS regions. The commands are:
INQUIRE WORKREQUEST
SET WORKREQUEST
They enable you to:
v determine which transactions are associated with a single work request
v correlate all transactions associated with a single work request
v purge selected work requests
For example, you can use the new commands to:
v trace an EJB request to help diagnose hanging or failing requests
v identify the transactions associated with a single work request for accounting
purposes
For more information, see Chapter 8, “EJB trace and serviceability enhancements,”
on page 149

Miscellaneous improvements to EJB support
CICS TS for z/OS, Version 2.3 includes miscellaneous changes to the support for
the Enterprise JavaBeans™ (EJB) architecture:
v Support for Version 1.4.2 of the IBM Software Developer Kit for z/OS, Java 2
Technology Edition.
v Support for Version 2.3 of the Common Object Request Broker Architecture
(CORBA), and Internet Inter-ORB Protocol (IIOP) Version 1.2
v Improvements to the performance of enterprise beans
v Improved monitoring and statistics

Chapter 1. Summary of new and changed function
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For more information, see Chapter 9, “Miscellaneous changes to CICS support for
enterprise beans,” on page 153.

Support for application development
Improved interactive debugging
CICS TS for z/OS, Version 2.3 provides an improved level of support for the use of
workstation-based and host-based debuggers for isolating and fixing bugs, and for
testing applications:
v CICS provides tools for the creation and management of debugging profiles,
which contain information used to select programs for debugging.
v When used with workstation-based debugging tools, CICS provides improved
integration of the debugging task for mixed language applications (for example,
Java and COBOL).
v Support for IBM Debug Tool is improved, and set-up of Debug Tool for use with
CICS is simplified.
For more information, see Chapter 10, “Improved interactive debugging,” on page
169.

JCICS support for Web-aware applications
CICS TS for z/OS, Version 2.3 extends the JCICS application programming
interface, to provide Java classes for writing Web-aware applications. The JCICS
API now supports the function of the following CICS commands:
DOCUMENT CREATE
DOCUMENT INSERT
DOCUMENT RETRIEVE
DOCUMENT SET
EXTRACT CERTIFICATE
EXTRACT TCPIP
EXTRACT WEB
WEB READ
WEB WRITE
WEB SEND
WEB RECEIVE
WEB RETRIEVE
WEB STARTBROWSE
WEB READNEXT
WEB ENDBROWSE
WEB EXTRACT
For more information, see Chapter 11, “JCICS support for Web-aware applications,”
on page 189.

Support for enterprise management
CICSPlex SM 3270 bridge dynamic workload management
3270 bridge dynamic workload management provides CICSPlex SM dynamic
routing and workload management support for the CICS Link3270 bridge, which
was introduced in CICS Transaction Server for z/OS, Version 2 Release 2. It makes
use of CICSPlex SM workload management services to provide workload balancing
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and workload separation for Link3270 bridge workloads, making it unnecessary to
program an exit to select target regions for dynamic routing.
For more information, see Chapter 12, “Dynamic workload management for the
Link3270 bridge,” on page 195.

CICSPlex SM Web User Interface definition support
The CICSPlex SM Web User Interface has been improved to support create,
update and remove actions for definitions. The Web User Interface starter set of
views and menus includes a set of administration views you can use to create and
update CICS resource definitions. You can use these as provided, or as a basis for
creating your own using the Web User Interface view editor.
The Web User Interface has also been extended to include the following:
v Improved security for Web User Interface views and menus, including an audit
trail.
v General usability and accessibility improvements, such as mixed case field hints
and better data formatting.
v An enhanced starter set of views and menus, offering definitional views and a
default environment designed to be more familiar to users of the ISPF end user
interface.
For more information, see Chapter 13, “CICS resource definition support in the
CICSPlex SM Web User Interface,” on page 199

Miscellaneous changes
CICS TS for z/OS, Version 2.3 includes a number of changes to CICS not
described elsewhere:
v Help information for some Web-based interfaces is provided by the CICS
Information Center
v You can now obtain the TCP/IP address of VTAM® autoinstalled terminals which
connecting to CICS through TELNET 3270.
v The CICS statistics utility program, DFHSTUP, has been improved with the
addition of a new function which allows you to design statistics reports tailored to
the needs of your installation.
v Interfaces to the VS COBOL II, OS PL/I and C/370™ runtimes have been
removed. However, in most cases applications compiled and linked with these
products can execute successfully under Language Environment.
v The CEDA transaction now supports the entry of mixed case attributes
v The DFHCNV macro has been extended to support generic conversion templates
that apply to multiple resources
v CICS TS supports client and server code pages for a number of additional
languages
v CICS now supports the enhanced DB2 restart-light capability provided in DB2
Version 8.
v New global user exits, XICERES and XPCERES enable you to check that
resources required by a dynamically-routed request are available on the target
region
v Support for the XSNEX global user exit, introduced as a short-time migration aid
in CICS TS 2.2, continues in this release.
v The repertoire of threadsafe of EXEC CICS commands has been extended
Chapter 1. Summary of new and changed function
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v A new command, and new options on two other commands, have been
introduced for users of CICS Business Transaction Services (BTS)
v The Link3270 bridge now supports the ACCUM option on the EXEC CICS SEND
MAP, SEND TEXT, and SEND CONTROL commands.
v CICS now supports mixed case passwords.

#

For more information, see Chapter 14, “Other changes and enhancements to
CICS,” on page 209.
CICS TS for z/OS, Version 2.3 includes a number of changes to CICSPlex SM not
described elsewhere:
v A number of internal architectural constraints which limit the ability to support
additional function have been removed.
v New add actions have been added for resource tables.
v The ability to run the latest release of CICSPlex SM in older releases of CICS in
the CMAS is no longer necessary and has been removed.
v CICSPlex SM no longer supports indirectly connected CICS releases which are
out of service
v The CICSPlex SM Web User Interface has been modified to support web clients
using the GB18030 ASCII encoding standard for simplified Chinese.
For more information, see Chapter 15, “Other changes and enhancements to
CICSPlex SM,” on page 223.
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Part 2. Support for the IBM Java Virtual Machine (JVM)
The following topics describe changes to the support for the IBM Java Virtual
Machine (JVM) in CICS TS for z/OS, Version 2.3:
v Chapter 2, “Support for the continuous JVM,” on page 11
v Chapter 3, “Support for the shared class cache,” on page 27
v Chapter 4, “Miscellaneous changes to JVM support,” on page 57

© Copyright IBM Corp. 2003,2006
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Chapter 2. Support for the continuous JVM
CICS TS for z/OS, Version 2.3 introduces a new level of reusability for Java virtual
machines (JVMs). The previous release supported:
The single-use JVM
The JVM, and any application state, are destroyed after use and cannot be
reused.
The resettable JVM
The JVM can be reused, and it is reset after each use. During the JVM
reset, any application state is destroyed, and checks are made for any
actions during the last use of the JVM that modified the internal state of the
JVM in a way that cannot be properly reset. If any such actions are
identified, the JVM is destroyed rather than being made available for reuse.
This release introduces support for:
The continuous JVM
The JVM can be reused, but it is not reset after each use. This means that
the JVM’s internal state is not checked, and application state can remain in
the JVM across reuses.
Because the state is not reset between uses, the continuous JVM offers — for
suitably designed applications — greater transaction throughput and lower CPU
usage than either the single-use or the resettable JVMs.
The continuous JVM is an enhancement to CICS support for the JVM provided by
the IBM Software Developer Kit for z/OS, Java 2 Technology Edition, Version 1.4.2
which features the persistent reusable JVM technology.
For more information, see:
v “Benefits”
v “The levels of reusability for JVMs” on page 12
v “Requirements” on page 21
v “Changes to CICS externals” on page 22
v “CICSPlex SM support” on page 25

Benefits
The continuous JVM has a greater transaction throughput and lower CPU usage
than the resettable JVM, because it is not performing a reset between program
invocations. If your applications have been designed and tested to ensure that they
can run in a continuous JVM without causing any undesirable consequences for
subsequent program invocations in the same JVM, following the guidelines in
“Continuous JVMs (REUSE=YES)” on page 17, then they can benefit from this
performance enhancement. If you also want to gain a faster start-up time and
reduced storage usage for your JVMs, the shared class cache in a CICS region can
be used by continuous JVMs instead of by resettable JVMs (but note that you
cannot have both types of worker JVM in the same region).

© Copyright IBM Corp. 2003,2006

11

The levels of reusability for JVMs
Every Java program that is run in CICS, runs in a JVM that has been assigned to
run that program alone. This ensures that every transaction involving a JVM is
isolated from every other concurrent transaction involving a JVM. However, when a
Java program has finished using its JVM, the JVM can be reassigned to another,
subsequent program and reused for that program. The JVM provided by the IBM
Software Developer Kit for z/OS, Java 2 Technology Edition, Version 1.4.2, which
features the persistent reusable JVM technology, can be reused many times by
Java applications in CICS, either by a different Java program in the same
transaction, or by another transaction. This model is suited to CICS transaction
processing, which is characterized by short, repetitive transactions, usually
processed in high volumes. The earlier JVM supported by CICS in CICS TS 1.3,
which was provided by the IBM Developer Kit for the Java Platform 1.1.8, was a
single-use JVM, which had to be initialized afresh for every application. This model
typically had high startup overheads. JVM reuse is the preferred method for running
all Java applications in CICS, and provides the only way to run Java applications
comprising enterprise beans or which are started by IIOP requests.
Before CICS TS 2.3, the level of reusability for JVMs was specified by the option
Xresettable. JVMs could either be resettable, that is, reused and reset between
reuses (Xresettable=YES), or they could be single-use JVMs, that are thrown away
after a single Java program has run in them (Xresettable=NO). CICS TS 2.3
introduces support for a new level of reusability for JVMs, the continuous JVM.
JVMs with this level of reusability are kept in the JVM pool to be reused by further
Java programs, but they are not reset after each use.
The three levels of reusability—the resettable JVM, the new continuous JVM, and
the single-use JVM—are now controlled by the REUSE option in the JVM profile.
REUSE=RESET creates a resettable JVM, which has the same reusability as the
JVM that was created by Xresettable=YES: it is reused and reset. REUSE=YES
creates the new continuous JVM, which is reused but not reset. REUSE=NO
creates a single-use JVM, which has the same reusability as the JVM that was
created by Xresettable=NO: it is thrown away after each use. The Xresettable
option can still be used in JVM profiles to create a resettable JVM or a single-use
JVM, but it cannot be used to create a continuous JVM. The CICS-supplied sample
JVM profiles for CICS TS 2.3 use the REUSE option rather than the Xresettable
option. If you are reusing existing JVM profiles and you want to include the REUSE
option, it is advisable to remove the Xresettable option, although if the options
conflict the REUSE option overrides the Xresettable option.
The level of reusability for a JVM should be selected depending on the needs of the
applications that will use the JVM. The characteristics of the three levels of
reusability can be summarized as follows:
Table 1. Reuse and reset characteristics of JVM types
JVM type (and
action between
JVM uses)

REUSE option Compatible
in profile
with the
shared class
cache?

Resettable (JVM REUSE=
reused and reset) RESET
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Yes. See note1
on page 13

Are program
invocations
allowed to pass
state to
subsequent
invocations?

Are programs
Performance
allowed to
change
characteristics of
the JVM?

No (JVM storage
cleaned up after
each use)

No (JVM
destroyed if this
occurs)

Medium (JVM reset,
but not initialized for
each use)

Table 1. Reuse and reset characteristics of JVM types (continued)
JVM type (and
action between
JVM uses)

REUSE option Compatible
in profile
with the
shared class
cache?

Are program
invocations
allowed to pass
state to
subsequent
invocations?

Are programs
Performance
allowed to
change
characteristics of
the JVM?

Continuous (JVM
reused but not
reset)

REUSE= YES

Yes. See note1

Yes

Yes

Highest (JVM not
initialized or reset
for each use)

Single-use (JVM
destroyed)

REUSE= NO

No

No (JVM destroyed)

Yes

Lowest (JVM
initialized for each
use)

Notes:
1. The worker JVMs in a CICS region all have the same level of reusability as the master JVM in that region, so you
cannot mix resettable worker JVMs and continuous worker JVMs in a CICS region.

The following sections discuss each of these types of JVM in more detail:
v “Resettable JVMs (REUSE=RESET)”
v “Continuous JVMs (REUSE=YES)” on page 17
v “Single-use JVMs (REUSE=NO)” on page 20

Resettable JVMs (REUSE=RESET)
The resettable JVM is kept in the JVM pool for reuse, and it is the type of JVM that
provides the greatest protection for programs against the potential actions of a
previous program invocation in the same JVM. With this type of JVM, the JVM is
initialized once, and is reused many times. In addition, the JVM can be reset to a
known state, normally between transactions; that is, after the application code has
terminated for one transaction and before the application code starts for the next
transaction. If more than one Java program is used in a transaction, the resettable
JVM is reset after each Java program has completed. Once the JVM has been
reset, the application code that runs for the next Java program is unable to
determine whether it is running in a new JVM or a JVM that has been reset. As a
result, a program invocation cannot be affected by any actions of a previous
program invocation. This level of reusability is equivalent to specifying the
-Xresettable option for a JVM.
There are two stages in the process of resetting a JVM after it has been used by a
Java program:
1. The JVM checks whether there have been any unresettable events since the
last reset of the JVM. A frequent cause of an unresettable event is that the Java
program that just ran in the JVM has performed an unresettable action. An
unresettable action is when a program uses Java interfaces that modify the
state of a JVM in a way that cannot be properly reset, such as changing system
properties or loading a native library. The document Persistent Reusable Java
Virtual Machine User’s Guide, SC34-6201, has more information about these
unresettable actions. Another possible cause of an unresettable event is if a
cross-heap reference in the JVM has been found, in the course of a
trace-for-unresettability check, to be still in scope (rather than in garbage).
Unresettable events can also occur if there is an error in the JVM code. If one
or more unresettable events are detected during the execution of a user’s Java
program, the JVM is marked unresettable, and CICS destroys the JVM when
Chapter 2. Support for the continuous JVM
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the Java program has finished using it. The storage used by the JVM is
recovered, and a new JVM is initialized. The events that prevent reuse are
logged, provided that the appropriate event logging system properties are
specified in the JVM properties file for the JVM.
Middleware classes, that is, classes specified on the trusted middleware class
path for the JVM, are permitted to perform unresettable actions without the JVM
being marked unresettable. This is because they are trusted by the JVM to
perform the actions necessary to reset themselves between transactions, in
order to isolate different applications from each other. Because of this, you
should not normally place your own application classes on the trusted
middleware class path. If they failed to reset themselves correctly, they might
affect subsequent applications that used the JVM. Using the application class
paths for your own application classes ensures that if they do perform an
unresettable action in a resettable JVM, the JVM is destroyed. Java Applications
in CICS explains more about the different classes and class paths in a JVM.
2. The JVM cleans up its storage heaps, so that state does not persist from one
program invocation to the next. Java Applications in CICS explains the storage
heaps that the JVM uses for different categories of objects. In a resettable JVM,
the transient heap (which contains objects constructed by the user’s application
classes) is completely deleted during the reset, and the user’s shareable
application classes that are kept in the application-class system heap are
reinitialized during the reset. The middleware heap, which contains objects
constructed by the middleware classes, is not cleaned up by the JVM during the
reset. Instead, the JVM requests the middleware classes to perform their own
cleanup, and the middleware classes are trusted to reset the objects they have
constructed.
So because of the JVM reset, Java programs that run in a resettable JVM are not
allowed to make permanent changes to the state of the JVM, and state is not
allowed to persist from one program invocation to the next.
Programming considerations:
When you are developing Java applications to run in a resettable JVM, aim to
ensure that the programs do not perform unresettable actions or leave cross-heap
references in the JVM. Unresettable actions are listed in the document Persistent
Reusable Java Virtual Machine User’s Guide, SC34-6201. In a resettable JVM, if an
unresettable event (caused by an unresettable action or by a cross-heap reference
still in scope) is recorded, the JVM is destroyed and cannot be reused, so CICS
incurs the CPU cost of initializing a new JVM. You should log the unresettable
actions and cross-heap references during the development process in order to
identify and eliminate them.
To log unresettable actions and cross-heap references during testing of your Java
programs, include the system properties listed below in the JVM properties file for
the JVM that you are using. There is also one option to be included in the JVM
profile. Java Applications in CICS tells you how to modify JVM properties files, and
the CICS System Definition Guide has more detailed information about each of
these system properties. In particular, note that when you include some of these
system properties in the JVM properties file with any value, the function is enabled.
To disable the function, you need to comment out or remove the system property;
there is no value you can specify for the system property that disables the function.
ibm.jvm.events.output={event.log | path | stderr | stdout}
This system property enables event logging in the JVM, and it must be
specified in order to enable the other system properties related to event logging.
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The CICS-supplied sample JVM properties file dfjjvmpr.props specifies the file
event.log, which is created in the directory defined by the WORK_DIR option in
the JVM profile. You can also store the text records describing the events in a
HFS file of your choice, or in the stderr or stdout file for the JVM. Bear in mind
that the output from multiple JVMs will be interleaved in the file event.log, or in
a HFS file that you have chosen, or in the stderr or stdout files if only one file is
used. If you are only obtaining output from a single JVM, you can specify a
single file for this system property. If you are obtaining output from multiple
JVMs, you should specify stderr or stdout, and also ensure that the -generate
option is used for the STDERR or STDOUT option in the JVM profile, to
generate a separate output file for each JVM. Alternatively, if you specify stderr
or stdout, you can use the USEROUTPUTCLASS option in the JVM profile to
redirect the output to another destination of your choice and add headers to it
(see “Redirecting JVM output” on page 70).
ibm.jvm.unresettable.events.level={max | min}
This system property specifically enables the logging of unresettable events
(caused by an unresettable action or by a cross-heap reference still in scope),
and sets the level of logging required. Specifying min produces a list of reason
codes that define the unresettable events found, and specifying max produces
the reason codes and also a stack trace where appropriate.
ibm.jvm.crossheap.events=on
This system property specifically enables the logging of cross-heap references.
Cross-heap references are references between the middleware heap and the
transient heap in the JVM. They are logged to the event output destination at
the time that each reference is created. The log entry includes a full stack trace
to identify the line of code that created the cross-heap reference.
Most of the cross-heap references that are logged will be removed before the
JVM is reset, through the normal actions of the CICS and JVM code, and
through any actions that your application takes for this purpose. However, if any
cross-heap references are not removed before the JVM is reset, they cause the
JVM to perform a trace-for-unresettability check. Any references that are found
to be in live objects trigger unresettable events, which cause the JVM to be
marked as unresettable and destroyed. Any references that are found to be in
unreferenced middleware heap objects (garbage) are reported as reset trace
events, which do not cause the JVM to be destroyed, but have still wasted
processor time by causing the trace-for-unresettability check. You should
therefore ensure that all cross-heap references created by your applications are
removed from the JVM before it is reset.
ibm.jvm.resettrace.events=on
This system property specifically enables the logging of reset trace events.
Reset trace events are caused by cross-heap references that are still present in
out-of-scope JVM objects (garbage) in the JVM at reset time. (If the cross-heap
reference is still in scope, it causes an unresettable event.) Reset trace events
do not cause the JVM to be marked as unresettable and destroyed, but you
should still eliminate the cross-heap references that caused them, because the
trace-for-unresettability check that is required for these cross-heap references
reduces the performance of the JVM.
java.compiler=NONE
The activities of the Java just-in-time (JIT) compiler can interfere with the
logging of unresettable events and reset trace events. During the development
process, specify the system property java.compiler=NONE in the JVM properties
file (the word NONE must be in upper case) to turn off the JIT compiler for the
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JVM. Remember to turn the JIT compiler back on when you have finished
investigating unresettable events and reset trace events in your application.
USE_LIBJVM_G=YES (in the JVM profile)
Specifying this option in your JVM profile enables the debug libraries for the
JVM. You need to enable the debug libraries if you want to log cross-heap
references for the JVM.
Use the information from the output in your event log to eliminate the causes of
unresettable events and reset trace events from your Java programs. The following
example shows an unresettable event in an event log:
[EVENT 0xa]
TIME=30/08/2003 at 15:14:33.107
THREAD=EXAMPLE.TASK100.SAMP (0:22c8abf0)
CLASS=UnresettableEvent
DESCRIPTION=Attempt to load a native library in untrusted code
STACK=
JAVA STACK TRACE
[END EVENT]

In this example, the reason code for the unresettable event is 0xa. The meaning of
the reason codes for unresettable events can be found in Appendix A of the
document Persistent Reusable Java Virtual Machine User’s Guide, SC34-6201.
Where an unresettable event is caused by an unresettable action, rewrite your
application code to remove the unresettable action. Your Java programs should not
perform unresettable actions when they are used in a production environment. If a
program absolutely has to perform unresettable actions, you should run it in a
single-use JVM instead (see “Single-use JVMs (REUSE=NO)” on page 20).
Where an unresettable event or a reset trace event is caused by a cross-heap
reference, you can use the memory location listed for the event to identify the
cross-heap reference recorded in the event log which is responsible for triggering
the event. You can then use the stack trace associated with the cross-heap
reference to help you to fix the problem. The document Persistent Reusable Java
Virtual Machine User’s Guide, SC34-6201, has more information about debugging
reset trace events. You might have to perform compensatory actions in application
code to cause a cross-heap reference to be removed, which could include closing
files or streams, emptying collections, or other kinds of clean-up activity. If you
cannot remove the cross-heap reference in application code, consider contacting
your IBM support representative for further advice.
Invocations of Java programs that run in a resettable JVM are completely isolated
from subsequent invocations of programs in the same JVM. This means that the
programs cannot pass on state to subsequent invocations.
The shared class cache:
The resettable JVM can use the shared class cache—that is, it can be a worker
JVM. “The shared class cache” on page 27 explains this facility. JVMs that use the
shared class cache start up more quickly, and have lower storage requirements,
than JVMs that don’t. The worker JVMs use the classes that are already loaded in
the shared class cache, instead of having to load these classes from the file
system.
The worker JVMs in a CICS region all have the same level of reusability as the
master JVM in that region, so you cannot mix resettable worker JVMs and
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continuous worker JVMs in a CICS region—you need to choose one level of
reusability for your worker JVMs. Chapter 3, “Support for the shared class cache,”
on page 27 has more information about this. If you have some applications that
need to run in a resettable JVM and some that need to run in a continuous JVM,
and you want both types to use the shared class cache, then you could set up a
master JVM and worker JVMs with either level of reusability in separate CICS
regions. If you require both resettable and continuous JVMs in a single CICS region
that has a shared class cache, you need to choose which type should be able to
use the shared class cache, and which type should be standalone. Single-use
JVMs are always standalone JVMs.
JVM profiles:
For a resettable JVM, specify REUSE=RESET in the JVM profile. REUSE=RESET
is the default if no REUSE option is specified. If the older option Xresettable, which
is valid for migration purposes, is present in the JVM profile and specified as
Xresettable=YES, the JVM is also resettable. The CICS-supplied sample JVM
profiles DFHJVMPR, which is for standalone JVMs, and DFHJVMCD, which is for
CICS-supplied system programs, are both supplied as profiles for resettable JVMs.
Worker JVMs inherit their level of reusability from the REUSE option that you
specify in the JVM profile for the master JVM. If you include the REUSE option in
the profile for a worker JVM, the option is ignored. The CICS-supplied sample JVM
profile DFHJVMPC, which is for worker JVMs, does not include the REUSE option.
In the JVM profile for the master JVM that initializes the shared class cache, you
can define the master JVM as resettable (REUSE=RESET) or as continuous
(REUSE=YES). All the worker JVMs inherit this setting. The CICS-supplied sample
JVM profile DFHJVMCC specifies REUSE=RESET, meaning that the master JVM
and all the worker JVMs are resettable. If you do not include the REUSE option in
the JVM profile for the master JVM, the JVM is created as though REUSE=RESET
had been specified.

Continuous JVMs (REUSE=YES)
The continuous JVM can be kept in the JVM pool for reuse, but unlike the
resettable JVM, it does not prevent programs from being affected by the actions of
a previous program invocation in the same JVM. With this type of JVM, the JVM is
initialized once, and is reused many times, but it is not reset after each Java
program has completed, or between transactions.
The continuous JVM has a greater transaction throughput and lower CPU usage
than the resettable JVM, because it is not performing a reset. The absence of a
reset also means that the next Java program that runs in the JVM might be affected
by the actions of the previous program invocation. Unresettable events (which
modify the state of the JVM) are not logged, and the JVM is not destroyed after use
if these events take place. Static or dynamic state also persist in the JVM’s storage
heaps, and threads that are not quiesced will persist, along with their related
storage. Shareable application classes are not reinitialized, and non-shareable
application classes (on the standard class path) are not discarded and reloaded, but
are kept intact. Also, a continuous JVM does not invoke the ibmJvmTidyUp method
to request the middleware classes to perform cleanup; this cleanup will only take
place if the middleware classes perform it in the course of their normal actions.
(The CICS-supplied middleware does perform cleanup without a request from the
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JVM.) If you want to guard against any possibility that application code might affect
subsequent program invocations in the JVM, then you should use a resettable JVM
rather than a continuous JVM.
Programming considerations:
When you are developing Java applications to run in a continuous JVM, it is
important to remember that the continuous JVM does not ensure that invocations of
Java programs are isolated from changes made by previous invocations of
programs in the same JVM. User application classes, as well as middleware
classes, that run in a continuous JVM are able to change the state of the JVM in
ways that might affect subsequent program invocations. For example, a program
might reset the default time-zone (if not prohibited by a security manager), and do
calculations based on this time-zone. Subsequent invocations of the program would
use the new default time-zone, which might not be appropriate. In a resettable JVM,
such actions would be considered unresettable actions. To help eliminate these
unresettable actions where they are not desired, during the development process,
you can run the program in a resettable JVM (with the option REUSE=RESET).
Resettable JVMs record unresettable actions, and you can use this information to
help you redesign the application if necessary. (“Resettable JVMs
(REUSE=RESET)” on page 13 tells you how to make a JVM record unresettable
actions.) When you are certain that the program does not change the state of the
JVM in undesirable ways, you can move to using it in a continuous JVM.
Also remember that invocations of Java programs in a continuous JVM are able to
pass on state to subsequent invocations of programs in the same JVM. You might
be able to use this to your advantage in designing your Java applications if you
want information to persist from one program invocation to the next. Because static
state and object instances referenced through static state are not reset between
JVM reuses in a continuous JVM, it is permissible for applications to create
persistent items that might be of use to future executions of the same application in
the same JVM.
Imagine an operation that reads DB2 information in order to construct a complex
data structure; this might be an expensive operation that should not be repeated
more times than absolutely necessary. With a continuous JVM, the complex data
structure can be stored in application static and be accessible to later executions of
the application in the same JVM, thus avoiding unnecessary initialization. (If objects
are anchored in static, that is, in the static class fields, then they are never
candidates for garbage collection.) This is also possible with a resettable JVM, but
would require the development of middleware code, which is a step up in
complexity from developing application code.
If you design an application in this way, remember that there is no guarantee that
subsequent executions of an application (or even executions of a different Java
program within the same transaction), will be assigned a JVM containing the items
that were created by the first execution of the application. The subsequent
executions of the application might be assigned a newly created JVM, or a JVM
that has been reinitialized following a mismatch or a steal, or a JVM that has been
used by a different application which cleared the JVM’s storage heaps. Your
application should not rely on the presence of the persistent items that you create in
the JVM; it should check for their presence in order to avoid unnecessary
initialization, but it should be prepared to initialize them if they are not found in the
present JVM.
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However, you must take care when designing and coding your applications that you
do not accidentally leave any unwanted state in the JVM. Because the static
storage is not reinitialized for each invocation of the program in a continuous JVM,
your program must reinitialize its own static storage, if it depends on the state of a
changeable class field. Static variables in a continuous JVM can exist through a
number of CICS tasks, and their value might not be predictable. This is true for
static variables in all classes, both application and system classes, and includes
classes which might affect the application, but are not used explicitly (including
those used in static initializers). Try to identify and eliminate any changeable class
fields and static initializers that have not been included deliberately as part of the
application’s design. Consider the following guidelines:
v Define a class field as private and final whenever possible. Be aware that a
native method can write to a final class field, and a non-private method can
obtain the object referenced by the class field and can change the state of the
object or array.
v Be aware of system-loaded classes that use changeable class fields.
Note that CICS provides a security manager, so you cannot use your own to restrict
access to changeable fields.
#
#
#
#

After a Java application running in a continuous JVM has accessed DB2, it is
important that it closes the DB2 connection. This is because subsequent executions
of the same application in the continuous JVM will try to open a new DB2
connection. This fails if a previous connection has not been closed.
Finally, if you are writing middleware to run in a continuous JVM, remember that a
continuous JVM does not invoke the ibmJvmTidyUp method to request the
middleware classes to perform cleanup. The middleware classes must perform any
cleanup that is required without being prompted by this request. Persistent
Reusable Java Virtual Machine User’s Guide, SC34-6201 explains how middleware
should be written.
The shared class cache:
Like the resettable JVM, the continuous JVM can use the shared class cache—that
is, it can be a worker JVM. “The shared class cache” on page 27 explains this
facility. JVMs that use the shared class cache start up more quickly, and have lower
storage requirements, than JVMs that don’t. The worker JVMs use the classes that
are already loaded in the shared class cache, instead of having to load these
classes from the file system.
The worker JVMs in a CICS region all have the same level of reusability as the
master JVM in that region, so you cannot mix resettable worker JVMs and
continuous worker JVMs in a CICS region—you need to choose one level of
reusability for your worker JVMs. Chapter 3, “Support for the shared class cache,”
on page 27 has more information about this. If you have some applications that
need to run in a resettable JVM and some that need to run in a continuous JVM,
and you want both types to use the shared class cache, then you could set up a
master JVM and worker JVMs with either level of reusability in separate CICS
regions. If you require both resettable and continuous JVMs in a single CICS region
that has a shared class cache, you need to choose which type should be able to
use the shared class cache, and which type should be standalone. Single-use
JVMs are always standalone JVMs.
JVM profiles:
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For a continuous JVM, specify REUSE=YES in the JVM profile. If the older option
Xresettable is present in the JVM profile, it is advisable to remove it, although if
the options conflict the REUSE option overrides the Xresettable option. An
information message is issued if this happens.
The CICS-supplied sample JVM profiles DFHJVMPR and DFHJVMCD are suitable
for converting into a profile for a continuous JVM. As supplied, these JVM profiles
specify REUSE=RESET. You can specify REUSE=YES instead to make them into
profiles for a continuous JVM instead of a resettable JVM. Bear in mind that
DFHJVMPR is the default if no JVM profile is specified in a PROGRAM resource
definition, and DFHJVMCD is used for the default request processor program.
Unless you are sure that all your Java programs which will use these JVM profiles
are suitable for running in a continuous JVM, you should copy and rename
DFHJVMPR and DFHJVMCD before converting them into profiles for a continuous
JVM.
Worker JVMs inherit their level of reusability from the REUSE option that you
specify in the JVM profile for the master JVM. If you include the REUSE option in
the profile for a worker JVM, the option is ignored. The CICS-supplied sample JVM
profile DFHJVMPC, which is for worker JVMs, does not include the REUSE option.
In the JVM profile for the master JVM that initializes the shared class cache, you
can define the master JVM as resettable (REUSE=RESET) or as continuous
(REUSE=YES). All the worker JVMs inherit this setting. The CICS-supplied sample
JVM profile DFHJVMCC specifies REUSE=RESET, meaning that the master JVM
and all the worker JVMs are resettable, so you need to change this setting if you
want to have continuous worker JVMs.
When you are setting up JVM profiles for continuous JVMs, bear in mind that if
more than one application uses the same JVM profile that creates a continuous
JVM, the applications could see each other’s persistent state. If you need to ensure
that an application that uses a continuous JVM does not have any contact with the
persistent state from another application, you should set up separate JVM profiles
for the applications to use. (The JVM profiles can be identical in content, provided
that they have different eight-character names.) However, you should still try to
avoid having too many different JVM profiles in your JVM pool, because this
increases the frequency of mismatches and steals, which are expensive
procedures.

Single-use JVMs (REUSE=NO)
The single-use JVM is not kept in the JVM pool for reuse. With this type of JVM,
the JVM is initialized, is used to run a single Java program, and then is
automatically destroyed without attempting a JVM reset. The single-use JVM is like
the earlier JVM that was supported by CICS in CICS TS 1.3, for which support is
removed in CICS TS 2.3. If you use a single-use JVM, you can invoke the
user-replaceable program DFHJVMAT to change options in the JVM profile, as you
could in CICS TS 1.3. This user-replaceable program cannot be invoked for a
resettable JVM or for a continuous JVM.
The single-use JVM has the lowest performance of any of the JVM types in terms
of transaction throughput, because the JVM must be initialized for each use. Some
time is saved by the absence of a reset, but this is less than the time used to
initialize the JVM. Because the JVM is destroyed after each use, it is not possible
for application code to affect subsequent program invocations by changing the state
of the JVM or by passing on state. Unresettable events are not logged in the
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single-use JVM. The single-use JVM is not recommended for running Java
applications in a production environment, and it should not be used for Java
applications comprising enterprise beans or which are started by IIOP requests. It is
only beneficial for Java applications that were originally designed to run in a
single-use JVM, and have not been made suitable for running in a JVM that is
intended for reuse.
Programming considerations:
New Java applications should not be developed in such a way that they can only
run in a single-use JVM. You should only use this type of JVM for Java programs
that must perform an unresettable action, and cannot at present be redesigned to
eliminate this action so that they could run in a resettable JVM or a continuous
JVM. To improve performance, you should redesign these programs as soon as you
can. Run the programs in a development environment, using a resettable JVM (with
the option REUSE=RESET in the JVM profile) with unresettable event logging
enabled, to identify the unresettable actions, and use this information to help you
redesign the program.
You cannot have more than one invocation of a Java program in a single-use JVM,
so these programs cannot pass on state to subsequent invocations of the same
program.
The single-use JVM is the only type of JVM that should be configured for debug
using the Java Platform Debugger Architecture (JPDA). A JVM that has been run in
debug mode is not a candidate for reuse.
The shared class cache:
The single-use JVM is not permitted to use the shared class cache—it must be a
standalone JVM, rather than a worker JVM. “The shared class cache” on page 27
explains this facility. The master JVM cannot be a single-use JVM. Because it
cannot use the shared class cache, a single-use JVM has a longer startup time and
higher storage requirements than a resettable or continuous JVM that is using the
shared class cache, as well as incurring the startup costs each time the JVM is
used.
JVM profiles:
For a single-use JVM, specify REUSE=NO in the JVM profile. If the older option
Xresettable, which is valid for migration purposes, is specified in the JVM profile as
Xresettable=NO, the JVM will also be a single-use JVM.
The CICS-supplied sample JVM profile DFHJVMPS is a profile for a single-use
JVM. You should not attempt to convert any of the other CICS-supplied sample
JVM profiles for this purpose.

Requirements
The hardware requirements for CICS support for the IBM JVM are the same as for
CICS Transaction Server for z/OS, Version 2 Release 3 generally.
The software requirement is IBM Software Developer Kit for z/OS, Java 2
Technology Edition, Version 1.4.2. (Version 1.4.1, with APAR PQ79281 applied, can
also be used, but IBM no longer provides technical support for this release.)
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Changes to CICS externals
There are changes to some options in JVM profiles in support of the new level of
reusability for JVMs, and a new option REUSE is added.
Information about the level of reusability for the shared class cache, individual
JVMs, and JVM profiles is returned on appropriate INQUIRE commands.
The statistics provided for the JVM pool, the shared class cache, individual JVMs,
and JVM profiles include information about levels of reusability.

Changes to JVM options (JVM profiles, JVM properties files and
samples)
Important
In CICS Transaction Server for z/OS, Version 2 Release 3, there are changes
relating to the management of JVM profiles other than those listed here. For
example, JVM profiles are now stored as HFS files, rather than as members of
a partitioned data set (PDS); there are new CICS-supplied sample JVM
profiles; and there are significant changes to the options that are available in
JVM profiles and JVM properties files. Before starting to work with your JVM
profiles, you should readChapter 3, “Support for the shared class cache,” on
page 27 and Chapter 4, “Miscellaneous changes to JVM support,” on page 57,
which contain information about all these changes.

The new option REUSE and the changed options are described in the following list.
INVOKE_DFHJVMAT={NO|YES}
Specifies whether or not the user replaceable module, DFHJVMAT, should be
invoked before creating a new JVM. DFHJVMAT can only be used for
single-use JVMs, that is, where the option REUSE=NO or the older option
Xresettable=NO is specified in the JVM profile. INVOKE_DFHJVMAT is ignored
if the JVM is a resettable JVM or a continuous JVM, which is the case if any of
the following options are specified in the JVM profile:
v REUSE=RESET or REUSE=YES
v Xresettable=YES
v CLASSCACHE=YES
REUSE={RESET|YES|NO}
Specifies the level of reusability for the JVM. “The levels of reusability for JVMs”
on page 12 gives a full explanation of the characteristics of the three possible
levels of reusability for a JVM, the situations and application designs for which
each level of reusability is appropriate, and the relative performance of each
level of reusability. The settings for this option specify the levels of reusability as
follows:
v REUSE=RESET, which is the default, creates a JVM that is reused many
times by Java applications, and is reset after each Java program has
completed. This type of JVM is known as a resettable JVM.
v REUSE=YES creates a JVM that is reused many times by Java applications,
but is not reset after each Java program has completed. This type of JVM is
known as a continuous JVM.
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v REUSE=NO creates a JVM that is like the earlier JVM that was supported by
CICS in CICS TS 1.3. It is not reused and not reset, but instead is
destroyed after a single Java program has run in it. This type of JVM is
known as a single-use JVM.
The level of reusability that you choose might affect the relevance of some of
the storage heap size options in the JVM profile. The options that might be
affected are Xinitacsh, Xinitth, Xmaxe, Xmine, Xmaxf, Xminf, and Xmx.
Depending on the level of reusability, you might be able to omit these options
from the JVM profile, or their meaning might change. See the descriptions of
these options in the CICS System Definition Guide for more information.
When you are choosing a setting for the REUSE option in a JVM profile, follow
these rules:
1. If the option CLASSCACHE=YES is specified in the JVM profile, to make
the JVM a worker JVM, the REUSE option is ignored. Worker JVMs inherit
their level of reusability from the master JVM. Do not specify both
CLASSCACHE=YES and the REUSE option.
2. If the JVM profile is to be used for the master JVM that initializes the shared
class cache, it can specify REUSE=RESET (to create a resettable JVM) or
REUSE=YES (to create a continuous JVM). The master JVM cannot be a
single-use JVM (REUSE=NO), and if you specify that setting, CICS
disallows it and assumes instead that the master JVM is resettable. If the
REUSE option is omitted, CICS also assumes that the master JVM is
resettable. The worker JVMs in a CICS region all inherit their level of
reusability from the master JVM in that region.
3. If you specify the REUSE option, it is advisable to remove the older option
Xresettable from the JVM profile, if it is present. This option was the
previous method of specifying the level of reusability for a JVM. For
migration purposes, it is still a valid way to create a resettable JVM (which
is specified by Xresettable=YES) or a single-use JVM (which is specified by
Xresettable=NO), but it cannot be used to create a continuous JVM. If both
the Xresettable option and the REUSE option are specified, an error
message is issued if their settings conflict, but the REUSE option overrides
the Xresettable option. The Xresettable option is not used in the
CICS-supplied sample JVM profiles.
If you specify REUSE=RESET or REUSE=YES in a JVM profile, remember that
for successful reuse of JVMs created using that profile, you should:
v Ensure that only trusted middleware classes (normally middleware supplied
by IBM or another vendor) are placed on the trusted middleware class path,
and your own application classes are placed on the shareable application
class path or the standard class path. “Classes in a JVM” in Java
Applications in CICS explains the difference between middleware and
application classes and class paths.
v If you choose REUSE=RESET, ensure that applications do not cause the
JVM to be made unresettable. In a resettable JVM, application classes must
follow a strict set of rules which, if observed, ensure that the JVM can be
properly reset. The restricted actions are not prevented by the JVM, but they
are detected and cause the JVM to be destroyed at termination of the Java
application. “The levels of reusability for JVMs” on page 12 explains more
about this process, and Persistent Reusable Java Virtual Machine User’s
Guide, SC34-6201, has details of the unresettable actions.
v If you choose REUSE=YES, ensure that when designing applications to run
in a continuous JVM, you have taken into account the programming
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considerations described in “The levels of reusability for JVMs” on page 12.
Because this type of JVM does not apply the same restrictions to application
classes as the resettable JVM, you need to make sure that the applications
do not change the state of the JVM in undesirable ways, or accidentally
leave any unwanted state in the JVM.
Xresettable={YES|NO}
This option is a deprecated method of specifying the level of reusability for a
JVM. “The levels of reusability for JVMs” on page 12 explains the three levels
of reusability that a JVM can have. For migration purposes, the Xresettable
option is still a valid way to create a resettable JVM (which is specified by
Xresettable=YES) or a single-use JVM (which is specified by Xresettable=NO),
but it cannot be used to create a continuous JVM. You should now use the
REUSE option in the JVM profile to specify the level of reusability for the JVM.
The CICS-supplied sample JVM profiles use the REUSE option instead of the
Xresettable option.
When you use the REUSE option, it is advisable to remove the Xresettable
option from the JVM profile, although if the options conflict the REUSE option
overrides the Xresettable option. An information message is issued if this
happens.

Changes to the system programming interface
The new EXEC CICS commands INQUIRE CLASSCACHE, INQUIRE JVM and
INQUIRE JVMPROFILE return information about the level of reusability (REUSEST)
that applies to the shared class cache, an individual JVM, or a JVM profile. The
CEMT INQUIRE CLASSCACHE and CEMT INQUIRE JVM commands also return
this information (there is no CEMT equivalent of the EXEC CICS INQUIRE
JVMPROFILE command). For the full descriptions of these new commands, see:
v “INQUIRE CLASSCACHE” on page 48
v “INQUIRE JVM” on page 86
v “INQUIRE JVMPROFILE” on page 88

Changes to statistics
The JVM Pool statistics now show the number of requests to run a program in a
JVM that requested a resettable JVM, and the number that requested a continuous
JVM. These statistics are reported as “Number of JVM program requests—Reset
specified” and “Number of JVM program requests—Reuse specified”. (Note that
before continuous JVMs were available, the field “Number of JVM program
requests—Reuse specified” was used to show requests for resettable JVMs.) You
can obtain these statistics using the EXEC CICS COLLECT STATISTICS
JVMPOOL or CEMT PERFORM STATISTICS JVMPOOL command. They are
mapped by the DFHSJGDS DSECT. The statistics utility program DFHSTUP and
the sample statistics program DFH0STAT are updated to report the new statistics.
The information provided for the shared class cache, individual JVMs, and JVM
profiles, in the reports that can be obtained from the sample statistics program
DFH0STAT, include information about the levels of reusability for these items. For
descriptions of these reports, see “Changes to statistics” on page 96.
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CICSPlex SM support
There are a number of changes to CICSPlex SM views and resource tables
relating to CICS support for the continuous JVM. There are no new ISPF end user
interface views in CICS Transaction Server for z/OS, Version 2 Release 3. Instead
only new Web User Interface starter set operations views and menus are provided.
All these changes are described in “CICSPlex SM support” on page 100.
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Chapter 3. Support for the shared class cache
The shared class cache is a cache of class files which is shared by a set of Java
Virtual Machines (JVMs) within an address space. A master JVM manages the
shared class cache, and worker JVMs share it. CICS TS for z/OS, Version 2.3
introduces support for the shared class cache for JVMs running in the CICS
address space.
For more information see:
v “Benefits”
v “The shared class cache”
v “Requirements” on page 42
v “Changes to CICS externals ” on page 42
v “CICSPlex SM support” on page 55

Benefits
Use of the shared class cache improves the perfomance of JVMs in two respects:
v Average startup time for a new JVM is reduced, because shareable classes will,
in most cases, have been preloaded in the shared class cache.
v The memory used by shareable classes is reduced, because there is a single
copy of each class in the shared class cache, rather than one copy for each
JVM.

The shared class cache
The shared class cache is an enhancement to CICS support for the JVM provided
by the IBM Software Developer Kit for z/OS, Java 2 Technology Edition, Version
1.4.2, which features the persistent reusable JVM technology.
CICS Transaction Server for z/OS, Version 2 Release 3 implements a shared class
cache for the JVM. The shared class cache is created using the JVM’s -Xjvmset
option. Previously, classes were cached in the appropriate storage heap in each
JVM. Now, multiple JVMs can share a single cache of class files that have already
been loaded, including some that have been optimized by compilation. The shared
class cache replaces the system heap and the application-class system heap for
those JVMs, and it can contain middleware and application classes. JVMs that use
the shared class cache start up more quickly, and have lower storage requirements,
than JVMs that don’t.
The shared class cache is initialized by a JVM referred to as the master JVM. The
master JVM cannot be used to run Java programs; it exists only to initialize and
own the shared class cache. The master JVM obtains shared memory in which its
system heap is allocated. The system heap contains class files (including those that
have been optimized by compilation) which can be shared by all the worker JVMs,
and the rest of the shared memory contains other information that is common to the
master and worker JVMs, such as the class loading paths needed to load classes
into the shared class cache. The master JVM can be defined as a resettable JVM,
with the option REUSE=RESET or the older option Xresettable=YES in its JVM
profile, or as a continuous JVM, with the option REUSE=YES in its JVM profile. If
none of these options is included, CICS assumes that the master JVM is resettable.
The master JVM runs on its own open TCB, the JM TCB. JM TCBs are not used for
any other purpose. They do not count towards the MAXJVMTCBS limit, and they
cannot be reused like the J8 and J9 TCBs in the JVM pool.
© Copyright IBM Corp. 2003,2006
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The JVMs that share the class cache are referred to as worker JVMs, and they can
be used to run Java applications. The worker JVMs use the classes loaded in the
shared class cache, instead of having to load these classes from the file system.
Although the worker JVMs share the class cache, each worker JVM owns all the
working data (objects and static variables) for the applications that run in it. This
helps to maintain the isolation between the Java applications being processed in
the system.
The worker JVMs in a CICS region all have the same level of reusability as the
master JVM. Chapter 2, “Support for the continuous JVM,” on page 11 explains the
levels of reusability for JVMs. If the master JVM is a resettable JVM, the worker
JVMs are also resettable, and if the master JVM is a continuous JVM, the worker
JVMs are also continuous. (Single-use JVMs cannot use the shared class cache.) If
the REUSE or Xresettable options are included in the JVM profile for a worker
JVM, they are ignored.
CICS supports one active shared class cache in each region. (A region might also
contain old shared class caches that are being phased out.) The shared class
cache can support the majority of the JVMs in each region. Some of the JVMs in
the region might not be suited to sharing the class cache, because they are debug
JVMs used for problem diagnosis, or because they have an inappropriate level of
reusability. These JVMs can still run as standalone JVMs, and have their own cache
of classes in their storage heaps.
The shared class cache contains:
v The IBM-supplied middleware that you need to run enterprise beans and Java
applications, and any other middleware classes that you have specified (on the
trusted middleware class path).
v Any application classes that are loaded by shared application class loaders,
including classes on the shareable application class path, and classes that are
loaded from a DJAR.
The master and worker JVMs use the same library path, which is the path for native
C dynamic link library (DLL) files that are used by the JVM, to ensure that they are
using the same versions of these files. However, these files are not loaded into the
shared class cache. Unless they are shared through another z/OS facility (such as
the shared library region), a copy is loaded into each worker JVM.
The library path and trusted middleware class path for the shared class cache are
defined in the JVM profile for the master JVM, and the shareable application class
path for the shared class cache is defined in the JVM properties file for the master
JVM. For a worker JVM, CICS ignores these class paths if they are specified in the
worker’s own JVM profile and JVM properties file, and instead uses the values
specified for these class paths in the JVM profile and JVM properties file for the
master JVM.
This means that for a worker JVM, items on the library path, middleware classes,
and shareable application classes must be included in the class paths in the JVM
profile and JVM properties file for the master JVM that initializes the shared class
cache, rather than in the JVM profile and JVM properties file for the JVM where the
application will run. The library path is defined by the LIBPATH option in the JVM
profile, and the trusted middleware class path is defined by the CICS_DIRECTORY,
TMPREFIX, and TMSUFFIX options in the JVM profile. The shareable application
class path is defined by the ibm.jvm.shareable.application.class.path system
property in the JVM properties file.
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The standard class path (defined by the CLASSPATH option in the JVM profile) is
the only class path that is taken from the profile for the worker JVM itself, rather
than from the profile for the master JVM. Classes on this class path are loaded into
the individual worker JVMs, and are not cached in the shared class cache. Adding
classes to this class path is detrimental to performance for a resettable JVM,
because the classes are reloaded every time the JVM is reset. For a continuous
JVM, these classes are kept intact from one JVM reuse to the next, so there is no
need to reload them, but having the classes in every JVM uses more storage than
having a single copy in the master JVM. For these reasons, you should avoid using
the standard class path for worker JVMs in a production environment.
Any worker JVM can modify the shared class cache. When worker JVMs perform
just-in-time (JIT) compilation of classes that are in the shared class cache, they
write the results of the compilation to the shared class cache, so that other worker
JVMs can use the compiled classes. The master JVM that initializes the shared
class cache is invoked in user key, so that worker JVMs that were invoked in user
key can read and write to the shared class cache. Even if all the worker JVMs that
share the class cache are invoked in CICS key, the master JVM and the shared
class cache are still in user key.
Figure 1 on page 30 shows an example JVM pool when a shared class cache has
been introduced for the CICS region. The JVM pool contains:
v Two worker JVMs (JVMs 6 and 7) created with the JVM profile DFHJVMPC, in
user key (so running on a J9 TCB). “User key execution mode for Java
applications” on page 59 explains more about using CICS key and user key for
JVMs. DFHJVMPC is the CICS-supplied sample JVM profile for a worker JVM.
v A worker JVM (JVM 9) created with the JVM profile USERJVM1, in CICS key (so
running on a J8 TCB). When the shared class cache was introduced, the JVM
profile USERJVM1 was changed to state that JVMs with that profile use the
shared class cache.
v A standalone JVM (JVM 8) created with the JVM profile DFHJVMPR, in user key
(so running on a J9 TCB). As the JVM was created with DFHJVMPR, it does not
use the shared class cache.
v A standalone JVM (JVM 10) created with the JVM profile USERJVM2, in CICS
key. The JVM profile USERJVM2 was not changed when the shared class cache
was introduced, and JVMs with that profile do not use the shared class cache.
The shared class cache, shown on the right of the diagram, is initialized by a
master JVM created with the JVM profile DFHJVMCC, which is the CICS-supplied
default JVM profile for a master JVM, and the execution key USER. The master
JVM runs on a JM TCB. The worker JVMs (6, 7 and 9) are using the shared class
cache, but the standalone JVMs (8 and 10) are not.
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Figure 1. Example JVM pool with a shared class cache

Before setting up the shared class cache, you need to check the options for
semaphores that you have set in the BPXPRMxx members of SYS1.PARMLIB. The
master JVM that initializes the shared class cache uses a single semaphore ID, and
requests a set of 32 semaphores, so you need to:
v Ensure that the MNIDS value is enough for the maximum number of semaphore
IDs that are in use at one time, including the shared class cache. Depending on
the frequency with which you expect to reload the shared class cache, you might
want to allow two or possibly three semaphore IDs for the shared class cache.
One semaphore ID would be used by the master JVM that controls the active
shared class cache, and the remainder would be used by a master JVM that
controls a shared class cache that is being phased out, or by a new master JVM
that controls a shared class cache that is being loaded. It is unlikely that you
would need more than two semaphore IDs for the shared class cache, except in
a CICS region that is being heavily used for development and testing.
(“Managing your JVM pool for performance” in the CICS Performance Guide has
more information about the usage that could be expected in a production system
or in a development system.) If you need to change the MNIDS value, you can
do this by using the IPCSEMNIDS parameter that is in the BPXPRMxx members
of SYS1.PARMLIB.
v Ensure that the MNSEMS value is enough for the maximum number of
semaphores that the master JVM requests in a semaphore set—the value must
be 32 or greater. If you need to change the MNIDS value, you can do this by
using the IPCSEMNSEMS parameter that is in the BPXPRMxx members of
SYS1.PARMLIB.
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See z/OS UNIX System Services Planning, GA22-7800, in the topic “Customizing
the BPXPRMxx parmlib members”, and z/OS MVS Initialization and Tuning
Reference, SA22-7592, in the topic “BPXPRMxx (z/OS UNIX System Services
parameters)“, for more information about adjusting these parameters. The CICS
Transaction Server for z/OS Installation Guide has information about other
parameters in the BPXPRMxx members of SYS1.PARMLIB that need to be
changed to use JVMs in a CICS environment.

Defining the shared class cache
Use the JVMCCSIZE system initialization parameter to specify the initial size of the
shared class cache. The size of the shared class cache determines the number of
classes that it can contain. The default size is 24MB. You can change the size of
the shared class cache while CICS is running.
Besides JVMCCSIZE, the shared class cache is mainly defined through the JVM
profile that is used for the master JVM that initializes the shared class cache.
The JVM profile for a master JVM is similar to the JVM profile for any other JVM.
The CLASSCACHE_MSGLOG option can be specified to name the file for
messages from the master JVM (the default is dfhjvmccmsg.log). Some options (for
example, the Xdebug option) are not appropriate for a master JVM, and if they are
specified in the JVM profile that is used for the master JVM, CICS ignores them.
“Changes to JVM options (JVM profiles, JVM properties files and samples)” on
page 78 has information about the options that are not appropriate in the JVM
profile for a master JVM. As for any other JVM profile, you need to ensure that the
settings in the profile are suitable for your system.
The JVM properties file for a master JVM omits most of the system properties that
would be specified for a normal JVM, because the master JVM is not used to run
Java applications. The only system property that needs to be specified is
ibm.jvm.shareable.application.class.path, which you should use to specify the
shareable application classes for all the applications that will run in worker JVMs
that use the shared class cache. “Changes to JVM options (JVM profiles, JVM
properties files and samples)” on page 78 has more information about other system
properties that you might also want to specify in the JVM properties file for a master
JVM.
One important decision to make about the master JVM is whether to define it as a
resettable JVM, or as a continuous JVM. (It cannot be defined as a single-use
JVM.) The worker JVMs in a CICS region all have the same level of reusability as
the master JVM in that region. “The levels of reusability for JVMs” on page 12
explains the levels of reusability for JVMs. If you specify the option REUSE=RESET
or the older option Xresettable=YES in the JVM profile for the master JVM, the
master JVM and all the worker JVMs are resettable. If you specify the option
REUSE=YES in the JVM profile for the master JVM, the master JVM and all the
worker JVMs are continuous. If none of these options is included, CICS assumes
that the master JVM is resettable. If your worker JVMs are continuous JVMs, they
have a greater transaction throughput and lower CPU usage than if they are
resettable JVMs. However, bear in mind that in a resettable JVM, a program
invocation cannot be affected by any actions of a previous program invocation, but
a continuous JVM (which is not reset after each use) does not prevent programs
from being affected by the actions of a previous program invocation in the same
JVM. If you choose to make your master JVM and worker JVMs into continuous
JVMs, you need to note the considerations for programming and for application
design which are described in “Continuous JVMs (REUSE=YES)” on page 17.
Chapter 3. Support for the shared class cache
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By default, the supplied sample JVM profile DFHJVMCC is used for the master
JVM that initializes the shared class cache. DFHJVMCC specifies the option
REUSE=RESET, so the master JVM and worker JVMs are resettable. You can
modify DFHJVMCC to change this setting or other settings in the JVM profile, or
you can substitute your own JVM profile.
If you modify DFHJVMCC, CICS uses the new version of the JVM profile for the
master JVM the next time the shared class cache is started. If the shared class
cache is already started, and you want to switch to the new version of the JVM
profile right away, use the CEMT PERFORM CLASSCACHE RELOAD command
(or the equivalent EXEC CICS command) to create a new shared class cache. The
master JVM that initializes the new shared class cache will use the new version of
the JVM profile.
If you create your own JVM profile to use instead of DFHJVMCC, there are two
ways that you can specify a different JVM profile to be used for the master JVM:
1. Name the JVM profile you want to use on the JVMCCPROFILE system
initialization parameter. Using the system initialization parameter ensures that
this JVM profile is used for the master JVM following an initial or cold start of
CICS. The supplied sample JVM profile DFHJVMCC is the default value for this
system initialization parameter.
2. Use either the CEMT PERFORM CLASSCACHE RELOAD command (or the
equivalent EXEC CICS command) if the shared class cache is started, or the
CEMT PERFORM CLASSCACHE START command (or the equivalent EXEC
CICS command) if the shared class cache is stopped, to create a new shared
class cache. Use the PROFILE option on the command to specify the JVM
profile to be used for the master JVM that initializes the new shared class
cache. The new JVM profile that you specified is then used for each subsequent
initialization of the shared class cache. The new setting is remembered across a
warm or emergency start, unless the JVMCCPROFILE system initialization
parameter is specified as an override at startup, in which case the value from
the JVMCCPROFILE system initialization parameter is used. On an initial or
cold start of CICS, CICS uses the JVM profile named on the JVMCCPROFILE
system initialization parameter.
Remember that when you specify the JVM profile, whether by using
JVMCCPROFILE or by using a CEMT or EXEC CICS PERFORM CLASSCACHE
command, you must enter it using the same combination of upper and lower case
characters that is present in the HFS file name. If you use the CEMT transaction,
and the name of the JVM profile is in mixed case or lower case, ensure that the
terminal you use is correctly configured, with upper case translation suppressed. If
you use an EXEC CICS command, the value is always accepted in mixed case.
Use the CEMT INQUIRE CLASSCACHE command (or the equivalent EXEC CICS
command) to find out what JVM profile currently applies to the master JVM that
initializes the shared class cache.

Enabling JVMs to use the shared class cache
To enable a JVM to be a worker JVM and use the shared class cache, you need to
ensure that the JVM profile used by that JVM states CLASSCACHE=YES. If any
JVMs in the region cannot share the class cache, because they have an
inappropriate level of reusability or because they are being used for problem
diagnosis, they need to use a JVM profile that states CLASSCACHE=NO. The new
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EXEC CICS INQUIRE JVMPROFILE command tells you whether a particular JVM
profile states CLASSCACHE=YES or CLASSCACHE=NO. (There is no CEMT
equivalent for this command.)
The default JVM profile DFHJVMPR states CLASSCACHE=NO. If you use this
JVM profile, the JVM does not use the shared class cache, and runs independently
as a standalone JVM.
The supplied sample JVM profile DFHJVMPC states CLASSCACHE=YES. It is
compatible with the shared class cache that is created by a master JVM with the
JVM profile DFHJVMCC. If you want a JVM to use the shared class cache, you can
name DFHJVMPC as the JVM profile on the PROGRAM resource definition for the
request, or you can name your own JVM profile based on DFHJVMPC that states
CLASSCACHE=YES. JVMs created using JVM profiles that state
CLASSCACHE=YES are known as worker JVMs.
The JVM profile for CICS-supplied system programs, DFHJVMCD, states
CLASSCACHE=NO. This JVM profile is specified by the PROGRAM resource
definition for the default request processor program, DFJIIRP. Enterprise bean
requests that invoke the CICS-supplied CIRP request processor transaction will
therefore use this JVM profile. If you want these enterprise beans to use the shared
class cache, change DFHJVMCD to state CLASSCACHE=YES.
If you specify CLASSCACHE=YES in a JVM profile, certain options in the JVM
profile and JVM properties file are ignored. If these options are found in the JVM
profile or JVM properties file for a worker JVM, CICS does not pass them on to the
JVM. If values for these options are required, they are taken from the JVM profile
and JVM properties file for the master JVM that initializes the shared class cache.
These options are not used in the CICS-supplied sample JVM profile DFHJVMPC.
If you have converted another JVM profile to use the shared class cache, you can
either remove the options (by commenting out or deletion) from the JVM profile or
JVM properties file, or leave them there. “Changes to JVM options (JVM profiles,
JVM properties files and samples)” on page 78 tells you what options and system
properties are treated in this way.
The options that are ignored for a worker JVM include the REUSE option, which
specifies the level of reusability for the JVM. Chapter 2, “Support for the continuous
JVM,” on page 11 explains the levels of reusability for JVMs. Worker JVMs inherit
their level of reusability from the master JVM, so they do not need the REUSE
option in their JVM profiles. The master JVM and worker JVMs in a CICS region
can be resettable or continuous, depending on the REUSE setting in the master
JVM profile. If you choose to make your master JVM and worker JVMs into
continuous JVMs, you need to note the considerations for programming and for
application design which are described in “Continuous JVMs (REUSE=YES)” on
page 17.
Also among the options that are ignored for a worker JVM are the options that
specify the library path (in the JVM profile), the trusted middleware class path (in
the JVM profile), and the shareable application class path (in the JVM properties
file). These class paths are taken from the values for the master JVM. If you have
converted an existing JVM profile to use the shared class cache, you need to
ensure that directory paths specified by these options in the JVM profile or its JVM
properties file are transferred to the library path, the middleware class path or the
shareable application class path for the master JVM.
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Starting the shared class cache
You can start the shared class cache in three ways:
1. You can set the shared class cache to start at CICS initialization, by setting
the JVMCCSTART system initialization parameter to YES. (This setting also
enables autostart.)
2. You can enable autostart for the shared class cache. If you enable autostart,
the shared class cache is started automatically as soon as CICS receives a
request to run a Java application in a JVM whose profile requires the use of the
shared class cache. When you first use CICS Transaction Server for z/OS,
Version 2 Release 3, autostart is enabled by default. If you have disabled
autostart, there are three ways to enable it again:
a. To enable autostart for the next CICS execution, set the JVMCCSTART
system initialization parameter to either YES, or AUTO. YES makes the
shared class cache start at CICS initialization, and also enables autostart.
AUTO just enables autostart, and does not make the shared class cache
start at CICS initialization.
b. When CICS is running, use the CEMT SET CLASSCACHE AUTOSTARTST
command (or the equivalent EXEC CICS command) to enable autostart.
c. If you are terminating (phasing out, purging or forcepurging) the shared
class cache, use the AUTOSTARTST option on the CEMT PERFORM
CLASSCACHE command (or the equivalent EXEC CICS command) to
enable autostart.
Use the CEMT INQUIRE CLASSCACHE command (or the equivalent EXEC
CICS command) to find out the current status of autostart for the shared class
cache. When you change the autostart status of the shared class cache while
CICS is running, subsequent CICS restarts use the most recent settings that
you made using the CEMT SET CLASSCACHE command or the CEMT
PERFORM CLASSCACHE command (or the equivalent EXEC CICS
commands), unless the system is INITIAL or COLD started, or the
JVMCCSTART system initialization parameter is specified as an override at
startup. In these cases, the setting from the system initialization parameter is
used.
3. When CICS is running, if you have disabled autostart, or if autostart is enabled
but no JVM has yet required the shared class cache, you can start the shared
class cache manually by entering a CEMT PERFORM CLASSCACHE START
command (or the equivalent EXEC CICS command). When you use this
command, you can specify the size of the shared class cache (CACHESIZE
option), and the profile that is used for the master JVM that initializes the shared
class cache (PROFILE option).
If your CICS system is WARM or EMERGENCY started, and the shared class
cache was started when the system shut down, then it is started at CICS
initialization. This happens whatever the autostart status is, unless the
JVMCCSTART system initialization parameter is specified as an override at startup,
in which case the behaviour specified by the system initialization parameter is used.
When you start the shared class cache by an explicit command or by the autostart
feature, there is a short delay while the master JVM initializes the shared class
cache. If CICS receives requests during this period for worker JVMs that require the
use of the shared class cache, the requests wait until the startup process is
complete and the shared class cache is ready.
When you have decided how and when you normally prefer the shared class cache
to start in your CICS system, use the JVMCCSTART system initialization parameter
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to set the normal behaviour for the shared class cache. The CICS default setting for
the JVMCCSTART system initialization parameter is AUTO. This setting means that
when you start CICS, the shared class cache does not start up immediately.
However, autostart is enabled, so the shared class cache starts automatically when
the first worker JVM requires it. This is the situation when you first use CICS
Transaction Server for z/OS, Version 2 Release 3.
If you prefer the shared class cache to start up during CICS initialization, so that it
is ready and waiting when the first worker JVM requires it, set the JVMCCSTART
system initialization parameter to YES. This setting enables autostart, so if you stop
the shared class cache, it starts again automatically when the first worker JVM
requires it.
If you prefer the shared class cache not to start at all until you enter a specific
command, set the JVMCCSTART system initialization parameter to NO. This setting
disables autostart, so when you want to start the shared class cache, you need
either to enter a CEMT PERFORM CLASSCACHE START command (or the
equivalent EXEC CICS command), or to enable autostart by one of the methods
described above. If a Java program needs to run in a JVM that uses the shared
class cache, and the shared class cache has not been started, and autostart is
disabled, then the program cannot run.

Adjusting the size of the shared class cache
When the master JVM initializes the shared class cache, the amount of storage in
the cache is fixed. When the storage in the shared class cache becomes full,
worker JVMs cannot add any more classes to it, and the JIT compiler might not be
able to carry out any further processing of the classes that are already loaded. You
can use the CEMT INQUIRE CLASSCACHE command (or the equivalent EXEC
CICS command) to report on the size of the shared class cache, and the amount of
free space within it.
Use the system initialization parameter JVMCCSIZE to specify the initial setting for
the size of the shared class cache. The default is 24MB.
The size that you specify for the shared class cache needs to be sufficient to
contain:
v The classes for your applications, except for any classes on the standard class
path (the CLASSPATH option in the JVM profile), because those classes are not
placed in the shared class cache.
v The JIT-compiled code for the classes.
Bear in mind that the JIT-compiling process happens at variable times during the
execution of your applications. To identify the total size of the classes and
JIT-compiled code for an application, run the application repeatedly in a
development environment, using the shared class cache. While you are running the
application, monitor the amount of free space in the shared class cache, which is
reported by the CACHEFREE parameter on the INQUIRE CLASSCACHE command
(or the equivalent EXEC CICS command). After a sufficient number of uses of the
application (perhaps around one thousand), you should find that the amount of free
space has stabilised, meaning that the JIT-compiling process is largely complete.
Repeat this process for each application that will be using the shared class cache.
Add together the amount of storage used by each application, and add on a
suitable safety margin (to allow for any late JIT-compiling or future application
changes), to arrive at an approximate size for the shared class cache.
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If the storage in your shared class cache becomes full, worker JVMs can continue
to use the classes and compiled code that are already present in it. However, if a
worker JVM subsequently tries to add a new class or the results of JIT-compilation
to the shared class cache, the worker JVM throws a java.lang.OutOfMemoryError. If
you find that this is happening, you need to increase the size of the shared class as
soon as possible.
If you have made the initial size of the shared class cache too small (or too large),
there are two ways to change it without changing the system initialization
parameter:
1. When the status of the shared class cache is STARTED, you can use the
CEMT PERFORM CLASSCACHE RELOAD command (or the equivalent EXEC
CICS command) to create a new shared class cache. The RELOAD option does
not work if the shared class cache has not been started. Specify the size for the
new shared class cache by using the CACHESIZE option on the command.
This causes the least disruption to worker JVMs that are using the shared class
cache.
2. When the status of the shared class cache is STOPPED (either because it has
not yet been started on this CICS execution, or because you have stopped it
manually), you can use the CEMT PERFORM CLASSCACHE START command
(or the equivalent EXEC CICS command) to start the shared class cache.
Specify the size for the new shared class cache by using the CACHESIZE
option on the command. If you do not want the shared class cache to remain
active, you can then shut it down again.
When you specify a new size for the shared class cache while CICS is running,
subsequent CICS restarts use the new value, unless the system is INITIAL or
COLD started, or the JVMCCSIZE system initialization parameter is specified as an
override at startup. In these cases, the value from the JVMCCSIZE system
initialization parameter is used.

Updating classes or JAR files in the shared class cache
The shared class cache contains:
v The IBM-supplied middleware that you need to run enterprise beans and Java
applications, and any other middleware classes that you have specified (on the
trusted middleware class path).
v Any application classes that are loaded by shared application class loaders,
including classes on the shareable application class path, and classes that are
loaded from a DJAR.
If any of these classes or JAR files change, you need to update them in the shared
class cache, because they are not automatically reloaded. This does not apply to
classes loaded by the nonshareable class loader, that is, classes on the standard
class path specified by the CLASSPATH option in the JVM profile, because they are
loaded into the individual worker JVMs.
If you need to update any of the classes or JAR files in the shared class cache, first
update the classes or files on your system. Next, phase out the old shared class
cache and create a new shared class cache. The new shared class cache will
contain the new classes or JAR files that you have placed on your system.
You can phase out the old shared class cache using one of three commands,
depending on how you want the new shared class cache to be introduced. Once
you have entered one of these commands, either CICS will create a new shared
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class automatically, or you will need to create a new shared class cache manually.
The three commands that you can use are listed here, with a description of what
happens when you use each command. Read the list to identify the command that
is most appropriate for your situation. Table 2 on page 39, following the list,
summarizes when you should use each command.
The commands you can use to update classes or JAR files in the shared class
cache are:
v CEMT PERFORM CLASSCACHE RELOAD (or the equivalent EXEC CICS
command).
This command creates a new shared class cache using the new classes or
JARs. You can only use this command when the status of the shared class
cache is STARTED. When you reload the shared class cache, worker JVMs, both
those that are already allocated to tasks and those that are allocated to tasks
after you issue the command, continue to use the existing shared class cache
until the new shared class cache is ready. When the new shared class cache is
ready, subsequent requests for worker JVMs are given a worker JVM that uses
the new cache. These new worker JVMs are started as they are requested by
applications, and they replace the worker JVMs that are using the old shared
class cache. The worker JVMs that are using the old shared class cache are
allowed to finish running their current Java programs, and then they are
terminated. The old shared class cache is deleted when all the worker JVMs that
are dependent on it have been terminated.
CEMT PERFORM CLASSCACHE RELOAD is the least disruptive of the three
commands listed here, but it does mean that the old versions of the class or JAR
files continue to be used until the process is complete. CEMT PERFORM
CLASSCACHE RELOAD has no effect on standalone JVMs that are not sharing
the class cache.
When you have entered CEMT PERFORM CLASSCACHE RELOAD, you do not
need to take any further action, because CICS automatically creates the new
shared class cache as a result of the command.
v CEMT PERFORM CLASSCACHE PHASEOUT, PURGE or FORCEPURGE (or
the equivalent EXEC CICS command).
This command terminates all the worker JVMs that are dependent on the shared
class cache, and then deletes the shared class cache itself. You can choose to
purge or forcepurge the worker JVMs, or allow them to finish running their
current Java programs before they are deleted. New JVMs that start up after you
issue the command cannot use the shared class cache that is being terminated.
This command has no effect on standalone JVMs that are not sharing the class
cache.
When you have entered CEMT PERFORM CLASSCACHE PHASEOUT, PURGE
or FORCEPURGE (or the equivalent EXEC CICS command):
– If autostart is enabled, as soon as a new JVM requests the use of the shared
class cache, a new shared class cache is started, and this new shared class
cache contains the new versions of the classes or JAR files. There will be a
slight delay while the new shared class cache is initialized, during which
requests will wait. All subsequent JVMs that require the shared class cache
will use the new shared class cache.
– If autostart is disabled, you need to take action to ensure that a new shared
class cache is started. You can use the AUTOSTARTST option on the CEMT
PERFORM CLASSCACHE PHASEOUT, PURGE or FORCEPURGE
command (or the equivalent EXEC CICS command) to enable autostart, in
which case a new shared class cache is created as soon as a new JVM
requests the use of the shared class cache. Alternatively, if you want to keep
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autostart disabled, you need to start a new shared class cache using the
CEMT PERFORM CLASSCACHE START command (or the equivalent EXEC
CICS command). You can enter this command while the old shared class
cache is being terminated; you do not need to wait for termination to
complete. Enter the command as soon as you can, because while the status
of the shared class cache is STOPPED, requests to run a Java application in
a JVM whose profile requires the use of the shared class cache (that is,
requests for worker JVMs) will fail. After you enter the command, making the
status of the shared class cache STARTING, the requests will wait. The new
shared class cache that you start (whether manually or by enabling autostart)
contains the new versions of the classes or JAR files.
After the new shared class cache starts, the old shared class cache remains in
the system until all the worker JVMs that are dependent on it have been
terminated, and then it is deleted. You can use the CEMT INQUIRE
CLASSCACHE command (or the equivalent EXEC CICS command) to report on
any old shared class caches in your system, and the number of JVMs that are
dependent on them.
v CEMT SET JVMPOOL PHASEOUT, PURGE or FORCEPURGE (or the
equivalent EXEC CICS command).
This command terminates all the JVMs in the JVM pool, both those sharing the
class cache and those running independently as standalone JVMs, and it
terminates the shared class cache. You can choose to purge or forcepurge the
JVMs, or allow them to finish running their current Java programs before they are
deleted.
When you have entered CEMT SET JVMPOOL PHASEOUT, PURGE or
FORCEPURGE (or the equivalent EXEC CICS command):
– For standalone JVMs that do not use the shared class cache, CICS will start
these automatically as they are needed. New standalone JVMs that start up
after you have issued the command will use the new versions of the classes
or JAR files. They can start up right away, and do not need to wait until all the
JVMs in the pool have been terminated.
– For worker JVMs that use the shared class cache:
- If autostart is enabled, the result is the same as with the CEMT PERFORM
CLASSCACHE PHASEOUT, PURGE or FORCEPURGE command. A new
shared class cache is started as soon as a new JVM requests it.
- If autostart is disabled, you need to start a new shared class cache using
the CEMT PERFORM CLASSCACHE START command (or the equivalent
EXEC CICS command). You can enter this command while the old shared
class cache is being terminated; you do not need to wait for termination to
complete. When autostart is disabled, and the status of the shared class
cache is STOPPED (that is, after you have entered the CEMT SET
JVMPOOL PHASEOUT, PURGE or FORCEPURGE command), requests to
run a Java application in a JVM whose profile requires the use of the
shared class cache (that is, requests for worker JVMs) will fail. After you
enter the CEMT PERFORM CLASSCACHE START command, making the
status of the shared class cache STARTING, the requests will wait rather
than fail. To avoid the possible failure of requests for JVMs, if you are
planning to restart the shared class cache, it is advisable to use the CEMT
SET CLASSCACHE AUTOSTARTST command (or the equivalent EXEC
CICS command) to enable autostart before using the CEMT SET
JVMPOOL PHASEOUT, PURGE or FORCEPURGE command. This
ensures that a new shared class cache is started as soon as it is needed.

38

CICS TS for z/OS: Release Guide

As with the CEMT PERFORM CLASSCACHE PHASEOUT, PURGE or
FORCEPURGE command, the old shared class cache remains in the system
until all the worker JVMs that are dependent on it have been terminated, and
then it is deleted.
Table 2 summarizes when you should use each command to update classes or JAR
files in the shared class cache.
Table 2. Updating classes or JARs in the shared class cache
Situation

Suitable command

v You want to allow new JVMs requiring the
shared class cache to use the old classes
or JARs until the new shared class cache
is ready.

CEMT PERFORM CLASSCACHE RELOAD
(or the equivalent EXEC CICS command)

v You have no standalone JVMs, or you do
not want to update this type of JVM.
v You want to ensure that all new JVMs
requiring the shared class cache from now
on must wait until the new shared class
cache is ready, and not use the old
classes or JARs.

CEMT PERFORM CLASSCACHE
PHASEOUT, PURGE or FORCEPURGE (or
the equivalent EXEC CICS command), using
the AUTOSTARTST option to enable
autostart if it is not already enabled

v You have no standalone JVMs, or you do
not want to update this type of JVM.
v You want to update the classes or JARs in CEMT SET JVMPOOL PHASEOUT, PURGE
standalone JVMs, as well as in the shared or FORCEPURGE (or the equivalent EXEC
CICS command) followed as soon as
class cache.
possible by CEMT PERFORM
CLASSCACHE START (unless autostart is
already enabled, in which case you do not
need to use CEMT PERFORM
CLASSCACHE START)

You can use the CEMT INQUIRE CLASSCACHE command (or the equivalent
EXEC CICS command) to report on any old shared class caches in your system
(OLDCACHES), and the number of JVMs that are dependent on them
(PHASINGOUT). If you want to check the status of the JVMs themselves, including
standalone JVMs, you can use the new CEMT INQUIRE JVM command (or the
equivalent EXEC CICS command) to report on all the JVMs in the JVM pool,
including those that are being phased out. (The INQUIRE JVM command does not
find the master JVM that initializes the shared class cache. It only finds worker
JVMs and standalone JVMs.)

Terminating the shared class cache
If you want to terminate the shared class cache, use either of the following two
commands:
v CEMT PERFORM CLASSCACHE PHASEOUT, PURGE or FORCEPURGE (or
the equivalent EXEC CICS command). This command terminates the shared
class cache and any worker JVMs that are dependent on it. If the shared class
cache is not restarted (either by a command or by the autostart feature), JVMs
that need to use the shared class cache cannot run. JVMs that are not using the
shared class cache are not affected by this command.
v CEMT SET JVMPOOL PHASEOUT, PURGE or FORCEPURGE (or the
equivalent EXEC CICS command). This command terminates all the JVMs in the
JVM pool, both those sharing the class cache and those running independently
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as standalone JVMs, and terminates the shared class cache. Standalone JVMs
can restart as needed, but if the shared class cache is not restarted (either by a
command or by the autostart feature), JVMs that need to use the shared class
cache cannot run.
With both of these commands, you can choose to purge or forcepurge the JVMs, or
allow them to finish running their current Java programs before they are deleted.
When you enter these commands, if autostart is enabled for the shared class
cache, a new shared class cache is created as soon as a JVM requests its use. If
you want to prevent this—that is, you want to terminate the shared class cache
without restarting it—then you need to disable autostart. You can disable autostart
in three ways:
1. When you are entering a CEMT PERFORM CLASSCACHE PHASEOUT,
PURGE or FORCEPURGE command (or the equivalent EXEC CICS command)
to terminate the shared class cache, use the AUTOSTARTST option to disable
autostart. (This option is not available if you are using the CEMT SET
JVMPOOL PHASEOUT, PURGE or FORCEPURGE command.)
2. Before you enter a command to terminate the shared class cache, use the
CEMTSET CLASSCACHE AUTOSTARTST command (or the equivalent EXEC
CICS command) to disable autostart.
3. To disable autostart for the next CICS execution, set the JVMCCSTART system
initialization parameter to NO.
Remember that if a Java program needs to run in a JVM that uses the shared class
cache, and the shared class cache has been terminated and not restarted, and
autostart is disabled, then the program cannot run.
You can use the CEMT INQUIRE CLASSCACHE command (or the equivalent
EXEC CICS command) to find out the current status of autostart for the shared
class cache. When you change the autostart status of the shared class cache while
CICS is running, subsequent CICS restarts use the most recent setting that you
made using the CEMT SET CLASSCACHE command or the CEMT PERFORM
CLASSCACHE command (or the equivalent EXEC CICS commands), unless the
system is INITIAL or COLD started, or the JVMCCSTART system initialization
parameter is specified as an override at startup. In these cases, the setting from the
system initialization parameter is used.
If you do not want to restart the shared class cache, and the worker JVMs that are
dependent on it remain active for too long, you can repeat the CEMT PERFORM
CLASSCACHE PURGE or FORCEPURGE command, or the CEMT SET JVMPOOL
PURGE or FORCEPURGE command (or the equivalent EXEC CICS commands),
to attempt to purge the tasks that are using the JVMs. You should only repeat these
commands if autostart for the shared class cache is disabled. The commands
operate on both the most recent shared class cache, and any old shared class
caches in the system that still have JVMs dependent on them. If autostart is
enabled, and you repeat the command to terminate the shared class cache, the
command could operate on the new shared class cache that has been started by
the autostart facility, and terminate it.

Monitoring the shared class cache
Messages from the master JVM that initializes the shared class cache are written to
the HFS file specified by the CLASSCACHE_MSGLOG option in the JVM profile for
the master JVM. The default name for this file is dfhjvmccmsg.log.
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To report on the status of the shared class cache, use the CEMT INQUIRE
CLASSCACHE command (or the equivalent EXEC CICS command). The shared
class cache can be in one of four states:
STARTING
The shared class cache is being initialized. If autostart is enabled, the shared
class cache is starting either because CICS received a request to run a Java
application in a JVM whose profile requires the use of the shared class cache,
or because an explicit CEMT PERFORM CLASSCACHE START command (or
the equivalent EXEC CICS command) was issued. If autostart is disabled, the
shared class cache is starting because an explicit CEMT PERFORM
CLASSCACHE START command (or the equivalent EXEC CICS command)
was issued. If CICS receives requests during this period for worker JVMs that
require the use of the shared class cache, the requests wait until the startup
process is complete and the shared class cache is ready. If initialization of the
shared class cache is unsuccessful, any waiting requests for worker JVMs fail.
STARTED
The shared class cache is ready, and it can be used by worker JVMs.
RELOADING
A CEMT PERFORM CLASSCACHE RELOAD command (or the equivalent
EXEC CICS command) has been issued, and a new shared class cache is
being loaded to replace the existing shared class cache. Worker JVMs, both
those that were already allocated to tasks and those that were allocated to
tasks after the command was issued, continue to use the existing shared class
cache until the new shared class cache is ready.
STOPPED
The shared class cache has either not been initialized on this CICS execution,
or it has been stopped by a CEMT PERFORM CLASSCACHE PHASEOUT,
PURGE or FORCEPURGE command or a CEMT SET JVMPOOL PHASEOUT,
PURGE or FORCEPURGE command (or the equivalent EXEC CICS
commands). If autostart is disabled, requests to run a Java application in a JVM
whose profile requires the use of the shared class cache (that is, requests for
worker JVMs) will fail. If autostart is enabled, a new shared class cache will be
initialized as soon as CICS receives a request to run a Java application in a
JVM whose profile requires the use of the shared class cache.
The CEMT INQUIRE CLASSCACHE command (or the equivalent EXEC CICS
command) also tells you:
v The status of autostart for the shared class cache (AUTOSTARTST).
v The size of the shared class cache (CACHESIZE) and the amount of free space
in it (CACHEFREE).
v The date and time that the current shared class cache was started (STARTTIME
for the EXEC CICS command, or DATESTARTED and TIMESTARTED for the
CEMT command).
v The JVM profile for the master JVM that initializes the shared class cache
(PROFILE).
v The level of reusability for the master JVM, which is inherited by all the worker
JVMs in the CICS region (REUSEST).
v Whether there are any old shared class caches in the region that are waiting for
worker JVMs that are dependent on them to be phased out (OLDCACHES). If
the status of the current shared class cache is STOPPED, then it is included in
the number of old shared class caches.
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v The number of worker JVMs that are dependent on an old shared class cache,
and are being phased out (PHASINGOUT).
v The total number of worker JVMs in the region that are dependent on a shared
class cache, old or current (TOTALJVMS).
To report on the status of the JVMs in the JVM pool, use the new CEMT INQUIRE
JVM command (or the equivalent EXEC CICS command). This command tells you
about a specified JVM or about each JVM in the pool, indicating the task to which it
is allocated, whether its execution key is user key or CICS key, and whether or not
it is using the shared class cache. The INQUIRE JVM command does not find the
master JVM that initializes the shared class cache. It only finds worker JVMs and
standalone JVMs.

Requirements
The hardware requirements for CICS support for the IBM JVM are the same as for
CICS Transaction Server for z/OS, Version 2 Release 3 generally. The software
requirement is IBM Software Developer Kit for z/OS, Java 2 Technology Edition,
Version 1.4.2. (Version 1.4.1, with APAR PQ79281 applied, can also be used, but
IBM no longer provides technical support for this release.)

Changes to CICS externals
There are changes to a number of CICS externals interfaces relating to CICS
support for the shared class cache. They are:
v “Changes to system initialization parameters”
v “Changes to JVM options (JVM profiles, JVM properties files and samples)” on
page 43
v
v
v
v

“Changes
“Changes
“Changes
“Changes

to
to
to
to

the system programming interface” on page 48
CICS-supplied transactions” on page 53
statistics” on page 54
problem determination” on page 54

Changes to system initialization parameters
There are new system initialization parameters in support of the shared class cache
for the JVM. The new parameters are:
JVMCCPROFILE={profile|DFHJVMCC}
Specifies the JVM profile to be used for the master JVM that initializes the
shared class cache. The default is the supplied sample JVM profile,
DFHJVMCC, which you can modify. The value specified by JVMCCPROFILE is
used on an initial or cold start of CICS. You can restart the shared class cache
with a different JVM profile while CICS is running. On subsequent restarts, the
value from the last CICS execution is used, unless you provide
JVMCCPROFILE as a SIT override.
When you specify the JVM profile, use the same combination of upper and
lower case characters that is present in the HFS file name of the JVM profile.
JVMCCSIZE={24M|number}
Specifies the size of the shared class cache on an initial or cold start of CICS.
The size of the shared class cache can be between 1MB and 2047MB. You can
specify the number in bytes, or as a whole number of kilobytes followed by the
letter K, or as a whole number of megabytes followed by the letter M. The
default value is 24MB (specified as 24M). You can use the CEMT PERFORM
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CLASSCACHE START or RELOAD command (or the equivalent EXEC CICS
command) to change the size of the shared class cache while CICS is running.
On subsequent restarts, the value from the last CICS execution is used, unless
you provide JVMCCSIZE as a SIT override.
JVMCCSTART={AUTO|YES|NO}
Determines whether or not the shared class cache is started during CICS
initialization, and sets the status of autostart for the shared class cache. When
autostart is enabled for the shared class cache, if the shared class cache has
been stopped or has not yet been started, it is started as soon as CICS
receives a request to run a Java application in a JVM whose profile requires the
use of the shared class cache. When autostart is disabled, the shared class
cache can only be started by a CEMT PERFORM CLASSCACHE START
command (or the equivalent EXEC CICS command). You can change the status
of autostart while CICS is running, either by using the AUTOSTARTST option
on the CEMT PERFORM CLASSCACHE command, or by using the CEMT SET
CLASSCACHE command (or the equivalent EXEC CICS commands). If you do
this, subsequent CICS restarts use the changed setting, unless the system is
INITIAL or COLD started, or the JVMCCSTART system initialization parameter
is specified as an override at startup. In these cases, the setting from the
system initialization parameter is used.
AUTO
The shared class cache is not started during CICS initialization. Autostart is
enabled, so the shared class cache will start as soon as a JVM needs it.
YES
The shared class cache is started during CICS initialization. Autostart is
enabled, so if you stop the shared class cache, it is restarted as soon as a
JVM needs it.
NO
The shared class cache is not started during CICS initialization. Autostart is
disabled, so the shared class cache will not start unless you issue a CEMT
PERFORM CLASSCACHE START command (or the equivalent EXEC
CICS command).

Changes to JVM options (JVM profiles, JVM properties files and
samples)
There are changes to JVM options in the JVM profile and in the JVM properties file,
and changes to the samples that are provided to help you define or alter JVM
options (the CICS-supplied sample JVM profiles).

Important
In CICS Transaction Server for z/OS, Version 2 Release 3, there are changes
relating to the management of JVM profiles other than those listed here. For
example, JVM profiles are now stored as HFS files, rather than as members of
a partitioned data set (PDS); there are new CICS-supplied sample JVM
profiles; and there are significant changes to the options that are available in
JVM profiles and JVM properties files. Before starting to work with your JVM
profiles, you should readChapter 2, “Support for the continuous JVM,” on page
11 and Chapter 4, “Miscellaneous changes to JVM support,” on page 57,
which contain information about all these changes.
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Changes to options in JVM profiles
There are new options that you can specify in a JVM profile in support of the
shared class cache.
The new options that you can specify in a JVM profile are:
CLASSCACHE={YES|NO}
Specifies whether this JVM is to use the shared class cache. The default is NO.
A JVM that uses the shared class cache is known as a worker JVM. Single-use
JVMs or JVMs that are configured for debug cannot use the shared class
cache.
When you specify CLASSCACHE=YES in a JVM profile, certain options in the
JVM profile and JVM properties file are ignored. If these options are found in
the JVM profile or JVM properties file for a worker JVM, CICS does not pass
them on to the JVM. If values for these options are required, they are taken
from the JVM profile and JVM properties file for the master JVM that initializes
the shared class cache. The information at the end of this topic explains which
options and system properties are affected.
The CLASSCACHE option is ignored if it is specified in the JVM profile used for
the master JVM that initializes the shared class cache.
In JVM profiles where you have specified CLASSCACHE=YES, in a production
environment, you should avoid using the CLASSPATH option (the standard
class path) to specify application classes. If you do use this option, if the JVM is
resettable, the classes are reloaded each time the JVM is reused. This is
detrimental to performance, and means that the JIT compiler will generate
less-than-optimal code for those classes. Instead, you should place the
application classes on the ibm.jvm.shareable.application.class.path system
property in the JVM properties file that is used for the master JVM that
initializes the shared class cache.
CLASSCACHE_MSGLOG={dfhjvmccmsg.log|filename}
Specifies the name of an HFS file allocated in WORK_DIR, to which messages
are written from the master JVM that initializes the shared class cache. If no file
name is specified, or if the option is not included, the default file name
dfhjvmccmsg.log is used. This option is only used on the JVM profile for the
master JVM that initializes the shared class cache. If it is specified on any other
JVM profile, it is ignored.
For JVM profiles that are involved with the shared class cache, there are
restrictions on the use of options, as follows:
JVM profiles that specify CLASSCACHE=YES (for worker JVMs):
If you specify CLASSCACHE=YES in a JVM profile, the JVM uses the shared class
cache, and is known as a worker JVM.
When you specify CLASSCACHE=YES in a JVM profile, certain options in the JVM
profile and JVM properties file are ignored. If these options are found in the JVM
profile or JVM properties file for a worker JVM, CICS does not pass them on to the
JVM. If values for these options are required, they are taken from the JVM profile
and JVM properties file for the master JVM that initializes the shared class cache.
These options are not used in the CICS-supplied sample worker JVM profile
DFHJVMPC. If you have converted another JVM profile to use the shared class
cache, you can either remove the options (by commenting out or deletion) from the
JVM profile or JVM properties file, or leave them there.
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The options that are ignored when you specify CLASSCACHE=YES in a JVM
profile are:
v LIBPATH in the JVM profile, which specifies the library path, CICS_DIRECTORY
and JAVA_HOME in the JVM profile, which specify the CICS and Java directories
on HFS, and TMPREFIX and TMSUFFIX in the JVM profile, which can be used
to specify the trusted middleware class path. If you need to specify additional
directory paths for a worker JVM, use the corresponding options in the JVM
profile for the master JVM.
v Xdebug in the JVM profile, which enables debugging support in the JVM. (Worker
JVMs cannot be configured for debug.)
v Xinitacsh and Xinitsh in the JVM profile, which specify sizes for the system
heap. (Worker JVMs share the master JVM’s system heap.)
v REUSE and the older option Xresettable in the JVM profile, either of which
defines the level of reusability for the JVM. (Worker JVMs inherit their level of
reusability from the master JVM.)
v The ibm.jvm.shareable.application.class.path system property in the JVM
properties file, which specifies the shareable application class path. To specify
the directory paths for application classes that run in a worker JVM, use the
ibm.jvm.shareable.application.class.path system property in the JVM
properties file for the master JVM.
The java.compiler system property in the JVM properties file, which names the
Java just-in-time compiler, is a special case. You can use this system property to
specify that Java compiling should not be performed for a particular worker JVM,
but otherwise it must match the java.compiler system property for the master JVM.
“Changes to JVM properties files” on page 82 has more information about the
java.compiler and ibm.jvm.shareable.application.class.path system properties.
JVM profile for the master JVM that initializes the shared class cache:
The JVM profile that is used for the master JVM that initializes the shared class
cache is specified by the JVMCCPROFILE system initialization parameter. It can be
changed using the PROFILE option on the CEMT PERFORM CLASSCACHE
START or CEMT PERFORM CLASSCACHE RELOAD commands (or the
equivalent EXEC CICS commands). The CICS-supplied sample JVM profile for the
master JVM is DFHJVMCC, and the JVM properties file that it references is
dfjjvmcc.props.
The JVM profile for a master JVM is similar to the JVM profile for any other JVM.
The CLASSCACHE_MSGLOG option can be specified to name the file for
messages from the master JVM. One important decision to make about the master
JVM is whether to define it as a resettable JVM (by specifying the option
REUSE=RESET), or as a continuous JVM (by specifying the option REUSE=YES).
It cannot be defined as a single-use JVM (REUSE=NO). The worker JVMs in a
CICS region all have the same level of reusability as the master JVM in that region.
“The levels of reusability for JVMs” on page 12 has more information to help you
decide on an appropriate level of reusability for your worker JVMs.
Also, CICS ignores certain options in the JVM profile which are not needed for a
master JVM, as follows:
v CLASSCACHE, which makes a JVM into a worker JVM.
v CLASSPATH, which specifies the standard class path containing nonshareable
application classes. (Applications cannot run in a master JVM.)
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v USEROUTPUTCLASS, which names a class to be used to redirect output from
the JVM. Although CICS does recognize this option for a master JVM, the output
redirection class will never be invoked by the activities of the master JVM, so it is
irrelevant.
v Xdebug, which enables debugging support in the JVM. (A master JVM cannot be
configured for debug.)
v Xinitth, which specifies the initial transient heap size. (A master JVM does not
have a transient heap.)
The JVM properties file for a master JVM omits most of the system properties that
would be specified for a normal JVM, because the master JVM is not used to run
Java applications. The only system property that needs to be specified is
ibm.jvm.shareable.application.class.path, which you should use to specify the
shareable application classes for all the applications that will run in worker JVMs
that use the shared class cache. You might also want to specify the system
properties java.compiler and ibm.dg.trc.external. “Changes to JVM properties
files” has information about these.

Changes to JVM properties files
For JVM properties files that are involved with the shared class cache, there are
restrictions on the use of options, as follows:
JVM properties files for worker JVMs (referenced by JVM profiles that specify
CLASSCACHE=YES):
If you specify CLASSCACHE=YES in a JVM profile, making the JVM a worker JVM
that uses the shared class cache, certain system properties in the JVM properties
file referenced by the JVMPROPS option on the JVM profile are treated differently.
The affected system properties are ibm.jvm.shareable.application.class.path and
java.compiler.
java.compiler={jitc | NONE}
The Java just-in-time (JIT) compiler. This is set by default as
java.compiler=jitc, which means that after a pre-determined number of
invocations of a Java method, the JIT compiler is invoked to compile the
bytecode into z/OS machine code.
|
|

This system property can be specified in the JVM properties file for a master
JVM.

|
|
|

In JVM properties files referenced by JVM profiles where you have specified
CLASSCACHE=YES (that is, the JVM properties files for worker JVMs), this
system property can either:
v Specify java.compiler=NONE (the word NONE must be specified in upper
case), to turn off the Java just-in-time (JIT) compiler for the worker JVM.
or
v Specify the same value that is specified in the JVM properties file for the
master JVM.

#
#
#
#
#

The activities of the Java just-in-time (JIT) compiler can interfere with the
logging of unresettable events, reset trace events and cross-heap events.
During the development process, specify java.compiler=NONE to turn off the JIT
compiler for the JVM. Remember to turn the JIT compiler back on when you
have finished investigating unresettable events, reset trace events and
cross-heap events in your application.
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ibm.jvm.shareable.application.class.path
Specifies the directory paths to be searched by the JVM for shared application
classes and JAR files that are to be loaded by the shareable application class
loader (SAC). When you add an application class to this class path, it is
cached, and is reinitialized, rather than reloaded, if the JVM is reset. Adding
application classes to this class path, rather than to the standard class path
specified by the CLASSPATH option in a JVM profile, produces the best
performance. The shareable application class path should be your normal
choice for loading application classes in a production environment.
For worker JVMs (those with CLASSCACHE=YES in their JVM profile), the
shareable application class path is taken from the JVM properties file for the
master JVM that initializes the shared class cache. If it is specified in the JVM
properties file for a worker JVM, it is ignored. To specify the directory paths for
application classes that run in a worker JVM, use the
ibm.jvm.shareable.application.class.path system property in the JVM
properties file for the master JVM. The CICS-supplied sample JVM profile for
the master JVM is DFHJVMCC, and the JVM properties file that it references is
dfjjvmcc.props.
JVM properties file for the master JVM that initializes the shared class
cache:
The master JVM that initializes the shared class cache is not used to run Java
applications. Because of this, most of the system properties that would normally be
specified for a JVM are not needed for the master JVM. The CICS-supplied sample
JVM profile for the master JVM is DFHJVMCC, and the JVM properties file that it
references is dfjjvmcc.props.
In the JVM properties file for the master JVM, the only system property that needs
to be specified is ibm.jvm.shareable.application.class.path, which should
specify the paths to the shareable application classes for all the applications that
will run in worker JVMs that use the shared class cache.
The java.compiler system property can be included in the JVM properties file for
the master JVM, or allowed to default to jitc. Also, if you want to activate tracing
for the master JVM, you can specify the ibm.dg.trc.external system property,
which should only be used with care. These system properties are not specified in
the CICS-supplied sample JVM properties file dfjjvmcc.props.
The remaining system properties, other than those that are set automatically by the
IBM JVM, are irrelevant for a master JVM. They do not cause an error if they are
specified in the JVM properties file for the master JVM, but you should not include
any of them unless you do so under the direction of Level 2 support.

Changes to CICS-supplied sample JVM profiles
There are changes to the CICS-supplied sample JVM profiles in support of the
shared class cache, as follows:
v There is a new sample JVM profile, DFHJVMCC, for the master JVM that
initializes the shared class cache. DFHJVMCC specifies the option
REUSE=RESET, so the master JVM and worker JVMs are resettable. This JVM
profile is the default for the JVMCCPROFILE system initialization parameter. A
corresponding sample JVM properties file, dfjjvmcc.props, is also provided.
v A new sample JVM profile, DFHJVMPC, is supplied for JVMs that are to use the
shared class cache (that is, worker JVMs). DFHJVMPC specifies
CLASSCACHE=YES, so it contains fewer options than the default JVM profile
Chapter 3. Support for the shared class cache

47

DFHJVMPR, because certain options in the JVM profile and JVM properties file
are ignored when CLASSCACHE=YES is specified. DFHJVMPC has an
associated JVM properties file, dfjjvmpc.props, and it is compatible with the
shared class cache that is created by a master JVM with the profile DFHJVMCC.
It is possible to change any of your existing JVM profiles to specify
CLASSCACHE=YES, to make JVMs created from that profile use the shared
class cache. However, you will then need to make changes to other options in
the JVM profile and its associated JVM properties file. It could be simpler to
customize DFHJVMPC with settings appropriate to your system, or to create new
JVM profiles that are based on DFHJVMPC.
Note that the CICS-supplied sample JVM profiles are no longer supplied as PDS
members, but as HFS files, in the directory /usr/lpp/cicsts/cicsts23/JVMProfiles
(where cicsts23 is the value that you chose for the CICS_DIRECTORY symbol
during CICS installation). Chapter 4, “Miscellaneous changes to JVM support,” on
page 57 has more information about this.

Changes to the system programming interface
There are three new commands in support of the shared class cache :
v INQUIRE CLASSCACHE
v PERFORM CLASSCACHE
v SET CLASSCACHE

INQUIRE CLASSCACHE
The INQUIRE CLASSCACHE command returns information about the shared class
cache in the CICS region, and reports the presence of any old shared class caches
that are awaiting deletion.
The following options are available on this command:
AUTOSTARTST(cvda)
returns a CVDA value indicating the status of autostart for the shared class
cache. CVDA values are:
ENABLED
If the shared class cache has been stopped or has not yet been started
on this CICS execution, the shared class cache is started as soon as
CICS receives a request to run a Java application in a JVM whose
profile requires the use of the shared class cache.
DISABLED
If the shared class cache has been stopped or has not yet been started
on this CICS execution, an explicit CEMT PERFORM CLASSCACHE
START command (or the equivalent EXEC CICS command) is required
to start it. If the status of the shared class cache is STOPPED and
autostart is disabled, and CICS receives a request to run a Java
application in a JVM whose profile requires the use of the shared class
cache, the request fails.
CACHEFREE(data-area)
returns a doubleword binary value representing the amount of free space in the
shared class cache.
CACHESIZE(data-area)
returns a doubleword binary value representing the size of the shared class
cache, in bytes. If the status of the shared class cache is STOPPED, this option
returns the size that will be used by default when the shared class cache is
started. If the status of the shared class cache is STARTING or STARTED, this
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option returns the size of the current shared class cache. If the status of the
shared class cache is RELOADING, this option returns the size of the new
shared class cache that is being loaded.
OLDCACHES(data-area)
returns a fullword binary value giving the number of old shared class caches
that are still present in the region because they are waiting for worker JVMs
that are dependent on them to be phased out. If the status of the current
shared class cache is STOPPED, and worker JVMs are still dependent on it,
then that shared class cache is included in the number of old shared class
caches.
PHASINGOUT(data-area)
returns a fullword binary value giving the number of worker JVMs that are
dependent on an old shared class cache, and are being phased out. If the
status of the current shared class cache is STOPPED, then any worker JVMs
that are still dependent on it are included in the number of worker JVMs being
phased out.
PROFILE(data-area)
If the status of the shared class cache is STOPPED, this option returns the
eight-character name of the JVM profile that will be used for a master JVM to
start the shared class cache. If the status of the shared class cache is
STARTED, STARTING or RELOADING, this displays the eight-character name
of the JVM profile that was used for the last valid request to start or reload the
shared class cache. This name is displayed even if the shared class cache fails
to start or reload. The displayed JVM profile is used next time you issue the
command to start or reload the shared class cache, unless you specify a
different JVM profile using the PROFILE option.
REUSEST(cvda)
returns a CVDA value indicating the level of reusability for the master JVM that
initializes the shared class cache. All the worker JVMs in a CICS region inherit
their level of reusability from the master JVM. CVDA values are:
RESET
The master JVM and worker JVMs are resettable.
REUSE
The master JVM and worker JVMs are continuous.
UNKNOWN
The level of reusability for the master JVM and worker JVMs is not
known, because the shared class cache is not started.
STARTTIME(data-area)
returns the time when the current shared class cache was started. The time is
in ABSTIME format, which is an 8–byte packed decimal field containing the time
since 00:00 hours on 1 January 1900 (in milliseconds rounded to the nearest
hundredth of a second). You can convert this absolute date and time to an
alternative format by using the FORMATTIME command.
STATUS(cvda)
returns the status of the current shared class cache. CVDA values are:
STARTING
The shared class cache is being initialized. If autostart is enabled, the
shared class cache is starting either because CICS received a request
to run a Java application in a JVM whose profile requires the use of the
shared class cache, or because an explicit CEMT PERFORM
CLASSCACHE START command (or the equivalent EXEC CICS
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command) was issued. If autostart is disabled, the shared class cache
is starting because an explicit CEMT PERFORM CLASSCACHE START
command (or the equivalent EXEC CICS command) was issued.
Worker JVMs that require the use of the shared class cache wait until
the startup process is complete and the shared class cache is ready. If
initialization of the shared class cache is unsuccessful, any waiting
requests for worker JVMs fail. (In the CEMT display for INQUIRE
CLASSCACHE, this transient status is included under “Stopped”.)
STARTED
The shared class cache is ready, and it can be used by worker JVMs.
RELOADING
A CEMT PERFORM CLASSCACHE RELOAD command (or the
equivalent EXEC CICS command) has been issued, and a new shared
class cache is being loaded to replace the existing shared class cache.
Worker JVMs, both those that were already allocated to tasks and
those that were allocated to tasks after the command was issued,
continue to use the existing shared class cache until the new shared
class cache is ready. (In the CEMT display for INQUIRE
CLASSCACHE, this transient status is included under “Started”.)
STOPPED
The shared class cache has either not been initialized on this CICS
execution, or it has been stopped by a CEMT PERFORM
CLASSCACHE PHASEOUT, PURGE or FORCEPURGE command or
CEMT SET JVMPOOL PHASEOUT, PURGE or FORCEPURGE
command (or the equivalent EXEC CICS command). If autostart is
disabled, requests to run a Java application in a JVM whose profile
requires the use of the shared class cache (that is, requests for worker
JVMs) will fail. If autostart is enabled, a new shared class cache will be
initialized as soon as CICS receives a request to run a Java application
in a JVM whose profile requires the use of the shared class cache.
TOTALJVMS(data-area)
returns a fullword binary value giving the number of worker JVMs in the CICS
region that are dependent on a shared class cache. This includes both the
worker JVMs that are dependent on the current shared class cache, and any
worker JVMs that are dependent on an old shared class cache and are being
phased out.

PERFORM CLASSCACHE
You can use the PERFORM CLASSCACHE command to initialize (start or reload)
and terminate (phase out, purge or forcepurge) the shared class cache. While you
are performing one of these operations, you can use other options on the command
to set attributes of the shared class cache, as follows:
v When you are initializing the shared class cache (using the START or RELOAD
option), you can change its size (CACHESIZE option) and change the JVM
profile that is used for the master JVM (PROFILE option). The new settings
override the size and JVM profile that were originally set by the system
initialization parameters JVMCCSIZE and JVMCCPROFILE.
v When you are terminating the shared class cache (using the PHASEOUT,
PURGE or FORCEPURGE option), you can set the status of autostart
(AUTOSTARTST option). If you do not want the shared class cache to start up
again until you enter an explicit command, you can use this option to ensure that
autostart is disabled. The new setting overrides the autostart status that was
originally set by the system initialization parameter JVMCCSTART.
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When you change the size, JVM profile or autostart status of the shared class
cache while CICS is running, subsequent CICS restarts use the most recent
settings that you made using the CEMT or EXEC CICS PERFORM CLASSCACHE
command (or the CEMT or EXEC CICS SET CLASSCACHE command), unless the
system is INITIAL or COLD started, or the system initialization parameters are
specified as overrides at startup. In these cases, the settings from the system
initialization parameters are used.
The following options are available on this command:
AUTOSTARTST(cvda)
sets the status of autostart for the shared class cache. The CVDA values are:
ENABLED
The shared class cache is started as soon as CICS receives a request
to run a Java application in a JVM whose profile requires the use of the
shared class cache.
DISABLED
An explicit CEMT PERFORM CLASSCACHE START command (or the
equivalent EXEC CICS command) is required to start the shared class
cache. If the status of the shared class cache is STOPPED and
autostart is disabled, and CICS receives a request to run a Java
application in a JVM whose profile requires the use of the shared class
cache, the request fails.
CACHESIZE(data-value)
is a doubleword binary value. If you are using the START option, CACHESIZE
specifies the size, in bytes, of the shared class cache that is to be started. If
you are using the RELOAD option, CACHESIZE specifies the size, in bytes, of
the new shared class cache that is to be loaded.
INITIALIZE(cvda)
initializes the shared class cache. You can use this option either to start a
shared class cache in your CICS region when the shared class cache is
stopped (START), or to start a new shared class cache to replace the shared
class cache that is active (RELOAD). The CVDA values are:
START
specifies that the shared class cache is to be started. Use this option to
create a new class cache when the status of the shared class cache is
STOPPED. If specified, CACHESIZE and PROFILE are used in the
creation of the cache.
RELOAD
specifies that the shared class cache is to be reloaded. Use this option
to create a new class cache when the status of the shared class cache
is STARTED (the option only works if the shared class cache has been
started). If specified, CACHESIZE and PROFILE are used in the
creation of the cache. If newer versions of Java classes are available to
be loaded, the new class cache uses them. However, worker JVMs,
both those that are already allocated to tasks and those that are
allocated to tasks after you issue the command, continue to use the
existing shared class cache and the old versions of the Java classes
until the new shared class cache is ready. When the new shared class
cache is ready, subsequent requests for worker JVMs are given a
worker JVM that uses the new cache. These new worker JVMs are
started as they are requested by applications, and they replace the
worker JVMs that are using the old shared class cache. The worker
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JVMs that are using the old shared class cache are allowed to finish
running their current Java programs, and then they are terminated. The
old shared class cache is deleted when all the worker JVMs that are
dependent on it have been terminated.
PROFILE(data-value)
If you are using the START option, PROFILE specifies the eight-character name
of the JVM profile that will be used for the master JVM that starts the shared
class cache. If you are using the RELOAD option, PROFILE specifies the
eight-character name of the JVM profile that will be used for the master JVM
that loads the new shared class cache.
When you use the name of a JVM profile anywhere in CICS, you must enter it
using the same combination of upper and lower case characters that is present
in the HFS file name. If you need to enter the name of a JVM profile in mixed
case when you are using the CEMT transaction, ensure that the terminal you
use is correctly configured, with upper case translation suppressed.
If the START or RELOAD command is successfully executed but the master
JVM fails to start, CICS retains the JVM profile name that you specify, and
displays it as the JVM profile for the master JVM. Next time you issue the
command to start or reload the shared class cache, the new JVM profile will be
used, unless you change it again using the PROFILE option.
TERMINATE(cvda)
specifies that the shared class cache is to be stopped and deleted. All worker
JVMs using the shared class cache are terminated. No more JVMs can use the
shared class cache, and it is deleted when all the worker JVMs that were
dependent on it have been terminated. This command operates on JVMs using
the most recent shared class cache, and on JVMs using any old shared class
caches that are present in the system. Standalone JVMs are not affected by
this command.
If autostart is enabled for the shared class cache, a new shared class cache is
started as soon as a new JVM requests it. If autostart is disabled, a CEMT
PERFORM CLASSCACHE START command (or the equivalent EXEC CICS
command) must be entered if you want to start a new shared class cache. If
you do not restart the shared class cache, requests to run a Java application in
a JVM whose profile requires the use of the shared class cache will fail. Specify
the AUTOSTARTST option to set the status of autostart.
You can repeat the command, using the PURGE or FORCEPURGE option, to
make a stronger attempt to purge the tasks using the JVMs. However, you
should only repeat the command if autostart for the shared class cache is
disabled. If autostart is enabled, and you repeat the command to terminate the
shared class cache, the command could operate on the new shared class
cache that has been started by the autostart facility, and terminate it.The CVDA
values for the TERMINATE option are:
PHASEOUT
All worker JVMs using the shared class cache are marked for deletion.
The JVMs are actually deleted when they finish running their current
Java programs. The shared class cache is deleted when all the worker
JVMs that were dependent on it have been terminated.
PURGE
All tasks using worker JVMs dependent on the shared class cache are
terminated by the SET TASK PURGE mechanism, and the worker
JVMs are terminated. The shared class cache is deleted when all the
worker JVMs that were dependent on it have been terminated.
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FORCEPURGE
All tasks using worker JVMs dependent on the shared class cache are
terminated by the SET TASK FORCEPURGE mechanism, and the
worker JVMs are terminated. The shared class cache is deleted when
all the worker JVMs that were dependent on it have been terminated.

SET CLASSCACHE
The SET CLASSCACHE command enables you to set the status of autostart for the
shared class cache. On an initial or cold start of CICS, the status of autostart is
taken from the system initialization parameter JVMCCSTART. A JVMCCSTART
value of YES or AUTO gives an autostart status of ENABLED, and a JVMCCSTART
value of NO gives an autostart status of DISABLED. You can change the status of
autostart by using the SET CLASSCACHE AUTOSTARTST command, or by using
the AUTOSTARTST option on the CEMT or EXEC CICS PERFORM CLASSCACHE
command when you terminate the shared class cache.
When you change the status of autostart for the shared class cache while CICS is
running, subsequent CICS restarts use the most recent settings that you made
using the SET CLASSCACHE command (or the CEMT or EXEC CICS PERFORM
CLASSCACHE command), unless the system is INITIAL or COLD started, or the
system initialization parameter JVMCCSTART is specified as an override at startup.
In these cases, the setting from the system initialization parameter is used.
The following option is available for this command:
AUTOSTARTST(cvda)
specifies the status of autostart for the shared class cache. The CVDA values
are:
ENABLED
If the shared class cache has been stopped or has not yet been started
on this CICS execution, the shared class cache is started as soon as
CICS receives a request to run a Java application in a JVM whose
profile requires the use of the shared class cache.
DISABLED
If the shared class cache has been stopped or has not yet been started
on this CICS execution, an explicit CEMT PERFORM CLASSCACHE
START command (or the equivalent EXEC CICS command) is required
to start it. If the status of the shared class cache is STOPPED and
autostart is disabled, and CICS receives a request to run a Java
application in a JVM whose profile requires the use of the shared class
cache, the request fails.

Changes to CICS-supplied transactions
The CEMT INQUIRE, PERFORM and SET CLASSCACHE commands are added to
the CEMT transaction. CICS Supplied Transactions has information about these
commands.

New CICS-supplied transaction CJMJ
There is a new CICS-supplied transaction CJMJ, in group DFHJAVA, which starts
the master JVM. CJMJ is a CICS internal system transaction with no operator
interface. It is a category one transaction, so it needs to be defined to RACF, and
the CICS region user ID needs to be authorized to it, to enable CICS to initialize
successfully when you are running CICS with security enabled (SEC=YES).
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Changes to statistics
The JVM Pool statistics now show the number of JVMs in the pool that are worker
JVMs and use the shared class cache. The new statistics are as follows:
v The number of JVMs currently in the JVM pool that use the shared class cache,
so are worker JVMs. JVMs use the shared class cache if they were created
using JVM profiles that specify CLASSCACHE=YES.
v The peak number of JVMs in the JVM pool that used the shared class cache.
v The total number of Java programs that requested a JVM that uses the shared
class cache.
You can obtain these statistics using the EXEC CICS COLLECT STATISTICS
JVMPOOL or CEMT PERFORM STATISTICS JVMPOOL command. They are
mapped by the DFHSJGDS DSECT. The statistics utility program DFHSTUP and
the sample statistics program DFH0STAT are updated to report the new statistics.
(DFH0STAT also includes information about the shared class cache in the JVM pool
report, which is obtained using the INQUIRE CLASSCACHE command.)
The sample statistics program DFH0STAT includes a new subsection to the existing
JVM pool report, giving information about the shared class cache. The JVM pool
report is available from the second DFH0STAT report selection screen. The
information about the shared class cache in the JVM pool report is obtained using
the EXEC CICS INQUIRE CLASSCACHE command.

Changes to problem determination
Messages
New messages are added to aid problem determination in connection with the
shared class cache and worker JVMs that are dependent on it.
Messages DFHSJ701–708 deal with errors in setting up the JM TCB and the
master JVM that initializes the shared class cache. Messages DFHSJ801–803 deal
with errors in creating a JVM and loading DLLs.
DFHAC2016 deals with attempting to run a Java program in a worker JVM when
the shared class cache is stopped.

Dump
New control blocks are shown in dump formatting for the SJ domain, including
those for:
v The shared class cache.
v Worker JVMs dependent on the current shared class cache, and on old shared
class caches.
v JVMs in the JVM pool.
v The JVM profiles that have been used.

Trace
New trace points SJ 0601–0611, SJ 0701–070A, and SJ 0801–0807 deal with
aspects of shared class cache management, such as setting up the master JVM
and the shared class cache, setting up a new worker JVM that uses the shared
class cache, deleting individual worker JVMs, stopping the shared class cache, and
replacing an old shared class cache with a new (reloaded) one.
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CICSPlex SM support
There are a number of changes to CICSPlex SM views and resource tables
relating to CICS support for the shared class cache for the JVM. There are no new
ISPF end user interface views in CICS Transaction Server for z/OS, Version 2
Release 3. Instead only new Web User Interface starter set operations views and
menus are provided. All these changes are described in “CICSPlex SM support” on
page 100.

Chapter 3. Support for the shared class cache
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Chapter 4. Miscellaneous changes to JVM support
CICS TS for z/OS, Version 2.3 includes miscellaneous changes to the support for
Java Virtual Machines (JVMs):
v A dedicated storage monitor for JVMs provides mechanisms to manage
short-on-storage conditions.
v Java applications can now run in user key, providing enhanced storage
protection.
v The allocation of free JVMs by the CICS dispatcher is improved, to avoid
mismatching and the associated cost of restarting the JVM.
v The libraries that are needed for JVMs can now be loaded once and shared
between all your CICS regions, through the z/OS shared library region.
v There are new features to help you manage JVM profiles, including a new format
as text files on HFS rather than as PDS members, new statistics, and the ability
to change a program’s JVM profile using the SET PROGRAM command.
v You can now invoke more than one Java program within the same CICS task.
v You can use assertions in your Java programs.
v A new INQUIRE JVM command is provided, so you can monitor the status of
JVMs in the JVM pool.
v You can now direct output from a JVM (messages from internals and output from
Java applications running in the JVM) to a variety of destinations, and you can
add time stamps and headers to the records.
v You can now control tracing for JVMs using the CICS-supplied transaction CETR.
For more information see:
v “Benefits”
v “Improved storage management for JVMs” on page 58
v “User key execution mode for Java applications” on page 59
v “Improved allocation of JVMs for reuse” on page 60
v “Shared files for JVMs through the z/OS shared library region” on page 65
v “Improvements to JVM profile management” on page 66
v “Invoking multiple Java programs in the same CICS task” on page 69
v “Support for assertions” on page 69
v “New EXEC CICS and CEMT INQUIRE JVM command” on page 70
v “Redirecting JVM output” on page 70
v “Controlling tracing for JVMs” on page 73
v “Requirements” on page 75
v “Changes to CICS externals” on page 75
v “CICSPlex SM support” on page 100

Benefits
These enhancements to the JVM infrastructure provide additional robustness,
scalability, and manageability, and performance improvements. In particular:
v The storage monitor for JVMs, and the new selection mechanism for allocating
free JVMs, improve behaviour and help prevent instability when the system is
short on storage or processing power, and ensure more efficient use of the
system’s resources at all times.
v You can now invoke more than one Java program within the same CICS task,
and so you are free to replace existing programs in complex applications with
Java programs.
© Copyright IBM Corp. 2003,2006
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v The process of tracing and problem determination for JVMs is enhanced, with
more precise control over diagnostic trace and over the destination and format of
standard output. You can also monitor the status of JVMs in the pool, using the
CEMT or EXEC CICS INQUIRE JVM command.

Improved storage management for JVMs
JVMs use storage that is managed by MVS, and so they cannot make use of the
storage management facilities available from the existing CICS storage manager.
For CICS Transaction Server for z/OS, Version 2 Release 3, a new storage monitor
is provided for MVS storage, which includes the following facilities:
v Notifications that MVS storage is constrained or severely constrained, so that
CICS can take measures to free up MVS storage.
v A pre-set MVS storage cushion of 20MB that can be used when MVS storage is
severely constrained (a short-on-storage situation). This cushion is allocated
when the first worker or standalone JVM (not the master JVM that initializes the
shared class cache) starts in the CICS region.
v A queueing system for requests from CICS to create a JVM, which is used when
the requests cannot obtain sufficient MVS storage.
v Operator messages that inform you when MVS storage is constrained or severely
constrained, and when the constraint has been relieved.
v Statistics for time spent in waits because of MVS storage constraints (in the
Storage Above 16MB report).
As JVMs make requests for MVS storage, the storage monitor checks whether the
availability of MVS storage has dropped below a pre-set threshold of 40MB, and
notifies CICS when this is the case. At this point, an operator message informs you
that MVS storage is constrained. The storage monitor also notifies CICS if the
availability of MVS storage has become so low that MVS storage requests can only
be satisfied from the pre-set MVS storage cushion of 20MB. At this point, an
operator message informs you that MVS storage is severely constrained. Once
CICS has been notified that MVS storage is constrained or severely constrained,
the actions it takes, depending on the seriousness of the situation, are as follows:
v When MVS storage is constrained, CICS deletes JVMs in the JVM pool that are
not currently in use, together with their TCBs. However, new JVMs can still be
created for incoming requests.
v When MVS storage is severely constrained, CICS temporarily prevents the
creation of new JVMs for incoming requests, and behaves as though the
MAXJVMTCBS limit has been reached and the JVM pool is full. CICS then
terminates all JVMs as soon as they finish running their current Java programs. If
limited MVS storage is available, and the storage monitor is still receiving
requests from CICS to create JVMs, it queues any such requests that cannot
obtain sufficient MVS storage.
When CICS manages to reduce its use of MVS storage by these methods, and the
availability of MVS storage has risen above the pre-set MVS storage cushion or the
pre-set threshold, the storage monitor informs CICS that it can return to normal
operation. As CICS returns to normal operation, operator messages inform you
when MVS storage is no longer severely constrained, and when it is no longer
constrained.
When you receive operator messages relating to these events, or see in statistics
reports that time has been spent in waits caused by MVS storage constraints, you
should examine why the MVS storage constraint occurred, and take steps to
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prevent a recurrence. A likely cause of the MVS storage constraint is that the
MAXJVMTCBS limit for your CICS region is set at too high a level, considering the
amount of storage that is needed by your JVMs, and the amount of MVS storage
that you have available. You should check the storage heap settings in your JVM
profiles, particularly the Xmx option, which defines the maximum total size for the
transient and middleware heaps. (The Xmx option for each of the JVM profiles in use
in your CICS region is displayed when you collect statistics for JVM profiles.) You
should then re-calculate the number of JVMs that your CICS region can support
with the amount of storage that it has available, and adjust the MAXJVMTCBS limit
accordingly. In the CICS Performance Guide, “Tuning JVM storage” tells you how to
tune your storage heap settings, and “Managing your JVM pool for performance”
tells you how to work out a more appropriate MAXJVMTCBS setting for your CICS
region, given the amount of MVS storage that is available for the use of the region.

User key execution mode for Java applications
You can now run Java programs in a JVM that executes in user key. A new type of
open TCB, the J9 TCB, is used for these JVMs. Running applications in user key
extends CICS storage protection, and the J9 TCB uses less storage below the line
than other TCBs.
When you set the EXECKEY parameter on the PROGRAM resource definition for a
Java program to USER, a J9 TCB is used for the JVM, and MVS storage is
obtained in user key. When the EXECKEY parameter is set to CICS, a J8 TCB is
used, and MVS storage is obtained in CICS key.
The default for the EXECKEY parameter is USER. As running applications in user
key extends CICS storage protection, it could be beneficial to let most of your Java
programs run in a JVM in user key. However, you might need to execute a JVM in
CICS key if the program that uses the JVM is part of a transaction that specifies
TASKDATAKEY(CICS). If this is the case, you need to invoke the JVM using a
PROGRAM resource definition that specifies EXECKEY(CICS).
Previously, the EXECKEY parameter was ignored for Java programs (CICS made
them run in CICS key), so you might find that in most cases, the PROGRAM
resource definitions for your Java programs are still set to the default of
EXECKEY(USER). For enterprise beans, CIRP (the default transaction for
REQUESTMODEL definitions) specifies TASKDATAKEY(USER), and the
PROGRAM resource definition for DFJIIRP (the default request processor program)
specifies EXECKEY(USER), so by default enterprise beans run in user key.
If you changed the EXECKEY parameter on the PROGRAM resource definitions for
any of your Java programs to specify EXECKEY(CICS), you will need to change
them back to EXECKEY(USER) if you want them to run in user key. No changes
are needed to your JVM profiles, because you can use the same JVM profile to
create JVMs in both storage keys.
A JVM can be reused by programs that specify the same execution key on their
PROGRAM resource definition. You can use the CEMT INQUIRE JVM command
(or the equivalent EXEC CICS command) to find out the execution key in which a
JVM has been invoked. A single CICS task can include Java programs running in
CICS key, and Java programs running in user key.
The master JVM that initializes the shared class cache is invoked in user key, so
that worker JVMs that were invoked in user key can read and write to the shared
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class cache. Even if all the worker JVMs that share the class cache are invoked in
CICS key, the master JVM and the shared class cache are still in user key.
Both J8 TCBs, for JVMs in CICS key, and J9 TCBs, for JVMs in user key, are part
of the JVM pool, so the combined total number of both types is limited by the
MAXJVMTCBS system initialization parameter. (JM TCBs, used for the master JVM
that initializes the shared class cache, do not count towards the MAXJVMTCBS
limit.) Within this limit, there are no constraints on how many of the TCBs in the
JVM pool are J9 TCBs, and how many are J8 TCBs. Statistics are collected
separately for each of the modes, so you can see what proportions of each mode
are in the JVM pool.

Improved allocation of JVMs for reuse
For CICS Transaction Server for z/OS, Version 2 Release 3, enhancements are
made to the way in which CICS allocates free JVMs to programs requesting a JVM.
Previously, CICS tried to match incoming requests with a JVM that had the correct
profile to run them. If the number of JVMs in the pool was below the maximum limit,
CICS looked for a free JVM with the correct profile, and gave it to the request to be
reused. If no JVM with the correct profile was available, a new JVM was created.
So at this stage, requests always received a JVM with the correct profile, and there
was no wastage. However, when the number of JVMs was at the MAXJVMTCBS
limit, so no more JVMs could be created, then CICS acted as follows:
v If there were free JVMs but none had the correct profile for an incoming request,
CICS had to give the request one of the JVMs anyway, despite the incorrect
(mismatching) profile. The JVM therefore had to be destroyed and re-initialized
with the correct profile.
v If there were no free JVMs, requests were queued, and a JVM that became free
was assigned to the first request in the queue. If that request needed a JVM of a
different profile, the JVM was destroyed and re-initialized with the correct profile.
So when the MAXJVMTCBS limit had been reached, CICS could not avoid
assigning some free JVMs to a request that needed a JVM of a different profile,
which meant that the JVM had to be destroyed and re-initialized. This situation is
known as a mismatch. Mismatches are expensive, so CICS Transaction Server for
z/OS, Version 2 Release 3 aims to reduce their frequency, by avoiding them where
it makes sense to do so.
An additional factor for CICS Transaction Server for z/OS, Version 2 Release 3 is
that JVMs can now be invoked in user key, so the CICS dispatcher has to consider
the execution key of the JVM, as well as its JVM profile. Requests that specify
EXECKEY(USER) need a JVM running on a J9 TCB, and requests that specify
EXECKEY(CICS) need a JVM running on a J8 TCB. If the number of TCBs in the
JVM pool has reached its limit, and the free JVMs and their TCBs are not in the
correct execution key for a waiting request, CICS can fulfil the request by
destroying a free JVM and its TCB that are in the wrong execution key, and
replacing it with a JVM and TCB in the correct execution key. This situation is
known as a steal, or stealing, as the TCB has been “stolen” from one TCB mode
(J8 or J9) to another TCB mode. A steal is slightly more expensive than a
mismatch, as the TCB is re-created as well as the JVM, so it is also best avoided
where it makes sense to do so.
A new selection mechanism for CICS Transaction Server for z/OS, Version 2
Release 3 enables CICS to make more efficient use of free JVMs when the number
of JVMs is at its maximum limit. The mechanism is also used when MVS storage is
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severely constrained, because in this situation CICS behaves as if the number of
JVMs is at its maximum limit. The new mechanism aims to avoid mismatches (the
allocation of a JVM with the wrong profile), and steals (the allocation of a JVM in
the wrong execution key), except in situations where mismatching or stealing a JVM
is actually the most advantageous course of action. With the new mechanism, when
the number of JVMs is at the MAXJVMTCBS limit, or MVS storage is severely
constrained:
v If there are free JVMs but none have the correct profile and execution key for an
incoming request, the selection mechanism decides whether the request should
wait for a JVM with the correct profile and execution key, rather than take,
destroy and re-initialize one of the free JVMs. CICS can then make the request
wait until a suitable JVM is available, and the free JVMs are left to be used by
other requests for which they are more appropriate.
v If there are no free JVMs, requests are queued. When a JVM becomes free, it
does not have to be assigned to the first request in the queue. CICS examines
the queue, and if it finds a request that needs a JVM of that profile and execution
key, it assigns the free JVM to that request. If none of the requests need a JVM
of that profile and execution key, the selection mechanism looks for a request
where it will be an advantage to destroy and re-initialize the free JVM, and give
the replacement JVM to the request. If it does not find such a request, the JVM
is kept free to await a more appropriate request.
CICS makes its decision to assign a JVM to an application in two stages:
v It takes one set of actions to deal with incoming requests for a JVM
v It takes another set of actions when it has a queue of requests waiting for a JVM.

How CICS deals with incoming requests for a JVM
To deal with incoming requests for a JVM, CICS takes the actions summarized in
Figure 2 on page 62:
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Figure 2. Dealing with incoming requests for JVMs

1. When CICS receives a request for a JVM, and a JVM of the correct profile and
execution key is free, CICS assigns the JVM to the incoming request.
2. If CICS receives a request for a JVM when either:
v there are no free JVMs
v there are free JVMs, but they are not of the correct profile and execution key
for the request
and CICS is able to create more JVMs (because the MAXJVMTCBS limit has
not been reached and MVS storage is not severely constrained), then a TCB is
allocated and a new JVM is created for the request.
3. If CICS receives a request when there are free JVMs, but they are not of the
correct profile and execution key, and CICS is not able to create more JVMs
(because the MAXJVMTCBS limit has been reached or MVS storage is severely
constrained), the selection mechanism is used. The selection mechanism
decides whether the request should wait for a suitable JVM, or whether it should
receive one of the free JVMs.
a. If the request receives one of the free JVMs, there will be either a mismatch
or a steal, and the JVM and possibly the TCB will need to be re-initialized,
so the selection mechanism avoids this where it makes sense to do so. If
the selection mechanism does decide that the request should receive one of
the free JVMs, CICS checks whether the execution key specified by the
request matches the execution key of the JVM. If the execution key does
not match, the JVM and its TCB are destroyed and reinitialized (a steal). If
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the execution key does match, and only the JVM profile is incorrect, the
JVM is reinitialized on the same TCB (a mismatch).
b. If the selection mechanism decides that the request should wait rather than
receiving one of the free JVMs, the request is placed on the queue to wait
for a suitable JVM to become free.
4. If CICS receives a request when there are no free JVMs, and CICS is not able
to create more JVMs (because the MAXJVMTCBS limit has been reached or
MVS storage is severely constrained), the request is placed on the queue to
wait for a JVM to become free.

How CICS deals with a queue of requests waiting for a JVM
When CICS has a queue of requests waiting for a JVM, it takes the actions
summarized in Figure 3:
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Figure 3. Dealing with a queue of requests waiting for a JVM

1. If any request that is waiting for a JVM to become free has been waiting longer
than a critical period (which CICS determines), CICS gives it the next available
JVM, whatever the profile and execution key of the JVM. This applies both to
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requests that have been placed on the queue because no JVMs are free, and
requests that have been placed on the queue because the free JVMs have the
wrong profile or execution key. There will be either a mismatch or a steal, and
the JVM and possibly the TCB are likely to be re-initialized (unless the request
is in a queue and the next free JVM happens to have the correct profile and
execution key), but the action is worth taking, as the request should not wait
any longer.
2. If requests are queueing and a JVM becomes free, but no requests have been
waiting longer than the critical period, CICS scans through the queue to find the
longest-waiting request that requires a JVM with that profile and execution key.
It gives the free JVM to the longest-waiting request that specifies the correct
profile and execution key. So in this situation, the JVM does not need to be
re-initialized, and a mismatch or steal is avoided.
3. If CICS cannot find a request that matches the profile and execution key of the
free JVM, it scans through the queue again and uses the selection mechanism
to look for a request where it will be an advantage to destroy and re-initialize
the free JVM, and re-initialize it as a JVM with the profile and execution key that
the request needs. A mismatch or a steal occurs, but the selection mechanism
ensures that it occurs for a deserving request.
4. If CICS does not find a request in the queue where it will be an advantage to
destroy and re-initialize the free JVM, the JVM is kept free to await a more
appropriate use. For example, CICS might receive a request that needs a JVM
with the profile and execution key of the free JVM; or the first request in the
queue might wait longer than the critical period, and so be given the free JVM;
or CICS might receive a request where it is an advantage to destroy and
re-initialize the free JVM.

The selection mechanism
Let’s look at how the selection mechanism works. As we saw, the mechanism is
used when CICS needs to know if an incoming request should wait for a more
suitable JVM, or when CICS has a queue of requests that do not match a free JVM,
and needs to know if one of them deserves to take, destroy and re-initialize the
JVM. In these situations, the mechanism looks at the complete picture of the need
for different types of JVM in the CICS region. It compares the demand for, and
supply of, JVMs with each profile and execution key, by looking at:
v The historical data relating to recent requests for each type of JVM (the
demand).
v The number of each type of JVM in the pool, and the time for which tasks kept
these JVMs (the supply).
The selection mechanism uses this data to work out whether a given request
should wait for a JVM of the correct profile and execution key, or whether it should
be given a free JVM. The same answer is valid for a request that is waiting in a
queue for a JVM to become free, or for a request that is made when there are free
JVMs but they are not of the correct profile or execution key. In both cases, a
request is made to wait if the data indicates that the demand for the type of JVM
(that is, a JVM with that profile and execution key) which the request wants, is
generally lower than the supply, and so it is not worth destroying and re-creating the
free JVM as a JVM of that type. When the selection mechanism is examining a
queue of requests, it continues down the queue until it reaches a request where the
data indicates that the demand for the type of JVM that the request wants is
generally higher than the supply. For this request, the selection mechanism decides
that because JVMs of that type are needed in the CICS region, it is worth
destroying and re-creating the free JVM as a JVM of that type, and assigns the free
JVM to the request. If the free JVM had the wrong profile but the correct execution
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key, this is a mismatch, and the JVM is re-initialized. If the free JVM had the wrong
execution key, this is a steal, and both the TCB and JVM are destroyed and
re-created. So although the overhead of re-initializing the JVM, and if necessary
re-creating the TCB, has still been incurred, the selection mechanism has ensured
that the new JVM and TCB are of a type that is likely to be used in the future.
Under certain circumstances, there could be an unusually large number of requests
that have been waiting longer than the critical period. For example, this could
happen when a system dump has just been taken, which delays all processing. In
this case, rather than abandon matching and give each of the waiting requests the
next available JVM, as would normally happen when a request has been waiting
longer than the critical period, CICS temporarily increases the critical period value
for the JVM pool. This enables it to perform matching for the waiting requests, and
avoids incurring abnormal overhead. Once the situation has passed, CICS lowers
the critical period value again.

Monitoring activity in the JVM pool
You can monitor the activity in the JVM pool using the CICS statistics. Some useful
statistics are the JVM pool statistics (JVMPOOL option), the TCB Mode statistics
(DISPATCHER option), the JVM profile statistics (JVMPROFILE option), and the
JVM program statistics (JVMPROGRAM option). These statistics can tell you,
among other things:
v How many JVMs of a particular profile, on a particular TCB mode, are in the JVM
pool (from the JVM profile statistics).
v How many requests were made for a JVM of a particular profile, on a particular
TCB mode (from the JVM profile statistics).
v How many times a request for a JVM had to wait because there was no JVM
available with an execution key and profile matching the request (from the TCB
pool statistics for the JVM pool). This includes both requests that were eventually
assigned a suitable JVM, and requests to which CICS decided to assign a
mismatching or stolen JVM, rather than make them wait any longer. This figure
can also include serialization waits, that is, time spent waiting to obtain any
required locks.
v How long these requests spent waiting (from the TCB pool statistics for the JVM
pool).
v How many times a request for a JVM was assigned a JVM that had the wrong
profile or the wrong execution key (from the JVM profile statistics). These
incidents of mismatching and stealing are broken down by JVM profile, so you
can see if a particular profile is causing excess stealing activity.
See “Changes to statistics” on page 96 for more details about these statistics.

Shared files for JVMs through the z/OS shared library region
The libraries that are needed for JVMs can now be loaded once and shared
between all your CICS regions, through the z/OS shared library region.
The shared library region is a z/OS feature that enables address spaces to share
dynamic link library (DLL) files. This feature enables your CICS regions to share the
DLLs that are needed for JVMs, rather than each region having to load them
individually. This can greatly reduce the amount of real storage used by MVS, and
the time it takes for the regions to load the files.
The storage that is reserved for the shared library region is allocated in each CICS
region when the first JVM is started in the region. (This might be the master JVM
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that initializes the shared class cache.) The amount of storage that is allocated is
controlled by the SHRLIBRGNSIZE parameter in z/OS. The minimum is 16M, and
the z/OS default is 64M. You can tune the amount of storage that is allocated for
the shared library region by investigating how much space you actually need,
bearing in mind that other applications besides CICS might be using the shared
library region, and adjusting the SHRLIBRGNSIZE parameter accordingly. You can
also change which files are designated for the shared library region. “Tuning the
z/OS shared library region” in the CICS Performance Guide tells you how to carry
out this tuning process.

Improvements to JVM profile management
CICS Transaction Server for z/OS, Version 2 Release 3 includes several features to
help you manage JVM profiles more efficiently:
v JVM profiles are stored as text files in the hierarchical file system (HFS).
v New sample JVM profiles are supplied to support the shared class cache and for
CICS-supplied system programs.
v A new option — JVMPROFILE — on the SET PROGRAM command enables you
to change the JVM profile for a program without re-installing the PROGRAM
definition.
v You can now collect statistics for JVM profiles

HFS directory for JVM profiles
JVM profiles are now stored as text files on HFS, rather than as a PDS member.
This means that they can be edited using any standard text editor.
As JVM profiles are now HFS files, the names of the JVM profiles are
case-sensitive. When you use the name of a JVM profile anywhere in CICS, you
must enter it using the same combination of upper and lower case characters that
is present in the HFS file name. The CEDA panels accept mixed case input for a
JVM profile name irrespective of your terminal’s UCTRAN setting. However, this
does not apply when the name of a JVM profile is entered on the CEDA command
line, or in another CICS transaction such as CEMT or CECI. If you need to enter
the name of a JVM profile in mixed case when you use CEDA from the command
line or when you use any other CICS transaction, ensure that the terminal you use
is correctly configured, with upper case translation suppressed.
CICS loads the JVM profiles from the HFS directory that is specified by the
JVMPROFILEDIR system initialization parameter. When you install CICS
Transaction Server for z/OS, Version 2 Release 3, the sample JVM profiles are
placed in the directory /usr/lpp/cicsts/cicsts23/JVMProfiles, where cicsts23 is
the value that you chose for the CICS_DIRECTORY variable used by the
DFHIJVMJ job during CICS installation. cicsts23 is the default value for the
CICS_DIRECTORY variable. The default value of JVMPROFILEDIR is
/usr/lpp/cicsts/cicsts23/JVMProfiles. That is, the supplied setting for
JVMPROFILEDIR points to the default directory for the sample JVM profiles.
If you chose a different name during CICS installation for the cicsts23 directory
beneath which the sample JVM profiles are stored (that is, if you chose a
non-default value for the CICS_DIRECTORY variable used by the DFHIJVMJ job),
or if you want CICS to load the JVM profiles from a directory other than the
samples directory, you need to do one of the following:
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v Change the value of the JVMPROFILEDIR system initialization parameter to
specify your preferred directory. (The value that you specify can be up to 240
characters long.)
v Link to your JVM profiles from the directory specified by JVMPROFILEDIR, by
means of UNIX® soft links. (This method enables you to store your JVM profiles
in any place in the HFS file system.)
Note that the JVM profiles DFHJVMPR and DFHJVMCD, and their associated JVM
properties files, must always be available to CICS. DFHJVMPR is used if a Java
program is defined as using a JVM but no JVM profile is specified, and it is used for
sample programs. DFHJVMCD is used by CICS-supplied system programs,
including the default request processor program (DFJIIRP) and the program that
CICS uses to publish and retract deployed JAR files (DFJIIRQ, the CICS-key
equivalent of DFJIIRP). Both these JVM profiles must therefore either be present in
the directory that is specified by JVMPROFILEDIR, or linked to by means of UNIX
soft links from that directory.
You can use the new EXEC CICS INQUIRE JVMPROFILE command to find the full
path name of the HFS file for a JVM profile. (There is no CEMT equivalent for this
command.) Although they are now HFS files, the name of each JVM profile is still
limited to 8 characters, for compatibility with earlier releases. The name of a JVM
profile can include the following characters:

Acceptable characters
A-Z a-z 0-9 @ # . - _ % & ¢ ? ! : | " = , ; < >

If you create your own JVM profiles, do not give them names beginning with DFH,
because these characters are reserved for use by CICS.
The DFHJVM DD card in the CICS startup JCL, which referred to the PDS for the
JVM profiles, is no longer required. If you have modified the sample JVM profiles
DFHJVMPR and DFHJVMPS, and you want to re-use them, you will need to
migrate these from PDS members to HFS files, which you can do using the
OCOPY TSO command, and place them in the HFS directory that you have
defined. Note that for CICS TS for z/OS, Version 2.3, there are changes to the
options that are available in JVM profiles and JVM properties files. “Changes to
JVM options (JVM profiles, JVM properties files and samples)” on page 78 has
more information about these. Before you re-use JVM profiles that you used for
CICS TS for z/OS, Version 2.2, you should check whether you want to add any of
the new options, or to copy any of the changes to existing options that have been
made in the supplied sample JVM profiles for CICS TS for z/OS, Version 2.3.

New JVM profiles supplied to support the shared class cache and
CICS-supplied system programs
There are changes to the JVM profiles to support the shared class cache.
A new sample JVM profile, DFHJVMPC, is supplied for JVMs that are to use the
shared class cache (that is, worker JVMs). DFHJVMPC specifies
CLASSCACHE=YES, so it contains fewer options than the default JVM profile
DFHJVMPR, because certain options in the JVM profile and JVM properties file are
ignored when CLASSCACHE=YES is specified. DFHJVMPC has an associated
JVM properties file, dfjjvmpc.props. It is possible to change any of your existing
JVM profiles to specify CLASSCACHE=YES, to make JVMs created from that
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profile use the shared class cache. However, you will then need to make changes
to other options in the JVM profile and its associated JVM properties file. It could be
simpler to customize DFHJVMPC with settings appropriate to your system, or to
create new JVM profiles that are based on DFHJVMPC.
There is also a new JVM profile, DFHJVMCC, for the master JVM that initializes the
shared class cache. DFHJVMCC specifies the option REUSE=RESET, so the
master JVM and worker JVMs are resettable. This JVM profile is the default for the
JVMCCPROFILE system initialization parameter. DFHJVMCC has an associated
JVM properties file, dfjjvmcc.props.
Also, CICS-supplied system programs (in particular, the default request processor
program DFJIIRP) now have their own JVM profile, DFHJVMCD, to make them
independent of any changes you make to the default JVM profile DFHJVMPR.
Because DFHJVMCD is used by CICS-supplied system programs, you need to
make sure that it is set up correctly for your CICS region. Only make the changes
to DFHJVMCD that are necessary to run applications, as described in “Changes to
JVM options (JVM profiles, JVM properties files and samples)” on page 78. Do not
specify this profile in PROGRAM resource definitions that you set up for your own
applications. DFHJVMCD has an associated JVM properties file, dfjjvmcd.props.

JVMPROFILE option on the SET PROGRAM command
The new JVMPROFILE option on the EXEC CICS and CEMT SET PROGRAM
command enables you to change the JVM profile that a program uses during a
CICS run, without having to re-install the program definition. Any instances of the
program that are currently running in a JVM with the old JVM profile are unaffected,
and are allowed to finish running their current Java program. New instances of the
program will use a JVM with the new JVM profile that you have specified.
When you use the name of a JVM profile anywhere in CICS, you must enter it
using the same combination of upper and lower case characters that is present in
the HFS file name. If you need to enter the name of a JVM profile in mixed case
when you are using the CEMT transaction, ensure that the terminal you use is
correctly configured, with upper case translation suppressed.

Statistics for JVM profiles
You can now collect statistics for JVM profiles by using the EXEC CICS COLLECT
STATISTICS and CEMT PERFORM STATISTICS commands with the JVMPROFILE
option. The statistics are broken down by JVM profile and execution key, and they
show, among other things:
v The number of requests for JVMs of this profile.
v The total, current and peak number of JVMs of this profile.
v The number of times JVMs of this profile were marked unresettable and
destroyed (because an application performed an unresettable action in a JVM
defined as resettable).
v The number of JVMs of this profile that were destroyed because CICS was short
on storage.
v The incidence of TCB mismatching and stealing by, and from, JVMs of this
profile.
v The Language Environment® heap storage and JVM heap storage used by JVMs
of this profile.
You can use the new EXEC CICS INQUIRE JVMPROFILE command in browse
mode to find out what JVM profiles have been used in this CICS execution. (There

68

CICS TS for z/OS: Release Guide

is no CEMT equivalent for this command.) The command returns each 8–character
JVM profile name, as used in a program definition, and the full path name of the
HFS file for that JVM profile.

Invoking multiple Java programs in the same CICS task
You can now use the CICS program-link mechanism to invoke more than one Java
program within the same CICS task. The one-JVM-per-stack restriction has been
removed.
Previously, a stack of programs formed by a succession of EXEC CICS LINK
commands, or JCICS program invocations, within the same CICS task, could not
contain more than one JVM. (Distributed program link (DPL) requests were not
restricted in this way.) As a CICS task could only use one JVM, applications
designed in this way could only contain one Java component.
Now, multiple JVMs can be allocated to a CICS task, so you can create an
application that links together multiple Java programs in the same CICS region. You
can also convert your existing complex applications piece by piece, by replacing
programs written in other languages with programs written in Java.
Enterprise beans can now link to another Java program within the same CICS task.
However, a single CICS task still cannot contain more than one enterprise bean,
because CICS treats an execution of an enterprise bean as the start of a new task.
You can create an application that includes more than one enterprise bean, but the
application will not operate as a single task.

Support for assertions
CICS Transaction Server for z/OS, Version 2 Release 3 supports assertions. An
assertion is a statement in the Java programming language that enables you to test
your assumptions about your program.
Using the ENABLEASSERTIONS and DISABLEASSERTIONS options in a JVM
profile, you can specify that assertion checking at runtime should be enabled or
disabled in all classes (except system classes), or in a package and in any
subpackages that it has, or in an individual class. You can also specify that
assertion checking should be enabled or disabled for all system classes in the JVM,
using the SYSTEMASSERTIONS option. The CICS System Definition Guide has
more information about these options.
You can specify more than one option relating to assertions in the JVM profile. For
example, you could use the ENABLEASSERTIONS option to specify a package for
which you want to enable assertions, and then use the DISABLEASSERTIONS
option to disable assertions for a particular class within that package. However, note
that CICS does not support the use of multiple instances of the same option relating
to assertions.
If you are using assertions with applications that run in worker JVMs (JVMs that
share the class cache), the following rules apply:
v The SYSTEMASSERTIONS option can be specified in a master JVM, but it
causes an error in a worker JVM (because the worker JVM does not have its
own system heap). If you want to enable or disable assertions for system classes
used by an application that runs in a worker JVM, specify the
SYSTEMASSERTIONS option in the JVM profile for the master JVM.
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v Specifying ENABLEASSERTIONS=ALL or DISABLEASSERTIONS=ALL in a
master JVM enables or disables assertions for all the classes (except for system
classes) that are in the shared class cache—that is, the middleware classes and
the shareable application classes. Specifying ENABLEASSERTIONS=ALL or
DISABLEASSERTIONS=ALL in a worker JVM enables or disables assertions for
all the classes that are in the worker JVM—that is, any nonshareable application
classes that you placed on the standard class path (specified by the
CLASSPATH option in the JVM profile).
v If you are using the ENABLEASSERTIONS or DISABLEASSERTIONS option to
enable or disable assertions for a package or an individual class, place the
option in the JVM profile that contains the class path on which the package or
class is named. So for middleware classes and shareable application classes, or
the packages containing them, place the option in the JVM profile for the master
JVM. For nonshareable application classes that you placed on the standard class
path (specified by the CLASSPATH option in the JVM profile), place the option in
the JVM profile for the worker JVM.
You can find more information about programming with assertions, and about
enabling and disabling assertions, at http://java.sun.com/j2se/1.4.2/docs/guide/lang/
assert.html.

New EXEC CICS and CEMT INQUIRE JVM command
A new EXEC CICS and CEMT command, INQUIRE JVM, is provided. The new
command identifies and reports the status of each JVM in the JVM pool. Using the
EXEC CICS INQUIRE JVM command, you can inquire on a specific JVM, or you
can browse through all the JVMs in the JVM pool. Using the CEMT INQUIRE JVM
command, you can list all the JVMs in the JVM pool, or inquire on all JVMs in a
specified state. You can use the INQUIRE JVM command to monitor:
v The JVM profile and execution key of the JVMs in the pool.
v Which of the JVMs in the pool use the shared class cache.
v The age of each JVM.
v The task to which a JVM is allocated, and the time it has been allocated to the
task.
v JVMs that are being phased out as a result of a CEMT SET JVMPOOL
PHASEOUT, PURGE or FORCEPURGE command or CEMT PERFORM
CLASSCACHE PHASEOUT, PURGE or FORCEPURGE command (or the
equivalent EXEC CICS commands).
The INQUIRE JVM command does not find the master JVM that initializes the
shared class cache. It only finds worker JVMs and standalone JVMs.

Redirecting JVM output
In CICS Transaction Server for z/OS, Version 2 Release 3, you can redirect
messages from JVM internals and output from Java applications running in a JVM,
and you can add time stamps and headers to the records. Previously, output from
JVMs could only be directed to HFS files, and could not be routed to CICS. Now,
you can use the new USEROUTPUTCLASS option in a JVM profile, to name a
Java class that intercepts the output from the JVM and messages from JVM
internals. You can tailor this class to specify your choice of time stamps and record
headers, and to redirect the output to various destinations.
The USEROUTPUTCLASS option provides an alternative to the existing STDOUT
and STDERR options in a JVM profile, which name HFS files that receive the
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output from a JVM. The STDOUT and STDERR options are still the defaults. If you
do not specify the USEROUTPUTCLASS option on a JVM profile, or if you specify
it as null, then the HFS files named on the STDOUT and STDERR options in the
JVM profile are used to receive the output from the JVM, as in releases before
CICS Transaction Server for z/OS, Version 2 Release 3. If you do specify the
USEROUTPUTCLASS option on a JVM profile, the HFS files named by the
STDOUT and STDERR options in the JVM profile are still used for some messages
issued by the JVM, or if the class named by the USEROUTPUTCLASS option is
unable to write data to its intended destination. You should therefore still specify
appropriate file names for these files.
Specifying the USEROUTPUTCLASS option has a negative effect on the
performance of JVMs. For best performance in a production environment, you
should not use this option. However, it can be useful to specify the
USEROUTPUTCLASS option during application development. This is because even
if you use the -generate option on the STDOUT and STDERR options, the
generated output files can only be differentiated by the applid of the CICS region
and the time of generation. The USEROUTPUTCLASS option enables developers
using the same CICS region to separate out their own JVM output, and direct it to
an identifiable destination of their choice. The USEROUTPUTCLASS option can be
used for most types of JVM, with the exception of the master JVM that initializes
the shared class cache, because the output redirection class will never be invoked
by the activities of the master JVM.
To use the USEROUTPUTCLASS option, specify USEROUTPUTCLASS=[java class] in
a JVM profile, naming the Java class of your choice (The class extends
java.io.OutputStream.) The CICS-supplied sample JVM profiles DFHJVMPR,
DFHJVMPC and DFHJVMCD contain the commented-out option
USEROUTPUTCLASS=com.ibm.cics.samples.SJMergedStream, which names the
CICS-supplied sample class. Uncomment this option to use the
com.ibm.cics.samples.SJMergedStream class to handle output from JVMs with that
profile. CICS also supplies an alternative sample Java class,
com.ibm.cics.samples.SJTaskStream. The behaviour of both these classes is
described later in this topic.
The classes are shipped as a middleware class file dfjoutput.jar, which is in the
directory /usr/lpp/cicsts/cicsts23/lib, where cicsts23 is a user-defined value
that you chose for the CICS_DIRECTORY variable used by the DFHIJVMJ job
during CICS installation. The source for the classes is also provided as samples, so
you can modify the classes as you want, or write your own classes based on the
samples.
Table 3 shows what output from JVMs can and cannot be intercepted by the class
named by the USEROUTPUTCLASS option. The class that you use must be able
to deal with all the types of output that it might intercept.
Table 3. JVM output intercepted by Java class named by USEROUTPUTCLASS
Output type

Intercepted by class

System.out output

Yes

System.err output

Yes

JVM internal messages

Some messages intercepted

Unresettable events log (controlled by
ibm.jvm.events.output system property)

Yes (unless another destination file is
explicitly named in the system property). See
note 1 on page 72
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Table 3. JVM output intercepted by Java class named by
USEROUTPUTCLASS (continued)
Output type

Intercepted by class

Language Environment stdout and stderr
output

Not intercepted

JAVADUMP

Not intercepted

HPITRACE

Not intercepted

Notes:
1. The destination for information about unresettable events in a JVM is controlled by the
ibm.jvm.events.output system property in the JVM properties file for the JVM. If you
have used that system property to name a specific HFS file as the destination for the
unresettable events information, then the information goes to that file, and is not
intercepted. (The default ibm.jvm.events.output system property in the CICS-supplied
sample JVM properties files names the file event.log as the destination.) If the system
property names the destination as stdout or stderr, then the information is intercepted by
the class named on the USEROUTPUTCLASS option in the JVM profile, and directed to
the destination specified by that class. If the ibm.jvm.events.output system property is
null, then this output is not produced at all.

The class that you are using must be present in a directory on the trusted
middleware class path used by the JVM (to which you can add paths by using the
TMPREFIX or TMSUFFIX option in the JVM profile). If you are using your own
class in place of the supplied sample class, any associated native code for your
class must be present on the library path used by the JVM, and must be explicitly
loaded using the System.loadLibrary() call, either at class load time via a static
initializer, or in the class constructor. (This avoids the need to include doPrivileged()
blocks around the loadLibrary call when you are running with Java security active.)
Note that if the JVM is to use the shared class cache (if CLASSCACHE=YES is
specified in the JVM profile), you will need to include the class and any associated
native code in the trusted middleware class path and library path that are specified
in the JVM profile for the master JVM that initializes the shared class cache, rather
than those specified in the JVM profile for the JVM itself. The CICS-supplied
sample JVM profile for the master JVM is DFHJVMCC, and the JVM properties file
that it references is dfjjvmcc.props.
Also bear in mind that the Java programs that will run in JVMs that use the
USEROUTPUTCLASS option should include appropriate exception handling to deal
with the exceptions that might be thrown by the class named on the
USEROUTPUTCLASS option. The CICS-supplied sample classes handle all
exceptions internally, so they do not return any errors to the calling program.
For Java applications executing on the initial process thread (IPT), which are able
to make CICS requests, the intercepted output from the JVM can be written to a
transient data queue, and you can add time stamps, task and transaction identifiers,
and program names. This enables you to create a merged log file containing the
output from multiple JVMs. You can use this log file to correlate JVM activity with
CICS activity.
The com.ibm.cics.samples.SJMergedStream class directs output from the JVM to
the transient data queues CSJO (for stdout output), and CSJE (for stderr output,
internal messages, and unresettable event logging). These transient data queues
are supplied in group DFHDCTG, and they are indirected to CSSL, but they can be
redefined if necessary (for example, to accommodate larger messages). If the
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transient data queues CSJO and CSJE cannot be accessed, output is written to the
HFS files /work_dir/applid/CSJO and /work_dir/applid/CSJE, where work_dir is
the directory specified on the WORK_DIR option in the JVM profile, and applid is
the applid identifier associated with the CICS region. If these files are unavailable,
the output is written to the HFS files named by the STDOUT and STDERR options
in the JVM profile.
As well as redirecting the output, the class adds a header to each record containing
applid, date, time, transid, task number and program name. The result is two
merged log files for JVM output and for error messages, in which the source of the
output and messages can easily be identified.
For Java applications executing on threads other than the initial process thread
(IPT), which are not able to make CICS requests, the output from the JVM cannot
be redirected using CICS facilities. The com.ibm.cics.samples.SJMergedStream
class still intercepts the output and adds a header to each record containing applid,
date, time, transid, task number and program name. The output is then written to
the HFS files named by the STDOUT and STDERR options in the JVM profile.
As an alternative to creating merged log files for your JVM output, you can direct
the output from a single task to HFS files, and add time stamps and headers, to
provide output streams that are specific to a single task. The CICS-supplied sample
class, com.ibm.cics.samples.SJTaskStream is set up to do this. The class directs
the output for each task to two HFS files, one for stdout output and one for stderr
output, that are uniquely named using a task number (in the format
Task.tasknumber). The HFS files are stored in the directory /work_dir/applid/
stdout for stdout output, or /work_dir/applid/stderr for stderr output, where
work_dir is the directory specified on the WORK_DIR option in the JVM profile, and
applid is the applid identifier associated with the CICS region. The process is the
same for both Java applications executing on the IPT, and Java applications that
are executing on other threads.

Controlling tracing for JVMs
You can now control tracing for JVMs using the CICS-supplied transaction CETR.
Previously, tracing for JVMs could be controlled using the ibm.dg.trc.external
system property in the JVM properties file, and tracing was active for the lifetime of
the JVM. Now, using CETR, you can set tracing options for each transaction that
uses the JVM. You can set several levels of tracing (or a user-defined option string)
using the JVM trace options, turn tracing on or off at each level for transactions, or
reset to the supplied settings. JVM trace can produce a large amount of output, so
you should normally activate JVM trace for special transactions, rather than turning
it on globally for all transactions. New JVM trace options screens are provided to
control the JVM trace options. See “Changes to CICS-supplied transactions” on
page 90 below.
There are alternatives to using CETR to control tracing for JVMs. You can set the
JVM trace options by:
v Using the new CICS system initialization parameters JVMLEVEL0TRACE,
JVMLEVEL1TRACE, JVMLEVEL2TRACE, and JVMUSERTRACE to set the
default trace options for JVMs in the JVM pool in your CICS region. You can only
supply these parameters at CICS startup time; you cannot define them in the
DFHSIT macro. You can then use CETR to view and change these options, if
you want. These system initialization parameters do not activate JVM tracing,
they only set the default JVM trace options.
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v Using the EXEC CICS INQUIRE JVMPOOL command to inquire on the JVM
trace options you have set for the JVM pool, and the EXEC CICS SET
JVMPOOL command to change them. (The JVM tracing options are not available
on the CEMT INQUIRE and SET JVMPOOL commands, only on the EXEC CICS
commands.)
You can activate JVM trace by:
v Using the CICS system initialization parameters SPCTRSJ, which applies to
special tracing, or STNTRSJ, which applies to standard tracing, to activate JVM
trace at startup. Specify level numbers 29–32 to activate the levels of JVM trace
that you require. You can only supply these parameters at CICS startup time; you
cannot define them in the DFHSIT macro.
v Using the EXEC CICS SET TRACETYPE command.
Remember that JVM trace should normally only be activated for special
transactions. If you are activating JVM trace by one of these alternative methods,
you should normally use the SPCTRSJ system initialization parameter rather than
the STNTRSJ system initialization parameter, and use the SPECIAL option on the
EXEC CICS SET TRACETYPE command, rather than the STANDARD option.
If you need to trace a JVM during its whole lifetime, including start-up and reset as
well as the periods when it is being used by a transaction, you can still set and
activate trace options using the ibm.dg.trc.external system property in the JVM
properties file that is referenced by the JVM profile. This system property has to be
used with care, as JVM tracing can produce large amounts of output in a very short
time.
When CICS starts to use or re-use a JVM, it ensures that any trace options that
you have set and activated using CETR are applied. Activating or deactivating a
trace option using CETR overrides any setting for that trace option in the
ibm.dg.trc.external system property. For example, a trace option that is activated
in the system property, but deactivated using CETR, will be deactivated when CICS
starts to use or re-use the JVM. If you use CETR to activate any trace options that
are not referred to in the ibm.dg.trc.external system property, the trace options
that you have specified in CETR are added to any trace options that you have set
using the ibm.dg.trc.external system property. The trace output will then reflect all
the trace options that you requested in both CETR and the system property.
JVM trace appears as a CICS trace point in the SJ (JVM) domain. When you
activate JVM trace by setting trace levels 29–32 for the SJ component, each JVM
trace point that is generated appears as an instance of CICS trace point SJ 4D01. If
the JVM trace facility fails, CICS issues the trace point SJ 4D00.
“Defining tracing for JVMs” in the CICS Problem Determination Guide has
information about the JVM trace options that you can set using the JVM Level 0
trace, JVM Level 1 trace, JVM Level 2 trace, and JVM User trace options or the
ibm.dg.trc.external system property. There is further information about JVM trace
and about problem determination for JVMs in the IBM Developer Kit and Runtime
Environment, Java 2 Technology Edition, Version 1.4.2 Diagnostics Guide,
SC34-6358.
In addition to the new JVM trace options, the standard trace points for the SJ (JVM)
domain, at CICS trace levels 0, 1 and 2, can be used to trace the actions that CICS
takes in setting up and managing JVMs and the shared class cache. These trace
points can be activated using the CETR Component Trace screens, as described in
“Selecting tracing by component” in the CICS Problem Determination Guide. Among
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other new trace points for CICS Transaction Server for z/OS, Version 2 Release 3,
the SJ domain includes a new level 2 trace point SJ 0224, which shows you a
history of the programs that have used each JVM.

Requirements
The hardware requirements for CICS support for the IBM JVM are the same as for
CICS Transaction Server for z/OS, Version 2 Release 3 generally. The software
requirement is IBM Software Developer Kit for z/OS, Java 2 Technology Edition,
Version 1.4.2. (Version 1.4.1, with APAR PQ79281 applied, can also be used, but
IBM no longer provides technical support for this release.)

Changes to CICS externals
There are changes to a number of CICS externals interfaces relating to CICS
support for the IBM JVM. They are:
v “Changes to installation”
v “Changes to system initialization parameters” on page 76
v “Changes to resource definition” on page 84
v “Changes to JVM options (JVM profiles, JVM properties files and samples)” on
page 78
v “Changes to the application programming interface” on page 86
v “Changes to the system programming interface” on page 86
v “Changes to CICS-supplied transactions” on page 90
v “Changes to global user exits” on page 93
v
v
v
v

“Changes
“Changes
“Changes
“Changes

to
to
to
to

user-replaceable programs” on page 93
monitoring” on page 94
statistics” on page 96
problem determination” on page 99

Changes to installation
The Language Environment run-time library SCEERUN2 is now required to support
the IBM JVM, in addition to the Language Environment run-time library SCEERUN.
In your CICS startup job, include SCEERUN2 in the same location as SCEERUN,
either on the STEPLIB statement, or in a library in the MVS LNKLSTnn
concatenation. The order of the SCEERUN and SCEERUN2 libraries in relation to
each other is not important. The SCEERUN library also needs to be added to
DFHRPL, but the SCEERUN2 library does not need to be added to DFHRPL.
The library SDFJAUTH is now required for Java support. SDFJAUTH is the
partitioned data set extended (PDSE) version of SDFHAUTH, and it contains some
of the components of the SJ domain. A separate library is needed because these
components are now built using XPLink (Extra Performance Linkage). As for the
SDFHAUTH library, the SDFJAUTH library must be APF-authorized by adding it to
the list of APF-authorized libraries in an appropriate member in SYS1.PARMLIB,
and a STEPLIB DD statement must be provided for it in your startup job stream.
“Authorizing the hlq.SDFHAUTH library” in the CICS Transaction Server for z/OS
Installation Guide describes this procedure for the SDFHAUTH library, and you can
follow the same procedure for the SDFJAUTH library.
The DD definition for the DFHJVM data set, which contained JVM profiles, is no
longer required. The profiles are now stored as HFS files. When you install CICS
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Transaction Server for z/OS, Version 2 Release 3, the sample JVM profiles are
placed in the directory /usr/lpp/cicsts/cicsts23/JVMProfiles, where cicsts23 is
the value that you chose for the CICS_DIRECTORY variable used by the
DFHIJVMJ job during CICS installation. You need to ensure that CICS has access
to the HFS directory where the JVM profiles are stored. As JVM profiles are now
stored on HFS, rather than as a PDS member, they can be edited using any
standard text editor.
As JVM profiles and JVM properties files are HFS files, the names of both are
case-sensitive. When you use the name of a JVM profile or JVM properties file
anywhere in CICS, you must enter it using the same combination of upper and
lower case characters that is present in the HFS file name. The CEDA panels
accept mixed case input for a JVM profile name irrespective of your terminal’s
UCTRAN setting. However, this does not apply when the name of a JVM profile is
entered on the CEDA command line, or in another CICS transaction such as CEMT
or CECI. If you need to enter the name of a JVM profile in mixed case when you
use CEDA from the command line or when you use any other CICS transaction,
ensure that the terminal you use is correctly configured, with upper case translation
suppressed.
CICS loads the JVM profiles from the HFS directory that is specified by the
JVMPROFILEDIR system initialization parameter. The default value of
JVMPROFILEDIR is /usr/lpp/cicsts/cicsts23/JVMProfiles. That is, the supplied
setting for JVMPROFILEDIR points to the default directory for the sample JVM
profiles.
If you chose a different name during CICS installation for the cicsts23 directory
beneath which the sample JVM profiles are stored (that is, if you chose a
non-default value for the CICS_DIRECTORY variable used by the DFHIJVMJ job),
or if you want CICS to load the JVM profiles from a directory other than the
samples directory, you need to do one of the following:
v Change the value of the JVMPROFILEDIR system initialization parameter to
specify your preferred directory. (The value that you specify can be up to 240
characters long.)
v Link to your JVM profiles from the directory specified by JVMPROFILEDIR, by
means of UNIX soft links. (This method enables you to store your JVM profiles in
any place in the HFS file system.)
Ensure that CICS has access to the directory where the JVM profiles are stored.
Note that the JVM profiles DFHJVMPR and DFHJVMCD, and their associated JVM
properties files, must always be available to CICS. DFHJVMPR is used if a Java
program is defined as using a JVM but no JVM profile is specified, and it is used for
sample programs. DFHJVMCD is used by CICS-supplied system programs,
including the default request processor program and the program that CICS uses to
publish and retract deployed JAR files. Both these JVM profiles must therefore
either be present in the directory that is specified by JVMPROFILEDIR, or linked to
by means of UNIX soft links from that directory.

Changes to system initialization parameters
There are new system initialization parameters in support of the JVM. Three new
parameters, JVMCCPROFILE, JVMCCSIZE and JVMCCSTART, are provided in
support of the shared class cache facility, and these are described in “Changes to
system initialization parameters” on page 42. The other new parameters are:
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JVMPROFILEDIR={/usr/lpp/cicsts/cicsts23/JVMProfiles|directory}
Specifies the name (up to 240 characters long) of an HFS directory that
contains the JVM profiles for CICS. CICS searches this directory for the profiles
it needs to configure JVMs. The default value of JVMPROFILEDIR is
/usr/lpp/cicsts/cicsts23/JVMProfiles. That is, the supplied setting for
JVMPROFILEDIR points to the default directory for the sample JVM profiles. If
you chose a different name during CICS installation for the cicsts23 directory
beneath which the sample JVM profiles are stored (that is, if you chose a
non-default value for the CICS_DIRECTORY variable used by the DFHIJVMJ
job), or if you want CICS to load the JVM profiles from a directory other than
the samples directory, you need to do one of the following:
v Change the value of the JVMPROFILEDIR system initialization parameter to
specify your preferred directory.
v Link to your JVM profiles from the directory specified by JVMPROFILEDIR,
by means of UNIX soft links. (This method enables you to store your JVM
profiles in any place in the HFS file system.)
Note that the JVM profiles DFHJVMPR and DFHJVMCD, and their associated
JVM properties files, must always be available to CICS. DFHJVMPR is used if a
Java program is defined as using a JVM but no JVM profile is specified, and it
is used for sample programs. DFHJVMCD is used by CICS-supplied system
programs, including the default request processor program and the program
that CICS uses to publish and retract deployed JAR files. Both these JVM
profiles must therefore either be present in the directory that is specified by
JVMPROFILEDIR, or linked to by means of UNIX soft links from that directory.
There are new system initialization parameters to set the default options for the
JVM trace levels. You can only supply these parameters at CICS startup time; you
cannot define them in the DFHSIT macro. Note that JVM tracing can produce a
large amount of output in a very short time, so you should exercise caution when
activating this tracing.
“Defining tracing for JVMs” in the CICS Problem Determination Guide has
information about the JVM trace options that you can set using the JVM Level 0
trace, JVM Level 1 trace, JVM Level 2 trace, and JVM User trace options. There is
further information about JVM trace and about problem determination for JVMs in
the IBM Developer Kit and Runtime Environment, Java 2 Technology Edition,
Version 1.4.2 Diagnostics Guide, SC34-6358.
The new parameters are:
JVMLEVEL0TRACE={LEVEL0|user override string}
Specifies the default option for JVM Level 0 trace, corresponding to trace level
29 of the SJ component. The default setting for this level of tracing maps to
trace point level 0 for JVMs, which is reserved for extraordinary events and
errors. Unlike CICS exception trace, which cannot be switched off, the JVM
Level 0 trace is normally switched off unless JVM tracing is required.
JVMLEVEL1TRACE={LEVEL1|user override string}
Specifies the default option for JVM Level 1 trace, corresponding to trace level
30 of the SJ component. The default setting for this level of tracing maps to
trace point level 1 for JVMs.
JVMLEVEL2TRACE={LEVEL2|user override string}
Specifies the default option for JVM Level 2 trace, corresponding to trace level
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31 of the SJ component. The default setting for this level of tracing maps to
trace point level 2 for JVMs. Note that the JVM trace point levels go up to level
9.
JVMUSERTRACE={NONE|user override string}
Specifies the default option for JVM user trace, corresponding to trace level 32
of the SJ component. Use this option for more complex specifications for JVM
tracing.
Trace levels 29–32 for the SJ component correspond to JVMLEVEL0TRACE,
JVMLEVEL1TRACE, JVMLEVEL2TRACE and JVMUSERTRACE respectively. To
activate JVM tracing, specify level numbers 29–32 on the SPCTRSJ or STNTRSJ
system initialization parameter, or use the CETR transaction. Note that JVM trace
can produce a large amount of output, so you should normally activate JVM trace
for special transactions, rather than turning it on globally for all transactions.
The descriptions of the STNTR, STNTRxx, SPCTR and SPCTRxx system
initialization parameters are changed to state that you can specify level numbers
29–32 to activate JVM tracing. However, you are recommended to use only the
SPCTRSJ system initialization parameter to activate JVM tracing, so that it is only
activated for special transactions. Selecting tracing levels 29, 30, 31, 32 or ALL for
standard tracing for the JVM domain (SJ) component (using the STNTR or
STNTRSJ system initialization parameters) is not recommended, because JVM
trace can produce a large amount of output.
The meaning of the MAXJVMTCBS system initialization parameter is changed
because of the introduction of J9 TCBs for JVMs running in user key:
MAXJVMTCBS={5|number}
specifies the maximum number of open TCBs, in the range 1–999, that CICS
can create in the pool of J8- and J9-mode TCBs for use by Java programs that
run in a JVM (the JVM pool). Within this limit, there are no constraints on how
many of the TCBs in the JVM pool are J9 TCBs, and how many are J8 TCBs.
The default value is 5. The minimum permitted value is 1, meaning that CICS is
always able to create at least 1 open TCB for use by a JVM, of either J8 or J9
mode.
JM TCBs, used for the master JVM that initializes the shared class cache, do
not count towards the MAXJVMTCBS limit.

Changes to JVM options (JVM profiles, JVM properties files and
samples)
There are changes to JVM options in the JVM profile and in the JVM properties file,
and changes to the samples that are provided to help you define or alter JVM
options (the CICS-supplied sample JVM profiles).
Note that as well as the changes connected with the enhancements described in
this section, there are several other significant changes to the options that are
available in JVM profiles and JVM properties files, and to the CICS-supplied sample
JVM profiles, in support of the continuous JVM (see “Changes to CICS externals”
on page 22) and of the shared class cache facility (see “Changes to CICS externals
” on page 42). You should read that information, as well as the information in this
section, before starting to work with your JVM profiles.
You can use the new EXEC CICS INQUIRE JVMPROFILE command to find the full
path name of the HFS file for a JVM profile, provided that the JVM profile has been
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used during the lifetime of this CICS region for a JVM that can run applications.
(There is no CEMT equivalent for this command.) Although they are now HFS files,
each JVM profile still has a short name for use in program definition. The name of a
JVM profile can be up to 8 characters long, and can include the following
characters:

Acceptable characters
A-Z a-z 0-9 @ # . - _ % & ¢ ? ! : | " = , ; < >

If you create your own JVM profiles, do not give them names beginning with DFH,
because these characters are reserved for use by CICS.
As JVM profiles are HFS files, the names of the JVM profiles are case-sensitive.
When you specify the name of a JVM profile, you must enter it using the same
combination of upper and lower case characters that is present in the HFS file
name. The CEDA panels accept mixed case input for the JVMPROFILE field
irrespective of your terminal’s UCTRAN setting. However, this does not apply when
values for this field are supplied on the CEDA command line, or when you are using
another CICS transaction such as CEMT or CECI. If you need to enter the name of
a JVM profile in mixed case when you use CEDA from the command line or when
you use another CICS transaction, ensure that the terminal you use is correctly
configured, with upper case translation suppressed.
CICS now loads JVM profiles from the HFS directory that is specified by the
JVMPROFILEDIR system initialization parameter. The default value of
JVMPROFILEDIR is /usr/lpp/cicsts/cicsts23/JVMProfiles. That is, the supplied
setting for JVMPROFILEDIR points to the default directory for the sample JVM
profiles. (If you chose a different name during CICS installation for the cicsts23
directory beneath which the sample JVM profiles are stored—that is, if you chose a
non-default value for the CICS_DIRECTORY variable used by the DFHIJVMJ
job—then you need to change the value of JVMPROFILEDIR to point to the correct
directory.) If you have modified the sample JVM profiles DFHJVMPR and
DFHJVMPS, and you want to re-use them, migrate these from PDS members to
HFS files, which you can do using the OCOPY TSO command. Place your modified
profiles in the HFS directory that is specified by JVMPROFILEDIR, or alternatively,
create UNIX soft links to them from this directory. “Changes to system initialization
parameters” on page 76 has more information on how to enable CICS to find the
JVM profiles. Note that for CICS TS for z/OS, Version 2.3, there are changes to the
options that are available in JVM profiles and JVM properties files. “Changes to
JVM options (JVM profiles, JVM properties files and samples)” on page 78 has
more information about these. Before you re-use JVM profiles that you used for
CICS TS for z/OS, Version 2.2, you should check whether you want to add any of
the new options, or to copy any of the changes to existing options that have been
made in the supplied sample JVM profiles for CICS TS for z/OS, Version 2.3.
When you are customizing JVM profiles, note that if any changes are required to fit
with the setup of your CICS region (for example, if you are required to enable Java
2 security), you need to make the same changes to the supplied sample JVM
profiles DFHJVMPR and DFHJVMCD and their associated JVM properties files.
DFHJVMPR is used if a Java program is defined as using a JVM but no JVM profile
is specified, and it is used for sample programs. DFHJVMCD is used by
CICS-supplied system programs, including the default request processor program
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and the program that CICS uses to publish and retract deployed JAR files. Both
these JVM profiles therefore need to be configured so that they can be used in your
CICS region.

Changes to options in JVM profiles
There are changes to the JVM options that you can specify in a JVM profile. JVM
profiles, which are now held as HFS files (see “Changes to installation” on page
75), are referenced by the program resource definition of a Java application
program that requires a JVM with these options.
Note that as well as the changes that are listed here, there are several other
significant changes to the options that are available in JVM profiles and JVM
properties files, in support of continuous JVMs (see “Changes to CICS externals” on
page 22) and of the shared class cache facility (see “Changes to CICS externals ”
on page 42). You should read that information, as well as the information in this
section, before starting to work with your JVM profiles.
The new JVM options that you can specify in a JVM profile, in addition to those that
relate specifically to continuous JVMs and to the shared class cache facility, are:
LEHEAPSTATS={YES|NO}
Specifies whether or not statistics are to be collected for the amount of
Language Environment heap storage that is used by the JVM. The default is
NO. The statistics appear as the field “Peak Language Environment (LE) heap
storage used” in the JVM Profile statistics. Collecting these statistics affects the
performance of the JVM, so you should only specify LEHEAPSTATS=YES
while you are in the process of tuning the heap sizes for your JVMs. (“Java
applications using a Java virtual machine (JVM): improving performance” in the
CICS Performance Guide explains this process.) In a production environment,
you should specify LEHEAPSTATS=NO.
USEROUTPUTCLASS={classname|com.ibm.cics.samples.SJMergedStream}
Specifies the fully qualified name of a Java class that is used to redirect output
from this JVM. The class that you specify using the USEROUTPUTCLASS
option extends java.io.OutputStream, and it handles all System.err and
System.out requests from Java programs running in the JVM. CICS also uses
this class to handle internal messages from the JVM, and event messages that
are directed to the destination specified in the ibm.jvm.events.output system
property in the JVM properties file for the JVM.
If you do not specify the USEROUTPUTCLASS option in a JVM profile, or if
you specify it as null, the HFS files named by the STDOUT and STDERR
options in the profile are used for output from the JVM. If you specify the
USEROUTPUTCLASS option in a JVM profile, the HFS files named by the
STDOUT and STDERR options in the profile could be used if the class named
by the USEROUTPUTCLASS option is unable to write data to its intended
destination.
This option is irrelevant in the JVM profile for the master JVM that initializes the
shared class cache, because the output redirection class will never be invoked
by the activities of the master JVM.
CICS supplies the sample class com.ibm.cics.samples.SJMergedStream, which
produces merged log files containing the output from all JVMs with identifying
headers, and the alternative sample class com.ibm.cics.samples.SJTaskStream,
which produces HFS files containing the output from a single task. “Redirecting
JVM output” on page 70 describes the behaviour of these classes. The classes
are shipped as a middleware class file dfjoutput.jar, which is in the directory
/usr/lpp/cicsts/cicsts23/lib, where cicsts23 is a user-defined value that
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you chose for the CICS_DIRECTORY variable used by the DFHIJVMJ job
during CICS installation. The source for the classes is also provided as
samples, so you can modify the classes as you want, or write your own classes
based on the samples.
The class that you are using must be present in a directory on the trusted
middleware class path used by the JVM (to which you can add paths by using
the TMPREFIX or TMSUFFIX option in the JVM profile). If you are using your
own class in place of the supplied sample class, any associated native code for
your class must be present on the library path used by the JVM, and must be
explicitly loaded using the System.loadLibrary() call, either at class load time via
a static initializer, or in the class constructor. (This avoids the need to include
doPrivileged() blocks around the loadLibrary call when you are running with
Java security active.) Note that if the JVM is to use the shared class cache (if
CLASSCACHE=YES is specified in the JVM profile), you will need to include
the class and any associated native code in the trusted middleware class path
and library path that are specified in the JVM profile for the master JVM that
initializes the shared class cache, rather than those specified in the JVM profile
for the JVM itself. The CICS-supplied sample JVM profile for the master JVM is
DFHJVMCC, and the JVM properties file that it references is dfjjvmcc.props.
The Java programs that will run in JVMs that use the USEROUTPUTCLASS
option should include appropriate exception handling to deal with the exceptions
that might be thrown by the class named on the USEROUTPUTCLASS option.
The CICS-supplied sample classes handle all exceptions internally, so they do
not return any errors to the calling program.
Specifying the USEROUTPUTCLASS option has a negative effect on the
performance of JVMs. For best performance in a production environment, you
should not use this option. However, it can be useful to specify the
USEROUTPUTCLASS option during application development. This is because if
you do not specify USEROUTPUTCLASS, the output from all JVMs goes to the
files specified by the STDOUT and STDERR options in the JVM profile. You
can generate separate versions of these files for each JVM, but these files can
only be differentiated by the applid of the CICS region and the time of
generation. The USEROUTPUTCLASS option enables developers using the
same CICS region to separate out their own JVM output, and direct it to an
identifiable destination of their choice.
The following changes are made to JVM options that you can specify in a JVM
profile:
STDERR={dfhjvmerr|file_name} [ -generate]
If you specify the USEROUTPUTCLASS option on a JVM profile, the Java class
named on that option handles the System.err requests instead. The HFS file
named by the STDERR option could still be used if the class named by the
USEROUTPUTCLASS option is unable to write data to its intended destination.
This is the case when you use the CICS-supplied sample class
com.ibm.cics.samples.SJMergedStream.
STDOUT={dfhjvmout|file_name} [ -generate]
If you specify the USEROUTPUTCLASS option on a JVM profile, the Java class
named on that option handles the System.out requests instead. The HFS file
named by the STDOUT option could still be used if the class named by the
USEROUTPUTCLASS option is unable to write data to its intended destination.
This is the case when you use the CICS-supplied sample class
com.ibm.cics.samples.SJMergedStream.
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Xnoagent
In the JVM provided by the IBM Software Developer Kit for z/OS, Java 2
Technology Edition, Version 1.4.2, the Xnoagent option is no longer available. It
was used to disable the old sun.tools.debug agent (oldjdb), which is now
disabled automatically.
Xservice=“-Xquickstart”
Depending on your application, specifying this option in a JVM profile can
provide some reduction in the startup time for those JVMs. The
Xservice=“-Xquickstart” option causes the just-in-time (JIT) compiler function
of the JVM to omit certain optimizations when a method is first compiled. If the
method is used frequently enough, the JIT compiler compiles it again using all
the optimizations. This technique improves startup time for the JVM, but
performance can be degraded on subsequent reuses of the JVM, because the
code is not fully optimized or because of the time required for the second
compile.

#
#
#
#
#
#
#
#
#
#

Xrundllname
Before CICS Transaction Server for z/OS, Version 2 Release 3, you could only
specify the values hprof and jdwp for the Xrun option, and only the last
specified Xrun value would be honoured. Now, you can specify any dynamic link
library (DLL) using the Xrun option, and all the Xrun values that you include in a
JVM profile are honoured. This also means that you can specify values for the
Xrun option in a JVM profile, and still use the JVM trace function for JVMs with
that profile. (CICS automatically specifies Xrundfhapjvmt to drive the JVMRAS
interface to perform tracing, and before CICS Transaction Server for z/OS,
Version 2 Release 3, this was overridden by any value that you had specifed for
the Xrun option.) The DLLs that you specify using the Xrundllname option must
be present in directories on the library path for the JVM, which is specified by
the LIBPATH option in the JVM profile.

Changes to JVM properties files
Because JVM output can now be intercepted and redirected by the classes named
by the USEROUTPUTCLASS option in a JVM profile, the meaning of the
ibm.jvm.events.output system property that you can specify in a JVM properties
file is changed as follows:
ibm.jvm.events.output={event.log | path/file_name | stderr | stdout}
Setting this system property enables logging of unresettable events in the JVM.
It defines whether the text records describing these events are stored in a file
described by its full path name, or whether the events are logged in the stderr
or stdout files. The CICS-supplied sample JVM properties file, dfjjvmpr.props,
specifies this system property as:
ibm.jvm.events.output=event.log

If you use this system property to name a specific HFS file as the destination
for the unresettable events information, then the information goes to that file,
and is not intercepted by any class named on the USEROUTPUTCLASS option
in the JVM profile. If the system property names the destination as stdout or
stderr, then the information is intercepted by any class named on the
USEROUTPUTCLASS option. If the system property is null, then this output is
not produced at all.
There is also a change to the JVM properties files in support of the new facility to
control JVM tracing using the CETR transaction. The meaning of the
ibm.dg.trc.external system property that you can specify in a JVM properties file is
changed as follows:
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ibm.dg.trc.external
Setting this system property sets trace options and enables tracing for the JVM.
This enables you to trace a JVM during its whole lifetime, including start-up and
reset as well as the periods when it is being used by a transaction. This system
property has to be used with care, as JVM tracing can produce large amounts
of output in a very short time. If you only want to activate JVM trace for
particular transactions that use the JVM, use the CICS-supplied transaction
CETR, rather than this system property. “Defining tracing for JVMs” in the CICS
Problem Determination Guide has information about the JVM trace options that
you can set using this system property. There is further information about JVM
trace and about problem determination for JVMs in the IBM Developer Kit and
Runtime Environment, Java 2 Technology Edition, Version 1.4.2 Diagnostics
Guide, SC34-6358.
This system property can be specified in the JVM properties file for a master
JVM.
When CICS starts to use or re-use a JVM, it ensures that any trace options that
you have set and activated using CETR are applied. Activating or deactivating a
trace option using CETR overrides any setting for that trace option in the
ibm.dg.trc.external system property. For example, a trace option that is
activated in the system property, but deactivated using CETR, will be
deactivated when CICS starts to use or re-use the JVM. If you use CETR to
activate any trace options that are not referred to in the ibm.dg.trc.external
system property, the trace options that you have specified in CETR are added
to any trace options that you have set using the ibm.dg.trc.external system
property. The trace output will then reflect all the trace options that you
requested in both CETR and the system property.
When you activate JVM trace, the JVM trace appears as CICS trace point SJ
4D01. If the JVM trace facility fails, CICS issues the trace point SJ 4D00.

Changes to CICS-supplied sample JVM profiles
When you install CICS Transaction Server for z/OS, Version 2 Release 3, the
CICS-supplied sample JVM profiles are placed in the directory
/usr/lpp/cicsts/cicsts23/JVMProfiles, where cicsts23 is the value that you
chose for the CICS_DIRECTORY symbol used by the DFHIJVMJ job. They are no
longer supplied as PDS members. The CICS-supplied sample JVM properties files
are placed in the directory /usr/lpp/cicsts/cicsts23/props.
As JVM profiles and JVM properties files are now HFS files, the names of both are
case-sensitive. When you use the name of a JVM profile or JVM properties file
anywhere in CICS, you must enter it using the same combination of upper and
lower case characters that is present in the HFS file name. The CEDA panels
accept mixed case input for the JVMPROFILE field irrespective of your terminal’s
UCTRAN setting. However, this does not apply when values for this field are
supplied on the CEDA command line, or when you are using another CICS
transaction such as CEMT or CECI. If you need to enter the name of a JVM profile
in mixed case when you use CEDA from the command line or when you use
another CICS transaction, ensure that the terminal you use is correctly configured,
with upper case translation suppressed.
There are changes to the CICS-supplied sample JVM profiles, as follows:
v There is a new sample JVM profile, DFHJVMCC, for the master JVM that
initializes the shared class cache, and a new sample JVM profile, DFHJVMPC,
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for JVMs that are to use the shared class cache. These JVM profiles, and their
corresponding sample JVM properties files, are described in “Changes to CICS
externals ” on page 42.
v A new JVM profile, DFHJVMCD, is supplied. This JVM profile is reserved for the
use of CICS-supplied system programs, in particular the default request
processor program DFJIIRP (used by the CICS-supplied CIRP request processor
transaction), to make them independent of any changes you make to the default
JVM profile DFHJVMPR. DFHJVMCD has an associated JVM properties file,
dfjjvmcd.props. Do not specify this profile in PROGRAM resource definitions
that you set up for your own applications.
You need to make sure that DFHJVMCD is set up correctly for your CICS region,
but you should customize it only where necessary. The options that you can
change are indicated in the text of DFHJVMCD. You might need to change
options in DFHJVMCD if:
– You want JVMs created using DFHJVMCD to use the shared class cache.
The default is that they are standalone JVMs.
– You want to change the level of reusability for JVMs created using
DFHJVMCD. The default is that they are resettable JVMs, and you can
change them to continuous JVMs if that is appropriate for all the applications
that use those JVMs. Do not change them to single-use JVMs.
– You need to change the library path, the CICS_DIRECTORY or JAVA_HOME
options, or the directory containing the JVM properties files, to match your
installation’s requirements.
– You want to change the default locations for output from JVMs created using
DFHJVMCD, or to redirect the output using the USEROUTPUTCLASS option.
– You want to tune the heap sizes for JVMs created using DFHJVMCD.
In dfjjvmcd.props, you need to make changes that are necessary to run
applications, as follows:
– Add to the shareable application class path (the
ibm.jvm.shareable.application.class.path system property) any classes,
such as classes for utilities, that are required by your enterprise beans but are
not included in the deployed JAR files for the enterprise beans.
– Specify the system properties necessary to configure your JNDI nameserver
(the com.ibm.cics.ejs.nameserver system property, and further system
properties if you are using an LDAP nameserver).
– Enable the Java 2 security policy mechanism (the java.security.policy
system property) if required to do so by your installation.
Do not make any other changes to dfjjvmcd.props.

Changes to resource definition
There are changes to the PROGRAM resource definition. The changed attributes
are as follows:
JVMPROFILE{DFHJVMPR|name}
Specifies the name (up to 8 characters in length) of a JVM profile. The JVM
profile is a file in the HFS directory that is specified by the system initialization
parameter JVMPROFILEDIR. Alternatively, the file can be in another place in
the HFS file system, and be referenced by a UNIX soft link from the
JVMPROFILEDIR directory. The profile contains the JVM options for the
execution of the program.
If you do not specify a JVM profile for the program, the default JVM profile is
the CICS-supplied sample JVM profile DFHJVMPR. You can customize this
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sample JVM profile, or substitute your own. If you want the JVM for this
program to use the shared class cache, you can use this option to name the
alternative supplied sample JVM profile DFHJVMPC, or your own version of this
profile.
PROGRAM resource definitions for CICS-supplied system programs, in
particular the default request processor program DFJIIRP (used by the
CICS-supplied CIRP request processor program), specify the JVM profile
DFHJVMCD. This profile is reserved for use by CICS-supplied system
programs, to make them independent of any changes you make to the default
JVM profile DFHJVMPR. Only make the changes to DFHJVMCD that are
necessary to run applications. Do not specify DFHJVMCD in PROGRAM
resource definitions that you set up for your own applications.
The supplied sample JVM profiles DFHJVMPR and DFHJVMPC, and the JVM
profile DFHJVMCD for CICS-supplied system programs, are in the HFS
directory /usr/lpp/cicsts/cicsts23/JVMProfiles, where cicsts23 is the value
that you chose for the CICS_DIRECTORY variable used by the DFHIJVMJ job
during CICS installation.
The name of a JVM profile can include the following characters:

Acceptable characters
A-Z a-z 0-9 @ # . - _ % & ¢ ? ! : | " = , ; < >

As JVM profiles are HFS files, the names of the JVM profiles are
case-sensitive. When you specify the name of the JVM profile, you must enter it
using the same combination of upper and lower case characters that is present
in the HFS file name. The CEDA panels accept mixed case input for the
JVMPROFILE field irrespective of your terminal’s UCTRAN setting. However,
this does not apply when values for this field are supplied on the CEDA
command line, or by using another CICS transaction such as CEMT or CECI. If
you need to enter the name of a JVM profile in mixed case when you use
CEDA from the command line or when you use another CICS transaction,
ensure that the terminal you use is correctly configured, with upper case
translation suppressed.
EXECKEY{USER|CICS}
This attribute is now applicable to programs that run in a JVM. You can use the
same JVM profile to invoke a JVM in either of the keys.

Changes to transient data queues
There are new transient data queues CSJO and CSJE, in group DFHDCTG. They
are defined as indirect queues that point to the CSSL queue. They receive output
from JVMs that has been intercepted by the CICS-supplied sample output
redirection class com.ibm.cics.samples.SJMergedStream. CSJO receives output for
stdout streams, and CSJE receives output for stderr streams.
The length of messages issued by the JVM can vary, and the maximum record
length for the CSSL queue (133 bytes) might not be sufficient to contain some of
the messages you receive. If this happens, the sample output redirection class
issues an error message, and the text of the message might be affected. If you find
that you are receiving messages longer than 133 bytes from the JVM, you should
redefine CSJO and CSJE as separate transient data queues. Make them
extrapartition destinations, and increase the record length for the queue. You can
allocate the queue to a physical data set or to a system output data set. You might
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find a system output data set more convenient in this case, because you do not
then need to close the queue in order to view the output. The CICS Resource
Definition Guide tells you how to define transient data queues. If you redefine CSJO
and CSJE, ensure that they are installed as soon as possible during a cold start, in
the same way as for transient data queues that are defined in group DFHDCTG.

Changes to the application programming interface
There is a new RESP2 value, 49, that qualifies the INVREQ response to EXEC
CICS LINK requests:
49 The shared class cache is STOPPED and autostart is disabled, so a Java
program requesting use of the shared class cache cannot be executed.
The RESP2 value 41 that qualified the INVREQ response to EXEC CICS LINK
requests is removed, because it is now possible to link to more than one JVM
program in the same CICS task:
41 A LINK has been attempted to a JVM program but there is already a JVM
program on the link stack (only one JVM program is allowed on the program
stack).

Changes to the system programming interface
There are two new commands:
v INQUIRE JVM
v INQUIRE JVMPROFILE
There are changes to the following existing commands:
v INQUIRE JVMPOOL
v
v
v
v

SET JVMPOOL
SET PROGRAM
COLLECT STATISTICS
PERFORM STATISTICS RECORD

COLLECT STATISTICS
The JVMPROFILE and JVMPROGRAM options are added to the COLLECT
STATISTICS command. No global statistics are provided for these resource types,
only statistics for individual resources. The copybook for JVMPROFILE statistics is
DFHSJRDS, and for JVMPROGRAM statistics it is DFHPGRDS.
JVMPROFILE(data-value)
requests statistics for a JVM profile. The data-value is the 8–character name of
the JVM profile.
When you use the name of a JVM profile anywhere in CICS, you must enter it
using the same combination of upper and lower case characters that is present
in the HFS file name.
JVMPROGRAM(data-value)
requests statistics for a Java program that runs in a JVM. The data-value is the
name of the program’s PROGRAM resource definition.

INQUIRE JVM
The INQUIRE JVM command identifies JVMs in a CICS region and reports their
status.
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You can inquire on the status of a particular JVM by specifying its JVM token.
Alternatively, you can browse through all of the JVMs in a CICS region by using the
browse options (START, NEXT, and END) on the INQUIRE JVM command. The
browse starts at the first JVM in the JVM pool, and moves through them in order of
their JVM tokens. The browse guarantees that data for each JVM that exists prior to
the first INQUIRE JVM NEXT command, and still exists after the last INQUIRE JVM
NEXT command, is returned on exactly one INQUIRE JVM NEXT call. JVMs that
are started while the browse is in progress can be found by the browse.
The INQUIRE JVM command does not find the master JVM that initializes the
shared class cache. It only finds JVMs that are, or could be, allocated to tasks.
The following options are available on this command:
JVM(data-value)
specifies or returns the JVM token, a fullword binary value that identifies the
JVM. This information is returned by an INQUIRE JVM browse, and you can
then specify the JVM token for the JVM about which you want to inquire.
AGE(data-area)
returns a fullword binary value giving the number of seconds since the JVM was
initialized.
ALLOCAGE(data-area)
returns a fullword binary value giving the number of seconds for which the JVM
has been allocated to its task, or zero if the JVM is not currently allocated to a
task.
CLASSCACHEST(cvda)
returns a CVDA value indicating whether the JVM is a worker JVM dependent
on the shared class cache. CVDA values are:
CLASSCACHE
The JVM profile for this JVM specified the use of the shared class
cache.
NOCLASSCACHE
The JVM profile for this JVM did not specify the use of the shared class
cache.
EXECKEY(cvda)
returns a CVDA value indicating the EXEC key of the JVM. CVDA values are:
CICSEXECKEY
The JVM executes in CICS key.
USEREXECKEY
The JVM executes in user key.
PHASINGOUTST(cvda)
returns a CVDA value indicating whether the JVM is being phased out as a
result of a CEMT SET JVMPOOL PHASEOUT, PURGE or FORCEPURGE
command or CEMT PERFORM CLASSCACHE PHASEOUT, PURGE or
FORCEPURGE command (or the equivalent EXEC CICS commands). CVDA
values are:
PHASEOUT
The JVM is being phased out.
NOPHASEOUT
The JVM is not being phased out. It is available for allocation, or will be
available for allocation when the current allocation is ended.
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PROFILE(data-area)
returns the 8–character name of the JVM profile used to initialize this JVM.
REUSEST(cvda)
returns a CVDA value indicating the level of reusability for this JVM. CVDA
values are:
RESET
The JVM profile for this JVM specified that it is resettable (or in the
case of a worker JVM, the JVM profile for the master JVM specified
that the master and worker JVMs are resettable).
REUSE
The JVM profile for this JVM specified that it is continuous (or in the
case of a worker JVM, the JVM profile for the master JVM specified
that the master and worker JVMs are continuous).
NOREUSE
The JVM profile for this JVM specified that it is single-use.
TASK(data-area)
returns a 4–byte packed decimal value giving the task to which the JVM is
allocated, or zero if the JVM is not currently allocated to a task.

INQUIRE JVMPOOL
There are new options for the INQUIRE JVMPOOL command, to enable you to
inquire on trace controls for the JVMs in the JVM pool, as follows:
JVMLEVEL0TRACE(data-area), JVMLEVEL1TRACE(data-area),
JVMLEVEL2TRACE(data-area), JVMUSERTRACE(data-area)
return a 240–character data value giving the current options for JVM tracing,
which are used when the associated level of tracing has been activated using
the CICS-supplied transaction CETR, the EXEC CICS SET TRACETYPE
command, or the system initialization parameter SPCTRSJ. Trace levels 29–32
for the SJ component correspond to JVMLEVEL0TRACE, JVMLEVEL1TRACE,
JVMLEVEL2TRACE and JVMUSERTRACE respectively.

INQUIRE JVMPROFILE
The INQUIRE JVMPROFILE command retrieves the full path name of the HFS file
for a JVM profile, and tells you whether or not a JVM with this profile uses the
shared class cache and what its level of reusability is.
INQUIRE JVMPROFILE can only find JVM profiles that have been used during the
lifetime of this CICS region, for JVMs that can run applications. It does not find JVM
profiles that have not been used, or JVM profiles that have only been used for the
master JVM that initializes the shared class cache.
You can browse through all of the JVM profiles that have been used in a CICS
region by using the browse options (START, NEXT, and END) on INQUIRE
JVMPROFILE commands. Note that INQUIRE JVMPROFILE commands do not
support the AT option for browsing. In browse mode, the JVM profiles are returned
in alphabetical order.
The following options are available on this command:
JVMPROFILE(data-area)
specifies the 8–character name of the JVM profile, as used in a program
definition.
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When you use the name of a JVM profile anywhere in CICS, you must enter it
using the same combination of upper and lower case characters that is present
in the HFS file name.
HFSNAME(data-area)
returns a 255–character area containing the full path name of the HFS file for
the JVM profile.
CLASSCACHEST(cvda)
returns a CVDA value indicating whether JVMs that use this JVM profile are
worker JVMs dependent on the shared class cache. CVDA values are:
CLASSCACHE
The JVM profile specifies the use of the shared class cache.
NOCLASSCACHE
The JVM profile does not specify the use of the shared class cache.
REUSEST(cvda)
returns a CVDA value indicating the level of reusability for JVMs that are
created using this JVM profile. CVDA values are:
RESET
JVMs with this JVM profile are resettable.
REUSE
JVMs with this JVM profile are continuous.
NOREUSE
JVMs with this JVM profile are single-use.

PERFORM STATISTICS RECORD
The JVMPROFILE and JVMPROGRAM options are added to the PERFORM
STATISTICS RECORD command.
JVMPROFILE
records specific statistics for all JVM profiles in the CICS region.
JVMPROGRAM
records specific statistics for all Java programs in the CICS region that run in a
JVM.

SET JVMPOOL
The meaning of the TERMINATE option on the SET JVMPOOL command is
changed as follows:
TERMINATE(cvda)
specifies that the JVM pool is to be terminated. All the JVMs in the pool, both
worker JVMs using the shared class cache and standalone JVMs running
independently of the shared class cache, are terminated. No more JVMs can
use the existing shared class cache, and it is deleted when all the worker JVMs
that were dependent on it have been terminated. If autostart is enabled for the
shared class cache, a new shared class cache is started as soon as a new
JVM requests it. The CVDA values are:
PHASEOUT
All JVMs in the pool are marked for deletion. The JVMs are actually
deleted when they finish running their current Java program. The
shared class cache is deleted when all the worker JVMs that were
dependent on it have been terminated.
PURGE
All tasks using JVMs in the pool are terminated using the SET TASK
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PURGE mechanism, and the JVMs are terminated. The shared class
cache is deleted when all the worker JVMs that were dependent on it
have been terminated.
FORCEPURGE
All tasks using JVMs in the pool are terminated by the SET TASK
FORCEPURGE mechanism, and the JVMs are terminated. The shared
class cache is deleted when all the worker JVMs that were dependent
on it have been terminated.
The following new options are available on the SET JVMPOOL command:
JVMLEVEL0TRACE(data-value), JVMLEVEL1TRACE(data-value),
JVMLEVEL2TRACE(data-value), JVMUSERTRACE(data-value)
specify a 240–character setting for the JVM tracing options, which are used
when the associated level of tracing has been activated using the
CICS-supplied transaction CETR, the EXEC CICS SET TRACETYPE
command, or the system initialization parameter SPCTRSJ. Trace levels 29–32
for the SJ component correspond to JVMLEVEL0TRACE, JVMLEVEL1TRACE,
JVMLEVEL2TRACE and JVMUSERTRACE respectively.

SET PROGRAM
The JVMPROFILE option is added to the SET PROGRAM command.
JVMPROFILE(data-value) (JVM programs only)
specifies the 8–character name of a JVM profile that is to be used for the JVM
in which this program runs. Any instances of this program that are currently
running in a JVM with the old JVM profile are unaffected, and are allowed to
finish running.
When you use the name of a JVM profile anywhere in CICS, you must enter it
using the same combination of upper and lower case characters that is present
in the HFS file name. If you need to enter the name of a JVM profile in mixed
case when you are using the CEMT transaction, ensure that the terminal you
use is correctly configured, with upper case translation suppressed.

Changes to CICS-supplied transactions
Changes to CEMT
Most of the changes to the SPI relating to CICS support for the IBM JVM are also
applied to the equivalent CEMT commands:
v The CEMT INQUIRE, PERFORM and SET CLASSCACHE commands (described
in “Changes to CICS externals ” on page 42) are added.
v The CEMT INQUIRE JVM command is added. Using the CEMT INQUIRE JVM
command, you can list all the JVMs in the JVM pool, or inquire on all JVMs in a
specified state.
v The meaning of the TERMINATE option on the CEMT SET JVMPOOL command
is changed.
v The JVMPROFILE and JVMPROGRAM options are added to the CEMT
PERFORM STATISTICS command.
v The JVMPROFILE option is added to the CEMT SET PROGRAM command.
See “Changes to the system programming interface” on page 86 for details.
The SPI command INQUIRE JVMPROFILE is provided for programming use only,
and there is no equivalent CEMT command.
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The JVMLEVEL0TRACE, JVMLEVEL1TRACE, JVMLEVEL2TRACE, and
JVMUSERTRACE options for control of JVM tracing are not available on the CEMT
INQUIRE JVMPOOL and CEMT SET JVMPOOL commands. They are only
available through the SPI, or through the CETR transaction.

Changes to CETR
CETR has new option screens to display and update trace settings for JVMs.
Press PF6 on the main screen to access the JVM trace options screens. (Although
the JVM trace options are part of the SJ component, they are controlled using the
JVM trace options screens, rather than the component trace options screen.)
You can use these screens to specify the JVM trace options, using the “free-form”
240–character field, and to specify trace settings for JVMs using the Standard and
Special flags. You can then use the Transaction and Terminal Trace screen to
switch on these flags for particular transactions. JVM trace can produce a large
amount of output, so you should normally activate JVM tracing for special
transactions, rather than turning it on globally for all transactions.
There are two JVM trace options screens, one for JVM Level 0 trace and JVM
Level 1 trace, and one for JVM Level 2 trace and JVM user trace. The screens
display the trace flags and the trace options strings associated with each flag. Press
PF8 to move to the second JVM trace options screen, and PF7 to move from there
back to the first screen. Set any of the trace options to ‘*’ to reset the option to its
default settings, or press PF6 to reset all of the JVM trace options to their default
settings. Press PF3 to return to the CETR main screen, and press Enter on any
screen to pass the changes to CICS.
The layout of the new screens is as follows:
CETR

JVM Trace Options

CJB2 IYK2Z1V2

Type in your choices.

PAGE 1 OF 2

Item

Standard

Special

JVM Level 0 Trace
Option String:
LEVEL0

===>

OFF

ON, OFf

===>

OFF

ON, OFf

JVM Level 1 Trace
Option String:
LEVEL1

===>

OFF

ON, OFf

===>

OFF

ON, OFf

When finished, press ENTER.

PF1=Help

3=Quit

6=Reset

8=Forward

9=Error List

Figure 4. CETR transaction: JVM trace options screen 1 of 2
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CETR

JVM Trace Options

CJB2 IYK2Z1V2

Type in your choices.

PAGE 2 OF 2

Item

Standard

Special

JVM Level 2 Trace
Option String:
LEVEL2

===>

OFF

ON, OFf

===>

OFF

ON, OFf

JVM User Trace
Option String:
NONE

===>

OFF

ON, OFf

===>

OFF

ON, OFf

When finished, press ENTER.

PF1=Help

3=Quit

6=Reset

7=Back

9=Error List

Figure 5. CETR transaction: JVM trace options screen 2 of 2

Press PF1 while viewing any of the JVM trace options screens to see the Help
panels for JVM trace.
The default JVM trace options that are provided in CICS use the JVM trace point
level specifications. The default settings for JVM Level 0 trace, JVM Level 1 trace,
and JVM Level 2 trace specify LEVEL0, LEVEL1, and LEVEL2 respectively, so they
map to the Level 0, Level 1 and Level 2 trace point levels for JVMs. A Level 0 trace
point is very important, and this classification is reserved for extraordinary events
and errors. Note that unlike CICS exception trace, which cannot be switched off, the
JVM Level 0 trace is normally switched off unless JVM tracing is required. The
Level 1 trace points and Level 2 trace points provide deeper levels of tracing. The
JVM trace point levels go up to Level 9, which provide in-depth component detail.
It is suggested that you keep the CICS-supplied level specifications, but if you find
that another JVM trace point level is more useful for your purposes than one of the
default levels, you could change the level specification to map to your preferred
JVM trace point level (for example, you could specify LEVEL5 instead of LEVEL2
for the JVMLEVEL2TRACE option). Note that enabling a JVM trace point level
enables that level and all levels above it, so for example, if you activate JVM Level
1 trace for a particular transaction, you receive Level 0 trace points for that
transaction as well. This means that you only need to activate the deepest level of
tracing that you require, and the other levels are activated as well.
You can add further parameters to the basic level specifications for JVM Level 0
trace, JVM Level 1 trace, and JVM Level 2 trace, if you want to include or exclude
particular components or trace point types at the selected trace levels. If you want
to create more complex specifications for JVM tracing which use multiple trace point
levels, or if you do not want to use trace point levels at all in your specification, use
the JVMUSERTRACE option to create a trace option string that includes the
parameters of your choice. “Defining tracing for JVMs” in the CICS Problem
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Determination Guide has information about the JVM trace options that you can set
using the JVM Level 0 trace, JVM Level 1 trace, JVM Level 2 trace, and JVM User
trace levels. There is further information about JVM trace and about problem
determination for JVMs in the IBM Developer Kit and Runtime Environment, Java 2
Technology Edition, Version 1.4.2 Diagnostics Guide, SC34-6358.
The default values for JVM trace options can be set using the CICS system
initialization parameters JVMLEVEL0TRACE, JVMLEVEL1TRACE,
JVMLEVEL2TRACE and JVMUSERTRACE.
Trace levels 29–32 for the SJ component correspond to JVM Level 0, Level 1,
Level 2, and User trace respectively. When you activate JVM trace, each JVM trace
point that is generated appears as an instance of CICS trace point SJ 4D01. If the
JVM trace facility fails, CICS issues the trace point SJ 4D00.

Changes to global user exits
The global user exit task indicator field, addressed by UEPGIND, which is part of
the DFHUEPAR standard parameter list, includes new symbolic values as follows:
UEPTJ9 (2-byte code: J9)
A J9 open TCB, used for JVMs that are in user key.
UEPTJM (2-byte code: JM)
A JM open TCB, used for the master JVM that initializes the shared class
cache.
The meaning of the symbolic value UEPTJ8 is changed as follows:
UEPTJ8 (2-byte code: J8)
A J8 open TCB, used for JVMs that are in CICS key.

Changes to user-replaceable programs
There is a new user-replaceable program to define Language Environment run-time
options for the Language Environment enclave in which the JVM runs. The new
program, DFHJVMRO, replaces DFHSJJ8O. It performs the same functions as
DFHSJJ8O.
DFHJVMRO
DFHJVMRO specifies the run-time options that are used to create the
Language Environment enclave in which a JVM runs. It defines storage
allocation parameters for heap and stack and a number of other options. For
CICS, the storage settings that are supplied in DFHJVMRO are more efficient
than the default Language Environment storage settings, You can also modify
these settings to match more closely with the storage usage of your JVMs.
The source for DFHJVMRO is supplied in the CICSTS23.CICS.SDFHSAMP
library. For information on how you can tailor this user-replaceable program to
your own requirements, see the CICS Customization Guide.
DFHSJJ8O
This user-replaceable program was used in CICS Transaction Server for z/OS,
Version 2 Release 1 and CICS Transaction Server for z/OS, Version 2 Release
2 to construct the Language Environment enclave for the JVM. DFHSJJ8O is
no longer applicable for CICS Transaction Server for z/OS, Version 2 Release
3. The same options are available in the user-replaceable program
DFHJVMRO.
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Changes to monitoring
The following performance class monitoring fields have been added to group
DFHTASK:
252 (TYPE-A, ‘DSTCBHWM’, 4 BYTES)
The peak number of CICS open TCBs (in TCB modes H8, J8, J9, L8, or S8)
that have been allocated to the user task.
264 (TYPE-S, ‘KY9DISPT’, 8 BYTES)
The total elapsed time during which the user task was dispatched by the CICS
dispatcher on a CICS Key 9 mode TCB. When a transaction invokes a Java
program defined with EXECKEY=USER, that requires a JVM in user key, it is
allocated a CICS J9 mode TCB, and dispatched on that TCB. (If the storage
protection facility is inactive, the transaction is allocated a J8 mode TCB instead
of a J9 mode TCB.) The TCB remains associated with the task until the Java
program completes.
Note: This field is a component of the task dispatch time field, USRDISPT
(field id 007 in group DFHTASK).
265 (TYPE-S, ‘KY9CPUT’, 8 BYTES)
The processor time during which the user task was dispatched by the CICS
dispatcher on a CICS Key 9 mode TCB. When a transaction invokes a Java
program defined with EXECKEY=USER, that requires a JVM in user key, it is
allocated a CICS J9 mode TCB, and dispatched on that TCB. (If the storage
protection facility is inactive, the transaction is allocated a J8 mode TCB instead
of a J9 mode TCB.) The TCB remains associated with the task until the Java
program completes.
Note: This field is a component of the task CPU time field, USRCPUT (field id
008 in group DFHTASK).
267 (TYPE-S, ‘J9CPUT’, 8 BYTES)
The processor time during which the user task was dispatched by the CICS
dispatcher domain on a CICS J9 mode TCB. When a transaction invokes a
Java program defined with EXECKEY=USER, that requires a JVM in user key,
it is allocated and uses a CICS J9 mode TCB. (If the storage protection facility
is inactive, the transaction is allocated a J8 mode TCB instead of a J9 mode
TCB.) Once a task has been allocated a J9 mode TCB, that same TCB remains
associated with the task until the Java program completes.
268 (TYPE-S, ‘DSTCBMWT’, 8 BYTES)
The elapsed time which the user task spent in TCB mismatch waits, that is,
waiting because there was no TCB available matching the request, but there
was at least one non-matching free TCB. For transactions that invoke a Java
program to run in a JVM, this shows the time spent waiting for a TCB of the
correct mode (J8 or J9) and JVM profile.
279 (TYPE-S, ‘DSMMSCWT’, 8 BYTES)
The elapsed time which the user task spent waiting because MVS storage was
constrained. For transactions that invoke a CICS Java Virtual Machine (JVM)
program, this shows the time spent waiting because no TCB of the correct
mode (J8 or J9) and JVM profile was available, and none could be created
because of MVS storage constraints.
Note: This field is a component of the task suspend time field, SUSPTIME
(group name: DFHTASK, field id: 014).
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There are changes to the descriptions of the following performance class monitoring
fields in group DFHTASK:
260 (TYPE-S, ‘J8CPUT’, 8 BYTES)
The processor time during which the user task was dispatched by the CICS
dispatcher domain on a CICS J8 mode TCB. When a transaction invokes a
Java program defined with EXECKEY=CICS, that requires a JVM in CICS key,
it is allocated and uses a CICS J8 mode TCB. (A J8 mode TCB can also be
allocated if the Java program is defined with EXECKEY=USER, but the storage
protection facility is inactive.) Once a task has been allocated a J8 mode TCB,
that same TCB remains associated with the task until the Java program
completes.
262 (TYPE-S, ‘KY8DISPT’, 8 BYTES)
The total elapsed time during which the user task was dispatched by the CICS
dispatcher on a CICS Key 8 mode TCB:
v When a transaction invokes an application program that has been defined to
use Java hot-pooling, it is allocated a CICS H8 mode TCB, and dispatched
on that TCB.
v When a transaction invokes a task-related user exit program that has been
enabled with the OPENAPI option, it is allocated a CICS L8 mode TCB. This
includes the CICS DB2® adapter, when CICS connects to DB2 Version 6 or
later. The TCB remains associated with the task until the transaction is
detached.
v When a transaction invokes a Java program defined with EXECKEY=CICS,
that requires a JVM in CICS key, it is allocated a CICS J8 mode TCB, and
dispatched on that TCB. (A J8 mode TCB can also be allocated if the Java
program is defined with EXECKEY=USER, but the storage protection facility
is inactive.) The TCB remains associated with the task until the Java program
completes.
v When a transaction is using the secure sockets layer (SSL) during client
certification negotiation, it is allocated a CICS S8 mode TCB, and dispatched
on that TCB. The TCB remains associated with the task until the secure
socket is closed, which typically occurs during task detach processing.
Note: This field is a component of the task dispatch time field, USRDISPT
(field id 007 in group DFHTASK).
263 (TYPE-S, ‘KY8CPUT’, 8 BYTES)
The processor time during which the user task was dispatched by the CICS
dispatcher on a CICS Key 8 mode TCB:
v When a transaction invokes an application program that has been defined to
use Java hot-pooling, it is allocated a CICS H8 mode TCB, and dispatched
on that TCB.
v When a transaction invokes a task-related user exit program that has been
enabled with the OPENAPI option, it is allocated a CICS L8 mode TCB. This
includes the CICS DB2 adaptor, when CICS connects to DB2 Version 6 or
later. The TCB remains associated with the task until the transaction is
detached.
v When a transaction invokes a Java program defined with EXECKEY=CICS,
that requires a JVM in CICS key, it is allocated a CICS J8 mode TCB, and
dispatched on that TCB. (A J8 mode TCB can also be allocated if the Java
program is defined with EXECKEY=USER, but the storage protection facility
is inactive.) The TCB remains associated with the task until the Java program
completes.
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v When a transaction is using the secure sockets layer (SSL) during client
certification negotiation, it is allocated a CICS S8 mode TCB, and dispatched
on that TCB. The TCB remains associated with the task until the secure
socket is closed, which typically occurs during task detach processing.
Note: This field is a component of the task CPU time field, USRCPUT (field id
008 in group DFHTASK).

Changes to statistics
There are changes to the following statistics types:
v TCB Mode statistics
v TCB Pool statistics
v JVM Pool statistics
v Storage above 16MB
Two new types of statistics are provided:
v JVM profile statistics
v JVM program statistics
Note that statistics for programs that run in a JVM are collected separately from
statistics for other programs, because the JVM programs are not loaded by CICS.
CICS does not collect statistics for JVM programs when an EXEC CICS COLLECT
STATISTICS PROGRAM or CEMT PERFORM STATISTICS PROGRAM command
is issued; to see them, you need to use the EXEC CICS COLLECT STATISTICS
JVMPROGRAM or CEMT PERFORM STATISTICS JVMPROGRAM command
instead.
However, when you browse program names using the EXEC CICS INQUIRE
PROGRAM command, JVM programs are found. If you have an application that
collects statistics for programs by browsing with the EXEC CICS INQUIRE
PROGRAM command, and then issuing the EXEC CICS COLLECT STATISTICS
PROGRAM command for the program names that it finds, the application will now
receive a “not found” response when it attempts to collect statistics for any JVM
programs. (Previously, zeros would have been returned as statistics values for
these programs.)
To avoid receiving this response, make the application check the RUNTIME value
for each program name that it finds. If the RUNTIME value is JVM, the application
should not issue the EXEC CICS COLLECT STATISTICS PROGRAM command for
that program name. If you want to see the statistics for programs with a RUNTIME
value of JVM, you can make the application issue the EXEC CICS COLLECT
STATISTICS JVMPROGRAM command for those programs. Note that the statistics
information that is collected for JVM programs is not the same as that collected for
other programs.

TCB Mode statistics
There are two new TCB modes. J9 is the type of TCB that is used by JVMs running
in user key. J9 TCBs form part of the JVM pool, along with J8 TCBs (which are
used by JVMs running in CICS key). The total number of J8 and J9 TCBs in the
JVM pool is limited by the MAXJVMTCBS system initialization parameter. Within
this limit, there are no constraints on how many of the TCBs in the JVM pool are J9
TCBs, and how many are J8 TCBs. Statistics are collected separately for each of
the modes, so you can see what proportions of each mode are in the JVM pool,
and examine the activity for each mode.
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The other new TCB mode is JM. JM TCBs are used by the JVM that initializes the
shared class cache. There is one JM TCB for each shared class cache, including
the current shared class cache, any shared class cache that is being started or
reloaded, and any old shared class caches in the region that are waiting for worker
JVMs that are dependent on them to be phased out. The TCB Mode statistics
include statistics for JM TCBs, but these TCBs do not count towards the
MAXJVMTCBS limit.
You can obtain TCB Mode statistics using the EXEC CICS COLLECT STATISTICS
DISPATCHER or CEMT PERFORM STATISTICS DISPATCHER command. They
are mapped by the DSGTCBM DSECT within the DFHDSGDS DSECT.

TCB Pool statistics
The TCB Mode statistics already include statistics for the number of requests that
waited for a matching TCB, but were assigned a mismatching TCB (TCB
Mismatches). New statistics are now provided as part of the TCB Pool statistics to
show:
v The total number of TCB mismatch waits; that is, TCB requests that waited
because there was no TCB available matching the request, but there was at
least one non-matching free TCB. For J8- and J9-mode TCBs in the JVM pool,
this shows the requests that waited for a TCB of the correct mode (J8 or J9) and
JVM profile.
v The total time spent in TCB mismatch waits.
v The current number of TCB mismatch waits.
v The current wait time for current TCB mismatch waits.
v The peak number of TCB mismatch waits.
v The total number of MVS storage waits; that is, TCB requests that waited
because no TCB was available, and none could be created because of MVS
storage constraints.
v The total time spent in MVS storage waits.
v The average time spent in MVS storage waits by TCB requests using this pool.
You can obtain these statistics using the EXEC CICS COLLECT STATISTICS
DISPATCHER or CEMT PERFORM STATISTICS DISPATCHER command. They
are mapped by the DSGTCBP DSECT within the DFHDSGDS DSECT. The
statistics utility program DFHSTUP and the sample statistics program DFH0STAT
are updated to report the new statistics.

JVM Pool statistics
In support of the shared class cache facility, the JVM Pool statistics now show the
number of JVMs in the pool that are worker JVMs and use the shared class cache.
“Changes to statistics” on page 54 has more information about this. In support of
continuous JVMs, the JVM Pool statistics show the number of requests to run a
program in a JVM that requested a resettable JVM, and the number that requested
a continuous JVM. “Changes to CICS externals” on page 22 has more information
about this.

Storage above 16MB statistics
The Storage Above 16MB Report provides information on the use of MVS and
CICS virtual storage. The new statistics are as follows:
v The number of MVS storage requests waiting for MVS storage above 16MB.
v The total time that MVS storage requests have spent waiting for MVS storage
above 16MB.
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You can obtain these statistics using the EXEC CICS COLLECT STATISTICS
STORAGE or CEMT PERFORM STATISTICS STORAGE command. They are
mapped by the DFHSMSDS DSECT. The statistics utility program DFHSTUP and
the sample statistics program DFH0STAT are updated to report the new statistics.

JVM profile statistics
New statistics are provided for JVM profiles. The statistics are shown for each JVM
profile in each execution key (CICS key and user key), because the same profile
can be used to create JVMs in either execution key. The JVM profile statistics show,
among other things:
v The number of requests for JVMs of this profile.
v The total, current and peak number of JVMs for this profile.
v The number of times JVMs of this profile were marked unresettable and
destroyed (because an application performed an unresettable action in a JVM
defined as resettable).
v JVMs of this profile destroyed because CICS was short on storage.
v The incidence of TCB mismatching or stealing by, and from, this profile.
v The Language Environment heap storage and JVM heap storage used by JVMs
of this profile.
You can obtain these statistics using an EXEC CICS COLLECT STATISTICS
JVMPROFILE or CEMT PERFORM STATISTICS JVMPROFILE command. (Note
that for Language Environment heap storage statistics to be collected, the
LEHEAPSTATS=YES option must be specified in the relevant JVM profile.) They
are mapped by the DFHSJRDS DSECT. The statistics utility program DFHSTUP
and the sample statistics program DFH0STAT are updated to report the new
statistics.

JVM program statistics
Statistics are now provided for programs that run in a JVM. CICS does not collect
statistics for these programs when a COLLECT or PERFORM STATISTICS
PROGRAM command is issued, because the JVM programs are not loaded by
CICS. The JVM program statistics show:
v The JVM profile that the program requires (as specified in the JVM attribute of
the PROGRAM resource definition).
v The execution key that the program requires (CICS key or user key, as specified
in the EXECKEY attribute of the PROGRAM resource definition).
v The main Java class in the program (the Java class whose public static main
method is to be invoked, as specified in the JVMCLASS attribute of the
PROGRAM resource definition).
v The number of times that the program has been used.
You can use the commands EXEC CICS COLLECT STATISTICS JVMPROGRAM
or CEMT PERFORM STATISTICS JVMPROGRAM to collect statistics on JVM
programs. They are mapped by the DFHPGRDS DSECT. The statistics utility
program DFHSTUP and the sample statistics program DFH0STAT are updated to
report the new statistics.

DFH0STAT reports
The sample statistics program DFH0STAT includes new reports giving information
about:
v The shared class cache (as a subsection of the existing JVM pool report)
v The JVMs in your CICS region (“JVMs report”)
v The JVM profiles used in your CICS region (“JVM profiles report”)
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v Java programs that run in a JVM (“JVM programs report”)
These reports are available from the second DFH0STAT report selection screen.
The information about the shared class cache in the JVM pool report is obtained
using the EXEC CICS INQUIRE CLASSCACHE command. The information about
the JVMs in the CICS region, in the JVMs report, is obtained using the EXEC CICS
INQUIRE JVM command. The information about JVM profiles and JVM programs is
obtained using the new statistics types described above in this section. The reports
relating to the shared class cache, JVMs and JVM profiles include information about
the levels of reusability for these items.
As well as the full information in the “JVM programs report”, basic information about
JVM programs is provided in the “Programs report” and the “Program Totals report”.
This information is collected using the EXEC CICS COLLECT STATISTICS
JVMPROGRAM command, rather than the EXEC CICS COLLECT STATISTICS
PROGRAM command.

Changes to problem determination
Messages
New message SJ 0518 reports an error as CICS attempts to get a pointer to the
JNI extension interface, following the successful creation of a JVM.
New messages SJ 0519 and SJ 0520 are added to inform you if you have specified
options in a JVM profile that CICS knows are conflicting, or if you have specified a
value for an option in a JVM profile that CICS knows to be an invalid value and has
ignored.
New messages DFHSM0137–0140 are added to inform you when MVS storage is
constrained or when it is severely constrained, and when the storage constraint is
relieved.

Dump
New control blocks are shown in dump formatting for the SJ domain, including
those for:
v The shared class cache.
v Worker JVMs dependent on the current shared class cache, and on old shared
class caches.
v JVMs in the JVM pool.
v The JVM profiles that have been used.

Trace
New trace points SJ 030D, SJ 030E, and SJ 052D-0532 in the JVM domain relate
to the process of setting JVM trace options and activating JVM tracing. These trace
points are produced when you set trace levels 0–2 for the SJ component.
New trace point SJ 0224 shows a history of the programs that have used a JVM.
32 history entries are kept, showing the program name, task number and
transaction identifier.
JVM trace appears as a CICS trace point in the JVM domain. When you set trace
levels 29–32 and activate JVM trace, the JVM trace itself appears as CICS trace
point SJ 4D01. If the JVM trace facility fails, CICS issues the trace point SJ 4D00.
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New trace points DS 0035, SM 1301–1307, and SM 1401–140D deal with the
process of acquiring and releasing the MVS storage cushion.

CICSPlex SM support
There are a number of changes to CICSPlex SM views and resource tables
relating to CICS support for JVMs. This topic includes the changes made to
CICSPlex SM as a result of CICS support for the shared class cache facility, as
well as those made as a result of other enhancements to CICS support for the IBM
JVM. There are no new ISPF end user interface views in CICS Transaction Server
for z/OS, Version 2 Release 3. Instead only new Web User Interface starter set
operations views and menus are provided.

Changes to the Web User Interface starter set
The JVM is supported by the following new Web User Interface starter set menu
and views:
EYUSTARTENTJAVA menu
Displays links to the new JVM views.
EYUSTARTJVM
Displays summary information about JVMs. It contains the following
attributes:
JVM
Identifies the JVM
PROFILE
The profile used to initialize the JVM
AGE
The number of seconds since JVM initialization.
EXECKEY
The execution access key of the JVM
TASK
The task to which the JVM is allocated
ALLOCAGE
The number of seconds that the JVM has been allocated to
the task
CLASSCACHEST
The status of the class cache
PHASINGOUTST
Indicates whether or not the JVM has been marked for
deletion
REUSEST
The level of reusability for the JVM
EYUSTARTJVMPROF
Displays information about JVM profiles. It contains the following attributes:
PROFILENAME
The name of the JVM used in the program definition
HFSNAME
The full path name of the HFS file
CLASSCACHEST
The status of the class cache
REUSEST
The level of reusability for JVMs with this profile
CPROFXMXVALU
The maximum total size (Xmx) of the transient and
middleware heaps in the CICS key JVM
UPROFXMXVALU
The maximum total size (Xmx) of the transient and
middleware heaps in the user key JVM
CPROFILEREQS
JVM profile CICS key request count
UPROFILEREQS
JVM profile user key request count
CCURPROFUSE
The current JVM profile CICS key use count
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UCURPROFUSE
The current JVM profile user key use count
CPEAKPROFUSE
The peak JVM profile CICS key use count
UPEAKPROFUSE
The peak JVM profile user key use count
UNEWJVMSCRT
The new user key JVMs created
CJVMSUNRESET
The number of CICS key JVMs not resettable
UJVMSUNRESET
The number of user key JVMs not resettable
CMISMASTEALER
The number of times the JVM is the cause of a CICS key
mismatch
UMISMASTEALER
The number of times the JVM is the cause of a user key
mismatch
CMISMAVICTIM
The number of times the JVM is the recipient of a CICS key
mismatch
UMISMAVICTIM
The number of times the JVM is the recipient of a user key
mismatch
CLEHEAPHWM
Language Environment heap CICS key high water mark
used by JVMs
ULEHEAPHWM
Language Environment heap user key high water mark
used by JVMs
CJVMHEAPHWM
Nonsystem heap high water mark for CICS key JVMs
UJVMHEAPHWM
Nonsystem heap high water mark for user key JVMs
CJVMSDESTRSOS
The number of times JVMs in CICS key are destroyed by
SOS action
UJVMSDESTRSOS
The number of times JVMs in user key are destroyed by
SOS action
EYUSTARTCLCACHE
Displays status information about the shared class cache. It contains the
following attributes:
TOTALJVMS The number of JVMs dependent on the class cache
AUTOSTARTST
Enable or disable autostart
PROFILE
The profile used to start or reload the class cache
OLDCACHES The number of class caches waiting for dependent JVMs to
terminate
PHASINGOUT
The number of JVMs being phased out
CACHESIZE The size of the class cache in bytes
CACHEFREE The anount of free space within the class cache, in bytes
STARTTIME
The time that the class cache started, in seconds
STATUS
The status of the class cache
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PEAKCACHEJVMS
The number of peak worker (class cache) JVMs
JVMREQSCACHE
The number of requests to run Java programs in a JVM
using the shared class cache
REUSEST
The level of reusability for the master and worker JVMs
The following Web User Interface starter set views have been changed:
EYUSTARTCICSDSA
The following fields have been added:
REQSWAITMVS
Number of requests for MVS storage causing wait
TIMEWAITMVS
Total time waiting for MVS storage
EYUSTARTDSPPOOL
The following fields have been added:
DSGTOTMT
Total MVS storage wait time
DSGTOTMW Total number of MVS storage waiters
EYUSTARTJVMPOOL
The following fields have been added:
JVMLVL0TRACE, JVMLVL1TRACE, JVMLVL2TRACE, JVMUSERTRACE
Set trace levels.
SJGCURCACHE
Indicates the current number of JVMs using the shared
class cache.
SJGPEAKCACHE
Indicates the peak number of JVMs using the shared class
cache.
SJGREQSCACHE
Indicates the number of requests to run Java programs in a
JVM using the shared class cache.
SJGREQSRESET
Indicates the number of requests to run Java programs in a
resettable JVM.
The meaning of the following field has changed:
SJGREQSREUSE
Indicates the number of requests to run Java programs in a
continuous JVM.
EYUSTARTPROGRAM
The following field has been added:
PGRJUSECOUNT
Indicates the number of times that the JVM program is accessed
during the current CICS statistics interval.
The following field can now be set:
JVMPROFILE
The name of the JVM profile.
EYUSTARTTASK
The following field has been added:
TMRDSCWT MVS DS storage constraint wait time
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Changes to the end user interface
The following end user interface views have been changed:
PROGRAMD
The following field has been added:
PGRJUSECOUNT
Indicates the number of times that the JVM program is accessed
during the current CICS statistics interval.
The following field can now be set:
JVMPROFILE
The name of the JVM profile.
JVMPOOLD
The following fields have been added:
SJGCURCACHE
Indicates the current number of JVMs using the shared
class cache.
SJGPEAKCACHE
Indicates the peak number of JVMs using the shared class
cache.
SJGREQSCACHE
Indicates the number of requests to run Java programs in
JVMs using the shared class cache.

Changes to resource tables
The following resource tables are new:
JVM
JVMPROF
CLCACHE
The following resource tables have changed:
JVMPOOL
PROGRAM
See the CICSPlex System Manager Resource Tables Reference for details.
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Part 3. Support for Enterprise JavaBeans
This part describes changes to the support for Enterprise JavaBeans in CICS TS
for z/OS, Version 2.3.
It contains:
v Chapter 5, “Enabling and disabling of CorbaServers,” on page 107
v Chapter 6, “The CCI Connector for CICS TS,” on page 125
v Chapter 7, “Improved authentication and encryption for SSL,” on page 137
v Chapter 8, “EJB trace and serviceability enhancements,” on page 149
v Chapter 9, “Miscellaneous changes to CICS support for enterprise beans,” on
page 153
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Chapter 5. Enabling and disabling of CorbaServers
CICS now provides SPI and CEMT commands to enable and disable CorbaServer
execution environments.
In a CICS region containing multiple CorbaServers, putting one of the CorbaServers
into disabled state allows you to apply maintenance to it without bringing down
CICS; the other CorbaServers remain available.
Similarly, in a logical EJB/CORBA server which contains multiple Application-owning
regions (AORs) — each containing multiple CorbaServers — putting a CorbaServer
on one of the AORs into disabled state allows you to apply maintenance to the
CorbaServer without needing to remove the AOR from the routing set.
When you disable a CorbaServer, any currently-executing methods are allowed to
continue to completion. Until all its objects have been destroyed or passivated, the
CorbaServer enters DISABLING state. Note that:
v Any instance of an enterprise bean or CORBA stateless object that is not
participating in an OTS transaction is destroyed or passivated at the end of the
currently-executing method. If there is no currently-executing method, all
instances will already have been destroyed or passivated.
Note: Stateless session beans and CORBA stateless objects are destroyed;
stateful session beans are passivated.
v Any instance of an enterprise bean or CORBA stateless object that is
participating in an OTS transaction is not destroyed or passivated until the end of
the OTS transaction; typically, any future method calls against this instance
(within the scope of the OTS transaction) will succeed. At the end of the OTS
transaction, the instance is destroyed or passivated.
If the workload manager (that is, CICSPlex SM or the CICS distributed routing
program, DFHDSRP) directs new work to an AOR in which the target CorbaServer
is in DISABLING or DISABLED state, it is informed that the CorbaServer is
disabled. By “new work” we mean:
v Requests for methods that will run under a new OTS transaction. (By a “new”
OTS transaction we mean an OTS transaction in which none of the AORs in the
logical server is already participating, prior to the method call; not necessarily an
OTS transaction that is started immediately before or after the method call.)
v Requests for methods that will run under no OTS transaction.
For more information, see:
v “Benefits”
v “Better distributed routing support” on page 108
v “Updating beans in a production region” on page 109
v “Requirements” on page 118
v “Changes to CICS externals” on page 118
v “Migration” on page 122
v “CICSPlex SM support” on page 123

Benefits
The benefits of the support for enabling and disabling of CorbaServers are as
follows:
© Copyright IBM Corp. 2003,2006
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v To apply maintenance to a CorbaServer you no longer need to bring down CICS.
Instead of shutting down the whole CICS region you need disable only the
CorbaServer itself. Any other CorbaServers in the region continue to accept IIOP
requests.
v The distributed routing program is given extra information about routing failures
for enterprise beans and CORBA stateless objects. After a routing error, it has
better information on which to base a decision whether or not to remove an AOR,
temporarily, from its routing set—see “Better distributed routing support.”
v The ability to enable and disable CorbaServers has made possible a better
method of updating enterprise beans in a production region than those available
in CICS TS for z/OS, Version 2.2—see “Updating beans in a production region”
on page 109.

Better distributed routing support
The CICS distributed routing program is passed more information about the cause
of a failure of a routed method request—specifically, whether the target
CorbaServer on the target region is enabled or disabled.
If you write your own distributed routing program, you can code it so that:
v If a routing error occurs because the target AOR, or the connection to it, is
unavailable, the program temporarily removes the AOR from its routing set until
sufficient time has elapsed for the AOR or connection to be repaired. In the
meantime, it directs all requests to other AORs.
v If a routing error occurs because the target CorbaServer on the target AOR is
disabled (and the AOR supports multiple CorbaServers), the program does not
remove the AOR from its routing set. It redirects the failed request to a different
AOR, but recognizes that the first AOR remains a valid target for requests for
objects supported by its other CorbaServers.
One problem is that, unless your routing program has access to a list of which
transactions are supported by which CorbaServers, and can deduce the name of
the disabled CorbaServer, it has no way of knowing which requests to direct to
alternate AORs. One way of coding your routing program is as follows:
1. If your AORs contain multiple CorbaServers, assign different sets of
transaction IDs to the objects supported by each CorbaServer. That is, each
CorbaServer in an AOR should support a different set of transaction IDs
(even if it supports a similar set of objects as another CorbaServer).
2. Route the failed request to a different AOR in the routing set. Repeat until
either the request is successful or all possible AORs have been tried
unsuccessfully. In the latter case, return an error response to the client.
(However, it’s unlikely that you will have disabled the equivalent CorbaServer
in all the AORs simultaneously; so one of these retried requests is likely to
succeed.)
3. Mark the transaction under which the method request runs as unavailable in
this AOR (and in any other AORs that have been tried unsuccessfully). Route
any new requests for objects that run under this same transaction to AORs in
which the transaction is not marked as unavailable.
Thus, if it contains multiple CorbaServers, the AOR containing the disabled
CorbaServer remains part of the routing set. Requests for objects in any
enabled CorbaServers in the region, that run under transaction IDs not
marked as unavailable, will succeed. Requests for objects in the disabled
CorbaServer will be re-routed, or fail.
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For detailed information about how to code a distributed routing program to deal
with a disabled CorbaServer, see the CICS Customization Guide.

Updating beans in a production region
The ability to enable and disable CorbaServers makes possible a better method of
updating enterprise beans in a production region than those available in CICS TS
for z/OS, Version 2.2.
Java Applications in CICS describes the problem of how best to update enterprise
beans in a running CICS production region, while causing the minimum disruption
to the current workflow and without recycling CICS.
It is simple enough to introduce new enterprise beans into a running EJB server
without disrupting the current workflow. You can do either of the following:
1. Use the CICS scanning mechanism. That is, place the deployed JAR file
containing the new beans into a CorbaServer’s deployed JAR file (“pickup”)
directory and issue a PERFORM CORBASERVER SCAN command. Repeat on
all the AORs in the logical EJB server. If the CORBASERVER definition
specifies AUTOPUBLISH(NO), on one of the AORs issue a PERFORM DJAR
PUBLISH command.
2. Use an EXEC CICS CREATE DJAR command to install a definition of the
deployed JAR file which contains the new beans. Repeat on all the AORs in the
logical EJB server. On one of the AORs, issue a PERFORM DJAR PUBLISH
command.
Unfortunately, because of the unpredictable effects on in-flight transactions, you
can’t use these methods to update beans in an active EJB server. You would have
no way of controlling which version of a bean, the old or the new, was used by
successive method calls. (Because of timing differences, the problem could well be
worse in a multi-region EJB server.)
An alternative approach would be to quiesce and shut down CICS, then restart it
with the updated DJAR definitions in place. While this is acceptable in a test
environment, it is not an attractive solution for a production region. Consider
Figure 6 on page 110. Imagine that you want to update bean5 and bean6 in
CorbaServer COR2. If you were to close down CICS, not only would bean5 and bean6
be unavailable during the shutdown, but also all the beans in CorbaServer COR1.
What if your EJB server contains several AORs, with workload management being
used to balance requests across them? Could you not then shut down and upgrade
each AOR in turn, with a minimal effect on performance? Unfortunately not,
because:
v During the upgrade process, different AORs would have different versions of the
beans. Unless the new versions of the beans were completely
backward-compatible with the old versions, this would cause unpredictable
effects.
v Shutting down even one AOR would inevitably degrade the performance of the
EJB server to some extent.
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Figure 6. A CICS EJB production region. The clients are invoking bean methods in CorbaServers COR1 and COR2.
You are recommended to divide beans between CorbaServers based on the beans’ maintenance and availability
requirements.

The rest of this section suggests some new solutions for our problem of how best to
update beans in a production region. The solutions offered depend on whether your
EJB server consists of a single listener/AOR or of multiple listeners and AORs.
As a general rule, upgrade solutions are easier to implement if you:
1. Divide your enterprise beans between CorbaServers based not only on the
beans’ functions but also on their maintenance and availability requirements.
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That is, sets of beans that have distinct maintenance and availability
requirements should be installed in distinct CorbaServers.
2. Allocate CICS transaction IDs to enterprise bean methods based not only on the
beans’ functions but also on their maintenance and availability requirements.
That is, for ease of maintenance sets of beans that have distinct maintenance
and availability requirements should run under distinct CICS transaction IDs.

Important
In a multi-region EJB server, if your AORs contain multiple CorbaServers
you are strongly advised to assign different sets of transaction IDs to the
objects supported by each CorbaServer. That is, each CorbaServer in an
AOR should support a different set of transaction IDs.
This makes it easier for the distributed routing program to route around a
disabled CorbaServer, while keeping available any other, enabled,
CorbaServers in the region. For further information about how to code a
distributed routing program to deal with a disabled CorbaServer, see the
CICS Customization Guide.

Solutions for a single listener/AOR
These solutions are valid for an EJB server consisting of a single listener/AOR.
Let us assume that, in Figure 6 on page 110, you want to update bean5 and bean6
in CorbaServer COR2. DJAR3 is the deployed JAR file containing the beans to be
updated. You require:
1. CorbaServer COR1 and its beans to remain available throughout the upgrade
process.
2. If possible, the upgrade to the beans in CorbaServer COR2 to be seamless. That
is, there should be no time (or, at least, the smallest possible period of time)
during which it is impossible to create a new instance of bean5 or bean6.

Solution 1
The advantage of this solution is that it is relatively easy to implement. The
disadvantage is that it is not seamless—that is, there is a period (while instances of
the old versions of bean5 and bean6 are being destroyed or passivated) during
which it is impossible to create a new instance of bean5 or bean6.
1. Issue an EXEC CICS SET CORBASERVER(COR2) ENABLESTATUS(DISABLED)
or a CEMT SET CORBASERVER(COR2) DISABLED command. Any attempts to
create new instances of bean5 or bean6, regardless of whether the clients have
references to the beans’ home interfaces, will fail.
Typically, currently-executing methods on instances of bean5 and bean6 will
proceed to completion.
An instance of bean5 or bean6 that is not participating in an OTS transaction is
destroyed or passivated at the end of the currently-executing method. (If there is
no currently-executing method, all instances will already have been destroyed or
passivated.)
Note: Stateless session beans are destroyed; stateful session beans are
passivated.
An instance of bean5 or bean6 that is participating in an OTS transaction is not
destroyed or passivated until the end of the OTS transaction; typically, any
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future method calls against this instance (within the scope of the OTS
transaction) will succeed. At the end of the OTS transaction the instance is
destroyed or passivated.
2. Check when all instances of bean5 and bean6 have been destroyed or
passivated by issuing EXEC CICS or CEMT INQUIRE CORBASERVER(COR2)
ENABLESTATUS commands. A status of DISABLED indicates that all bean
instances have been destroyed or passivated.
3. When all instances of bean5 and bean6 have been destroyed or passivated,
install the updated version of the DJAR3 deployed JAR file, using either the CICS
scanning mechanism or a static DJAR definition. (You cannot use the scanning
mechanism to update a static DJAR definition.)
Either:
a. Put the new version of the DJAR3 deployed JAR file into CorbaServer COR2’s
pickup directory.
b. Issue a PERFORM CORBASERVER(COR2) SCAN command. CICS scans
COR2’s pickup directory, installs the new definition of DJAR3, and copies the
new versions of bean5 and bean6 to COR2’s shelf directory.
or
a. Issue an EXEC CICS or CEMT DISCARD DJAR(DJAR3) command, to
remove the current definition of DJAR3 from CICS.
b. Issue a CEDA INSTALL DJAR(DJAR3) or an EXEC CICS CREATE
DJAR(DJAR3) CORBASERVER(COR2)
HFSFILE(new_version_of_DJAR3_on_HFS) command. CICS installs the new
definition of DJAR3, and copies the new versions of bean5 and bean6 to
COR2’s shelf directory.
Notes:
a. It is not necessary to re-publish the updated versions of bean5 and bean6 to
the namespace, even if the home or component interfaces of the beans
have changed since the previous version.
b. If the home or component interface of bean5 or bean6 has changed since the
previous version, before using the changed bean client applications must be
updated to use the new signature.
c. If you update a stateful session bean, depending on exactly what changes
are made you may change the structure of its serialized state. If this
happens, you will invalidate any passivated instances of the bean in the
object store. If this happens, any attempts to use the now invalidated bean
will result in an exception. You should code your client applications to cope
with this possibility.
4. Issue a CEMT SET CORBASERVER(COR2) ENABLED command. From this
moment, all new work will use the updated versions of bean5 and bean6.

Solution 2
This solution requires CICSPlex System Manager. All CICS applications on your
listener/AOR must be suitable for cloning across multiple regions.
The advantage of this solution is that, unlike solution 1, it is relatively
seamless—that is, there should at worst be only a tiny period during which it is
impossible to create a new instance of bean5 or bean6. The disadvantage is that it is
more complicated to implement than solution 1.
1. Using CICSPlex SM:
a. Clone your single listener/AOR.
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b. Direct all new workload to the clone—that is, quiesce the original AOR and
activate the clone. For information on how to do this, see the CICSPlex
System Manager Managing Workloads manual.
All requests for bean methods that will run under a new OTS transaction, or
under no OTS transaction, whether in COR1 or COR2, are routed to the
clone.
Requests for bean methods that will run under an existing OTS transaction
(whether in COR1 or COR2) are routed to the original region.
Notes:
1) By “a new OTS transaction” we mean an OTS transaction in which the
bean’s participation begins after all new work is directed to the clone.
2) By “an existing OTS transaction” we mean an OTS transaction in which
the bean’s participation began before all new work was directed to the
clone.
On the original region:
v An instance of an enterprise bean that is not participating in an OTS
transaction is destroyed or passivated at the end of the
currently-executing method. (If there is no currently-executing method, all
instances will already have been destroyed or passivated.)
v An instance of an enterprise bean that is participating in an OTS
transaction is not destroyed or passivated until the end of the OTS
transaction; typically, any future method calls against this instance (within
the scope of the OTS transaction) will succeed. At the end of the OTS
transaction the instance is destroyed or passivated.
2. On the original region:
a. Check when all instances of bean1 through bean6 have been destroyed or
passivated:
1) If you don’t already know the CICS transaction ID or IDs associated with
bean1 through bean6, use the CREC transaction to display this
information.
2) Use the INQUIRE TASK command to check whether any instances of
these transactions are running.
b. When all instances of bean1 through bean6 have been destroyed or
passivated, install the updated version of the DJAR3 deployed JAR file, using
either the CICS scanning mechanism or a static DJAR definition. (You
cannot use the scanning mechanism to update a static DJAR definition.)
Either:
1) Put the new version of the DJAR3 deployed JAR file into CorbaServer
COR2’s pickup directory.
2) Issue a PERFORM CORBASERVER(COR2) SCAN command. CICS
scans COR2’s pickup directory, updates its definition of DJAR3, and copies
the new versions of bean5 and bean6 to COR2’s shelf directory.
or
1) Issue a CEMT DISCARD DJAR(DJAR3) command to delete the old
definition of DJAR3.
2) Issue a CEDA INSTALL DJAR(DJAR3) or an EXEC CICS CREATE
DJAR(DJAR3) CORBASERVER(COR2)
HFSFILE(new_version_of_DJAR3_on_HFS) command. CICS installs the
new definition of DJAR3, and copies the new versions of bean5 and bean6
to COR2’s shelf directory.
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Notes:
1) It is not necessary to re-publish the updated versions of bean5 and bean6
to the namespace, even if the home or component interfaces of the
beans have changed since the previous version.
2) If the home or component interface of bean5 or bean6 has changed since
the previous version, before using the changed bean client applications
must be updated to use the new signature.
3) If you update a stateful session bean, depending on exactly what
changes are made you may change the structure of its serialized state.
If this happens, you will invalidate any passivated instances of the bean
in the object store. If this happens, any attempts to use the now
invalidated bean will result in an exception. You should code your client
applications to cope with this possibility.
3. Using CICSPlex SM, direct all new workload to the original region—that is,
quiesce the clone and activate the original region.
All requests for bean methods that will run under a new OTS transaction, or
under no OTS transaction, whether in COR1 or COR2, are now routed to the
original region. From this moment, all new work will use the updated versions of
bean5 and bean6. Requests for bean methods that will run under an existing
OTS transaction (whether in COR1 or COR2) continue to be routed to the
clone.
Notes:
a. By “a new OTS transaction” we mean an OTS transaction in which the
bean’s participation begins after all new work is redirected to the original
region.
b. By “an existing OTS transaction” we mean an OTS transaction in which the
bean’s participation began before all new work was redirected to the original
region.
Eventually, all instances of enterprise beans on the clone will be destroyed or
passivated, as described above.
4. On the clone region, use the INQUIRE TASK command to check when all
instances of bean1 through bean6 have been destroyed or passivated. When this
has happened, you can discard the clone region.

Solutions for a multi-region EJB server
These solutions are valid for an EJB server consisting of one or more listener
regions and multiple, identical, AORs.
Assume that your EJB server consists of three identical listener regions and five
identical AORs. Each of the AORs is a clone of the region shown in Figure 6 on
page 110 (except that it is an AOR rather than a listener/AOR). All the AORs share
the same pickup directories, and the same sets of enterprise beans are deployed
on each, in identical CorbaServers named COR1 and COR2.
You want to update bean5 and bean6 in logical CorbaServer COR2. DJAR3 is the
deployed JAR file containing the beans to be updated.
You require:
1. Logical CorbaServer COR1 and its beans to remain available throughout the
upgrade process.
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2. If possible, the upgrade to the beans in logical CorbaServer COR2 to be
seamless. That is, there should be no time (or, at least, the smallest possible
period of time) during which it is impossible to create a new instance of bean5 or
bean6.

Solution 1
This solution is a development of solution 1 for a single-region. Its advantage is that
it is relatively easy to implement. Its disadvantage is that it is not seamless—that is,
there is a period (while instances of the old versions of bean5 and bean6 are being
destroyed or passivated) during which it is impossible to create a new instance of
bean5 or bean6.
1. On each of the AORs, issue an EXEC CICS SET CORBASERVER(COR2)
ENABLESTATUS(DISABLED) or a CEMT SET CORBASERVER(COR2) DISABLED
command. On all the AORs:
v Any attempts to create new instances of bean5 or bean6, regardless of
whether the clients have references to the beans’ home interfaces, will fail.
v Typically, currently-executing methods on instances of bean5 and bean6 will
proceed to completion.
v An instance of bean5 or bean6 that is not participating in an OTS transaction
is destroyed or passivated at the end of the currently-executing method. (If
there is no currently-executing method, all instances will already have been
destroyed or passivated.)
v An instance of bean5 or bean6 that is participating in an OTS transaction is
not destroyed or passivated until the end of the OTS transaction; typically,
any future method calls against this instance (within the scope of the OTS
transaction) will succeed. At the end of the OTS transaction the instance is
destroyed or passivated.
2. On each of the AORs, check when all instances of bean5 and bean6 have been
destroyed or passivated by issuing EXEC CICS or CEMT INQUIRE
CORBASERVER(COR2) ENABLESTATUS commands. A status of DISABLED
indicates that all bean instances have been destroyed or passivated.
3. When all instances of bean5 and bean6, on all the AORs, have been destroyed
or passivated, install the updated version of the DJAR3 deployed JAR file, using
either the CICS scanning mechanism or static DJAR definitions. (You cannot
use the scanning mechanism to update static DJAR definitions.)
Either:
a. Put the new version of the DJAR3 deployed JAR file into CorbaServer COR2’s
pickup directory (which is shared by all the AORs).
b. On each of the AORs, issue a PERFORM CORBASERVER(COR2) SCAN
command. The AOR scans COR2’s pickup directory, installs the new definition
of DJAR3, and copies the new versions of bean5 and bean6 to COR2’s shelf
directory.
or
On each of the AORs:
a. Issue an EXEC CICS or CEMT DISCARD DJAR(DJAR3) command, to
remove the current definition of DJAR3 from CICS.
b. Issue a CEDA INSTALL DJAR(DJAR3) or an EXEC CICS CREATE
DJAR(DJAR3) CORBASERVER(COR2)
HFSFILE(new_version_of_DJAR3_on_HFS) command. CICS installs the new
definition of DJAR3, and copies the new versions of bean5 and bean6 to
COR2’s shelf directory.
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Notes:
a. It is not necessary to re-publish the updated versions of bean5 and bean6 to
the namespace, even if the home or component interfaces of the beans
have changed since the previous version.
b. If the home or component interface of bean5 or bean6 has changed since the
previous version, before using the changed bean client applications must be
updated to use the new signature.
c. If you update a stateful session bean, depending on exactly what changes
are made you may change the structure of its serialized state. If this
happens, you will invalidate any passivated instances of the bean in the
object store. If this happens, any attempts to use the now invalidated bean
will result in an exception. You should code your client applications to cope
with this possibility.
4. On each of the AORs, issue a CEMT SET CORBASERVER(COR2) ENABLED
command. From this moment, all new work will use the updated versions of
bean5 and bean6.

Solution 2
This solution requires CICSPlex System Manager. It is a development of solution 2
for a single-region. Its advantage is that it is relatively seamless—that is, there
should at worst be only a tiny period during which it is impossible to create a new
instance of bean5 or bean6. Its disadvantage is that it is more complicated to
implement than solution 1.
1. Using CICSPlex SM:
a. Create clones of all your AORs.
b. Direct all new workload to the clones—that is, quiesce the original AORs
and activate the clones. For information on how to do this, see the
CICSPlex System Manager Managing Workloads manual.
Each request for a bean method that will run under a new OTS transaction,
or under no OTS transaction, whether in COR1 or COR2, is routed to one or
other of the clones.
Each request for a bean method that will run under an existing OTS
transaction (whether in COR1 or COR2) is routed to the appropriate original
AOR.
Notes:
1) By “a new OTS transaction” we mean an OTS transaction in which the
bean’s participation begins after all new work is directed to the clones.
2) By “an existing OTS transaction” we mean an OTS transaction in which
the bean’s participation began before all new work was directed to the
clones.
3) By “the appropriate original AOR” we mean the original AOR containing
the request processor for the OTS transaction.
2. On each of the original AORs:
Check when all instances of bean1 through bean6 have been destroyed or
passivated:
a. If you don’t already know the CICS transaction ID or IDs associated with
bean1 through bean6, use the CREC transaction to display this information.
b. Use the INQUIRE TASK command to check whether any instances of these
transactions are running.
3. When all instances of bean1 through bean6, on all the original AORs, have been
destroyed or passivated, install the updated version of the DJAR3 deployed JAR
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file, using either the CICS scanning mechanism or static DJAR definitions. (You
cannot use the scanning mechanism to update static DJAR definitions.)
Either:
a. Put the new version of the DJAR3 deployed JAR file into COR2’s pickup
directory (which is shared by all the original AORs).
b. On each of the original AORs, issue a PERFORM CORBASERVER(COR2)
SCAN command. The AOR scans COR2’s pickup directory, updates its
definition of DJAR3, and copies the new versions of bean5 and bean6 to
COR2’s shelf directory.
or
a. On each of the original AORs, issue a CEMT DISCARD DJAR(DJAR3)
command to delete the old definition of DJAR3.
b. On each of the original AORs, issue a CEDA INSTALL DJAR(DJAR3) or an
EXEC CICS CREATE DJAR(DJAR3) CORBASERVER (COR2)
HFSFILE(new_version_of_DJAR3_on_HFS) command. CICS installs the new
definition of DJAR3, and copies the new versions of bean5 and bean6 to
COR2’s shelf directory.
Notes:
a. It is not necessary to re-publish the updated versions of bean5 and bean6 to
the namespace, even if the home or component interfaces of the beans
have changed since the previous version.
b. If the home or component interface of bean5 or bean6 has changed since the
previous version, before using the changed bean client applications must be
updated to use the new signature.
c. If you update a stateful session bean, depending on exactly what changes
are made you may change the structure of its serialized state. If this
happens, you will invalidate any passivated instances of the bean in the
object store. If this happens, any attempts to use the now invalidated bean
will result in an exception. You should code your client applications to cope
with this possibility.
4. Using CICSPlex SM, direct all new workload to the original AORs—that is,
quiesce the clones and activate the original AORs.
All requests for bean methods that will run under a new OTS transaction, or
under no OTS transaction, whether in COR1 or COR2, are now routed to the
original AORs. From this moment, all new work will use the updated versions of
bean5 and bean6. Requests for bean methods that will run under an existing
OTS transaction (whether in COR1 or COR2) continue to be routed to the clones.
Notes:
a. By “a new OTS transaction” we mean an OTS transaction in which the
bean’s participation begins after all new work is redirected to the original
AORs.
b. By “an existing OTS transaction” we mean an OTS transaction in which the
bean’s participation began before all new work was redirected to the original
AORs.
Eventually, all instances of enterprise beans on the clones will be destroyed or
passivated.
5. On each of the clones, use the INQUIRE TASK command to check when all
instances of bean1 through bean6 have been destroyed or passivated. When this
has happened, you can discard the clone.
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Requirements
The hardware and software requirements for the support for enabling and disabling
CorbaServer are the same as for CICS TS generally.

Changes to CICS externals
There are changes to a number of CICS external interfaces. These are:
v “Changes to resource definition”
v “Changes to the system programming interface”
v “Changes to CICS supplied transactions” on page 120
v “Changes to user-replaceable programs” on page 121
v “Changes to CICS sample programs” on page 121
v “Changes to problem determination” on page 122

Changes to resource definition
CORBASERVER definition
A new attribute, STATUS, has been added to the CORBASERVER definition:
STATUS({Enabled|Disabled})
specifies whether the CorbaServer is to be installed in enabled or disabled
state. The default is enabled.

Changes to the system programming interface
Modified SPI commands
The following system programming commands have been modified:
EXEC CICS CREATE CORBASERVER
The following new option has been added:
STATUS({ENABLED|DISABLED})
specifies whether the CorbaServer is to be installed in enabled or disabled
state. The default is enabled.
EXEC CICS INQUIRE CORBASERVER
The following new option has been added:
ENABLESTATUS(cvda)
returns a CVDA value indicating the current state of the CorbaServer. The
CVDA values are:
DISABLED
The CorbaServer is currently not processing any requests and is
unable to accept new requests. It may have failed to initialize
properly or been explicitly disabled.
DISABLING
The CorbaServer is quiescing before entering disabled state. It is
not accepting new requests but is allowing currently-executing work
to complete.
DISCARDING
A DISCARD request has been received for this CorbaServer. The
CorbaServer is quiescing before being discarded. It is not accepting
new requests but is allowing currently-executing work to complete.
ENABLED
The CorbaServer is available and is accepting requests.
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ENABLING
The CorbaServer is being initialized. It is not yet ready to accept
requests.
ENABLESTATUS replaces the STATE option, which is now obsolete.
EXEC CICS SET CORBASERVER
The following new option has been added:
ENABLESTATUS(cvda)
specifies whether to enable or disable the CorbaServer. CVDA values are:
DISABLED
The CorbaServer is to be disabled.
In a CICS region containing multiple CorbaServers, putting one of
the CorbaServers into disabled state allows you to apply
maintenance to it without bringing down CICS; the other
CorbaServers remain available.
Similarly, in a logical EJB/CORBA server containing multiple AORs
(each containing multiple CorbaServers), putting a CorbaServer on
one of the AORs into disabled state allows you to apply
maintenance to the CorbaServer without needing to remove the
AOR from the routing set.
You can disable a CorbaServer that is in any state except
ENABLING or DISCARDING. When you do so, any
currently-executing methods are allowed to continue to completion.
Until all its objects have been destroyed or passivated, the
CorbaServer enters DISABLING state. Note that:
v Any instance of an enterprise bean or CORBA stateless object
that is not participating in an OTS transaction is destroyed or
passivated at the end of the currently-executing method.
v Any instance of an enterprise bean or CORBA stateless object
that is participating in an OTS transaction is not destroyed or
passivated until the end of the OTS transaction; typically, any
future method calls against this instance (within the scope of the
OTS transaction) will succeed. At the end of the OTS transaction,
the instance is destroyed or passivated.
If the workload manager directs new work to an AOR in which the
target CorbaServer is in DISABLING or DISABLED state, it is
informed that the CorbaServer is disabled.
Note: By “new work” we mean:
v Requests for methods that will run under a new OTS
transaction. (By a “new” OTS transaction we mean an
OTS transaction in which none of the AORs in the logical
server is already participating, prior to the method call; not
necessarily an OTS transaction that is started immediately
before or after the method call.)
v Requests for methods that will run under no OTS
transaction.
ENABLED
The CorbaServer is to be enabled. You can enable a CorbaServer
that is in any state except DISABLING or DISCARDING.
Chapter 5. Enabling and disabling of CorbaServers
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Changes to CICS supplied transactions
Modified commands
The following CEMT commands have been modified:
CEMT INQUIRE CORBASERVER
The following new option has been added:
ENablestatus
displays a value indicating the current state of the CorbaServer. The values
are:
DISABLED

The CorbaServer is currently not processing any requests
and is unable to accept new requests. It may have failed to
initialize properly or have been explicitly disabled.

DISABLING

The CorbaServer is quiescing before entering disabled
state. It is not accepting new requests but is allowing
currently-executing work to complete.

DISCARDING A DISCARD request has been received for this
CorbaServer. The CorbaServer is quiescing before being
discarded. It is not accepting new requests but is allowing
currently-executing work to complete.
ENABLED

The CorbaServer is available and is accepting requests.

ENABLING

The CorbaServer is being initialized. It is not yet ready to
accept requests.

ENABLESTATUS replaces the STATE option, which is now obsolete.
CEMT SET CORBASERVER
The following new options have been added:
Disabled
specifies that the CorbaServer is to be disabled.
In a CICS region containing multiple CorbaServers, putting one of the
CorbaServers into disabled state allows you to apply maintenance to it
without bringing down CICS; the other CorbaServers remain available.
Similarly, in a logical EJB/CORBA server containing multiple AORs (each
containing multiple CorbaServers), putting a CorbaServer on one of the
AORs into disabled state allows you to apply maintenance to the
CorbaServer without needing to remove the AOR from the routing set.
You can disable a CorbaServer that is in any state except ENABLING or
DISCARDING. When you do so, any currently-executing methods are
allowed to continue to completion. Until all its objects have been destroyed
or passivated, the CorbaServer enters DISABLING state. Note that:
v Any instance of an enterprise bean or CORBA stateless object that is not
participating in an OTS transaction is destroyed or passivated at the end
of the currently-executing method.
v Any instance of an enterprise bean or CORBA stateless object that is
participating in an OTS transaction is not destroyed or passivated until
the end of the OTS transaction; typically, any future method calls against
this instance (within the scope of the OTS transaction) will succeed. At
the end of the OTS transaction, the instance is destroyed or passivated.
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If the workload manager directs new work to an AOR in which the target
CorbaServer is in DISABLING or DISABLED state, it is informed that the
CorbaServer is disabled.
Note: By “new work” we mean:
v Requests for methods that will run under a new OTS transaction.
(By a “new” OTS transaction we mean an OTS transaction in
which none of the AORs in the logical server is already
participating, prior to the method call; not necessarily an OTS
transaction that is started immediately before or after the method
call.)
v Requests for methods that will run under no OTS transaction.
Enabled
specifies that the CorbaServer is to be enabled. You can enable a
CorbaServer that is in any state except DISABLING or DISCARDING.

Changes to user-replaceable programs
The distributed routing program
A new abend code, AIID, may be returned in the DYRABCDE field of the
communications area passed to the distributed routing program, DFHDSRP, if the
routing program is invoked for transaction abend. (Note that this invocation occurs
on the target region, and then only if the routing program has specified, on a
previous call on the routing region, that it should be re-invoked, on the target
region, for transaction initiation, termination, and abend.)
AIID indicates to the distributed routing program that a routed method request for
an enterprise bean or CORBA stateless object has failed, on the target region,
because the target CorbaServer on the target region is disabled.
After a routing error, the routing program has better information on which to base a
decision whether or not to remove an AOR from its routing set. For example:
v If a routing error occurs because the target AOR, or the connection to it, is
unavailable, the routing program may decide to remove the AOR, temporarily,
from its routing set, until sufficient time has elapsed for the AOR or connection to
be repaired. In the meantime, it directs all requests to other AORs.
v If a routing error occurs because the target CorbaServer on the target AOR is
disabled (and the AOR supports multiple CorbaServers), the routing program
may decide not to remove the AOR from its routing set. It redirects the failed
request to a different AOR, but recognizes that the first AOR remains a valid
target for requests for objects supported by its other CorbaServers.
For detailed information about how to code a distributed routing program to deal
with a disabled CorbaServer, see the CICS Customization Guide.

Changes to CICS sample programs
The sample dynamic and distributed routing programs, DFHDYP and DFHDSRP,
have been changed to handle the updated communications areas passed to them.
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Changes to problem determination
Messages
New messages are introduced as a result of the support for enabling and disabling
of CorbaServers. All new and changed messages are described in the CICS
Messages and Codes manual.

Abend codes
A new abend code, AIID, may be returned in the DYRABCDE field of the
communications area passed to the distributed routing program, DFHDSRP, if the
routing program is invoked for transaction abend. (Note that this invocation occurs
on the target region, and then only if the routing program has specified, on a
previous call on the routing region, that it should be re-invoked, on the target
region, for transaction initiation, termination, and abend.)
AIID indicates to the distributed routing program that a routed method request for
an enterprise bean or CORBA stateless object has failed, on the target region,
because the target CorbaServer on the target region is disabled.

Migration
This section describes the changes you may have to make to your existing
applications or configuration because of support for enabling and disabling
CorbaServers. It is split into two parts:
v Migrating without exploiting the new function. The tasks in this section are
required even if you don’t intend to use the new function.
v Migrating to the new function. The tasks in this section are required only if you
want to use the new function.

Migrating without exploiting the new function
You must:
v Upgrade the CSD to reflect the changes to the CORBASERVER resource
definition (see “Changes to resource definition” on page 118).
v Rewrite and recompile any programs that issue EXEC CICS INQUIRE
CORBASERVER STATE commands. The STATE option of this command must
be replaced with ENABLESTATUS. The program must handle the new CVDA
values returned by ENABLESTATUS, rather than the obsolete values that were
returned by STATE. See “Changes to the system programming interface” on
page 118.
v If you use a user-written distributed routing program, rewrite and recompile it to
take account of the new abend code, AIID, that may be returned in the
DYRABCDE field when a routed request fails on the target region. See “Changes
to user-replaceable programs” on page 121.

Migrating to the new function
There are several ways in which you can take advantage of the new function
introduced by enable/disable CorbaServer support:
v If you use a user-written distributed routing program, you can rewrite it to take
advantage of the additional information that CICS supplies about route selection
errors. For example, you could code your program so that:
– If a routing error occurs because the target AOR, or the connection to it, is
unavailable, the routing program removes the AOR, temporarily, from its
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routing set, until sufficient time has elapsed for the AOR or connection to be
repaired. In the meantime, it directs all requests to other AORs.
– If a routing error occurs because the target CorbaServer on the target AOR is
disabled (and the AOR supports multiple CorbaServers), the routing program
does not remove the AOR from its routing set. It redirects the failed request to
a different AOR, but recognizes that the first AOR remains a valid target for
requests for objects supported by its other CorbaServers.
For detailed information about how to code a distributed routing program to
deal with a disabled CorbaServer, see the CICS Customization Guide.
v You can change your procedures for updating enterprise beans in a production
region. All the solutions described in “Updating beans in a production region” on
page 109 take advantage of the new ability to disable a CorbaServer without
bringing down CICS.

CICSPlex SM support
There are a number of changes to CICSPlex SM views and resource tables
because of enable/disable CorbaServer support.
v The Web User Interface starter set view EYUSTARTEJCOSE and the ISPF end
user interface view EJCOSED display details of an installed CorbaServer. The
following field has been added:
ENABLESTATUS
Indicates the current state of the CorbaServer.
Matching changes have been made to the EJCOSE resource table.
v The Web User Interface starter set BAS view EYUSTARTEJCODEF and the
ISPF end user interface view EJCODEF display details of a CorbaServer
resource definition. The new field STATUS has been added to indicate whether
or not the CorbaServer definition is enabled. A matching change has been made
to the EJCODEF resource table.
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Chapter 6. The CCI Connector for CICS TS
A CICS connector is a software component that allows a Java client application to
invoke a CICS application. CICS TS for z/OS, Version 2.3 introduces a new CICS
connector, the CCI Connector for CICS TS. The CCI Connector for CICS TS
implements the industry-standard Common Client Interface (CCI), which is defined
by the J2EE Connector Architecture Specification, Version 1.0.
The CCI Connector for CICS TS makes it possible for a Java program or enterprise
bean running in a CICS region to link to a CICS program. Using the connector, you
can create Enterprise JavaBean (EJB) server components that make use of existing
CICS programs.
For more information, see:
v “Benefits”
v “The background—connectors” on page 126
v “The Common Client Interface” on page 126
v “The CCI Connector for CICS TS” on page 128
v “Using the CCI Connector for CICS TS” on page 130
v “Installing the CCI Connector for CICS TS” on page 133
v “Data conversion and the CCI Connector for CICS TS” on page 133
v “Requirements” on page 134
v “Changes to CICS externals” on page 134
v “Migration” on page 135

Benefits
The benefits of the CCI Connector for CICS TS are:
v It helps you to build powerful server components that make use of existing CICS
programs.
v CICS enterprise beans that use the connector:
– Enable programmers of Java client applications, who typically have little or no
knowledge of CICS, to add the power of CICS to their applications.
– Can be used by Java client applications and servlets running on many
platforms.
– Should be portable, with little or no modification, between all EJB servers that
support the Common Client Interface.
v Because the Common Client Interface is a non-proprietary standard, the CCI
code that calls the server program should be portable, with little or no
modification, to and from most Java-enabled platforms.
v Because the CCI Connector for CICS TS runs in your CICS region, no network
flows are required between the connector and CICS. Thus, the connector’s
performance is better than that of CCI connectors that use the ECI resource
adapter to access CICS programs from outside CICS.
v Using the connector from a CICS session bean results in a simple deployment
model with two tiers: the client and CICS TS.
v Programs written to use the ECI resource adapter can be easily adapted to use
the CCI Connector for CICS TS. Thus, client programs that previously accessed
CICS server programs from outside CICS can be migrated to run inside CICS.
v The CCI Connector for CICS TS, unlike the deprecated CICS Connector for
CICS TS, supports the Java 2 security policy mechanism.
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The background—connectors
Frequently, new Java applications can be developed more quickly and reliably by
harnessing the power of existing (non-Java) CICS programs. A CICS connector is
a software component that allows a Java client application to invoke a CICS
application. Typically, the Java client programs that use a CICS connector are
servlets.
For several releases, CICS has supported CICS connectors that enable a Java
client program, running outside CICS (on, for example, Windows®, Unix, or native
z/OS), to connect to a specified program on a CICS server. CICS TS for z/OS,
Version 2.1 introduced a new CICS connector—the CICS Connector for CICS
TS—that enables a Java program running on CICS Transaction Server for z/OS to
connect to a specified program on a CICS server. To enable connection to CICS
server programs, the CICS Connector for CICS TS (like the earlier CICS
connectors) supports the Common Connector Framework (CCF) Client
Interface—which is an IBM-proprietary interface. Because all these older connectors
support the CCF Client Interface, we could call them, collectively, the CICS CCF
connectors. (For general information about CICS CCF connectors, and specific
information about the CICS Connector for CICS TS, see Java Applications in CICS.)
The CCI Connector for CICS TS performs a similar role to the CICS Connector for
CICS TS—that is, it enables a Java program or enterprise bean running on CICS
Transaction Server for z/OS to link to a CICS server program. However, whereas
the CICS Connector for CICS TS implements the IBM-proprietary CCF interface,
the CCI Connector for CICS TS implements the industry-standard Common Client
Interface (CCI) defined by the J2EE Connector Architecture Specification, Version
1.0. To distinguish it from the older CICS CCF connectors, we could call it a CICS
CCI connector.
If you create new CICS Java components that connect to CICS server programs, it
is recommended that you use the CCI Connector for CICS TS rather than the CICS
Connector for CICS TS. Not only does the CCI Connector for CICS TS implement
an industry-standard interface, but it also performs better than the CICS Connector
for CICS TS. The CICS Connector for CICS TS is retained only for backwards
compatibility with CICS Transaction Server for z/OS Versions 2.1 and 2.2.

The Common Client Interface
This section presents an overview of the Common Client Interface. For definitive
information about the interface, see the J2EE Connector Architecture Specification,
Version 1.0, which you obtain from http://java.sun.com/j2ee/connector/.
The Common Client Interface (CCI) is part of the J2EE Connector architecture. The
CCI provides a standard interface that allows developers to communicate with any
number of Enterprise Information Systems (EISs) through their specific resource
adapters, using a generic programming style. The CCI is closely modeled on the
client interface used by Java Database Connectivity (JDBC), and is similar in its use
of Connections and Interactions.
Within the CCI, there are two distinct types of class: for convenience, we shall call
them framework classes and input/output classes.
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Framework classes
Framework classes are used to request a connection to an EIS such as CICS, and
execute commands on the EIS, passing input and retrieving output. The framework
classes are:
ConnectionFactory
A ConnectionFactory object is used to manufacture connections that a
Java component can use to communicate with a specific EIS. Attributes of
the ConnectionFactory specify the EIS for which connections can be
created. A ConnectionFactory is the factory for a Connection object.
Connection
A Connection object identifies a unique connection to a specific server. It is
the factory for an Interaction object.
Interaction
The execute method of an Interaction object allows you to drive an
interaction with a server. In CICS TS, the execute method takes three
arguments—an InteractionSpec object that specifies the type of
interaction, and two Record objects that carry the input and output data.
J2EE components use the framework classes to acquire a connection to an EIS
and to send and receive data. First, a J2EE component obtains a
ConnectionFactory object for the particular EIS that is to be accessed—for
example, CICS. (The component may manufacture the ConnectionFactory
programmatically or, more likely, look it up in a JNDI namespace.) It uses the
ConnectionFactory to get a Connection object. Then it uses the Connection
object to create one or more Interaction objects. It executes commands on the EIS
through these Interaction objects.
Figure 7 shows the CCI framework classes being used to connect to an EIS and
execute a command.
ConnectionFactory cf = <Lookup from JNDI namespace>
Connection conn = cf.getConnection();
Interaction int = conn.createInteraction();
int.execute(<Input output data>);
int.close();
conn.close();
Figure 7. Using the CCI framework classes to connect to an EIS and execute a command

Input/output classes
Using the framework classes gives a generic way of accessing an EIS by means of
a J2EE resource adapter. However, because every EIS has different input and
output needs, the CCI interfaces provide a way for J2EE components to pass
EIS-specific information to a J2EE resource adapter. The following types of object
are used for this purpose by a J2EE component:
v ConnectionSpec objects
v InteractionSpec objects
v Record objects
ConnectionSpec
A ConnectionSpec object can be used to specify security attributes (such
as userid and password) used in an interaction with a server.
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Note: CICS ignores any security settings specified in a ConnectionSpec
object, because it has already established a suitable security context
for the connector.
The CCI Connector for CICS TS’s ConnectionSpec class is called
ECIConnectionSpec.
InteractionSpec
An InteractionSpec object holds essential attributes necessary for an
interaction with a server—for example, the name of the target program. It is
passed as a required argument on an Interaction.execute() method call
when a particular interaction is to be carried out.
The CCI Connector for CICS TS’s InteractionSpec class is called
ECIInteractionSpec.
Record
Record objects are beans that hold the data exchanged with the target
program—you can think of them as the equivalent of CICS communication
areas (COMMAREAs). The data is accessible through Record-defined
interfaces.
Figure 8 shows the CCI framework classes and input/output classes being used
together to connect to an EIS, pass EIS-specific input/output parameters, and
execute a command.
ConnectionFactory cf = <Lookup from JNDI namespace>
ECIConnectionSpec cs = new ECIConnectionSpec();
cs.setXXX();
//Set any connection specific properties
Connection conn = cf.getConnection(cs);
Interaction int = conn.createInteraction();
ECIInteractionSpec is = new ECIInteractionSpec();
is.setXXX();
//Set any interaction specific properties
RecordImpl in = new RecordImpl();
RecordImpl out = new RecordImpl();
int.execute(is,in,out);
int.close();
conn.close();
Figure 8. Complete CCI interaction with an EIS

The CCI Connector for CICS TS
The CICS Transaction Gateway includes an External Call Interface (ECI) resource
adapter for CICS. The ECI resource adapter provides standard CCI interfaces that
enable J2EE components to call CICS server programs, using data areas
(COMMAREAs) to pass information to and from the server. Typically, these J2EE
components are servlets or enterprise beans; in all cases, they execute outside
CICS.
CICS TS for z/OS, Version 2.3 includes the CCI Connector for CICS TS, which
provides standard CCI interfaces that enable Java programs and components (for
example, enterprise beans) running within CICS to call CICS server programs.
A Java program or enterprise bean running on CICS TS for z/OS, Version 2.3 can
use the CCI Connector for CICS TS to link to a suitable CICS server program. The
CICS server program:
v May be written in any of the CICS-supported languages
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v Must use a suitable communications area (COMMAREA)
v Must not do any terminal input/output
v Typically, runs on a separate back-end CICS TS z/OS region, but optionally may
be on the same CICS region as the Java program or bean.
The connector uses a JCICS Program.link() call to access the back-end server
program. Link and distributed program link (DPL) calls are supported. This scenario
is shown in Figure 9. In this example, a Java client application or servlet uses
RMI-IIOP to create an instance of an enterprise bean in a CICS EJB server. The
enterprise bean uses the CCI Connector for CICS TS to link to a server program on
a back-end CICS TS z/OS region.

z/OS

z/OS
Web Server

Web Server

Servlet

Java
servlet

Workstation

Java
client
app.

CICS Transaction Server for z/OS

RMI-IIOP
calls to
enterprise
bean

EJB container
Enterprise bean
instance

JCICS
CCI
connector i/f Program.link()

DPL

Back-end
CICS
server
region

Figure 9. A CICS enterprise bean uses the CCI Connector for CICS TS to connect to a CICS server program.
A Java client application or servlet uses RMI-IIOP to create an instance of an enterprise bean, which exists in a CICS
EJB container. The enterprise bean uses the CCI Connector for CICS TS to link to a server program on a back-end
CICS TS z/OS region.

To create an enterprise bean that uses the CCI Connector for CICS TS, the Java
programmer requires a reasonable knowledge of CICS (although somewhat less
than if he or she were using JCICS). However, the enterprise beans that are
created can be used by Java programmers who have little knowledge of CICS.
The CCI Connector for CICS TS is highly optimized for execution within CICS; there
is very little overhead involved in using it rather than a JCICS Program.link() call.

Sample applications
CICS supplies two sample applications that illustrate how a CICS Java program or
enterprise bean can use the CCI Connector for CICS TS to call a CICS server
program:
1. The CCI Connector sample. This is a relatively simple application that shows
how to code the CCI APIs directly.
The CCI Connector sample illustrates how to:
a. Look up a previously-published connection factory in a JNDI namespace
b. Use the CCI Connector for CICS TS to call a CICS server program
The sample consists of:
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v A CICS Java program
v A custom Record that demonstrates the use of the
javax.resource.cci.Streamable interface
v A CICS COBOL server program
The CCI Connector sample is described in Java Applications in CICS.
2. The EJB Bank Account sample. This is a more complex sample that illustrates
how you can use enterprise beans and DB2 to make CICS-controlled
information available to Web users. The sample implements a CICS enterprise
bean that uses the CCI Connector for CICS TS to link to back-end CICS
COBOL programs. The COBOL programs extract information from DB2 data
tables.
The EJB Bank Account sample is described in Java Applications in CICS.
CICS also supplies two sample utility programs that show you how to:
1. Publish a connection factory to a JNDI namespace (the
CICSConnectionFactoryPublish sample).
2. Retract a previously-published connection factory from the JNDI namespace
(the CICSConnectionFactoryRetract sample).
Both samples are described in Java Applications in CICS.

Using the CCI Connector for CICS TS
CICS Java components that use the CCI Connector for CICS TS can be
programmed in two ways. You can:
1. Program directly to the connector’s implementation of the Common Client
Interface. This approach produces the best performance.
2. Use a rapid application development (RAD) tool that provides visual interfaces
and high-level constructs for programming the connector’s Common Client
Interface.
Whichever method you choose, you need to understand how to use the CCI
Connector for CICS TS from a Java component running in CICS TS.
The logic a CICS enterprise bean should use to link to a back-end CICS program is
shown in Figure 8 on page 128. That is:
1. Use the CICS-supplied sample program, CICSConnectionFactoryPublish, to
publish a ConnectionFactory object suitable for use with the CCI Connector
for CICS TS to the JNDI namespace used by the local CICS region. (See
“Changes to sample programs” on page 134.)
2. Declare a ConnectionFactory object, and set it to the CICS connection
factory by means of a JNDI lookup.
3. Create an ECIConnectionSpec object. Set its properties as necessary.
Note: This step is included for completeness. However, any userid or
password specified in the ECIConnectionSpec object is ignored by
CICS.
4. Use the ConnectionFactory to create a Connection object. This object
represents a single connection to CICS.
5. Create an Interaction object from the Connection object.
6. Create an ECIInteractionSpec object. Set its properties, including the name of
the target program and the mode—synchronous or asynchronous—of the
interaction. (For CICS TS, only synchronous mode is supported.)
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7. Create two Record objects, to represent the input and output communications
areas of the target program.
8. Run the execute method of the Interaction object, passing the
ECIInteractionSpec, and the input and output Record objects, as arguments.
9. Retrieve the data returned by the target program from the output Record
object.
10. Execute the close method of the Interaction object.
11. Execute the close method of the Connection object.
Note: To specify the CICS server region which owns the program to be linked to,
use the local PROGRAM definition of the server program. The PROGRAM
definition should specify the location of the server program (local or remote)
and, if it’s remote, whether or not dynamic routing should occur.

Important
We recommend that you get the Javadoc for the CCI Connector architecture
API from http://java.sun.com/j2ee/connector/download.html. This will help you
code your CCI applications. It also provides information such as the
exceptions used by CCI implementations.
Javadoc for the CICS-specific ECIConnectionSpec and ECIInteractionSpec
classes is in the CCI Connector for CICS TS: Class Reference.

Which classes to use?
Which classes should you use, the standard CCI classes in the javax.resource.cci
package or the CICS-specific classes provided by the CCI Connector for CICS TS
in the com.ibm.connector2.cics package?

Framework classes
The CCI Connector for CICS TS provides implementations of the framework
classes called ECIConnectionFactory, ECIConnection, and ECIInteraction.
However, the standard ConnectionFactory, Connection, and Interaction classes
should be used, rather than the CICS-specific implementations. For guidance
information about programming these classes, see the CICS Transaction Gateway:
Programming Guide. For reference information, see the Sun Javadoc generated
from the ConnectionFactory, Connection, and Interaction classes’ source code.
Note that not all the information in the CICS Transaction Gateway: Programming
Guide is applicable to the CCI Connector for CICS TS. The following properties of
the ConnectionFactory class (and of the CICS-supplied
ECIManagedConnectionFactory class) are ignored by CICS TS:
v clientSecurity
v connectionURL (in CICS TS, this is always local:)
v password
v portNumber
v serverName
v serverSecurity
v userName
Specifying a value for any of the above properties has no effect.
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Input/output classes
The CCI Connector for CICS TS provides implementations of the input/output
classes. Use these CICS-specific classes (ECIConnectionSpec and
ECIInteractionSpec) rather than the standard ConnectionSpec and
InteractionSpec classes.
For guidance information about programming the CICS-specific classes, see the
CICS Transaction Gateway: Programming Guide. For reference information, see the
CICS Javadoc generated from the ECIConnectionSpec and ECIInteractionSpec
classes in the CCI Connector for CICS TS: Class Reference. Special considerations
that apply to the CCI Connector for CICS TS are listed below.
Note: Specifying a property or value described as “not supported by CICS TS”
results in an exception. Specifying a property or value described as “ignored
by CICS TS” has no effect.
ECIConnectionSpec
This class allows the J2EE component to pass security credentials different
from those defined for the connection factory. Properties include:
Password
The password for the userid specified in UserName. Ignored by CICS
TS.
UserName
The userid to be used to access CICS. Ignored by CICS TS.
ECIInteractionSpec
This class holds all the interaction-relevant attributes (for example, the
name of the target program and the mode of the interaction—synchronous
or asynchronous) necessary for an interaction with CICS. It is a required
parameter on each Interaction.execute() method call. Its properties are:
InteractionVerb
The mode of the call to CICS—synchronous or asynchronous. The CCI
Connector for CICS TS supports only the following:
SYNC_SEND_RECEIVE
A synchronous call. This is used to link to a CICS program.
FunctionName
The name of the program to execute on CICS. The CCI Connector for
CICS TS requires you to specify FunctionName.
Note: FunctionName can refer to either a local or a remote program.
The PROGRAM definition in the local region should specify the
location of the server program (local or remote) and, if it’s
remote, whether or not dynamic routing should occur.
ExecuteTimeout
The timeout value for interactions with CICS.
0

No timeout. This is the default value, and the only value
supported by CICS TS.

A positive integer
The length of time in milliseconds. Ignored by CICS TS.
CommareaLength
The length of the communications area (COMMAREA) being passed to
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CICS inside your input record. If this is not supplied, the default used by
the CCI Connector for CICS TS is the length of the input record data.
ReplyLength
The amount of data you want back from CICS. Where only a small
amount of a large returned COMMAREA is required by your enterprise
bean or Java component, you can use this setting to cut down on
network bandwidth. If not supplied, the default is to receive all data in
the COMMAREA.
Note: You are recommended not to set ReplyLength. Because the
CCI Connector for CICS TS always runs in local mode—that is,
the enterprise bean or Java component that calls the connector
executes on the same CICS region as the connector itself—there
is no network flow to consider and therefore no need to receive
less than the whole reply.
Record
For input and output, the CCI Connector for CICS TS supports only Record
classes that implement the javax.resource.cci.Streamable interface. This
allows the connector to read and write the streams of bytes that make up
CICS COMMAREAs directly to and from the Record objects supplied to the
execute() method of ECIInteraction.
For further information about using the javax.resource.cci.Streamable
interface to build input records and retrieve byte arrays from output records,
see the CICS Transaction Gateway: Programming Guide.

Installing the CCI Connector for CICS TS
Compiling CCI applications
To compile an application that uses the CCI Connector for CICS TS, you must
include the following CICS-supplied JAR files in your Java classpath:
connector.jar The CCI APIs, required by all CCI applications
dfjcci.jar

The CICS TS implementations of the CCI APIs

When you install CICS, connector.jar is installed into the %JAVA_HOME%/standard/
jca HFS directory (where %JAVA_HOME% is the value of the JAVADIR parameter
on the DFHISTAR CICS installation job); dfjcci.jar is installed into the
/usr/lpp/cicsts/cicsts23/lib directory (where cicsts23 is the value of the
USSDIR parameter on the DFHISTAR installation job).

Running CCI applications on CICS TS
You shouldn’t need to take any special steps to set up CICS to support applications
that use the CCI Connector for CICS TS.

Data conversion and the CCI Connector for CICS TS
To represent text data, Java programs always use the Unicode character set, while
CICS TS programs use EBCDIC. When a Java program or enterprise bean calls a
CICS TS server program, any text values in the communications area of the server
program must be converted from Unicode to EBCDIC on input, and from EBCDIC
to Unicode on output. However, the CCI Connector for CICS TS handles this data
conversion automatically. When converting to and from Unicode, the JCICS
Program.link() call issued by the connector uses, as the alternative coding system,
Chapter 6. The CCI Connector for CICS TS

133

the coding system of the execution environment; because the connector runs on
z/OS, the alternative coding system is EBCDIC.
Note: By default, the Record objects passed to the connector’s
Interaction.execute() method use the EBCDIC code page used by the
connector’s execution environment.

Requirements
The hardware and software requirements for the CCI Connector for CICS TS are
the same as for CICS TS generally.

Changes to CICS externals
There are changes to a number of CICS external interfaces in support of the CCI
Connector for CICS TS. These are:
v “Changes to programming interfaces”
v “Changes to sample programs”
v “Changes to problem determination” on page 135

Changes to programming interfaces
CICS TS for z/OS, Version 2.3 supports the Common Client Interface (CCI) defined
by Version 1.0 of the J2EE Connection Architecture. Specifically, CICS supplies the
CCI Connector for CICS TS, which allows Java components running in CICS TS to
connect to CICS server programs.
The Common Client Interface is described in “The Common Client Interface” on
page 126.

Changes to sample programs
CICS supplies three new sample programs that illustrate how to:
1. Publish a connection factory to a JNDI namespace (the
CICSConnectionFactoryPublish sample). You can use the sample to create a
ConnectionFactory object suitable for use with the CCI Connector for CICS
TS, and to publish it to the JNDI namespace used by the local CICS region. An
enterprise bean or Java program, running on CICS, can then perform a JNDI
lookup to obtain a reference to the connection factory.
Note: The recommended way for an application to obtain a
ConnectionFactory suitable for use with the CCI Connector for CICS TS
is to perform a JNDI lookup of one previously published by the
CICSConnectionFactoryPublish sample. However, if your application
needs to create a suitable ConnectionFactory programmatically, see the
CICS Transaction Gateway: Programming Guide for information about
programming ConnectionFactory objects.
2. Retract a previously-published connection factory from the JNDI namespace
(the CICSConnectionFactoryRetract sample).
3. Look up a connection factory in the JNDI namespace (the CCI Connector
sample). This sample also shows you how to use the CCI Connector for CICS
TS to call a CICS server program.
The CICSConnectionFactoryPublish, CICSConnectionFactoryRetract, and CCI
Connector samples are described in Java Applications in CICS.
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The existing EJB Bank Account sample application has been modified to use the
CCI Connector for CICS TS. (Previously, it used the deprecated CICS Connector for
CICS TS.) The sample implements a CICS enterprise bean that uses the connector
to link to back-end CICS COBOL programs. The EJB Bank Account sample
application is described in Java Applications in CICS.

Changes to problem determination
Messages
New messages are introduced as a result of the introduction of the CCI Connector
for CICS TS. All new and changed messages are described in the CICS Messages
and Codes manual.

Trace
The CICS trace points related to the connector are in the range EJ 0600—EJ 06FF.
These are described in the CICS Trace Entries manual.
To control the output of CICS trace information from the connector, use CICS trace
control in the normal way.

Migration
Migrating without exploiting the new function
Existing applications that use the CICS Connector for CICS TS—whether they use
the connector’s CCF Client Interface or the CICS Transaction Gateway API—will
continue to work unchanged in CICS TS for z/OS, Version 2.3. However, if you
need to update these applications, you should consider re-engineering them to use
the CCI Connector for CICS TS—see Table 4 on page 136.

Migration to the new function
If you create new CICS Java components that connect to CICS server programs, it
is recommended that you use the CCI Connector for CICS TS rather than the CICS
Connector for CICS TS. The use of the CICS Connector for CICS TS in new
applications is deprecated.
If you need to update an existing application that uses the CICS Connector for
CICS TS, whether you decide to re-engineer the application to use the CCI
Connector for CICS TS may depend on factors such as the following:
v Which of the CICS Connector for CICS TS’s interfaces the application uses—the
CCF Client Interface or the CICS Transaction Gateway API
v If the CCF Client Interface is used, whether it is programmed directly or by
means of higher-level constructs (for example, Command beans, Navigators,
record beans) created by a tool such as VisualAge® for Java Enterprise Access
Builder
Table 4 on page 136 summarizes the upgrade choices for CICS Java components
that use either the CICS Connector for CICS TS or the CCI Connector for CICS TS,
and states a preferred solution for each case.
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Table 4. Suggested upgrade path for CICS Java components that use the CICS CCF or CCI connectors
Connector
used by
current
program

Connector interface used
by current program

CICS
Connector for
CICS TS

CICS Transaction Gateway
API (ECIRequest)

Supported

The CICS Transaction Gateway API is not deprecated
and can continue to be used. Its drawback is that it’s an
IBM-proprietary interface.

CICS
Connector for
CICS TS

CCF, programmed directly

Supported

CCF is deprecated, replaced by CCI. Re-engineer to
use the CCI Connector for CICS TS, which performs
better than the CICS Connector for CICS TS and uses
an industry-standard interface. Program the connector
either directly or by means of a rapid application
development (RAD) tool that supports it.

CICS
Connector for
CICS TS

CCF, programmed with VAJ
Enterprise Access Builder or
similar

Supported

CCF is deprecated, replaced by CCI. Re-engineer to
use the CCI Connector for CICS TS, which performs
better than the CICS Connector for CICS TS and uses
an industry-standard interface. Program the connector
either directly or by means of a RAD tool that supports
it.
Note: It is possible to program the CCI Connector for
CICS TS using VAJ Enterprise Access Builder, but this
is not recommended because VAJ/EAB will soon cease
to be supported.

CCI Connector CCI, programmed directly
for CICS TS

Supported

CCI can be used indefinitely. Programming the CCI
directly gives the best performance.

CCI Connector CCI, programmed with VAJ
for CICS TS
Enterprise Access Builder or
similar

Supported

To continue using VAJ/EAB, changes must be made to
the application.
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Status in
CICS TS
2.3

Suggested upgrade strategy

Chapter 7. Improved authentication and encryption for SSL
CICS Transaction Server for z/OS, Version 2 Release 3 adds new function to the
existing support for the Secure Sockets Layer (SSL):
v For the Internet Inter-Orb Protocol (IIOP), you can use asserted identity
authentication between client and server, to identify and authenticate the client to
the target application.
v For the Hypertext Transfer Protocol (HTTP), and for IIOP, you can select the
level of encryption used between client and server.
For more information, see:
v “Benefits”
v “Changes to authentication”
v “Changes to encryption” on page 140
v “Requirements” on page 141
v “Changes to CICS externals” on page 141
v “CICSPlex SM support” on page 146

Benefits
CICS Transaction Server for z/OS, Version 2 Release 3 extends the possibilities for
secure interoperation between CICS and other IBM and non-IBM systems. CICS
supports a variety of authentication protocols suitable for use in all environments,
ranging from highly controlled secure intranets, where — in many cases — simple
authentication protocols provide sufficient protection, to the open environment of the
internet, where only the most rigorous authentication protocols can be relied upon
to protect critical data.
Support for secure interoperation with non-IBM systems is provided by the SSL
client certificate authentication protocol. In addition, SSL client certificate
authentication, and asserted identity authentication support secure interoperation
with WebSphere® Application Server.
Support for asserted identity authentication enables secure interoperability between
CICS and WebSphere Application Server.
Support for PRIVACY enables you to specify the level of encryption that is best for
your installation:
v You can specify PRIVACY(REQUIRED) if you want all communications between
client and server to be encrypted.
v You can specify PRIVACY(NOTSUPPORTED) if encryption of communications
between client and server is not required. Using this option avoids the overhead
of encryption.

Changes to authentication
Authentication is the process by which a service accurately establishes the
authenticity of a user making a request In many systems, the user’s identity is
verified by checking a password supplied by the user. In a system in which there is
no possibility of a password being intercepted, this level of authentication may be
sufficient; however, in an insecure network, it is possible that passwords can be
intercepted, and used to impersonate legitimate users of the system.
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In an environment where your applications may be accessed by users across the
internet, and by users who are outside the control of your organization, a more
secure method of authentication is required.
On the other hand, there are situations where a limited level of authentication is
sufficient. If you have a client system that authenticates its users, and
communicates with a server in a secure environment, you may not need to
authenticate end users at the server, but rely entirely on the client’s authentication
mechanisms.
Previous releases of CICS supported SSL client certificate authentication for IIOP
clients; CICS Transaction Server for z/OS, Version 2 Release 3 supports the
following additional authentication protocol for IIOP clients:
Asserted identity authentication
Asserted identity authentication can be used when an IIOP client
communicates with the target server through an intermediate server:
1. The target server verifies that the intermediate server can be trusted to
authenticate its clients.
2. When the intermediate server receives a request, it authenticates the
client using whatever authentication protocol is appropriate. If the client
is successfully authenticated, the intermediate server passes the
request to the target server
3. Because the target server trusts the intermediate server to authenticate
the client, it makes no further checks of the client’s authenticity before
processing the client’s request.
CICS Transaction Server for z/OS, Version 2 Release 3 supports asserted identity
authentication in the following configurations:
Intermediate server

Target server

CICS Transaction Server for z/OS, Version 2 CICS Transaction Server for z/OS, Version 2
Release 3
Release 3
WebSphere Application Server V4.0 or V5.0

CICS Transaction Server for z/OS, Version 2
Release 3

CICS Transaction Server for z/OS, Version 2 WebSphere Application Server V4.0 or V5.0
Release 3

Not all server objects require the same authentication protocol: access to objects
which process highly sensitive information will require the most secure levels of
authentication, while access to other objects may need less rigorous authentication,
or none at all. The authentication protocols supported by an object are made known
to clients in the IOR for the object.
v When CICS is the server, the authentication protocols are specified in
CORBASERVER resources. When the Generic Factory Interoperable Object
Reference (GenFacIOR) of the CORBASERVER is published, the authentication
protocols supported by each object are made known to clients in the
GenFacIOR.
v When CICS is the client, it examines the IOR for the server object to determine
which authentication protocols the object supports, and selects the protocol to
use. If more than one protocol is supported, CICS selects the first supported
protocol from
1. Asserted identity authentication
2. SSL client certificate authentication
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If neither protocol is supported, no authentication is used.

Configuring CICS to use asserted identity authentication
You can configure each CorbaServer in your CICS region as:
An intermediate server
The intermediate server authenticates a client using whatever authentication
protocol is appropriate.
A target server
The target server trusts the intermediate server to authenticate the client,
and does not perform its own authentication.
In either case, you must establish a trust relationship between the intermediate and
target servers.

Establishing a trust relationship between the servers
To establish a trust relationship between the intermediate and target servers, where
the target server is a CICS CorbaServer, perform the following steps:
1. Configure your CICS region to use SSL authentication. See the CICS RACF®
Security Guide for more information.
2. Associate the intermediate server’s client certificate with a RACF userid. For
more information, see the CICS RACF Security Guide.
3. Create a profile named DFH.applid.corbaserver.ASSERTID in the SERVAUTH
general resource class, where
applid is the APPLID of the CICS region
corbaserver
is the name of the target CorbaServer
For example, use the following RACF command:
RDEFINE SERVAUTH DFH.applid.corbaserver.ASSERTID
UACC(NONE)

4. Give the intermediate server’s userid (established in step 2) READ authority to
the profile. For example, use the following RACF command:
PERMIT DFH.applid.corbaserver.ASSERTID
CLASS(SERVAUTH)
ID(server_userid)
ACCESS(READ)

For information about establishing a trust relationship where the target server is
another product, see the documentation for the target server.

Configuring a CorbaServer as an intermediate server
To configure a CICS CorbaServer as an intermediate server, perform the following
steps:
1. Configure your CICS region to use SSL authentication. See the CICS RACF
Security Guide for more information.
2. Specify the certificate that will authenticate this server in the CERTIFICATE
attribute of the CORBASERVER definition.

Configuring a CorbaServer as the target server
To configure a CICS CorbaServer as the target server, perform the following steps:
1. Configure your CICS region to use SSL authentication. See the CICS RACF
Security Guide for more information.
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2. Define and install a TCPIPSERVICE to define the characteristics of the port
which is used for inbound IIOP with asserted identity authentication. Specify
AUTHENTICATE(ASSERTED) when you define the TCPIPSERVICE.
3. Define and install a CORBASERVER. Specify the name of the TCPIPSERVICE
you defined in step 2 in the ASSERTED attribute.

Changes to encryption
There are many different algorithms which can be used for encrypting data, and for
computing the message authentication code. Some provide the highest levels of
security, but require a large amount of computation for encryption and decryption;
others are less secure, but provide rapid encryption and decryption. The length of
the key used for encryption affects the level of security — the longer the key, the
more secure the data. However, U.S. government regulations restrict the export of
products containing the longest encryption keys, and so the most secure encryption
levels may not be available in all countries.
To allow users to select the level of security that suits their needs, and to enable
communication with others who may have different needs, SSL defines cipher
suites, or sets of ciphers. When an SSL connection is established, the client and
server exchange information about which cipher suites they have in common. They
then communicate using the common cipher suite that offers the highest level of
security. If they do not have a cipher suite in common, then secure communication
is not possible.
The cipher suites supported by z/OS are shown in Table 5.
Table 5. Cipher suites supported by z/OS
Cipher suite

Encryption
algorithm

Key length

MAC algorithm

01

No encryption

MD5

02

No encryption

SHA

03

RC4

40 bits

MD5

04

RC4

128 bits

MD5

05

RC4

128 bits

SHA

06

RC2

40 bits

MD5

09

DES

56 bits

SHA

0A

Triple DES

168 bits

SHA

The terms used in this table are:
MD5

Message Digest algorithm

SHA

Secure Hash algorithm

RC2, RC4

Rivest encryption

DES

Data Encryption Standard

Triple DES

DES applied three times

CICS uses the cipher suites that are supported by z/OS. However, in CICS
Transaction Server for z/OS, Version 2 Release 3, you can further restrict the cipher
suites which CICS advertises in order to specify whether encryption is required or
not.
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To specify the level of encryption required:
For inbound IIOP and HTTP
use the PRIVACY attribute of the TCPIPSERVICE resource. See “Changes
to the TCPIPSERVICE resource definition” on page 142 for more
information.
For outbound IIOP
use the OUTPRIVACY attribute of the CORBASERVER resource. See
“Changes to the CORBASERVER resource definition” for more information.

Requirements
The hardware and software requirements for the improvements to authentication
and encryption are the same as for CICS TS generally.

Changes to CICS externals
There are changes to a number of CICS external interfaces in support of the
improvements to authentication and encryption. These are:
v “Changes to resource definition”
v “Changes to the application programming interface” on page 143
v “Changes to the system programming interface” on page 144

Changes to resource definition
There are changes to the following resources:
v CORBASERVER — see “Changes to the CORBASERVER resource definition.”
v TCPIPSERVICE — see “Changes to the TCPIPSERVICE resource definition” on
page 142.

Changes to the CORBASERVER resource definition
The following attributes have been added to the CORBASERVER resource
definition:
ASSERTED
specifies the 8-character name of a TCPIPSERVICE that defines the
characteristics of the port which is used for inbound IIOP with asserted identity
authentication.
OUTPRIVACY(SUPPORTED|NOTSUPPORTED|REQUIRED)
specifies the level of SSL encryption required for outbound requests from this
CORBASERVER. During the SSL handshake, the client and server advertise
which cipher suites they support, and, from those they both support, select the
suite that offers the most secure level of encryption. For more information about
cipher suites, see “Changes to encryption” on page 140.
NOTSUPPORTED
Encryption must not be used. During the SSL handshake, CICS advertises
only the cipher suites that it supports and that do not provide encryption.
REQUIRED
Encryption must be used. During the SSL handshake, CICS advertises only
the cipher suites that it supports and that provide encryption.
SUPPORTED
Encryption is used if both client and server support it. During the SSL
handshake, CICS advertises all the cipher suites that it supports.
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Changes to the TCPIPSERVICE resource definition
The following attribute has been added to the TCPIPSERVICE resource definition:
PRIVACY(SUPPORTED|REQUIRED|NOTSUPPORTED)
specifies the level of SSL encryption required for inbound connections to this
service. During the SSL handshake, the client and server advertise which cipher
suites they support, and, from those they both support, select the suite that
offers the most secure level of encryption. For more information about cipher
suites, see the CICS RACF Security Guide.
NOTSUPPORTED
Encryption must not be used. During the SSL handshake, CICS advertises
only the cipher suites that it supports and that do not provide encryption.
REQUIRED
Encryption must be used. During the SSL handshake, CICS advertises only
the cipher suites that it supports and that provide encryption.
SUPPORTED
Encryption is used if both client and server support it. During the SSL
handshake, CICS advertises all the cipher suites that it supports.
You can now specify AUTHENTICATE(ASSERTED)on the TCPIPSERVICE
resource definition:
AUTHENTICATE(NO|BASIC|CERTIFICATE|
AUTOREGISTER|AUTOMATIC|ASSERTED)
specifies the level of authentication required on connections associated with this
TCPIPSERVICE definition. You can now specify the following values when
PROTOCOL(IIOP) is specified:
NO
CERTIFICATE
ASSERTED
The following value of the AUTHENTICATE attribute is new:
ASSERTED
Asserted identity authentication is used to authenticate and identify the
client.
Asserted identity authentication can be used when an IIOP client
communicates with the target server through an intermediate server,
and both servers use the same security manager:
1. The intermediate server’s identity is authenticated by the target
server using SSL client certificate authentication.
2. Through the security manager, the target server verifies that the
intermediate server can be trusted to authenticate its clients.
3. When the intermediate server receives a request, it authenticates
the client using whatever authentication protocol is appropriate. If
the client is successfully authenticated, the intermediate server
passes the request to the target server
4. Because the target server trusts the intermediate server to
authenticate the client, it makes no further checks of the client’s
authenticity before processing the client’s request.

Relationship between AUTHENTICATE and SSL attributes
The user ID for the target transaction is determined by
v the values of the AUTHENTICATE and SSL attributes specified on the
TCPIPSERVICE definition.
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v whether the client sends a certificate.
v whether the certificate is associated with a RACF userid.
Table 6 shows how CICS identifies the user associated with an IIOP client request:
Table 6. How the user of an IIOP client is identified
AUTHENTICATE SSL

How the user is identified

NO

NO or YES

The user ID is provided by the program specified in
the URM attribute of the TCPIPSERVICE resource
definition

NO

CLIENTAUTH

If the client does not send a certificate, or sends a
certificate that is not associated with a user ID, then
user ID is provided by the program specified in the
URM attribute of the TCPIPSERVICE resource
definition.
If the client sends a certificate that is associated with
a user ID, then that user ID is used for the
transaction

CERTIFICATE

CLIENTAUTH

If the client does not send a certificate, or sends a
certificate that is not associated with a user ID, then
the connection is rejected.
If the client sends a certificate that is associated with
a user ID, then that user ID is used for the
transaction

ASSERTED

CLIENTAUTH

If the client (which, in this case, is typically an
intermediate server) does not send a certificate, or
sends a certificate that is not associated with a user
ID, then the connection is rejected.
If the client sends a certificate that is associated with
a user ID, then the client is trusted to identify and
authenticate its own clients, and the user ID sent in
the IIOP request is used for the transaction.

Notes:
1. Combinations of values for the AUTHENTICATE and SSL attributes which are not listed
in this table are invalid, and cannot be specified in the TCPIPSERVICE definition.
2. For more information about the user-replaceable program, see Java Applications in
CICS.
3. If a program is not specified in the URM attribute of the TCPIPSERVICE definition, then
the default user ID is used.

Changes to the application programming interface
The PRIVACY option, and a new CVDA for the AUTHENTICATE option, have been
added to the EXTRACT TCPIP command. The new and changed option
descriptions are:
AUTHENTICATE(cvda)
returns a CVDA indicating the authentication requested for the client using this
transaction. Possible values are:
ASSERTED
AUTOAUTH
AUTOREGISTER
BASICAUTH
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CERTIFICAUTH
NOAUTHENTIC
PRIVACY
returns a CVDA indicating the level of SSL encryption used between the
transaction and its client for an inbound IIOP request. Possible values are:
NOTSUPPORTED
REQUIRED
SUPPORTED

Changes to the system programming interface
There are changes to the following commands:
v INQUIRE CORBASERVER. See “Changes to the INQUIRE CORBASERVER
command” for more information.
v INQUIRE TCPIPSERVICE. See “Changes to the INQUIRE TCPIPSERVICE
command” for more information.
v CREATE CORBASERVER. See “Changes to the CREATE CORBASERVER
command” on page 145 for more information.
v CREATE TCPIPSERVICE. See “Changes to the CREATE TCPIPSERVICE
command” on page 145 for more information.

Changes to the INQUIRE CORBASERVER command
Two new options have been added to the INQUIRE CORBASERVER command.
They are::
ASSERTED
returns the 8-character name of a TCPIPSERVICE resource that defines the
characteristics of the port which is used for inbound IIOP with asserted identity
authentication.
OUTPRIVACY
returns a CVDA indicating the level of SSL encryption required for outbound
requests from this CORBASERVER. CVDA values are:
REQUIRED
Encryption must be used. During the SSL handshake, CICS advertises
only supported cipher suites that provide encryption.
SUPPORTED
Encryption is used if both client and server support it. During the SSL
handshake, CICS advertises all supported cipher suites.
NOTSUPPORTED
Encryption must not be used. During the SSL handshake, CICS
advertises only supported cipher suites that do not provide encryption.

Changes to the INQUIRE TCPIPSERVICE command
The PRIVACY option, and a new CVDA for the AUTHENTICATE option, have been
added to the EXTRACT TCPIP command.
The new and changed option descriptions are:
AUTHENTICATE(cvda)
returns a CVDA indicating the authentication requested for clients using this
service. Possible values are:
ASSERTED
AUTOAUTH
AUTOREGISTER
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BASICAUTH
CERTIFICAUTH
NOAUTHENTIC
PRIVACY(cvda)
returns a CVDA indicating the level of SSL encryption required for inbound
connections to this service. CVDA values are:
REQUIRED
Encryption must be used. During the SSL handshake, CICS advertises
only supported cipher suites that provide encryption.
SUPPORTED
Encryption is used if both client and server support it. During the SSL
handshake, CICS advertises all supported cipher suites.
NOTSUPPORTED
Encryption must not be used. During the SSL handshake, CICS
advertises only supported cipher suites that do not provide encryption.

Changes to the CREATE CORBASERVER command
There are new attributes on the CREATE CORBASERVER command:
ASSERTED
OUTPRIVACY

Changes to the CREATE TCPIPSERVICE command
There are new attributes on the CREATE TCPIPSERVICE command:
PRIVACY

Changes to CICS supplied transactions
There are changes to the CEMT transaction:
v INQUIRE CORBASERVER. See “Changes to CEMT INQUIRE CORBASERVER”
for more information.
v INQUIRE TCPIPSERVICE. See “Changes to CEMT INQUIRE TCPIPSERVICE”
on page 146 for more information.

Changes to CEMT INQUIRE CORBASERVER
CEMT INQUIRE CORBASERVER returns the following new parameters:
Asserted(value)
returns the 8-character name of a TCPIPSERVICE that defines the
characteristics of the port which is used for inbound IIOP with asserted identity
authentication.
Outprivacy(cvda)
returns the level of SSL encryption required for outbound connections from this
CORBASERVER. Values are:
Required
Encryption must be used. During the SSL handshake, CICS advertises
only supported cipher suites that provide encryption.
Supported
Encryption is used if both client and server support it. During the SSL
handshake, CICS advertises all supported cipher suites.
Notsupported
Encryption must not be used. During the SSL handshake, CICS
advertises only supported cipher suites that do not provide encryption.
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Changes to CEMT INQUIRE TCPIPSERVICE
CEMT INQUIRE TCPIPSERVICE returns the following new parameters:
Privacy
returns the level of SSL encryption required for inbound connections to this
service. Values are:
Required
Encryption must be used. During the SSL handshake, CICS advertises
only supported cipher suites that provide encryption.
Supported
Encryption is used if both client and server support it. During the SSL
handshake, CICS advertises all supported cipher suites.
Notsupported
Encryption must not be used. During the SSL handshake, CICS
advertises only supported cipher suites that do not provide encryption.
A new value is returned on the Authenticate option. The new value is:
Asserted
Asserted identity authentication is used.

CICSPlex SM support
There are a number of changes to CICSPlex SM views and resource tables in
support of the improvements to authentication and encryption .
v The Web User Interface starter set BAS view EYUSTARTTCPDEF and the ISPF
end user interface view TCPDEF display details about a TCP/IP service
definition. The following field has been added:
Privacy
Indicates the level of SSL encryption required for outbound
requests for the CORBASERVER.
The following field has been changed:
AUTHENTICATE
The new value ASSERTED has been added to indicate that the
asserted identity protocol is being used.
Matching changes have been made to the TCPDEF resource table.
v The Web User Interface starter set BAS view EYUSTARTEJCODEF and the
ISPF end user interface view EJCODEF display details of a CorbaServer
resource definition. The following fields have been added:
Asserted
Indicates the name of the TCPIPSERVICE that defines the port
used for inbound IIOP with asserted identity authentication.
Outprivacy
Indicates the level of SSL encryption required for outbound
requests for the CORBASERVER.
Status
Indicates whether the CorbaServer is enabled or disabled.
Matching changes have been made to the EJCODEF resource table.
v The Web User Interface starter set view EYUSTARTTCPIPS and the ISPF end
user interface view TCPIPSD display information about TCP/IP service definition.
The following field has been added:
Privacy
Indicates the level of SSL encryption required for outbound
requests for the CORBASERVER.
A matching change has been made to the TCPIPS resource table.
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v The Web User Interface starter set view EYUSTARTEJCOSE and the ISPF end
user interface view EJCOSED display details of an installed CorbaServer. The
following fields have been added:
Ouprivacy
Indicates the level of SSL encryption required for outbound
requests for the CORBASERVER.
Asserted
Indicates the name of the TCPIPSERVICE that defines the port
used for inbound IIOP with asserted identity authentication.
Matching changes have been made to the EJCOSE resource table.
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Chapter 8. EJB trace and serviceability enhancements
CICS Transaction Server for z/OS, Version 2 Release 3 provides new system
programming (SPI) commands to help you when you need to trace related EJB
requests through several CICS regions. The commands are:
INQUIRE WORKREQUEST
SET WORKREQUEST
They enable you to:
v determine which transactions are associated with a single work request
v correlate all transactions associated with a single work request
v purge selected work requests
For example, you can use the new commands to:
v trace an EJB request to help diagnose hanging or failing requests
v identify the transactions associated with a single work request for accounting
purposes
For more information, see:
v “Benefits”
v “Overview of the EJB trace and serviceability enhancements”
v “Requirements” on page 150
v “Changes to CICS externals” on page 150
v “Changes to CICS TS for z/OS, Version 2.2 related to EJB trace and
serviceability enhancements” on page 151
v “CICSPlex SM support” on page 151

Benefits
The EJB trace and serviceability enhancements described in this section make it
easier, and in many cases make it possible, for you to deal with the situations
described in “Overview of the EJB trace and serviceability enhancements.”

Overview of the EJB trace and serviceability enhancements
You might want to trace an EJB request when you are trying to diagnose hanging or
failing requests, or when you need to be able to uniquely identify all transactions
associated with a single request in order to monitor that activity or perhaps for
accounting purposes.
The main problems when trying to diagnose hanging or failing requests when an
EJB logical server comprises multiple CICS regions are that you have to determine:
v The region where the request originated (the request receiver)
v The target (a CICS region or other server) that the request has been routed to.
The current approach is to:
v Trace the request or take a system dump and format the II domain.
v Repeat this process for every CICS region in the EJB logical server.
v Once all the documentation has been collected the systems programmer then
has to manually trace every CICS Task Tracking Context starting with the original
Request Receiver and ending with the last Request Processor.
v If there is another EJB Server in the chain e.g. WAS 5.0, then following the trail
is difficult if not impossible as it will look like a new request
© Copyright IBM Corp. 2003,2006
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If you are trying to correlate all the tasks within a single request for monitoring and
accounting purposes, the same approach would have to be used. However,
monitoring and accounting activities tend to be continuous rather than dealing with
a single exception situation. With that volume of analysis to perform, the task
becomes impossible.
New system programming interface (SPI) commands INQUIRE WORKREQUEST
and SET WORKREQUEST are introduced with CICS Transaction Server for z/OS,
Version 2 Release 3 to enable you to:
v determine which transactions are associated with a single request
v correlate all transactions associated with a single request
v purge selected work requests
Each request shows:
v the local task number and transaction id
v the type of request, the first type supported is IIOP
v a unique (printable) string that can be entered on the command as a filter e.g.
– Worktype
– ClientIPAddress
– Target VTAM applid or TCPIP address
In this release of CICS, the INQUIRE and SET WORKREQUEST commands are
only available for IIOP tasks.
WorkRequests associated with RequestReceivers are not included, they are very
lightweight and all this information is available in the RequestProcessor. A
RequestReceiver may process more that one request per instance and may have
left the system long before the request has completed.
When you interrogate a logical server using the CPSM WUI, you have a single
screen displaying all WorkRequests in the server
You are able with these commands to purge a RequestProcessor in a manner
similar to purging a task from the CEMT INQ TASK list.

Requirements
The hardware and software requirements for the EJB trace and serviceability
enhancements are the same as for CICS TS generally.

Changes to CICS externals
There are changes to a number of CICS external interfaces in support of the EJB
trace and serviceability enhancements. These are:
v “Changes to the system programming interface”
v “Changes to CICS supplied transactions” on page 151

Changes to the system programming interface
New SPI commands - INQUIRE WORKREQUEST and SET WORKREQUEST are
provided.
INQUIRE WORKREQUEST supports the START BROWSE, GET NEXT, and END
BROWSE functions common to other SPI INQUIRE commands. You can specify
filter data on the START BROWSE.
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INQUIRE WORKREQUEST returns:
1. a list of all transactions in the local region where Requests are being processed,
when no parameters are specified
2. a list of all transactions within a region filtered on specific parameters e.g. TXID
or ClientIPAddress. The filtering parameters are specified on the start browse
request.
3. a single transaction determined by the task number specified
The SPI command - SET WORKREQUEST provides Purge or Forcepurge function
for a specific local task, but this action is inhibited for RequestReceivers.

Changes to CICS supplied transactions
New CEMT commands INQUIRE WORKREQUEST and SET WORKREQUEST are
introduced. They perform the same functions as their SPI counterparts.
INQUIRE WORKREQUEST returns:
1. a list of all transactions in the local region where Requests are being processed,
when no parameters are specified
2. a list of all transactions within a region filtered on specific parameters e.g. TXID
or ClientIPAddress. The filtering parameters are specified on the start browse
request.
3. a single transaction determined by the task number specified

Changes to CICS TS for z/OS, Version 2.2 related to EJB trace and
serviceability enhancements
If there are any CICS TS for z/OS, Version 2.2 regions in your sysplex, you must
apply the PTF for APAR PQ79565 to them, otherwise EJB tasks, and any other
uses of IIOP will fail because of changes to the data structures that IIOP uses in
CICS TS for z/OS, Version 2.3.
Note: The PTF for APAR PQ79565 does not enable you to initiate enquiries from a
CICS TS for z/OS, Version 2.2 region. It simply makes the IIOP functions
compatible with the changes made for CICS TS for z/OS, Version 2.3.
This prevents the loss of the workrequest data when calls go through 2.2
regions. Without the APAR, results are unpredictable in these circumstances.

CICSPlex SM support
There are a number of changes to CICSPlex SM views and resource tables
relating to CICS support for the EJB trace and serviceability enhancements. There
are no new ISPF end user interface views in CICS Transaction Server for z/OS,
Version 2 Release 3. Instead new CICSPlex SM Web User Interface starter set
views and menus are provided.
v The following Web User Interface starter set view and menu are added:
EYUSTARTWORKREQ
Displays information about work request tasks. It contains the following
attributes:
CLIENTIPADDR
The TCPIP address of the client that originated the
request
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LISTENERPORT
The host port that received the request
TASK (key)
The local task number
TRANSID
The local transaction identifier
OAPPLID
The applid of the originating task
OTASK
The task that received the request
OTRANSID
The identifier of the transaction that received the request
TSYSTEM
Identifier of the target system
REQUESTID The identifier of the current request
STACK
The stack level of the call
WORKTYPE The type of work being performed
Purge (action)
Sets the purge action for the local task
Forcepurge (action)
Sets the force purge action for the local task
EYUSTARTOPERATE menu
Includes a link to the EYUSTARTWORKREQ view.
v The new resource table WORKREQ, has been added. See CICSPlex SM
Resource Tables Reference for details.
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Chapter 9. Miscellaneous changes to CICS support for
enterprise beans
CICS TS for z/OS, Version 2.3 includes miscellaneous changes to the support for
the Enterprise JavaBeans (EJB) architecture:
v Support for Version 1.4.2 of the IBM Software Developer Kit for z/OS, Java 2
Technology Edition.
v Support for Version 2.3 of the Common Object Request Broker Architecture
(CORBA), and Internet Inter-ORB Protocol (IIOP) Version 1.2
v Improvements to the performance of enterprise beans
v Improved monitoring and statistics
For more information, see:
v “Benefits”
v “Support for SDK 1.4.2”
v “Support for CORBA 2.3 and IIOP 1.2” on page 154
v “EJB performance improvements” on page 154
v “Improved monitoring and statistics for enterprise beans” on page 154
v “Requirements” on page 154
v “Changes to CICS externals” on page 154
v “Migration” on page 158
v “CICSPlex SM support” on page 165

Benefits
The benefits of CICS improved support for enterprise beans are as follows:
v CICS application programmers are able to use the new APIs and features of
Java 1.4 and CORBA 2.3—see “Support for SDK 1.4.2.”
v The performance of a CICS TS for z/OS, Version 2.3 EJB server is better than
that of a CICS TS for z/OS, Version 2.2 EJB server—see “EJB performance
improvements” on page 154.
v Improved monitoring and statistics information about enterprise beans means that
you are better able to measure the performance of your EJB servers—see
“Improved monitoring and statistics for enterprise beans” on page 154.

Support for SDK 1.4.2
The CICS TS for z/OS, Version 2.3 JVM supports Version 1.4.2 of the IBM
Software Developer Kit for z/OS, Java 2 Technology Edition. Some of the new
features available in Java 1.4 are:
v Updated XML technology
v A logging API
v A new Input/Output API
v A preferences API
v Support for assertions
For full details of Java 1.4, refer to http://java.sun.com/j2se/1.4.2/.
#
#

Version 1.3.1 of the IBM Software Developer Kit for z/OS is not supported in CICS
TS for z/OS, Version 2.3.
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Support for CORBA 2.3 and IIOP 1.2
The Object Request Broker (ORB) shipped with CICS TS for z/OS, Version 2.3
supports:
v Version 2.3 of the Common Object Request Broker Architecture (CORBA). (CICS
TS for z/OS Version 2.2 supported only Version 2.1.)
v Internet Inter-ORB Protocol (IIOP) Version 1.2 (including General Inter-ORB
Protocol (GIOP) 1.2 fragments).

EJB performance improvements
The performance of enterprise beans has been improved. In particular, when a JVM
is reset some objects are cached for reuse, which greatly improves performance.
In previous releases of CICS, an EJB deployed JAR file was considered to contain
only application code. In CICS TS for z/OS, Version 2.3, the CICS-generated code
within the deployed JAR file (the implementation of the beans’ home and
component interfaces) is treated as middleware. This means that some objects that
were previously held in the application heap and discarded when the JVM was
reset have become long-lived middleware heap objects. Now, when a JVM is
reused to process requests against the same enterprise beans, the cached objects
are reused, which greatly improves performance.
There is also a JNDI cache, which greatly improves the performance of JNDI
lookups.
Note: There are improvements for non-enterprise bean Java transactions too. The
launcher code for these transactions has been significantly optimized to
reduce the pathlength that it imposes on each transaction execution—thus
increasing Java transaction throughput.

Improved monitoring and statistics for enterprise beans
A new group of enterprise bean-related fields is added to performance-class
monitoring records—see “Changes to monitoring” on page 156.
New sets of enterprise bean-related statistics are available—see “Changes to
statistics” on page 156.

Requirements
The hardware requirements for CICS improved support for enterprise beans are the
same as for CICS TS generally.
The software requirements for CICS improved support for enterprise beans are:
v IBM Developer Kit for OS/390®, Java 2 Technology Edition, Version 1.4.2

Changes to CICS externals
There are changes to a number of CICS external interfaces. These are:
v “Changes to resource definition” on page 155
v “Changes to the system programming interface” on page 155
v “Changes to CICS supplied transactions” on page 155
v “Changes to user-replaceable programs” on page 156
v “Changes to monitoring” on page 156
v “Changes to statistics” on page 156
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v
v
v
v

“Changes
“Changes
“Changes
“Changes

to
to
to
to

CICS sample programs” on page 157
CICS utilities” on page 157
WebSphere utilities” on page 157
problem determination” on page 158

Changes to resource definition
Monitoring control table, DFHMCT
You can specify some new values on the INCLUDE and EXCLUDE operands of the
DFHMCT TYPE=RECORD macro. These values allow you to include or exclude
enterprise bean-related fields from performance-class monitoring records. The new
values are shown in Table 7.
Table 7. Enterprise bean-related fields that can be included or excluded from
performance-class monitoring records
Group Name

Field Id

Description

DFHEJBS

311

DFHEJBS

312

DFHEJBS

313

DFHEJBS

314

DFHEJBS

315

DFHEJBS

316

DFHEJBS

317

CorbaServer for which the request processor instance is
handling requests
Number of enterprise bean activations that have occurred
in this request processor
Number of enterprise bean passivations that have occurred
in this request processor
Number of enterprise bean creation calls that have
occurred in this request processor
Number of enterprise bean removal calls that have
occurred in this request processor
Number of enterprise bean method calls executed in this
request processor
Total for this request processor of fields 312–316

Changes to the system programming interface
Modified SPI commands
The following system programming commands have been modified:
EXEC CICS COLLECT STATISTICS
You can now specify the following new resource type on this command:
v BEAN
EXEC CICS PERFORM STATISTICS RECORD
You can now specify the following new resource type on this command:
v BEAN

Changes to CICS supplied transactions
Modified commands
The following CEMT commands have been modified:
CEMT PERFORM STATISTICS
You can now specify the following new resource type on this command:
v BEAN
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Changes to user-replaceable programs
The IIOP security program, DFHXOPUS
The sample IIOP security program, DFHXOPUS, has been changed to handle
GIOP 1.2 request headers. The actions taken by the sample program have not
changed. However, versions of GIOP from 1.2 onwards do not support the IIOP
Principal field in request headers. In some circumstances (where SSL(YES) or
SSL(NO) is specified on the TCPIPSERVICE definition and there is no RACF user
ID associated with the SSL client certificate), DFHXOPUS uses the first eight
characters of the IIOP Principal, if there is one, to derive the user ID that it returns.
For GIOP 1.2 requests, the IIOP Principal is not present and so DFHXOPUS will
never return it as the user ID.

The distributed routing program
A new field, DYRLEVEL, is added to the communications area passed to the
distributed routing program. DYRLEVEL is a migration aid. It contains the level of
CICS required in the target AOR to successfully process the routed request. (Note
that this is the specific—not the minimum—level of CICS required to process the
request successfully.) In a mixed-level logical server, when your routing program is
invoked for route selection (or route selection error), it can use the value of
DYRLEVEL to determine whether to route the request to a CICS TS 2.2 or CICS
TS 2.3 AOR.

Changes to monitoring
A new group of enterprise bean-related fields, DFHEJBS, is introduced into
performance-class monitoring records.
Group DFHEJBS contains the following performance data:
311 (TYPE-C, ‘CBSRVRNM’, 4 bytes)
The CorbaServer for which this request processor instance is handling
requests.
312 (TYPE-A, ‘EJBSACCT’, 4 bytes)
The number of bean activations that have occurred in this request processor.
313 (TYPE-A, ‘EJBSPACT’, 4 bytes)
The number of bean passivations that have occurred in this request processor.
314 (TYPE-A, ‘EJBCRECT’, 4 bytes)
The number of bean creation calls that have occurred in this request processor.
315 (TYPE-A, ‘EJBREMCT’, 4 bytes)
The number of bean removal calls that have occurred in this request processor.
316 (TYPE-A, ‘EJBMTHCT’, 4 bytes)
The number of bean method calls executed in this request processor.
317 (TYPE-A, ‘EJBTOTCT’, 4 bytes)
The total for this request processor of fields 312–316.

Changes to statistics
Enterprise bean statistics
These statistics are available online, and are mapped by the DFHEJBDS DSECT.
They are described in the CICS Performance Guide.
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Changes to CICS sample programs
The sample statistics program, DFH0STAT, has been changed to accommodate the
new enterprise bean statistics.

Changes to CICS utilities
DFHSTUP
The statistics utility program, DFHSTUP, has been changed to accommodate the
new enterprise bean statistics.

The Resource Manager for Enterprise Beans
You can use the Resource Manager for Enterprise Beans to determine which
version of GIOP is advertised in the published IOR for a specific enterprise bean.

Changes to WebSphere utilities
CICS ships with WebSphere Application Server Version 5. This section describes
how the WebSphere utilities used with CICS differ from their counterparts in
WebSphere Application Server Version 4.
#
#
#
#
#

The Assembly Toolkit (ATK) and the Application Assembly Tool
(AAT)

#
#
#
#

The Assembly Toolkit (ATK) and the Application Assembly Tool (AAT) can both be
used to deploy enterprise beans for use with CICS TS for z/OS, Version 2.3. It is
recommended that you use the most recent version available to you.
v The Assembly Toolkit (ATK) is a component of the Application Server Toolkit
(ASTK), which is supplied with WebSphere Application Server Version 5.1.
(ASTK is also available through other distribution channels.)
v The Application Assembly Tool (AAT) is the predecessor to the ATK, and is a
component of WebSphere Application Server Advanced Single Server Edition
Version 4.0, and WebSphere Application Server Version 5.0. It is not included in
WebSphere Application Server Version 5.1.

#
#
#

If you are using ATK to deploy your enterprise beans, you can choose the format
that is used for saving each ejb-jar file, such as EJB 1.1 or EJB 2.0. It is
recommended that where possible, you create deployment descriptors for EJB 1.1.

#
#
#
#
#

The AAT supplied with WebSphere Application Server Version 5.0 (but not that
supplied with WebSphere Application Server Version 4.0) supports EJB 2.0 JAR
files. If you use the WebSphere Version 5.0 AAT to edit an EJB 1.1 ejb-jar file, by
default AAT saves the edited file in EJB 1.1 format. However, if you create a new
ejb-jar file, AAT saves it in EJB 2.0 format.

#
#
#
#
#

Although CICS currently supports only Version 1.1 of the Enterprise JavaBeans
specification, it tolerates EJB 2.0 JAR files. It ignores any 2.0-specific features in
the deployment descriptor, except for local interfaces. (If you try to deploy an EJB
2.0 JAR file that contains local interfaces, CICS issues an error message and the
JAR file becomes unresolved.)

#
#
#

The WebSphere COS Naming Directory Server
The COS Naming Directory Server supplied with WebSphere Application Server
Version 5 differs from that supplied with WebSphere Application Server Version 4.
From Version 5 onwards:
v The default TCP/IP port used by the COS Naming Directory Server is 2809
(rather than 900 in WebSphere Version 4).
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v Java objects must be published to a specially-architected location called
domain/legacyRoot. (CICS publishes Java objects to a context defined by the
JNDIPREFIX option of the CORBASERVER definition, where the JNDI prefix is a
relative path.) If you do not specify the /domain/legacyRoot path from the root
node of the name space, CICS tries to publish Java objects to a JNDI prefix
location relative to the root node itself. This works for the COS Naming Directory
Server supplied with WebSphere Application Server Version 4, but fails with that
supplied with later versions of WebSphere Application Server.
The recommended way to specify the location of your name server is on the
com.ibm.cics.ejs.nameserver property in the JVM system properties file. If you
use the COS Naming Directory Server supplied with WebSphere Application
Server Version 5, you should specify the location like this:
com.ibm.cics.ejs.nameserver=iiop://mycsserv.hursley.ibm.com:2809/domain/legacyRoot

For more information, see the CICS System Definition Guide.

Changes to problem determination
New IIOP wait state
A new IIOP wait state is introduced. It affects an IIOP request receiver (DFHIIRR)
task, which suspends with resource type IIRR and resource name SOCFNOTI. It is
very similar to the existing SOCBNOTI wait, which occurs when a request receiver
task is waiting for input from the client or a reply from the request processor and
the TCP/IP connection is still open. However, SOCFNOTI also indicates that a client
has sent parts of a GIOP fragment but has not yet sent the final fragment.
Both SOCFNOTI and SOCBNOTI are fully described in the CICS Problem
Determination Guide.

Messages
New messages are introduced as a result of CICS improved support for enterprise
beans. All new and changed messages are described in the CICS Messages and
Codes manual.

Trace
There are some new and changed trace points in the IIOP domain. These are
described in the CICS Trace Entries manual.

Migration
This section describes the changes you may have to make to your existing
applications or configuration because of CICS improved support for enterprise
beans. It is split into the following parts:
v “Migrating without exploiting the new function.” The tasks in this section are
required even if you don’t intend to use the new function.
v “Migrating to the new function” on page 159. The tasks in this section are
required only if you want to use the new function.
v “Migrating an EJB server to CICS TS for z/OS, Version 2.3” on page 159.

Migrating without exploiting the new function
You must:
v If you use a user-written IIOP security program, and GIOP 1.2, you must rewrite
and recompile it. See “Changes to user-replaceable programs” on page 156.
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v If, in CICS TS 2.2, you used the COS Naming Directory Server supplied with
WebSphere Application Server Version 4, and now intend to use that supplied
with WebSphere Application Server Version 5, you may need to change the
com.ibm.cics.ejs.nameserver property in your JVM system properties files. For
WebSphere Version 5, the location of the COS Naming Directory Server should
be specified like this:
com.ibm.cics.ejs.nameserver=iiop://mycsserv.hursley.ibm.com:2809/domain/legacyRoot

Note that, from WebSphere Application Server Version 5 onwards:
– The default TCP/IP port used by the COS Naming Directory Server is 2809
(rather than 900 in WebSphere Version 4).
– Java objects must be published to a specially-architected location called
domain/legacyRoot. (CICS publishes Java objects to a context defined by the
JNDIPREFIX option of the CORBASERVER definition, where the JNDI prefix
is a relative path.) If you do not specify the /domain/legacyRoot path from the
root node of the name space, CICS tries to publish Java objects to a JNDI
prefix location relative to the root node itself. This works for the COS Naming
Directory Server supplied with WebSphere Application Server Version 4, but
fails with that supplied with later versions of WebSphere Application Server.
If the location of the name server is hard-coded into your Java applications, to
migrate from Version 4 to Version 5 of the WebSphere COS Naming Directory
Server you may need to change your applications’ source code.

Migrating to the new function
There are several ways in which you can take advantage of the new function
introduced by CICS improvements to EJB support:
v You can use the SELECT TYPE parameter of the statistics utility program,
DFHSTUP, to cause DFHSTUP to format and print enterprise bean statistics.
v You can use the sample statistics program, DFH0STAT, to produce an enterprise
bean statistics report.

Migrating an EJB server to CICS TS for z/OS, Version 2.3
Upgrading a single-region CICS EJB/CORBA server
To migrate a single-region CICS EJB/CORBA server from CICS TS for z/OS,
Version 2.2 to CICS TS for z/OS, Version 2.3:
1. Quiesce the workload.
2. Shut down the region.
3. Upgrade the region to CICS TS for z/OS, Version 2.3, following the standard
migration procedures described in CICS Transaction Server for z/OS Migration
from CICS TS Version 2.2.
4. Review “Migration tips” on page 164, which describes some of the changes in
EJB/CORBA support between CICS TS for z/OS, Version 2.2 and CICS TS for
z/OS, Version 2.3. You should also refer to the “Setting up a single-region EJB
server” section in Java Applications in CICS, which describes in detail how to
set up a single-region EJB server in CICS TS 2.3.
5. Restart the region.
6. Republish the Interoperable Object References (IORs) for all the enterprise
beans and stateless CORBA objects processed by the server. To do this, issue
a PERFORM CORBASERVER(CorbaServer_name) PUBLISH command. This
command can be issued using EXEC CICS, CEMT, the Resource Manager for
enterprise beans, or from a CICSPlex SM EUI or WUI view. Remember to issue
a separate command for each CorbaServer in the region.
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Upgrading a multi-region CICS EJB/CORBA server
To migrate a multi-region CICS EJB/CORBA server from CICS TS for z/OS,
Version 2.2 to CICS TS for z/OS, Version 2.3, you can use any of the following
methods:
1. Shut down the server, upgrade all the regions, and restart the server.
This approach is very similar to that described in “Upgrading a single-region
CICS EJB/CORBA server” on page 159, except that:
a. You must upgrade all the regions to CICS TS for z/OS, Version 2.3 before
restarting the server. Again, follow the standard migration procedures
described in CICS Transaction Server for z/OS Migration from CICS TS
Version 2.2.
b. You should refer to the “Setting up a multi-region EJB server” section in
Java Applications in CICS, which describes in detail how to set up a
multi-region EJB server in CICS TS 2.3.
c. To republish the IORs of enterprise beans and stateless CORBA objects,
issue a PERFORM CORBASERVER(CorbaServer_name) PUBLISH
command on at least one of the AORs. Remember to issue a separate
command for each CorbaServer in the AOR.
The advantage of this approach is its relative simplicity, compared to solutions 2
and 3. Its main disadvantage is that the server’s applications are unavailable
during the upgrade process.
2. Create a separate, CICS TS 2.3, logical server and gradually migrate
applications from the old, CICS TS 2.2, server to the new one.
The advantages of this approach are:
a. Applications are kept available throughout the upgrade process.
b. You can start with a minimal CICS TS 2.3 server, perhaps consisting of just
two regions—one listener and one AOR. As more applications are migrated,
you can expand the CICS TS 2.3 server and simultaneously reduce the
number of regions in the CICS TS 2.2 server, thereby conserving resources.
c. It is probably easier to implement than solution 3.
To set up a new CICS TS 2.3 multi-region EJB server, follow all the steps in the
“Setting up an EJB server” chapter in Java Applications in CICS.
3. Perform a “rolling upgrade”.
In a “rolling upgrade”, one region at a time is upgraded from the previous to the
current level of CICS, while keeping the server operational.
The advantages of this approach are:
a. Applications are kept available throughout the upgrade process.
b. Unlike solution 2, at no stage is it necessary to set up additional CICS
regions.
This method is described in detail in “Performing a “rolling upgrade”.”
Performing a “rolling upgrade”:
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Important
The mixed level of operation described in this section, in which different CICS
regions in the same logical server are at different levels of CICS, is intended
to be used only for rolling upgrades. It should not be used permanently,
because it increases the risk of failure in some interoperability scenarios. The
normal, recommended, mode of operation is that all the regions in a logical
sever should be at the same level of CICS and Java.

This section describes how to perform a “rolling upgrade” of a multi-region CICS
EJB/CORBA server from CICS TS for z/OS, Version 2.2 to CICS TS for z/OS,
Version 2.3. The process consists of the following steps:
1. Checking that your logical server meets the criteria for a “rolling upgrade”. See
“Requirement.”
2. “Preliminary steps”
3. “Migrating the listener regions” on page 162
4. “Migrating the AORs” on page 162
5. “Tidying up” on page 163
Requirement: Your server must consist of separate listener and application-owning
regions. This is because the migration process requires all of the listener regions to
be updated before any of the application-owning regions (AORs). If you run
composite listener/AORs, which act both as request receivers and request
processors, this cannot be done. And if you don’t upgrade all the listeners before
any of the AORs, your IIOP client applications may receive transient failures during
the migration window, depending on the CICS version of the listener region that
receives the request.
Preliminary steps:
1. Review “Migration tips” on page 164.
2. Ensure that APAR PQ 79565 is installed in all your CICS TS 2.2 regions. This
APAR improves CICS TS 2.2 diagnostics, should CICS TS 2.3 workload arrive
at a CICS TS 2.2 region. It also allows a CICS TS 2.2 request processor (AOR)
to receive work from a CICS TS 2.3 request receiver (listener).
3. Set the AUTOPUBLISH option on all your CORBASERVER definitions to NO.
Setting a CorbaServer to autopublish IORs into the JNDI name spaces could
disrupt the migration process.
4. If you use a distributed routing program to balance method requests for
enterprise beans and CORBA stateless objects across the AORs of your logical
server, customize your routing program to use the DYRLEVEL parameter.
DYRLEVEL is a migration aid. It contains the level of CICS required in the
target AOR to successfully process the routed request. (Note that this is the
specific—not the minimum—level of CICS required to process the request
successfully.) In a mixed-level logical server, when your routing program is
invoked for route selection (or route selection error), it can use the value of
DYRLEVEL to determine whether to route the request to a CICS TS 2.2 or
CICS TS 2.3 AOR.
For details of how to use DYRLEVEL, and definitive information about writing a
distributed routing program, see the CICS Customization Guide.
Install your customized program on all the regions (both listeners and AORs) of
the EJB server.
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If you use CICSPlex SM to workload-balance method requests you can skip
this step. The CICSPlex SM routing program supplied with CICS TS for z/OS,
Version 2.3 checks the DYRLEVEL field and routes requests accordingly.
Migrating the listener regions:
1. Quiesce a listener region and bring it down.
2. Upgrade this single listener region to CICS TS for z/OS, Version 2.3, following
the standard migration procedures described in CICS Transaction Server for
z/OS Migration from CICS TS Version 2.2.

Important
a. When you upgrade the CSD from CICS TS 2.2 to CICS TS 2.3 level, if
it is shared by any CICS TS 2.2 regions other than that being
upgraded, include the DFHCOMPA resource group (supplied with CICS
TS 2.3) in the startup group list of these regions. DFHCOMPA is a
compatibility group that provides a definition of DFJIIRP, the default
request processor program, that can be used by a CICS TS 2.2 region
when sharing a CICS TS 2.3 CSD.
This step is necessary because, in CICS TS 2.3, the JVM profile used
by DFJIIRP is DFHJVMCD. In CICS TS 2.2, it is DFHJVMPR.
b. At this stage, don’t enable any new, CICS TS 2.3-specific, options on
resource definitions. For example, on a TCPIPSERVICE definition don’t
specify asserted identity authentication
(AUTHENTICATE(ASSERTED)), because it won’t be understood by
the CICS TS 2.2 AORs. Use of these new features must wait until the
whole logical server—both listener regions and AORs—has been
upgraded.
For definitive information about setting up a listener region in CICS TS 2.3, refer
to Java Applications in CICS.
3. Bring the listener back up. This region is now at the newer version of CICS but
may continue to participate as part of the back-level logical server.
4. Repeat steps 1 through 3 for all of the listener regions in the logical server.
Migrating the AORs:
1. Quiesce an AOR and bring it down.
2. Update this single AOR to CICS TS for z/OS, Version 2.3, following the
standard migration procedures described in CICS Transaction Server for z/OS
Migration from CICS TS Version 2.2. Part of this will involve updating the JVM
profile used by the CorbaServers. Note the changes to JVM profiles and
property files described in “Migration tips” on page 164.

Important
a. When you upgrade the CSD from CICS TS 2.2 to CICS TS 2.3 level, if
it is shared by any CICS TS 2.2 regions other than that being
upgraded, include the DFHCOMPA resource group (supplied with CICS
TS 2.3) in the startup group list of these regions.
b. At this stage, don’t enable any new, CICS TS 2.3-specific, options on
resource definitions.
3. Bring the AOR back up again.
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4. Ensure that all TCPIPSERVICEs are open both in this AOR and in the listener
regions.
5. Use the CEMT PERFORM DJAR PUBLISH command to re-publish the IORs of
one or more enterprise beans in CICS TS 2.3 format. For each CorbaServer,
select one or more deployed JAR files to re-publish. When choosing deployed
JAR files to re-publish, bear the following in mind:
v Try to pick DJARs whose entire work load can be processed by a single
region.
v Wherever possible, all the beans used by an application should be migrated
at the same time. For example, if bean A is known to call bean B the two
beans should be migrated together. If this is not possible, bean A should be
migrated first.
This is particularly important if the beans are installed in the same
CorbaServer but in different AORs that are at different levels of CICS. This is
because a CICS TS 2.2 region cannot do a JNDI look up of an object in a
CICS TS 2.3 region if both objects are in the same CorbaServer. For
example, bean A in CorbaServer EJB1 in a CICS TS 2.2 AOR cannot look up
bean B in CorbaServer EJB1 in a CICS TS 2.3 AOR.
Note: If A and B are installed in different CorbaServers, or in AORs that are
at the same level of CICS, they can be migrated separately.
Re-publish the selected DJARs to the JNDI name space, in the same location
as that used by the CICS TS 2.2 AORs.
At this point :
v This AOR is ready to accept workload.
v The logical server contains a pool of CICS TS 2.2 AORs and a pool (currently
containing only one region) of CICS TS 2.3 AORs.
v Any clients that look up the IOR of a re-published bean in the name space
get the new IOR in CICS TS 2.3 format. Your customized routing program or
CICSPlex SM directs such requests to the CICS TS 2.3 AOR.
v Any clients that have a stale, cached, IOR for a bean that’s been
re-published are still able to use the bean. Your customized routing program
or CICSPlex SM directs such CICS TS 2.2-format requests to one of the
CICS TS 2.2 AORs.
Note: Many application servers cache the results of JNDI lookups locally to
increase performance, so you may find that these caches have to be
purged before the new IORs are used. Over a period of time, requests
for re-published enterprise beans should move gradually from the pool
of CICS TS 2.2 AORs to the pool of CICS TS 2.3 AORs.
6. Repeat steps 1 through 5 for all of the AORs in the logical server. As each AOR
is upgraded:
v Re-publish a different set of enterprise beans, so that gradually more and
more beans are supported by the pool of CICS TS 2.3 regions.
v It becomes less important, when selecting deployed JAR files to re-publish, to
choose those whose entire work load can be processed by a single
region—because there are more AORs in the CICS TS 2.3 pool.
Eventually, all the AORs will be running CICS TS 2.3 and processing 100% of
the workload.
Tidying up:
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1. If required, reset the AUTOPUBLISH option on your CORBASERVER definitions
to YES.
2. Enable any CICS TS 2.3-specific resource definition options that you want to
use.

Migration tips
This section briefly lists some of the ways in which EJB and Java support has
changed between CICS TS for z/OS, Version 2.2 and CICS TS for z/OS,
Version 2.3. All these changes are described in detail in Java Applications in CICS.
They are listed here, together with some general tips, as a reminder of things to be
aware of when migrating an EJB server from CICS TS 2.2 to CICS TS 2.3.
1. In CICS TS 2.2, JVM profiles were stored in a PDS member. In CICS TS 2.3,
they are stored in the HFS directory pointed to by the JVMPROFILEDIR system
initialization parameter.
2. The default JVM profile used by CorbaServers in CICS TS 2.2 was
DFHJVMPR. In CICS TS 2.3 it is DFHJVMCD.
3. The default JVM properties file used by CorbaServers in CICS TS 2.2 was
dfjjvmpr.props. In CICS TS 2.3 it is dfjjvmcd.props.
4. Don’t enable any new, CICS TS 2.3-specific, attributes on resource definitions
during a “rolling upgrade”. For example, on a CORBASERVER definition don’t
specify the ASSERTED option. (For a complete list of new, CICS TS
2.3-specific, attributes on CORBASERVER, DJAR, REQUESTMODEL, and
TCPIPSERVICE resource definitions, see the CICS Transaction Server for z/OS
Migration from CICS TS Version 2.2.) Use of these new features must wait until
the whole logical server—both listener regions and AORs—has been upgraded.
5. From a CICS TS 2.3 AOR, you can re-publish a deployed JAR file that has
previously been published from a CICS TS 2.2 AOR without first retracting it.
The IORs of the beans are updated to 2.3 format. However, you cannot do
the reverse. From a CICS TS 2.2 AOR, before re-publishing a deployed JAR
file that has previously been published from a CICS TS 2.3 AOR you must first
retract it; furthermore, because CICS TS 2.2 does not understand the format of
CICS TS 2.3 IORs, you must retract it from a CICS TS 2.3 AOR.
Bear this in mind if, for any reason, you need to back out the upgrade of one or
more AORs. If you ever need to revert the IORs of enterprise beans that have
been published from a CICS TS 2.3 AOR to CICS TS 2.2 level (so that they can
be routed to a CICS TS 2.2 AOR once more) you must:
a. Retract the deployed JAR file from a CICS TS 2.3 AOR
b. Publish the deployed JAR file from a CICS TS 2.2 AOR
Trying to re-publish the beans without retracting them first, or trying to retract
them from the wrong level of CICS, results in an InvalidUserKeyException: Bad
version number exception.
Potential problems:
1. After the EJB server has been migrated to CICS TS 2.3, some clients may have
stale, cached, IORs that point to the old server. This is because some
application servers cache the results of JNDI lookups locally to increase
performance. You may find that these caches have to be purged before the new
IORs are used.
2. CICS TS 2.3 supports GIOP 1.2, whereas CICS TS 2.2 supported only GIOP
1.1. If a GIOP 1.2 message is received in a CICS TS 2.2 region it will be
rejected. Under normal conditions this should never happen, because the
maximum version of GIOP supported by CICS is stored in the IORs that CICS
publishes. If a client knows that a given server only supports GIOP 1.1, it will
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never attempt to use anything more recent when communicating with that
server. This means that CICS TS 2.3 can send GIOP messages to CICS TS
2.2.
The problem will only occur if the client thinks it is talking to CICS TS 2.3 but its
message is routed to a CICS TS 2.2 region. This will only happen if CICS TS
2.2 and CICS TS 2.3 regions are set up as sibling request processors (AORs)
in the same logical server. (This is one reason why mixed-level logical servers
are not recommended in CICS.) During a “rolling upgrade”, the logical server
does, of course, contain mixed-level request processors. However, if you follow
the steps in “Performing a “rolling upgrade”” on page 160, the problem (of a
GIOP 1.2 message being received in a CICS TS 2.2 region) will not occur.
3. CICS TS 2.3 uses a different format of IOR from CICS TS 2.2. If a GIOP 1.1
message intended for CICS TS 2.3 is routed to a CICS TS 2.2 region, the CICS
TS 2.2 region will reject the request due to a unknown IOR format being in use.
If all the regions in an EJB/CORBA server are at the same level of CICS and
Java, this error cannot occur.
During a “rolling upgrade”, the logical server does, of course, contain
mixed-level regions. However, if you follow the steps in “Performing a “rolling
upgrade”” on page 160, this problem will not occur.

CICSPlex SM support
There are a number of changes to CICSPlex SM views and resource tables in
support of the improvements to CICS enterprise beans.
v The Web User Interface starter set view EYUSTARTEJCOSE and the ISPF end
user interface view EJCOSED display details of an installed CorbaServer. The
following fields have been added:
ENABLESTATUS
Indicates the current state of the CorbaServer.
OBJACTIVATES
Indicates the number of times a bean object has
been activated.
OBJSTORES
Indicates the number of times a bean object has
been stored.
FAILACTIVATE
Indicates the number of times the activation of a
bean object has failed.
Matching changes have been made to the EJCOSE resource table.
v The Web User Interface starter set view EYUSTARTEJCOBEAN and the ISPF
end user interface view EJCOBEAD display details of a specific enterprise bean
within an installed CorbaServer. The following fields have been added:
BEANACTIVATE
Indicates the number of times an instance of this
bean has been activated.
BEANPASSIVAT
Indicates the number of times an instance of this
bean has been passivated.
BEANCREATES
Indicates the number of times an instance of this
bean has been created.
BEANREMOVES
Indicates the number of times an instance of this
bean has been removed.
BEANMETHCALL
Indicates the number times a bean method has
been called.
Matching changes have been made to the EJCOBEAN resource table.
v The Web User Interface starter set view EYUSTARTEJDJBEAN and the ISPF
end user interface view EJDJBEAD display details of a specific enterprise bean
within a CICS-deployed JAR file. The following fields have been added:
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BEANACTIVATE
BEANPASSIVAT
BEANCREATES
BEANREMOVES
BEANMETHCALL

Indicates the number of times an instance of this
bean has been activated.
Indicates the number of times an instance of this
bean has been passivated.
Indicates the number of times an instance of this
bean has been created.
Indicates the number of times an instance of this
bean has been removed.
Indicates the number times a bean method has
been called.

Matching changes have been made to the EJDJBEAN resource table.
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Part 4. Support for application development
This part describes changes to the support for application development in CICS TS
for z/OS, Version 2.3.
It contains:
v Chapter 10, “Improved interactive debugging,” on page 169
v Chapter 11, “JCICS support for Web-aware applications,” on page 189
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Chapter 10. Improved interactive debugging
CICS TS for z/OS, Version 2.3 provides an improved level of support for the use of
workstation-based and host-based debuggers for isolating and fixing bugs, and for
testing applications:
v CICS provides tools for the creation and management of debugging profiles,
which contain information used to select programs for debugging.
v When used with workstation-based debugging tools, CICS provides improved
integration of the debugging task for mixed language applications (for example,
Java and COBOL).
v Support for IBM Debug Tool is improved, and set-up of Debug Tool for use with
CICS is simplified.
For more information, see:
v “Benefits”
v “Debugging CICS applications from a workstation” on page 175
v “Requirements ” on page 183
v “Changes to CICS externals ” on page 184
v “CICSPlex SM support” on page 187

Benefits
The improvements to interactive in CICS TS for z/OS, Version 2.3 provide the
following benefits:
Simplified set-up for Debug Tool
v When earlier versions of CICS are used with Debug Tool, Debug Tool
uses the TCP/IP Socket Interface for CICS feature of TCP/IP for MVS to
communicate with a debugging client on a workstation. When it is used
with CICS TS for z/OS, Version 2.3, Debug Tool uses the CICS sockets
domain, and you do not need to install and configure the TCP/IP Socket
Interface.
v Earlier versions required you to link-edit the Language Environment user
exit (CEEBXITA) with programs that you intended to debug. In CICS TS
for z/OS, Version 2.3, this is not necessary.
Improved management of debugging profiles
When earlier versions of CICS are used with Debug Tool, the debugging
requirements are saved in a profile which is managed by Debug Tool. In
CICS Transaction Server for z/OS, Version 2 Release 3, debugging profiles
are managed by CICS, and their function, and management, is enhanced:
v Each debugging profile is associated with a user. Profiles are stored in a
data set, and persist when CICS shuts down. They are not discarded
except when a user explicitly requests it.
v Debugging profiles can be shared between several CICS regions.
v Debugging profiles can specify the debugging requirements for Java
programs as well as languages supported by Debug Tool.
v Debugging profiles can specify generic attributes, and a number of
profiles can be active, and associated with a debugging session, at one
time. This makes it possible to specify complex selection criteria for
which programs are to run under the control of a debugging tool.
v The CICS Application Debugging Profile Manager has two user interfaces
:
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A Web-based interface
The Web-based interface is provided for CICS application
programmers who use workstation-based programming and
debugging tools. Using the Web-based interface, you can
manage application debugging profiles from a workstation: you
do not need to sign on to CICS using a 3270 session.
A 3270 interface
The 3270 interface is provided for CICS application programmers
who use host-based programming and debugging tools.
Greater integration of the debugging task for mixed language applications
Because CICS provides a Web based tool for managing debugging profiles,
and because debugging profiles support both Java and compiled language
programs, programmers can use the same set of tools for debugging
programs from a workstation. The tools support:
v Java programs
v Compiled language programs
v Applications that use a combination of both
Dynamic activation of JVM profiles
To turn debugging on and off for a Java program, you must change the
JVM profile associated with the program. In CICS TS for z/OS, Version 2.2,
you cannot do this dynamically; you must either edit the profile, or change
your resource definitions to select a different JVM profile.
In CICS TS for z/OS, Version 2.3, you can use the application debugging
profile manager to associate a new JVM profile with a Java program when
you need it.

Using debuggers with CICS applications
CICS supports the use of workstation-based and host-based debuggers for isolating
and fixing bugs, and for testing applications. This topic provides an overview of the
high-level tasks you must perform before you can use a debugger with CICS
applications, and tells you where to find more information:
Choose between a workstation-based and host-based debugger
When you debug an application program, you interact with the program
through the debugging tools. For example, you may want to examine
storage, set breakpoints, or step through your code. This interaction is a
debugging session. In CICS, you can choose the environment in which you
conduct your debugging session:
Workstation-based
A debugger client on the workstation provides a graphical user
interface which you use to perform the debugging tasks. The
debugger client communicates with a debugger server which runs
on your CICS system, and interacts with the program that is being
debugged.
For more information, see “Debugging CICS applications from a
workstation” on page 175.
Host-based
A debugging tool running in your CICS system provides a terminal
interface which you use to perform the debugging tasks. The
debugging tool interacts directly with the application as it executes.
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CICS supports Debug Tool for host-based debugging. For more
information, see “Using Debug Tool with CICS applications” on page
176.
Different application programs may have different debugging requirements
(for example, Java programs cannot be debugged in a host-based
debugging session). CICS lets different users use workstation-based and
host-based debugging concurrently in the same region.
Ensure that your application programs will be intercepted by the debugging
tool, and that others will not
Even in a test or development system, most of your application programs
will function correctly most of the time. And when you are debugging, you
will probably want to focus on one application at a time. At the same time,
your colleagues may want to debug different applications. So you will need
a way to specify those programs in your CICS system that are to interact
with your debugging session, and those that are to interact with other users’
debugging sessions, while letting most programs in the system run
normally.
Debugging profiles let you do all this — a debugging profile specifies a set
of application programs which are to be debugged together. When you
make a profile active, the programs it defines run under the control of the
debugger, using a debugging session that you have specified. When you
make the profile inactive, the programs run normally again, as do programs
that are not referred to in debugging profiles. Debugging profiles also let
you define the characteristics of the debugging session that you will use to
debug a particular program.
For more information, see “Debugging profiles” on page 172.
Prepare your programs for interacting with a debugger
CICS supports application programs written in a variety of languages. The
compiled language programs (COBOL, PL/I, C, C++, and Language
Environment-enabled Assembler subroutines) run under the control of
Language Environment; Java programs run in a Java virtual machine
(JVM). Because there are, essentially, two different run-time environments
for programs, there are two different ways to make your programs interact
with the debugger.
v For compiled language programs, you must decide when you compile
your programs that you want them to interact with the debugger, and
specify the appropriate compiler options. See the compiler documentation
for more information.
v For Java programs, you can decide at run time that you want them to
interact with the debugger, and specify the appropriate JVM options. See
the CICS System Definition Guide for more information.
Ensure that your CICS system is set up to support the debugging
environment
When you have debugging profiles in your CICS system, there is an
overhead in starting a program, even when all the profiles are inactive. This
overhead, although small, is unlikely to be acceptable in a
high-performance production system. In any case, you would not normally
debug your applications in such a system. Therefore, the use of debugging
profiles is optional, and if you want to use them, your system programmer
will need to configure CICS accordingly.
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For more information, see “Preparing your CICS region for debugging” on
page 178.

Debugging profiles
A debugging profile specifies a set of one or more application programs which are
to be debugged together. For example:
v All instances of program PYRL01 running in system CICS1
v All Java classes with names beginning “setBankAccount”
v All programs with names beginning “’PYRL’” run by user APPDEV02
CICS uses the following information in the debugging profile to decide if an instance
of a program should run under the debugger’s control. The parameters specify:
v The transaction under which the program is running
v The terminal associated with the transaction. You can specify the terminal
identifier or the VTAM netname.
v The name of the program
v For COBOL programs, the name of the compile unit (the program or class name)
v For Java objects, and stateless CORBA objects, the class name
v For enterprise beans, the bean name
v For enterprise beans, and stateless CORBA objects, the method name
v The userid of the signed-on user
v The applid of the CICS region in which the transaction is running
Many of the parameters can be generic, allowing you to specify a set of values
which begin with the same characters (for example, TRN0, TRN1, TRN2, TRNA,
TRNB, ...)
Debugging profiles contain the following additional information:
Status
The status of the profile: active or inactive:
v When a profile is active, it is examined each time a program is started in
a region for which debugging is required.
Note: If you change a profile while it is active, the changes take effect
immediately: the next time a program is started, the changed
parameters are used to decide if the program should run under
the debugger’s control.
v When a profile is inactive, it is ignored when a program is started.
Debugging display device settings
The debugging display device settings specify how you will interact with the
debugger:
v For a Java program, you can use a debugging tool on a workstation
v For a compiled language program, you can use:
a 3270 terminal
a debugging tool on a workstation
The JVM profile name
For Java programs only, you can specify the JVM profile that will be used
when a program is debugged
Debug Tool and Language Environment options
For compiled language programs only, you can specify options to be
passed to Debug Tool and Language Environment when a program is
debugged
You can create debugging profiles for the following sorts of program:
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Compiled language programs
Java application programs
Enterprise beans
Stateless CORBA objects
The information stored in the profile is different for each type of program.
Profiles are stored in a CICS file which can be shared by more than one CICS
region. A profile that is shared by several CICS regions is either active or inactive in
all the regions: it cannot be active in some regions and inactive in others.
CICS provides a set of sample profiles which are optionally generated when your
system is set up to use debugging profiles. You can use these profiles as a starting
point for creating your own profiles.

Using debugging profiles to select programs for debugging
To select a program for debugging, you must create one or more debugging
profiles. Each profile specifies a number of parameters that CICS uses to decide if
an instance of a program should run under the debugger’s control. Profiles can be
active or inactive: if one of the active profiles matches the program instance, the
program runs under the debugger’s control. Inactive profiles are not examined when
CICS starts a program. Profiles are inactive when they are created.
Table 8 is an example which shows how parameters in the debugging profiles are
used to select program instances for compiled language programs; Table 9 shows
how parameters in a debugging profile are used to select the program instance for
a Java program.
Table 8. Examples of debugging profile parameters for compiled language programs
Debugging
profile

Transaction

Terminal

Program

User

Applid

Profile 1

PRLA

T001

PYRL01

TESTER5

CICSTST2

Profile 2

PRLA

*

PYRL02

*

*

Profile 3

PRL*

*

*

*

CICSTST3

Table 9. Example of a debugging profile for a Java program
Debugging
profile

Transaction

Bean

Method

User

Applid

Profile 4

PRLA

NewEmployee

setBasicSalary

TESTER5

CICSTST2

This is how each profile controls which programs run under the debugger’s control:
Profile 1

In this example, all the parameters in the table are specified
explicitly: Program PYRL01 will run under the debugger’s control
only if all these conditions are satisfied:
v The transaction is PRLA
v The transaction was started by terminal input from terminal T001
v The transaction is being run by user TESTER5
v The transaction is running in region CICSTST2

Profile 2

In this example, some of the parameters in the table are generic
parameters, specified as *; generic parameters of this type match
all values. This profile specifies that every instance of program
PYRL02 that runs under transaction PRLA will be under the
debugger’s control.
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Profile 3

This example contains another sort of generic parameter: PRL*
matches all values that start with the characters ’PRL’. This profile
specifies that every program that runs under a transaction whose ID
starts with the characters ’PRL’ in region CICSTST3 will be under
the debugger’s control.

Profile 4

Method setBasicSalary will run under the debugger’s control only if
all these conditions are satisfied:
v The transaction is PRLA
v The method is a method of bean NewEmployee
v The transaction is being run by user TESTER5
v The transaction is running in region CICSTST2

You should choose the parameters that you specify in your debugging profiles with
care, to ensure that programs do not start under the debugger’s control
unexpectedly:
v If you can do so, specify values for all, or most, of the parameters, to restrict
debugging to particular programs in particular circumstances. Use specific values
rather than generic values where possible.
v Whenever possible, specify the userid and applid explicitly in each debugging
profile.
v Although it is inadvisable to debug programs in a production region, there may
be times when you need to do so. On these occasions, use a debugging profile
in which all the parameters are specified explicitly.
v Activate debugging profiles only when you need to use them, and inactivate them
immediately after use.

Using generic parameters in debugging profiles
You can supply generic values for many of the parameters in your debugging
profiles. To specify generic parameters, use an asterisk (*) as a wildcard character.
You can use the wildcard character on its own, or at the end of a parameter.
Leaving a parameter blank is equivalent to specifying an asterisk. For example:
* matches all possible values
TR* matches TR, TRA, TRAA and TRAQ
TRA* matches TRA, TRAA and TRAQ, but not TR
When wildcards are used, a starting program may match more than one active
profile. In this case, CICS selects the profile that is the best match, using the
following principles:
v All parameters must match, either exactly, or when wildcards are considered.
v The best match is a profile that contains no wildcards.
v The next best matches are profiles that contain *. Within this grouping, the best
matches are those that contain the smallest number of * characters, and the
greatest number of explicitly specified characters.
For example, considering transaction TRAA:
v TRAA is the best possible match (all characters match)
v TRA* is a better match than TR*
It is advisable to avoid complex use of wildcards in your debugging profiles, as it is
not always obvious which of many profiles will be the best match for a given
program instance. However, should you need to do so, you can use the information
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in Figure 10 to work out exactly which of several profiles will be the best match.

For each field in turn:
1. Count the number of characters (excluding * but including trailing blanks) for
each field (C)
2. Count the number of * characters (A)
3. Determine the length of the field (L)
4. Calculate M as C −(L * A). Note that M may be negative.
For each profile in turn:
5. Sum the values of M for all the fields (R)
The profile with the greatest value of R is the best match. If two or more matching
profiles have the same greatest value of R, CICS chooses one of them, basing its
selection on the sequence in which the profiles were created.
Figure 10. The debugging profile matching algorithm

Debugging CICS applications from a workstation
You can debug a CICS application using debugging tools that run on a workstation.
There are two components to the debugging tools in this environment:
v The debugger client, which runs on the workstation. It is through the graphical
user interface (GUI) provided by the debugger client that you interact with the
application program. For example, you can use the debugger client to set
breakpoints, to step through your program, and to examine the variables used by
your program.
v The debugger server, which runs on the same system as the application
program, and communicates with the debugger client.
You can debug the following sorts of CICS applications using a debugger client on
a workstation:
v Applications written in a compiled language (COBOL, PL/I, C, C++)
v Language Environment-enabled Assembler subroutines
v Java applications running in a JVM
v Applications that use a combination of compiled language programs and Java
programs
You cannot debug PLT programs using a debugger client on a workstation.
You can use the following as your debugger client:
WebSphere Studio Enterprise Developer
WebSphere Studio Application Developer
For compiled languages and Language Environment-enabled Assembler
subroutines, you can use the following products as your debugger server:
v Debug Tool
For Java programs, the debugger server is the Java Virtual Machine (JVM)
executing in debug mode.
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Preparing to debug applications from a workstation
Before you can debug CICS applications using a workstation, your system
programmer must prepare your CICS region for debugging. See the CICS System
Definition Guide for more information. You must then complete the following tasks:
1. Install a suitable debugger client in your workstation. You can use the following
product as your debugger client:
WebSphere Studio Enterprise Developer
WebSphere Studio Application Developer
The documentation for these products contains the information you need to
install and use them.
2. Create one or more debugging profiles. A debugging profile specifies which
programs will run under the debugger’s control.
Note: A debugging profile is not the same thing as a JVM profile. To debug a
Java application, you need both profiles.
3. If you want to debug programs that are written in COBOL, PL/I, C or C++; or
Language Environment-enabled Assembler subroutines, consider how you want
to conduct your debug session, and compile your programs with the appropriate
options. For more information, see Debug Tool for z/OS and OS/390 User’s
Guide.
4. If you want to debug a Java program, you must ensure that it runs in a Java
virtual machine (JVM) that is enabled for debugging. To do this:
a. Create a JVM profile with parameters which enable the JVM for debugging.
See Java Applications in CICS for more information.
b. Specify the JVM profile when you create a debugging profile for the Java
program. If you do not specify the JVM profile, the JVM uses the profile
specified in the PROGRAM definition.
5. Start the debugger client on your workstation.
6. If you are using WebSphere Studio as your debugger, set at least one
breakpoint in your program.
7. Activate the debugging profiles that define the program instances that you want
to debug. When you activate profiles for compiled language programs, you must
define debugging options that specify the attributes of the debugging session
that is started when the program runs.
When you have completed all these steps, the programs that you have selected at
step 7 will run under the control of a debugger.

Using Debug Tool with CICS applications
Debug Tool helps you test programs and examine, monitor, and control the
execution of application programs. This chapter describes how you can use Debug
Tool with CICS application programs. It contains the following topics:
v “About Debug Tool” on page 177
v “Preparing to debug applications with Debug Tool” on page 177
For detailed information about Debug Tool, see Debug Tool for z/OS and OS/390
User’s Guide.
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About Debug Tool
Debug Tool helps you test programs and examine, monitor, and control the
execution of CICS application programs. You can debug the following sorts of CICS
applications using Debug Tool:
v Applications written in a compiled language (COBOL, PL/I, C, C++)
v Language Environment-enabled Assembler subroutines
v Applications that use a combination of compiled language programs and Java
programs. Debug Tool does not debug the Java portions of these applications
You cannot debug PLT programs using Debug Tool.
You can use Debug Tool in four ways:
Single terminal mode
Debug Tool displays its screens on the same terminal as the application
Dual terminal mode
Debug Tool displays its screens on a different terminal than the one used
by the application
Batch mode
Debug Tool does not have a terminal, but uses a commands file for input
and writes output to a log
Remote debug mode
Debug Tool works with a debugger client to display results on a workstation
For more information about Debug Tool, see Debug Tool for z/OS and OS/390
User’s Guide.
Note: If you use Debug Tool in Single terminal mode, or Dual terminal mode, the
terminal which is used by Debug Tool must be a local terminal in the region
where the application is running: you cannot use a terminal on a
terminal-owning region to interact with Debug Tool in an application-owning
region.

Preparing to debug applications with Debug Tool
Before you can debug CICS applications using Debug Tool, your system
programmer must prepare your CICS region for debugging. See the CICS
Application Programming Guide for more information. You must then complete the
following tasks:
1. Consider how you want to conduct your debug session, and compile your
programs with the appropriate options. For more information, see Debug Tool
for z/OS and OS/390 User’s Guide.
2. Create one or more debugging profiles. A debugging profile specifies which
programs will run under the debugger’s control.
3. Activate the debugging profiles that define the program instances that you want
to debug. When you activate the profiles, you must specify the display device
with which you will interact with the debugger.
When you have completed all these steps, the programs that you have selected at
step 3 will run under the control of Debug Tool.
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Preparing your CICS region for debugging
Before application programmers can use certain debugging tools with CICS, you
must configure your CICS region accordingly. This topic describes preparing your
CICS region for debugging application programs using the following tools:
v Debug Tool, for compiled language application programs (programs written in
COBOL, PL/I, C, C++), and for Language Environment-enabled Assembler
subroutines).
v Remote debugging tools (for compiled language application programs, Language
Environment-enabled Assembler Subroutines, and Java programs). Note that for
compiled language programs, and Assembler subroutines, Debug Tool is used as
the debugging server.
This topic does not apply to other debugging tools, such as the CICS Execution
Diagnostic Facility (CEDF).
Since you will need to restart the region, it is advisable to plan which regions will be
used for debugging applications.
v It is unlikely that application programs will be debugged in your production
regions, especially if the applications are well established and known to be
reliable; it is more likely that debugging will take place in regions which are used
to develop and test new applications.
To prepare your CICS region for debugging:
1. If you plan to use the region for debugging compiled language programs,
include the Debug Tool library SEQAMOD in the DFHRPL concatenation in your CICS
startup JCL.
For more information, see CICS System Definition Guide
2. Create the debugging profile data sets.
For more information, see CICS System Definition Guide
3. Include the resource definition for the debugging profile file in a resource
definition list that is named in the GRPLIST system initialization parameter.
4. Optionally, specify the following value for the DEBUGTOOL system initialization
parameter:
DEBUGTOOL=YES

If you do not specify DEBUGTOOL=YES, you can enable the region for debugging
when it is running:
v To enable the region for debugging from a program, use the EXEC CICS
SET SYSTEM DEBUGTOOL command
v To enable the region for debugging from the master terminal transaction, use
the CEMT SET SYSTEM DEBUGTOOL command
Enabling the region for debugging when it is running is recommended for
regions which are not normally used for debugging. When debugging is
complete, you can disable the region for debugging, using the same commands.
5. Define and install Debug Tool’s resource definitions. They are located in
member EQACCSD in Debug Tool’s SEQASAMP data set. For more information, see
the Debug Tool for z/OS and OS/390 User’s Guide.
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Setting up the debugging profiles data sets
Application programmers who use certain debugging tools with CICS create
debugging profiles which are stored in a VSAM key sequenced data set with an
alternative index.
To set up the debugging profiles data sets:
1. Use the IDCAMS utility to create and initialize the VSAM data sets.
2. Create file definitions for the data sets. The data sets can be shared by more
than one CICS region, and can be defined as:
VSAM RLS files
Define VSAM RLS files when you want to share profiles between
several CICS regions in the same sysplex
VSAM non-RLS files
Define VSAM non-RLS files when you do not need to share profiles
between regions in the same sysplex
Remote files
Define remote files when you want to use profiles that are stored in a
region that is connected using MRO or ISC.

Creating the debugging profiles data sets
Use the IDCAMS utility to create and initialize the following VSAM data sets:
DFHDPFMB
The debugging profiles base data set.
DFHDPFMP
The debugging profiles path data set.
DFHDPFMX
The debugging profiles alternate index data set.
Use the JCL in Figure 11 on page 180.
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//DPFM JOB ’accounting information’,name,MSGCLASS=A
//DEFINE EXEC PGM=IDCAMS
//SYSPRINT DD SYSOUT=A
//SYSIN DD *
DELETE CICSTS23.CICS.DFHDPFMB
DEFINE CLUSTER (RECORDS(1000)NAME (CICSTS23.CICS.DFHDPFMB) SHAREOPTIONS(2 3) LOG(NONE) VOLUME (&DSVOL) IXD)
DATA (RECSZ(2560,2560) CONTROLINTERVALSIZE(3072) NAME (CICSTS23.CICS.DFHDPFMB.DATA) KEYS(17 1) FREESPACE(10 10) BUFFERSPACE (8192)) INDEX (NAME(CICSTS23.CICS.DFHDPFMB.INDX))
//INITDP EXEC PGM=IDCAMS,REGION=512K
//SYSPRINT DD SYSOUT=A
//SYSIN
DD *
REPRO INFILE ( SYS01 ) OUTDATASET(CICSTS23.CICS.DFHDPFMB)
//SYS01
DD *
DDUMMY
RECORD
!! DO NOT ALTER !!
EEXAMPLE RECORD
REMOVE THIS LINE IF SAMPLES NOT REQUIRED
/*
//DEFALT
EXEC PGM=IDCAMS
//SYSPRINT DD SYSOUT=A
//SYSIN DD *
DEFINE ALTERNATEINDEX ( NAME(CICSTS23.CICS.DFHDPFMX ) RECORDS(1000) VOLUME(&DSVOL) KEYS(12 20) RELATE(CICSTS23.CICS.DFHDPFMB) RECORDSIZE(200 200) SHAREOPTIONS(2 3) UPGRADE ) DATA ( NAME(CICSTS23.CICS.DFHDPFMX.DATA) ) INDEX ( NAME(CICSTS23.CICS.DFHDPFMX.INDEX) )
DEFINE PATH ( NAME(CICSTS23.CICS.DFHDPFMP) PATHENTRY(CICSTS23.CICS.DFHDPFMX) )
/*
//BLDDP EXEC PGM=IDCAMS
//BDSET1 DD DSN=CICSTS23.CICS.DFHDPFMB,DISP=SHR
//ADSET1 DD DSN=CICSTS23.CICS.DFHDPFMX,DISP=SHR
//SYSPRINT DD SYSOUT=A
//SYSIN
DD *
BLDINDEX INFILE(BDSET1) OUTFILE(ADSET1)
/*
//*
Figure 11. Sample JCL to create the debugging profiles data sets
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The sample JCL creates data sets which contain example debugging profiles. To
create empty data sets, remove the following line:
EEXAMPLE RECORD

REMOVE THIS LINE IF SAMPLES NOT REQUIRED

Alternatively, you can run the CICS-supplied job DFHDEFDS (in
CICSTS23.XDFHINST), to create the data sets for a CICS region. For information
about the DFHDEFDS job, see the CICS Transaction Server for z/OS Installation
Guide.

Defining the debugging profiles data sets as VSAM RLS files
Define VSAM RLS files when you want to share profiles between several CICS
regions in the same sysplex. CICS provides the following sample definitions:
*-------------------------------------------------------------------*
*
Define base file for Debugging Profiles (RLS)
*
*-------------------------------------------------------------------*
DEFINE FILE(DFHDPFMB) GROUP(DFHDPVR)
DESCRIPTION(Debugging Profiles base file - VSAM RLS)
RLSACCESS(YES)
TABLE(NO)
LSRPOOLID(1)
DSNSHARING(ALLREQS)
STRINGS(5)
STATUS(ENABLED)
OPENTIME(FIRSTREF)
DISPOSITION(SHARE)
DATABUFFERS(3)
INDEXBUFFERS(2)
RECORDFORMAT(V)
READINTEG(REPEATABLE)
ADD(YES)
BROWSE(NO)
DELETE(YES)
READ(YES)
UPDATE(YES)
JOURNAL(NO)
JNLREAD(NONE)
JNLSYNCREAD(NO)
JNLUPDATE(NO)
JNLADD(NONE)
JNLSYNCWRITE(YES)
RECOVERY(NONE)
FWDRECOVLOG(NO)
BACKUPTYPE(STATIC)
*-------------------------------------------------------------------*
*
Define path file for Debugging Profiles (RLS)
*
*-------------------------------------------------------------------*
DEFINE FILE(DFHDPFMP) GROUP(DFHDPVR)
DESCRIPTION(Debugging Profiles path file - VSAM RLS)
RLSACCESS(YES)
TABLE(NO)
LSRPOOLID(1)
DSNSHARING(ALLREQS)
STRINGS(10)
STATUS(ENABLED)
OPENTIME(FIRSTREF)
DISPOSITION(SHARE)
DATABUFFERS(11)
INDEXBUFFERS(10)
RECORDFORMAT(V)
READINTEG(REPEATABLE)
ADD(YES)
BROWSE(NO)
DELETE(YES)
READ(YES)
UPDATE(YES)
JOURNAL(NO)
JNLREAD(NONE)
JNLSYNCREAD(NO)
JNLUPDATE(NO)
JNLADD(NONE)
JNLSYNCWRITE(YES)
RECOVERY(NONE)
FWDRECOVLOG(NO)
BACKUPTYPE(STATIC)
Figure 12. Resource definitions for debugging profiles data sets defined as VSAM RLS files

1. Copy the sample FILE definitions for DFHDPFMB and DFHDPFMP resource to
another group.
2. Add the DSNAME attribute:
v For DFHDPFMB, specify the name of the debugging profiles base data set.
For example: DSNAME(CICSTS23.CICS.DFHDPFMB)
v For DFHDPFMP, specify the name of the debugging profiles base data set.
For example: DSNAME(CICSTS23.CICS.DFHDPFMP)
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Alternatively, you can omit the DSNAME attribute, and include a DD card in the
CICS startup JCL. For example:
//DFHDPFMB DD DSN=CICSTS23.CICS.DFHDPFMB,DISP=SHR
//DFHDPFMP DD DSN=CICSTS23.CICS.DFHDPFMP,DISP=SHR

3. Install the FILE definitions.

Defining the debugging profiles data sets as VSAM non-RLS files
Define VSAM non-RLS files when you do not need to share profiles between
regions in the same sysplex. CICS provides the following sample definitions:
*-------------------------------------------------------------------*
*
Define base file for Debugging Profiles (non-RLS)
*
*-------------------------------------------------------------------*
DEFINE FILE(DFHDPFMB) GROUP(DFHDP)
DESCRIPTION(Debugging Profiles Base File)
RLSACCESS(NO)
LSRPOOLID(1)
READINTEG(UNCOMMITTED)
DSNSHARING(ALLREQS)
STRINGS(10)
STATUS(ENABLED)
OPENTIME(FIRSTREF)
DISPOSITION(SHARE)
DATABUFFERS(11)
INDEXBUFFERS(10)
TABLE(NO)
RECORDFORMAT(V)
ADD(YES)
BROWSE(YES)
DELETE(YES)
READ(YES)
UPDATE(YES)
JOURNAL(NO)
JNLREAD(NONE)
JNLSYNCREAD(NO)
JNLUPDATE(NO)
JNLADD(NONE)
JNLSYNCWRITE(NO)
RECOVERY(NONE)
FWDRECOVLOG(NO)
BACKUPTYPE(STATIC)
*-------------------------------------------------------------------*
*
Define path file for Debugging Profiles (non-RLS)
*
*-------------------------------------------------------------------*
DEFINE FILE(DFHDPFMP) GROUP(DFHDPVSL)
DESCRIPTION(Debugging Profiles Path File)
RLSACCESS(NO)
LSRPOOLID(1)
READINTEG(UNCOMMITTED)
DSNSHARING(ALLREQS)
STRINGS(10)
STATUS(ENABLED)
OPENTIME(FIRSTREF)
DISPOSITION(SHARE)
DATABUFFERS(11)
INDEXBUFFERS(10)
TABLE(NO)
RECORDFORMAT(V)
ADD(YES)
BROWSE(YES)
DELETE(YES)
READ(YES)
UPDATE(YES)
JOURNAL(NO)
JNLREAD(NONE)
JNLSYNCREAD(NO)
JNLUPDATE(NO)
JNLADD(NONE)
JNLSYNCWRITE(NO)
RECOVERY(NONE)
FWDRECOVLOG(NO)
BACKUPTYPE(STATIC)
Figure 13. Resource definitions for debugging profiles data sets defined as VSAM non-RLS
files

1. Copy the sample FILE definitions for DFHDPFMB and DFHDPFMP resource to
another group.
2. Add the DSNAME attribute:
v For DFHDPFMB, specify the name of the debugging profiles base data set.
For example: DSNAME(CICSTS23.CICS.DFHDPFMB)
v For DFHDPFMP, specify the name of the debugging profiles base data set.
For example: DSNAME(CICSTS23.CICS.DFHDPFMP)
Alternatively, you can omit the DSNAME attribute, and include a DD card in the
CICS startup JCL. For example:
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//DFHDPFMB DD DSN=CICSTS23.CICS.DFHDPFMB,DISP=SHR
//DFHDPFMP DD DSN=CICSTS23.CICS.DFHDPFMP,DISP=SHR

3. Install the FILE definitions.

Defining the debugging profiles data sets as remote files
Define remote files when you want to use profiles that are stored in a region that is
connected using MRO or ISC. CICS provides the following sample definitions:
*-------------------------------------------------------------------*
*
Define base file for Debugging Profiles (non-RLS remote)
*
*-------------------------------------------------------------------*
DEFINE FILE(DFHDPFMB) GROUP(DFHDPVSR)
DESCRIPTION(Debugging Profile Base File - VSAM Remote)
REMOTESYSTEM(CICA)
REMOTENAME(DFHDPFMB)
*-------------------------------------------------------------------*
*
Define path file for Debugging Profiles (non-RLS remote)
*
*-------------------------------------------------------------------*
DEFINE FILE(DFHDPFMP) GROUP(DFHDPVSR)
DESCRIPTION(Debugging Profile Path File - VSAM Remote)
REMOTESYSTEM(CICA)
REMOTENAME(DFHDPFMP)
Figure 14. Resource definitions for debugging profiles data sets defined as remote files

1. Copy the sample FILE definitions for DFHDPFMB and DFHDPFMP resource to
another group.
2. Add the DSNAME attribute:
v For DFHDPFMB, specify the name of the debugging profiles base data set.
For example: DSNAME(CICSTS23.CICS.DFHDPFMB)
v For DFHDPFMP, specify the name of the debugging profiles base data set.
For example: DSNAME(CICSTS23.CICS.DFHDPFMP)
Alternatively, you can omit the DSNAME attribute, and include a DD card in the
CICS startup JCL. For example:
//DFHDPFMB DD DSN=CICSTS23.CICS.DFHDPFMB,DISP=SHR
//DFHDPFMP DD DSN=CICSTS23.CICS.DFHDPFMP,DISP=SHR

3. Install the FILE definitions.
If you define remote files, you will need to install corresponding file definitions in the
remote system.

Requirements
The hardware requirements for the improvements to interactive debugging are the
same as for CICS TS generally.
The software requirements for the improvements to interactive debugging are:
v To debug application programs from a workstation, one of the following:
WebSphere Studio Enterprise Developer Version 5.0.1 or later
WebSphere Studio Application Developer Version 5.0.1 or later
v To debug compiled language programs from a 3270 terminal or from workstation:
Debug Tool Version 3 Release 1 with PTF UQ77541 or later.
v To use the Web-based interface to the CICS Application Debug Profile Manager,
one of the following:
Microsoft Internet Explorer 6.0
Netscape Navigator 7.0
Mozilla 1.4
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Changes to CICS externals
There are changes to a number of CICS externals interfaces in support of the
improvements to interactive debugging. They are:
v “Changes to system initialization parameters”
v “Changes to system definition”
v “Changes to resource definition”
v “Changes to the system programming interface” on page 185
v “Changes to CICS-supplied transactions” on page 185
v “Changes to problem determination” on page 186

Changes to system initialization parameters
There is a new system initialization parameter in support of the improvements to
interactive debugging. The new parameter is:
DEBUGTOOL={NO|YES}
Specifies whether you want to use debugging profiles to select the programs
that will run under the control of a debugging tool. The following debugging
tools use debugging profiles:
v Debug Tool, for compiled language application programs (programs written in
COBOL, PL/I, C, and C++), and for Language Environment-enabled
Assembler subroutines)
v Remote debugging tools (for compiled language application programs,
Language Environment-enabled Assembler subroutines, and Java programs)
Other debugging mechanisms, such as the CICS Execution Diagnostic Facility
(CEDF) do not use debugging profiles.
NO
Specifies that you do not want to use CICS debugging profiles to select the
programs that will run under the control of a debugging tool.
YES
Specifies that you want to use CICS debugging profiles to select the
programs that will run under the control of a debugging tool.
For more information, see “Debugging profiles” on page 172.
The default value of the EDSALIM parameter has increased to 30M.

Changes to system definition
There are two new system definition tasks:
v “Preparing your CICS region for debugging” on page 178
v “Setting up the debugging profiles data sets” on page 179

Changes to resource definition
The following resources are added to list DFHLIST:
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Group Name

Description

Programs

Transactions Other
resources

DFHDP

Application debugging
profile manager

DFHDPIN
DFHDPLU
DFHDPCP

CADP
CIDP
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Mapset:
DFHDPMS

Group Name

Description

Programs

DFHDPWB

Application debugging
profile manager web
interface

DFHDPWB
DFHDPWM0
DFHDPWM1
DFHDPWM2
DFHDPWM3
DFHDPWM4
DFHDPWM5
DFHDPWM6
DFHDPWT0
DFHDPWF0

DFHSO

External sockets support

DFHSOCI
DFHSOLI

Transactions Other
resources

Sample file definitions are supplied for the debugging profiles data set. These are
described in “Setting up the debugging profiles data sets” on page 179.

Changes to the system programming interface
The INQUIRE SYSTEM and SET SYSTEM commands have a new option. The
setting specified on the SET SYSTEM command overrides the setting specified on
the DEBUGTOOL system initialization parameter.
DEBUGTOOL(cvda)
Specifies whether you want to use debugging profiles to select the programs
that will run under the control of a debugging tool.
NODEBUG
You do not want to use CICS debugging profiles to select the programs that
will run under the control of a debugging tool.
DEBUG
You want to use CICS debugging profiles to select the programs that will
run under the control of a debugging tool.
Before an instance of a program will run under the control of a debugging tool,
you must also create and activate a matching debugging profile. For more
information, see “Debugging profiles” on page 172.

Changes to CICS-supplied transactions
There are changes to the CEMT transaction. See “Changes to CEMT” for more
information.
There is a new CICS-supplied transaction for managing debugging profiles. See
“The application debugging profile manager” on page 186 for more information.
There is a new CICS-supplied utility transaction for inactivating debugging profiles.
See “Utility transaction CIDP” on page 186 for more information.

Changes to CEMT
The INQUIRE SYSTEM and SET SYSTEM commands have a new option. The
setting specified on the SET SYSTEM command overrides the setting specified on
the DEBUG system initialization parameter.
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DEBUGTOOL(value)
Specifies whether you want to use debugging profiles to select the programs
that will run under the control of a debugging tool.
NODEBUG
You do not want to use CICS debugging profiles to select the programs that
will run under the control of a debugging tool.
DEBUG
You want to use CICS debugging profiles to select the programs that will
run under the control of a debugging tool.
Before an instance of a program will run under the control of a debugging tool,
you must also create and activate a matching debugging profile. For more
information, see “Debugging profiles” on page 172.

The application debugging profile manager
You can use the application debugging profile manager to perform the following
functions:
v Display a list of debugging profiles
v View the contents of profiles
v Create new profiles
v
v
v
v

Modify existing profiles
Delete debugging profiles
Activate and deactivate profiles
Associate a display device with active profiles

The application debugging profile manager has two user interfaces:
v A 3270 terminal interface (the CADP transaction)
v A Web browser interface
For more information about the profile manager, see CICS Supplied Transactions.

Utility transaction CIDP
Transaction CIDP is a utility transaction which you can use to inactivate all
debugging profiles in your system. For example, you might choose to run the
transaction at the end of the normal working day to ensure that no active profiles
remain in a system that is unattended.
You can inactivate all the debugging profiles in your system in the following ways:
Run transaction CIDP from a 3270 terminal
There are no input parameters. The transaction issues a terminal message
and a console message to tell you that all debugging profiles have been
inactivated.
Invoke program DFHDPIN
You can link to program DFHDPIN from another program, or include it in
the Program List Table (PLT). There is no input commarea. The program
issues a console message to tell you that all debugging profiles have been
inactivated.

Changes to problem determination
There are new CICS messages and abend codes, and changes to dump and trace
in support of the improvements to interactive debugging.

186

CICS TS for z/OS: Release Guide

Messages
New messages are introduced as a result of the introduction of the improvements to
interactive debugging. All new and changed messages are described in CICS
Messages and Codes.

Abend codes
New abend codes are introduced as a result of the introduction of the
improvements to interactive debugging. All new and changed abend codes are
described in CICS Messages and Codes.

Trace and dump
A new CICS domain — the Debugging Profiles (DP) domain — supports the
improvements to interactive debugging. Control blocks and trace entries can be
selected and formatted using the keyword DP.
The CICS trace points for the DP domain are in the range DP 0100 through DP
1302. These are described in CICS Trace Entries.
New trace points have been added for the Socket domain. These are described in
CICS Trace Entries.

Migration
If you use Debug Tool in your CICS system, you should consider the following:
Do you plan to migrate to Debug Tool Version 3 Release 1?
Debug Tool Version 3 Release 1 is recommended for CICS TS for z/OS,
Version 2.3. If you want to use an earlier release of Debug Tool, you must:
1. Configure CICS to use the TCP/IP Socket Interface for CICS feature of
TCP/IP for MVS.
2. Use the DTCN transaction and other features of Debug Tool to specify
which programs are to run under the control of the debugger. The use
of CICS-managed debugging profiles for this purpose is not supported
in earlier releases of Debug Tool.
Do you use Debug Tool in remote debug mode?
Debug Tool Version 3 Release 1 does not use the TCP/IP Socket Interface
for CICS feature of TCP/IP for MVS to communicate with remote
debuggers. Therefore, if you use Debug Tool in remote debug mode, you
should determine whether you use the TCP/IP Socket Interface feature for
any other purpose. If you do not, and if you migrate to Debug Tool Version
3 Release 1, then you can remove the TCP/IP Socket Interface feature from
your system.

CICSPlex SM support
The new CICS system initialization parameter DEBUGTOOL is supported in
CICSPlex SM with the inclusion of the field DEBUGTOOL to the Web User
Interface starter set operations view EYUSTARTCICSRGN and the ISPF end user
interface view CICSRGND. There is also a matching change to the resource table
CICSRGN. The new field allows you to specify whether or not CICS debugging
profiles are used to select the programs that run under the control of a debugging
tool.
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Chapter 11. JCICS support for Web-aware applications
CICS TS for z/OS, Version 2.3 extends the JCICS application programming
interface, to provide Java classes for writing Web-aware applications. The JCICS
API now supports the function of the following CICS commands:
DOCUMENT CREATE
DOCUMENT INSERT
DOCUMENT RETRIEVE
DOCUMENT SET
EXTRACT CERTIFICATE
EXTRACT TCPIP
EXTRACT WEB
WEB READ
WEB WRITE
WEB SEND
WEB RECEIVE
WEB RETRIEVE
WEB STARTBROWSE
WEB READNEXT
WEB ENDBROWSE
WEB EXTRACT
For more information, see:
v “Benefits”
v “Changes to CICS externals”

Benefits
The addition of the JCICS classes for CICS Web support allows Java application
programmers to access CICS Web support data and develop CICS Web support
applications. This broadens the appeal of CICS application programming to a larger
number of application programmers, particularly those with Java programming skills.

Changes to CICS externals
There are changes to a number of CICS external interfaces in support of JCICS
Web extensions. These are:
v “Changes to JCICS Java Classes”
v “Changes to samples” on page 190
v “Changes to problem determination” on page 191

Changes to JCICS Java Classes
A number of options and services previously available only to non-Java programs
through the EXEC CICS API are now available to Java programs through JCICS.
This section shows the relationship between EXEC CICS commands and the
equivalent new JCICS function. For a full description of the EXEC CICS commands,
see the CICS Application Programming Reference.

Document services
JCICS support has been added for the commands in the DOCUMENT application
programming interface as shown in Table 10 on page 190.
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Table 10. JCICS support in the DOCUMENT application programming interface
Methods

JCICS class

EXEC CICS Commands

create*()

Document

DOCUMENT CREATE

append*()

Document

DOCUMENT INSERT

insert*()

Document

DOCUMENT INSERT

addSymbol()

Document

DOCUMENT SET

setSymbolList()

Document

DOCUMENT SET

retrieve*()

Document

DOCUMENT RECEIVE

get*()

Document

DOCUMENT

Web and TCP/IP services
JCICS support has been added for the commands in the WEB and TCP/IP
application programming interface as shown in Table 11
Table 11. JCICS support in the WEB and TCP/IP application programming interface
Methods

JCICS class

EXEC CICS Commands

get*()

CertificateInfo

EXTRACT CERTIFICATE / EXTRACT TCPIP

get*()

HttpRequest

EXTRACT WEB

getHeader()

HttpRequest

WEB READ HTTPHEADER

getFormField()

HttpRequest

WEB READ FORMFIELD

getContent()

HttpRequest

WEB RECEIVE

startBrowseHeader()

HttpRequest

WEB STARTBROWSE HTTPHEADER

getNextHeader()

HttpRequest

WEB READNEXT HTTPHEADER

endBrowseHeader()

HttpRequest

WEB ENDBROWSE HTTPHEADER

startBrowseFormfield()

HttpRequest

WEB STARTBROWSE FORMFIELD

getNextFormfield()

HttpRequest

WEB READNEXT FORMFIELD

endBrowseFormfield()

HttpRequest

WEB ENDBROWSE FORMFIELD

writeHeader()

HttpResponse

WEB WRITE

getDocument()

HttpResponse

WEB RETRIEVE

getCurrentDocument()

HttpResponse

WEB RETRIEVE

sendDocument()

HttpResponse

WEB SEND

Note: Use the method get HttpRequestInstance() to obtain the HttpRequest
object.

Changes to samples
The web sample is a new Java sample program provided to demonstrate the use of
the new Java classes. This sample shows you how to use the JCICS Web and
Document classes. You invoke this sample application from a web browser. It
obtains information about the inbound client request, the HTTP headers and the
TCPIP characteristics of the transaction. This information is written to the standard
output stream System.out and inserted into a response document. Information
about the document is also obtained and written to System.out and inserted into the
response document. The response document is then sent to the client.
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Changes to problem determination
Messages
New error messages are issued and written to destination CCZM, similarly to
existing JCICS messages.
Trace
New trace entries are created at entry and exit from all the native method calls
made by the new Java classes. These traces are similar to existing JCICS
traces.
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Part 5. Support for enterprise management
This part describes changes to the support for enterprise management in CICS TS
for z/OS, Version 2.3.
It contains:
v Chapter 12, “Dynamic workload management for the Link3270 bridge,” on page
195
v Chapter 13, “CICS resource definition support in the CICSPlex SM Web User
Interface,” on page 199

© Copyright IBM Corp. 2003,2006

193

194

CICS TS for z/OS: Release Guide

Chapter 12. Dynamic workload management for the Link3270
bridge
Link3270 bridge dynamic workload management provides CICSPlex SM dynamic
routing and workload management support for the CICS Link3270 bridge, which
was introduced in CICS Transaction Server for z/OS, Version 2 Release 2. It makes
use of CICSPlex SM workload management services to provide workload balancing
and workload separation for Link3270 bridge workloads, making it unnecessary to
program an exit to select target regions for dynamic routing.
For more information, see:
v “Benefits”
v “Requirements” on page 196
v “Changes to CICSPlex SM externals ” on page 196

Benefits
CICSPlex SM dynamic routing and workload management support for the Link3270
bridge allows you to make use of CICSPlex SM facilities for dynamic routing and
workload separation of Link3270 bridge workloads, and removes the need for you
to program a CICS exit to select a target region.

Dynamic routing of Link3270 bridge requests
To use CICSPlex SM for dynamic routing of Link3270 bridge requests you must
specify the CICSPlex SM routing exit EYU9XLOP as the DTRPGM system
initialization parameter in all regions. EYU9XLOP is called when the bridge link
program DFHL3270 routes a request to the AOR. The following fields are passed to
EYU9XLOP in the DFHDYPDS communication area:
v A DYRTYPE value of 8 which indicates a Link3270 bridge request type
v An eight-character bridge token in the DYRBRTK field
v The transaction ID of the transaction that is to execute in the target region in the
DYRTRAN field

Workload balancing
A DYRTYPE value of 8 indicates to CICSPlex SM that the workload is a Link3270
workload.
The ID of the transaction that is to be executed in the target region is passed to
EYU9XLOP in the DYRTRAN field of the DFHDYPDS communication area. This
transaction ID can be used for workload separation.
You can use either the queue algorithm or the goal algorithm for Link3270 workload
balancing.
CICSPlex SM selects potential target regions from the default set of target regions,
or from the set of target regions that matches the criteria for workload separation.
The set of target regions cannot include any regions at an earlier release of CICS
than CICS Transaction Server for z/OS, Version 2 Release 2 because this is the
earliest release at which the Link3270 bridge is supported.
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The selection of a target system is based on the weight calculated for the potential
target systems, according to the algorithm in use for the workload. In the event of a
route failure, subsequent processing depends upon the type of failure:
v If the target system cannot be reached, another target is selected if possible.
v If the target region fails, the routing request is terminated. No attempt is made to
route to another target.

Workload separation
You can use separation by LU name, user ID, and transaction group for Link3270
calls.
Note that you can only separate Link3270 workloads by LU name if you are using
the terminal autoinstall user replaceable program to allocate names for bridge
facilities, so that the LU name is known in advance. If you are allowing the bridge to
generate these names automatically, separation by LU name becomes
meaningless.
You can use the CICS API commands:
v EXEC CICS ASSIGN USERID()
v EXEC CICS INQUIRE BRFACILITY NETNAME()
to obtain the user ID and LU name.

Requirements
The hardware and software requirements for Link3270 bridge dynamic workload
management are the same as for CICS TS generally.

Changes to CICSPlex SM externals
There are changes to a number of CICSPlex SM external interfaces in support of
the Link3270 bridge dynamic workload management. These are:
v “Changes to the routing interfaces”
v “Changes to the CICSPlex SM API” on page 197
v “Changes to the CICSPlex SM operations views” on page 198

Changes to the routing interfaces
The code in EYU9WRAM has been extended to deal with Link3270 bridge
workloads. The new copy books are provided for:
v “EYURWCOM”
v “EYURWTRA” on page 197
This section summarizes the changes to the copy books.

EYURWCOM
The EYURWCOM copy book has been extended to deal with Link3270 bridge
workloads. The changes are:
WCOM_DYRTYPE
A new code has been added to indicate a Link3270 bridge request type:
8
For routing a Link3270 bridge request.
WCOM_BRIDGE_TOKEN
A new 8-character field which holds the bridge token
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EYURWTRA
The following additions have been made to EYURWTRA to support Link3270 bridge
workloads:
WTRA_BRIDGE_TOKEN
A new 8-character field which holds the bridge token
WTRA_DYRTYPE
A new request type has been added for Link3270 bridge requests:
8
WTRA_DYRTYPE_3270

Changes to the CICSPlex SM API
A new resource table BRFACIL is introduced.

Changes to the CICSPlex SM Web User Interface starter set
A new view is added to the Web User Interface starter set:
EYUSTARTBRFACIL
Displays information about a Link3270 bridge facility. It has the following
attributes:
NAME Shows the 8–byte bridge facility token.
NETNAME
Shows the 8–byte virtual network name of the bridge facility.
TERMID
Shows the 4–byte virtual terminal ID of the bridge facility.
TRANSID
Shows the 4–byte name by which the user transaction that is being
run by the Link3270 bridge is known in the current region.
TASKID
Shows the full word number of the task that is running the user
transaction.
USERID
Shows the 8–byte user ID that is associated with the bridge facility.
LINKSYSTEM
Shows the 4–byte system ID of the AOR that the request is routed
to.
LINKSYSNET
Shows the 8–byte network name of the AOR that the request is
routed to.
REMOTESYSTEM
Shows the 4–byte system ID of the remote bridge router region.
This field is blank if the AOR is the router region.
REMOTESYSNET
Shows the 8–byte network name of the remote bridge router region.
This field is blank if the AOR is the router region
NAMESPACE
Shows the CVDA value that indicates the type of namespace used
to allocate bridge facility names. Values are:
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LOCAL
The bridge facility was allocated by the START BREXIT
mechanism. Its name is only unique in the region where it
was created.
SHARED
The bridge facility was allocated by the Link3270 bridge
mechanism. Its name is unique across all CICS Link3270
bridge regions in the CICSplex that have access to a
shared DFHBRNSF namespace file.
KEEPTIME
Shows the full word binary field that gives the length of time that
the bridge facility is to be kept if inactive.
TERMSTATUS
Shows the CVDA value that indicates the bridge facility status.
ACQUIRED
The bridge facility is currently in use.
AVAILABLE
The bridge facility is not in use but is available for use by
the client.
RELEASED
The bridge facility is marked for deletion on the next
cleanup cycle.
Release (action)
Marks an active bridge facility for deletion.

Changes to the CICSPlex SM operations views
The bridge facility token has been added to the TASKD view.
21OCT2003 21:23:51 ----------- INFORMATION DISPLAY --------------------------COMMAND ===>
SCROLL ===> PAGE
CURR WIN ===> 1
ALT WIN ===>
W1 =TASK=====TASKD====EYUPLX01=EYUPLX01=21OCT2003==21:22:07====CPSM==========1
Task ID........
23 CICS System.. EYUMAS3A Expanded UOW.....
Tran ID........
CONL Terminal ID..
RRMS/MVS Uowid..
User ID........
TermConn Name
Client IP addr..
Tran Class..... DHTCL00 Terminal.....
0000 Bridge Tranid....
First Program.. EYU9XLEV Info........
0000 Identifier.......
Priority.......
255 Facility ID..
DB2 Plan.........
TaskProf....... DFHCICST Facility.....
TASK Process Type.....
LU Name......
Process Name.....
Attach Date.... 26NOV2001 Network......
Activity Name....
Attach Time.... 11:46:46
Name......
Clocks/timing....
Elapsed Time... 00:01:12 Unit of......
Settings.........
Perf Rec Cnt...
0 Work ID..... FCD52D82 Request counts...
Running Status.
RUNNING Unit of......
N/A Comms requests...
Suspend Type...
Recovery....
N/A Storage usage....
Suspend Value..
WLM ServClass
TCP/IP usage.....
WLM ReptClass
CICS BTS requests
Current Suspend 00:00:00 CICS TCB.....
QR ENQ info.........
3270 Bridge.. 01040002 CPU/TCB info.....
Facil.Token.. 00000002
Figure 15. The TASKD view
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Chapter 13. CICS resource definition support in the
CICSPlex SM Web User Interface
CICS Transaction Server for z/OS, Version 2 Release 3 introduces a major
extension of the tasks you can carry out using the Web User Interface with the
introduction of the Create, Update and Remove actions for definitions.
The Web User Interface starter set of views and menus includes a set of new
administration views you can use to create and update CICS resource definitions.
You can use these as provided, or as a basis for creating your own using the Web
User Interface view editor.
You invoke these new actions by selecting the resource on which the action is to be
performed from a resource definition detail or tabular view and selecting the
appropriate action button; Create, Update, Remove or Install to display the
appropriate resource definition view.
The Web User Interface has also been extended to include the following:
v Enhanced security for Web User Interface views and menus, including an audit
trail.
v General usability and accessibility enhancements, such as mixed case field hints
and better data formatting.
v An enhanced starter set of views and menus, offering definitional views and a
default environment designed to be more familiar to users of the ISPF end user
interface.
For more information, see:
v “Benefits”
v “Requirements”
v “Changes to the CICSPlex SM Web User Interface” on page 200
v “Migration” on page 205

Benefits
The Web User Interface enhancements in CICS Transaction Server for z/OS,
Version 2 Release 3 significantly extend its power and usability. You can now
perform more tasks from this platform-independent interface. Improved security
allows you to protect views and menus from unauthorized access and to trace
users who make updates. The usability improvements make the interface easier to
use and more accessible to those with visual impairments. The improved starter set
of views and menus provides a better starting point from which you can customize
the interface to match the requirements of your business.

Requirements
There are no special hardware or software requirements for the CICSPlex SM Web
User Interface basic definition support over and above the requirements for CICS
Transaction Server for z/OS, Version 2 Release 3.
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Changes to the CICSPlex SM Web User Interface
The changes that have been made to the Web User Interface to support the new
functions are described in the following sections:
v “Enhanced starter set views and menus”
v “Interface usability enhancements” on page 201
v “Enhanced security for views, menus and help” on page 202
v “View editor changes” on page 203
v
v
v
v

“Administration changes” on page 203
“Data formatting changes” on page 203
“Confirmation panel behavior for definitional actions” on page 204
“Problem Determination” on page 204

Enhanced starter set views and menus
The Web User Interface starter set of view set and menu definitions has been
extended to support the new definitional actions and updated to enhance
consistency and usability as well as making them more familiar to users of the ISPF
end user interface. Starter set views are named EYUSTARTobject, where object is
the name of the resource. Starter set menus are named EYUSTARTmenu, where
menu is the name of the menu. For example, if you wanted to create, update or
remove a journal model definition, you could use the new EYUSTARTJRNMDEF
starter set view shown in Figure 16.

Figure 16. . Web User Interface journal model definition view
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See CICSPlex System Manager Managing Business Applications for more guidance
on using the Web User Interface to define CICS resources.
Table 12 lists the Web User Interface views introduced to support the new
definitional actions.
Table 12. Web User Interface definition views
EYUSTARTCONNDEF
EYUSTARTFETRGDEF
EYUSTARTDB2CDEF
EYUSTARTFILEDEF
EYUSTARTDB2EDEF
EYUSTARTFSEGDEF
EYUSTARTDB2TDEF
EYUSTARTJRNMDEF
EYUSTARTDOCDEF
EYUSTARTLSRDEF
EYUSTARTEJCODEF
EYUSTARTMAPDEF
EYUSTARTEJDJDEF
EYUSTARTPARTDEF
EYUSTARTENQMDEF
EYUSTARTPROCDEF
EYUSTARTFENODDEF
EYUSTARTPROFDEF
EYUSTARTFEPOODEF
EYUSTARTPROGDEF
EYUSTARTFEPRODEF
EYUSTARTPRTNDEF

EYUSTARTRQMDEF
EYUSTARTSESSDEF
EYUSTARTTCPDEF
EYUSTARTTDQDEF
EYUSTARTTERMDEF
EYUSTARTTRANDEF
EYUSTARTTRNCLDEF
EYUSTARTTSMDEF
EYUSTARTTYPTMDEF

There are also two new Web User Interface starter set menus:
v EYUSTARTENTJAVA
v EYUSTARTOPERATE
As with all starter set views and menus, you can use these as provided, or as a
basis for creating your own.
Note: There are no new ISPF end user interface views in CICS Transaction Server
for z/OS, Version 2 Release 3. Instead new Web User Interface starter set
views are provided. See CICS Transaction Server for z/OS Migration from
CICS TS Version 2.2 for a complete list of these new views.
An independent navigation frame is introduced as an alternative to using the starter
set home menu. The default value of the DEFAULTNAVIGATE() Web User Interface
parameter is now EYUSTARTNAVIGATE, not EYUSTARTMENU.

Interface usability enhancements
The usability of the Web User Interface has been improved in a number of ways,
including:
Case sensitive field indicator
A new icon,

is placed immediately after every entry field relating to a case-sensitive
character string attribute.
Preselect required parameter check-box
The check-box for required parameters or attributes on confirmation panels
is replaced with this icon,

. This makes required parameters easier to identify and ensures a value is
always supplied.
Resource icons next to view links
Links to view sets are followed by an icon representing the resource
Chapter 13. CICS resource definition support in the CICSPlex SM Web User Interface
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managed by the target view set. This applies both to view links on menus
and links on detail and tabular views but not to view set links on the
navigation frame.
Enhanced tabular page navigation
The navigation mechanism on tabular pages now allows you to jump to any
of the available page numbers in one step by entering the page number.
You can select the next and previous pages by selecting the appropriate
buttons.
Improved multiple record selection
The Previous and Next link mechanism on tabular pages has been
enhanced to allow selections to be preserved on page changes.
In addition, the Select all check-box of previous releases has been
replaced by two buttons, Select all and Deselect all. When these are used
the selections are reflected visually in the record selection check-boxes. It is
also possible to select all and then manually deselect a few.
Changes to confirmation panel buttons
The labelling of buttons on confirmation panels buttons has been made
more meaningful. The labels previously Yes to all and No to all now read
Yes to n remaining and No to n remaining, where n is the number of
remaining records. These buttons are displayed only when more than one
record remains.
Action completion record counts
The messages used to report the completion of an API action
(EYUVC1230I and EYUVC1231E) have been changed to include a count of
the number of records for which the message is being displayed.

Enhanced security for views, menus and help
The Web User Interface has additional security features to protect views and menus
from unauthorized access. These features are designed to protect the views and
menus themselves rather than the objects they manage. Other aspects of
CICSPlex SM security are unchanged.
The following new ESM FACILITY profiles are introduced:
EYUWUI.wui_server_applid.VIEW.viewsetname
— used to protect view sets.
EYUWUI.wui_server_applid.MENU.menuname
— used to protect menus
EYUWUI.wui_server_applid.HELP.helpmembername
— used to protect help pages.
Users can be given read or update access to these:
v Read — to use the views or menus in the main interface or export using COVC;
that is to allow you to prepare and protect views for specific user groups
v Update — to create, update or remove items in the view editor or import using
COVC; that is, allow you to open the view editor to more users, while restricting
the view-sets and menus that individuals can modify.
If a security profile is not found to match the request, the default action is to
authorize all access by all users. You can make not authorized the default by
setting up a generic profile.
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When selecting a view set or menu to edit or delete within the view editor, only
items for which you have update access are listed. However, when selecting a
view-set to copy, all items for which you have read access are shown. This allows
you to copy any object for which you have read only access to a private copy in
your updateable name space.
When browsing for views that are accessible, no security exceptions are logged.
Users are presented with a list that has been filtered to remove the views that are
not accessible. However, when a user attempts an unauthorized action; for example
creating a view in a denied name space, the EYULOG security exception message
EYUVS1100E is issued.
If a user attempts to export a view set or menu without authorization, message
EYUVS1015W is issued to record the omission of the unauthorized resource. The
export of other view sets and menus continues.

View editor changes
The view editor has been modified to allow you to design views to support the new
create, update and remove actions.
In order to use the create or update action, you need to add an action button to the
view from which the confirmation panel for the action is to be launched. This is
done in much the same way as adding any new action to a detail or tabular view.
However you have the option of using a single confirmation panel for both the
update and create actions. You can also add a remove action to a view without
using a confirmation panel.
See CICSPlex SM Web User Interface Guide for more guidance on the operation of
the Web User Interface view editor.

Administration changes
The facility that allows you to import view sets and menu definitions from the Web
User Interface repository has been improved. As well as being able to select either
view sets or menus to import to a transient data queue, you now have the option to
import both view sets and menus in one operation. The export function is
unchanged.
The Web User Interface now provides a useful audit trail by issuing EYULOG
messages. EYUVS1101I or EYUVS1102I is issued each time a view-set or menu is
created, modified or deleted. Message EYUVS1016I is issued to record the start of
an import, and includes the user ID and source transient data queue.
In addition, each view set and menu definition records details of the last change
including the user ID and time. This information is preserved when view sets are
exported or imported.

Data formatting changes
There are some changes to the way entered data is handled by the Web User
Interface. These changes are designed to ensure that data integrity is maintained in
the exchange of formatted and unformatted (binary) information between the web
browser and CICSPlex SM. This not only supports the new create, update and
remove actions but also enhance the usability and accessibility of the interface.
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The way the Web User Interface handles non printable characters in character
strings has changed in order to make strings easier to read particularly in summary
views and when using audio browsers. An advanced non-printable format has been
introduced using the following rules:
v Trailing spaces are ignored (the fixed-buffer is assumed to be space-filled).
v The string is split in to maximum-length, printable and non-printable segments.
These are formatted using the appropriate notation and separated by a plus sign
’+’ character, for example, ’HI’+’0000’X+’THERE’
v If an otherwise non-printable segment contains a generic character such as an
asterisk or plus sign, it is represented as an in line character, for example: ’00*’X
’00+00’X.
This format is also available for hexadecimal strings as an alternative to the
hexadecimal format used in previous releases.
Data presented to a data interface client is unchanged.

Confirmation panel behavior for definitional actions
In order to support the new create, update and remove actions the behavior of the
confirmation panels that invoke these actions is slightly different to that of other
actions:
v When you use the view editor to design a confirmation panel for the create
action, you can also use the same panel for the update action. The action button,
which launches the panel, determines which action it is used for. This avoids any
potential problems involved in keeping separate create and update panels in step
during the design process.
v The create action does not have to be invoked against an existing resource
instance; it is always available. This means that the create action can be invoked
from a tabular view on which no records have been selected.
v Error messages from create or update actions are displayed on a re-displayed
confirmation panel with the input preserved. This gives you the option to correct
your input, or to abandon the action.

Problem Determination
As part of the support for definitional actions, the Web User Interface has been
enhanced to report inconsistent set, scope and installation errors from Business
Application Services (BAS). Each type of BAS error is mapped to one or more Web
User Interface messages. Each message is displayed once on the browser for each
BAS error recorded.
See CICSPlex SM Application Programming Guide for more information about
CICSPlex SM BAS error handling.
There are a number of new and changed Web User Interface messages:
v The following new client messages are written to the Web User Interface web
browser:
EYUVC1219E
EYUVC1224E
EYUVC1240E
EYUVC1241E
EYUVC1273I
EYUVC1274I
EYUVC1275I
EYUVC1276I
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EYUVC1277I
EYUVC1290E
EYUVC1291E
v The following new editor messages are written to the Web User Interface web
browser:
EYUVE0017E
EYUVE0029E
EYUVE0043E
EYUVE0051E
EYUVE0053E
EYUVE0054E
EYUVE0336E
EYUVE0348E
EYUVE0362E
EYUVE0370E
EYUVE0373E
EYUVE0374E
v The following are new server messages written to the EYULOG:
EYUVS1015W
EYUVS1016I
EYUVS1017W
EYUVS1100E
EYUVS1101I
EYUVS1102I
v The following messages have been changed:
EYUVC1230I
EYUVC1231E
See CICSPlex SM Web User Interface Guide for a complete description of these
messages.

Migration
Some internal Web User Interface repository record versions have been
incremented to facilitate the new features in view definitions For this reason, if your
existing Web Server Interface repository contains customized view sets or menus, it
is essential that you migrate your view set and menu definitions. The migration
procedure itself has not changed. You need to do the following:
v Export your view set and menu definitions with your Web User Interface server
still running at your current release. It is not necessary for the Web User
Interface server to be connected to a CMAS to do this. For information about
exporting definitions see the CICSPlex SM Web User Interface Guide .
v Create a new Web User Interface server repository for Version 2.3 using the JCL
described in the CICSPlex SM Web User Interface Guide.
v Start the Web User Interface server at the new release using the new Web User
Interface server repository.
v Import the new starter set definitions (the supplied set of view set and menu
definitions with names beginning EYUSTART) from EYUEVX01, EYUKVX01, or
EYUSVX01 depending on the language.
v Import your previous release view set and menu definitions, specifying the SKIP
option on the Duplicate Names field of the COVC panel. This prevents the new
starter set definitions being overwritten by starter set definitions exported from a
previous release.
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The full migration is not necessary if there are no customized view sets or menus in
your existing Web User Interface repository. A new repository can be initialized with
the starter set definitions supplied with the release.
See CICS Transaction Server for z/OS Migration from CICS/ESA® Version 4.1 for
more guidance about CICSPlex SM migration procedures.
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Part 6. Miscellaneous changes
This part describes miscellaneous changes to CICS Transaction Server for z/OS in
Version 2 Release 3.
It contains:
v Chapter 14, “Other changes and enhancements to CICS,” on page 209
v Chapter 15, “Other changes and enhancements to CICSPlex SM,” on page 223

© Copyright IBM Corp. 2003,2006

207

208

CICS TS for z/OS: Release Guide

Chapter 14. Other changes and enhancements to CICS
CICS TS for z/OS, Version 2.3 includes a number of changes to CICS not
described elsewhere:
v Help information for some Web-based interfaces is provided by the CICS
Information Center
v You can now obtain the TCP/IP address of VTAM autoinstalled terminals which
connect to CICS through TELNET 3270.
v The CICS statistics utility program, DFHSTUP, has been improved with the
addition of a new function which allows you to design statistics reports tailored to
the needs of your installation.
v Interfaces to the VS COBOL II, OS PL/I and C/370 runtimes have been removed.
However, in most cases applications compiled and linked with these products can
execute successfully under Language Environment.
v The CEDA transaction now supports the entry of mixed case attributes
v The DFHCNV macro has been extended to support generic conversion templates
that apply to multiple resources
v CICS TS supports client and server code pages for a number of additional
languages
v CICS now supports the enhanced DB2 restart-light capability provided in DB2
Version 8.
v New global user exits, XICERES and XPCERES enable you to check that
resources required by a dynamically-routed request are available on the target
region

#

v Support for the XSNEX global user exit, introduced as a short-time migration aid
in CICS TS 2.2, continues in this release.
v The repertoire of threadsafe of EXEC CICS commands has been extended
v A new command, and new options on two other commands, have been
introduced for users of CICS Business Transaction Services (BTS)
v The Link3270 bridge now supports the ACCUM option on the EXEC CICS SEND
MAP, SEND TEXT, and SEND CONTROL commands.
v CICS now supports mixed case passwords.
For more information, see:
v “Information Center integration” on page 210
v “Display of IP address for VTAM autoinstalled terminals” on page 210
v “Statistics enhancements” on page 211
v “Remove non-Language Environment runtime” on page 215
v “Mixed case attributes in CEDA” on page 215
v “Changes to data conversion” on page 216
v “Support for enhanced DB2 restart-light for improved recovery” on page 217
v “Using the XICERES and XPCERES exits to check the availability of resources
on a target region” on page 218
v “Continued availability of the XSNEX global user exit” on page 219
v “New threadsafe EXEC CICS commands” on page 219
v “Enhancements to the BTS API” on page 220
v “Link3270 bridge support for ACCUM option” on page 221
v “Support for mixed case passwords” on page 221
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Information Center integration
Help information for Web-based interfaces that CICS supplies is now provided by
the CICS Information Center. In this release, this support is used by the Web
interface to the application debugging profile manager.

Changes to system initialization parameters
There is a new system initialization parameter to support Information Center
integration:
INFOCENTER=infocenter_url
Specifies the Universal Resource Locator (URL) of the root of the CICS
Information Center directory structure. CICS-supplied transactions with a Web
browser interface use this parameter to construct links to the CICS Information
Center.
Example: INFOCENTER=’http://server_name/CICSInfoCenter/infoctr.html’
If you do not code this parameter, CICS does not use the Information Center to
provide help information.

Display of IP address for VTAM autoinstalled terminals
This section describes the ability of CICS to obtain the TCP/IP address of VTAM
autoinstalled terminals connecting into CICS through TELNET 3270.
In earlier releases, it has not been possible to determine the IP address of
autoinstalled VTAM terminals connecting into CICS through TELNET 3270. The
VTAM CINIT contains the terminal TCP/IP client address, IP port and host name,
known as the TNADDR, to the VTAM CINIT. CICS now supplies the TNADDR in
messages, dump and trace as an aid to problem diagnosis. CICS also provides
code in the sample user-replaceable programs to extract this information.
Note: The host name field of the TNADDR is only available if HNGROUP has been
added to your TCP/IP profile.

Changes to the node error program
A new action, print TNA, is added to the action flags set by DFHZNAC in field
TWAOPTL of the communication area, for use by the node error program. Print
TNA causes the TNADDR (TCP/IP client address, port and host name) to be printed
after any message that contains this flag. The action flag is TWAOTNA in
TWAOPT1, flag 8, set to X'01'. Print TNA is added as the default action flag for
DFHZC3461.

Changes to the terminal autoinstall user-replaceable programs
There is new sample code in the terminal autoinstall user-replaceable program to
give you access to the TNADDR during the terminal autoinstall process. The
uncalled subroutine scans the CINIT for the Control Vector 64 and copies the
TNADDR fields into program storage. You can modify the sample program or your
own version of the program to call the subroutine during terminal install. You can
modify the subroutine for your own purposes such as, security checking, accounting
and creating terminal Ids. For further information about Control Vector 64, refer to
SNA Formats, GA27-3136
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The following programs have been updated to include an uncalled subroutine.
Program Name

Program Language

New subroutine

DFHZATDX

Assembler

EXTRACT_TNADDR_FROM_CINIT

DFHZATDY

Assembler

EXTRACT_TNADDR_FROM_CINIT

DFHZCTDX

COBOL

EXTRACT-TNADDR-FROM-CINIT

DFHZPTDX

PL/I

EXTRACT_TNADDR_FROM_CINIT

DFHZDTDX

C

EXTRACT_TNADDR_FROM_CINIT

Changes to problem determination
There are changes to messages, dump and trace to include the TNADDR (TCP/IP
client address, port and host name).
Messages
A new message, DFHZC6908, is issued during the autoinstall process. This
message shows the netname by which CICS will know the device, and gives
the TNADDR to show the origin of the resource.
DFHZC3461, DFHZC2411 and DFHZC0146 have the TNADDR added to the
end of their messages. The node error program can be used to remove the
TNADDR from these messages or add it to other DFHZNEP messages.
Message DFHZC0146, produced after a persistent sessions restart will not
contain the host name.
When the CICS AILDELAY system initialization parameter is used and an
autoinstall terminal logs off and on before the AILDELAY specified timeout
interval has expired, the host name is not displayed. This is because the
autoinstall work element (AWE) is not created for the second logon and the
TCTTE fields are used.
Trace
The following changes are made to CICS trace entries:
TNADDR is included in trace point AP FC8A (by module DFHZATA).
A new trace point, AP FC8D, is created to help you determine the IP address of
your VTAM autoinstalled terminal. This trace point contains:
v Data 1 = TERMID
v Data 2 = NETNAME
v Data 3 = TNADDR
This new trace entry is created at the end of the autoinstall process.
Dump
The TCP/IP client address and port are shown in the terminal control table
terminal entry (TCTTE). The string representation of these two fields follows the
TCTTE in the TCP section of CICS system dumps. The host name is not
displayed in the dump.

Statistics enhancements
The CICS statistics utility program, DFHSTUP, has been improved with the addition
of a new extract reporting function very similar in concept to the RDO utility
DFHCSDUP extract function. This provides a method of writing a user program that
can process statistics records to create reports of statistics data. This allows you to
design statistics reports tailored to the needs of your installation.
Chapter 14. Other changes and enhancements to CICS
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These new reports should be significantly smaller than in the past and much easier
to review on a daily basis. You no longer need to work through large amounts of
data to determine if some corrective or preventative tuning action is required. It
should also be easier to identify the specific CICS regions, the time of day, and the
type of CICS resources that may require further specific in-depth performance
analysis.
The new statistics reporting function is exploited by providing a sample extract exit
program, DFH0STXR, which produces an event type of statistics report that
highlights each event in a single print line. This provides a much easier method of
analyzing CICS statistics records than has been available in previous releases.
There are three types of event:
v Exception — a CICS limit condition has been exceeded (such as MXT, or file
strings).
v Warning — a peak condition has met or exceeded a user defined threshold
percentage.
v Information — a peak value has been reached for a key CICS system parameter.
These events are predefined within the DFH0STXR sample program but can be
customized. In order to facilitate customization, events are documented in the
prolog along with the statistics fields queried for each.
You have the option in the design of the user program to write the statistics data to
a data set to be used as input to a database, such as DB2, or to a reporting tool
such as ICETOOL.
The source code for DFH0STXR is supplied in the CICSTS23.CICS.SDFHSAMP
library. It is also supplied in compiled form in CICSTS23.CICS.SDFHLOAD.
As well as the DFH0STXR sample, two skeleton exits are provided; an assembler
extract exit called DFH£STXA, and a COBOL extract exit called DFH0STXC. These
show the format and structure of the interface between DFHSTUP and the extract
exit. The source for these skeletons is in SDFHSAMP, and the compiled programs
in SDFHLOAD. Extract exits must be written using a Language Environment
enabled assembler or a CICS Language Environment supported high level
language.
The EXTRACT command takes all the statistics data from the input SMF data set
and passes it to a user program for processing. The command has the following
format:
EXTRACT USERPROGRAM=progname

USERPROGRAM is the name of the user-written program that is to process the data
retrieved by the EXTRACT command. You must supply a USERPROGRAM value.
Specifying the extract exit changes the default DFHSTUP report settings. If you
specify only the extract exit, only the extract exit is driven; other DFHSTUP reports
are suppressed. If the EXTRACT control statement is specified, other statistics
report control statements, such as SUMMARY, must also be specified to ensure that
the appropriate reports are produced. The existing statistics utility program record
selection capabilities, such as, applid, date and time, apply automatically to extract
reports in addition to any other statistics reports that may be created at the same
time. However, the COLLECTION TYPE and UPPERCASE control parameters of
DFHSTUP are ignored.
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For example, if you want just an event-type report using the CICS supplied sample
exit program, you should specify the following:
//xxxxxxxx JOB (job accounting)
//stepname EXEC PGM=DFHSTUP,REGION=0M
//STEPLIB DD DSN=....
//
DD DSN=....
//
DD DSN=PP.CEE.SCEERUN,DISP=SHR
//DFHSTATS DD DSN=...
//DFHSTWRK DD ....
//SYSPRINT DD SYSOUT=x
//STXRRPT DD SYSOUT=x
//STXRINPT DD *
INFO
<- Optional input
/*
//SYSIN DD *
EXTRACT USERPROGRAM=DFH0STXR
/*
//

Figure 17 on page 214 contains sample output from the DFHSTUP statistics utility
program including output from the extract exit. Other statistics reports have been
suppressed, as reported in message DFHST0233I.
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CICS 6.3.0 Statistics Utility Program
Report Date 08/30/2002
Report Time 15:51:18
Page
4
Report Abstract
___________________________________________________________________________________________________________________________________
REPORT ABSTRACT
_______________
Total SMF records read . . . . . . . . . . . :
1315
Total SMF/CICS records read. . . . . . . . . :
1313
Total SMF/CICS/Statistics records read . . . :
1313
Total SMF/CICS/Statistics records processed. :
35
Applid: IYK2Z2G1 Jobname: CI13JTD5
___________________________________
Number of Statistics Intervals processed . . :
0
Number of EOD records processed. . . . . . . :
0
Number of INT records processed. . . . . . . :
0
Number of REQ records processed. . . . . . . :
2456
Number of RRT records processed. . . . . . . :
0
Number of USS records processed. . . . . . . :
15
Date/Time of first SMF record processed. . . : 08/30/2002 at 15:40:25
CICS Start Date/Time. . : 08/30/2002 at 15:40:23
Date/Time of last SMF record processed . . . : 08/30/2002 at 15:42:43
DFHST0233 I DFHSTUP report supressed. Report options requested only an EXTRACT userprogram to be invoked.
CICS 6.3.0 Statistics Utility Program
Report Date 08/30/2002
Report Time 15:51:18
Page
5
Report Abstract
___________________________________________________________________________________________________________________________________
CICS 6.3.0 Statistics Exception Event Reporter
Report Date: 08/30/2002
Report Time: 15:51:18
Page
1
____________________________________________________________________________________________________________________________________
EXCEPTION
WARN
INFO
CICS 6.3.0 Statistics Exception Event Reporter
Report Date: 08/30/2002
Report Time: 15:51:18
Page
2
____________________________________________________________________________________________________________________________________
Record
Record Stats
Event
Type
Date
Time
Type Applid
id
Event Description
____________________________________________________________________________________________________________________________________
I
08/30/2002 15:42:43 REQ IYK2Z2G1 XM001 MXT Limit = 30. Current Tasks =
1. Peak Tasks =
6.
I
08/30/2002 15:42:43 REQ IYK2Z2G1 SM001 DSA Limit =
4,096K. Allocated =
2,048K. Peak =
2,048K.
I
08/30/2002 15:42:43 REQ IYK2Z2G1 SM002 EDSA Limit =
204,800K. Allocated =
22,528K. Peak =
22,528K.
I
08/30/2002 15:42:43 REQ IYK2Z2G1 TS001 DFHTEMP CIs =
507. Peak Used =
2. Peak TSMain =
0K.
W
08/30/2002 15:42:43 REQ IYK2Z2G1 LD001 Program Load to Use Ratio for Program ’IBMRLIB1’ = 100%. Location = ’RDSA
’.
W
08/30/2002 15:42:43 REQ IYK2Z2G1 LD001 Program Load to Use Ratio for Program ’IBMRSAP ’ = 100%. Location = ’RDSA
’.
W
08/30/2002 15:42:43 REQ IYK2Z2G1 LD001 Program Load to Use Ratio for Program ’IGZCPAC ’ = 100%. Location = ’ERDSA
’.
W
08/30/2002 15:42:43 REQ IYK2Z2G1 LD001 Program Load to Use Ratio for Program ’IGZCPCC ’ = 100%. Location = ’ERDSA
’.
I
08/30/2002 15:42:43 REQ IYK2Z2G1 D2001 DB2 Conn ’RCTJT
’. TCB Limit =
12. Peak TCBs =
1. TCB Readyq HWM =
0.
CICS 6.3.0 Statistics Exception Event Reporter
Report Date: 08/30/2002
Report Time: 15:51:18
Page
3
____________________________________________________________________________________________________________________________________
Statistics Exception Event Report Totals for Applid IYK2Z2G1
____________________________________________________________
Statistics Records Processed . . . . . . . . . . :
2,471
Statistics Exception Events Reported . . . . . . :
0
Statistics Warning Events Reported . . . . . . . :
4
Statistics Information Events Reported . . . . . :
5
__________
Total Events Reported . . . . . . . . . . . . . :
9
____________________________________________________________________________________________________________________________________
Total Statistics Records Processed .................:
2,471
Statistics Event Report Processing Complete.

Figure 17. Sample output from the DFHSTUP program

If you wish to print all types of statistics reports, including a summary and an event
report, you should specify the following:
//xxxxxxxx
//stepname
//STEPLIB
//
//
//DFHSTATS
//DFHSTWRK
//SYSPRINT
//STXRRPT
//STXRINPT
INF0
/*
//SYSIN DD
COLLECTION
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JOB (job accounting)
EXEC PGM=DFHSTUP,REGION=0M
DD DSN=....
DD DSN=....
DD DSN=CEE.SCEERUN,DISP=SHR
DD DSN=...
DD ....
DD SYSOUT=x
DD SYSOUT=x
DD *
*
TYPE=ALL
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SUMMARY
EXTRACT USERPROGRAM=DFH0STXR
/*
//

Remove non-Language Environment runtime
In CICS Transaction Server for z/OS, Version 2 Release 3, interfaces to the VS
COBOL II, OS PL/I and C/370 runtimes are removed. Applications compiled and
linked with these non-Language Environment conforming products usually execute
successfully under Language Environment in compatibility mode.
CICS maintains its interfaces to the OS/VS COBOL runtime, and applications
compiled at this level of COBOL usually execute successfully provided that your
CICS system is executing with a Language Environment which includes support for
the OS/VS COBOL runtime.
Refer to the Language Environment Run-Time Migration Guide for general
information about migrating your applications to use Language Environment. For
more detailed information, refer to whichever of the following publications is
appropriate to your environment:
COBOL for OS/390 & VM Compiler and Run-Time Migration Guide
Enterprise COBOL for z/OS and OS/390 Migration Guide
VisualAge PL/I for OS/390 Compiler and Run-Time Migration Guide
PL/I for MVS & VM Compiler and Run-Time Migration Guide
Enterprise PL/I for z/OS and OS/390 Migration Guide
z/OS C/C++ Compiler and Run-Time Migration Guide
#
#
#
#
#
#
#

Note: In CICS Transaction Server for z/OS, Version 2 Release 3, definitions of
CICS resources used by Language Environment are not autoinstalled during
CICS initialization. You must ensure that resource definitions used by
Language Environment are defined in the CSD, and that the groups that
contain them are referenced in the GRPLIST system initialization parameter.
Language Environment uses RDO group CEE for its resources, and, by
default, CICS includes this group in list DFHLIST.

Mixed case attributes in CEDA
CEDA is often used in circumstances where the CICS system, or the particular
terminals, are defined so that all input is folded (or translated) to upper case. Web
support and Enterprise bean support introduced some resource definition
parameters which must be entered in lower case or mixed case, because their
values must match those in other systems, where the use of lower case fields is
commonplace.
To enable you to input lower case and mixed case values, you were advised in
CICS TS 2.2 to use CEOT to set NOUCTRAN before entering such input.
CEDA now knows about these fields. It will observe the setting of UCTRAN, but if
upper case translation is in effect CEDA will not alter the fields listed below. They
are the ones where input may need to be kept in the case that you entered.
The fields which are case sensitive are:
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JNDIPREFIX, SHELF, DJARDIR, HOST and CERTIFICATE
on the CORBASERVER definition.
HFSFILE
on the DJAR definition.
JVMCLASS and JVMPROFILE
on the PROGRAM definition.
BEANNAME, MODULE, INTERFACE and OPERATION
on the REQUESTMODEL definition.
CERTIFICATE
on the TCPIPSERVICE definition.
These fields are marked (Mixed Case) on the CEDA input panels.
This action of suppressing upper case translation applies to input on the CEDA
panels, but it does not apply when values for these fields are supplied on the CEDA
command line.
So, using a terminal which has UCTRAN set to cause upper case translation, If you
enter:
CEDA DEFINE DJAR GROUP(ONE) CORBASERVER(TWO) HFSFILE(three)

the result is HFSFILE THREE instead of the three that you intended.
If however you enter:
CEDA DEFINE DJAR GROUP(ONE) CORBASERVER(TWO)

and then supply the value three for HFSFILE using the panel, the result is as you
intended.

Changes to data conversion
Generic templates for data conversion
The DFHCNV TYPE=ENTRY macro defines the data conversion for resources in
the conversion table. The macro has been extended so that you can use it to create
generic templates that apply to multiple resources, rather than creating an entry in
the conversion table for each individual resource. You can do this by using a prefix
in an entry rather than specifying the full resource name. This groups together all
resources which match the prefix and resource type. The matching resources are
all converted in the same way.
This means that order is important in the table. You should put the most specific
resource names at the top of the conversion table, with the least specific prefixes at
the bottom. Where no resource name or prefix is specified, the default conversion
for the resource type is used.
For further information about using macros in assembling the data conversion table,
see the CICS Family: Communicating from CICS on System/390® manual.

Support for additional code pages
CICS regions on System/390 store character data in EBCDIC format. When they
exchange character data with ASCII-based systems such as CICS for OS/2® or
CICS on Open Systems, the data must be converted between ASCII and EBCDIC
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formats. For standard conversion of character data between ASCII and EBCDIC,
client and server code pages are used. (For explanatory information about data
conversion, see the CICS Family: Communicating from CICS on System/390
manual.)
CICS TS supports additional client and server code pages. There are new code
pages in the following languages:
v Arabic
v Chinese
v Devanagari (Hindi and Marathi)
v Estonian
v Farsi
v Hebrew
v Laotian
v Thai
v Urdu
All the client and server code pages supported by CICS are listed in the CICS
Family: Communicating from CICS on System/390 manual.

Support for enhanced DB2 restart-light for improved recovery
CICS now supports the enhanced DB2 restart-light capability provided in DB2
Version 8. Restart-light mode is intended for a cross-system restart in the event of
an MVS system failure, where the CICS systems are configured to use group
attach. The reduced storage requirement for restart-light mode makes it possible to
restart a DB2 data sharing member temporarily on a system that might not have
enough resources to start and stop DB2 in normal mode. The DB2 restart-light
subsystem is able to release retained locks and resynchronize indoubt units of
work, and then terminate. This process promotes faster recovery and data
availability.
In DB2 Version 7, the original DB2 restart-light capability allowed a DB2
data-sharing member to restart with a minimal storage footprint, free retained locks,
and then terminate normally. However, this only applied to in-flight units of work,
and not indoubt units of work. For DB2 Version 8, this capability was extended to
encompass indoubt units of work. This enables a CICS system to connect to a DB2
restart-light subsystem for the purpose of resynchronizing indoubt units of work.
This capability is especially useful because DB2 does not support peer recovery;
that is, one DB2 subsystem cannot resynchronize indoubt units of work on behalf of
another DB2 subsystem.
In a typical scenario, if an MVS LPAR fails, a cross-system restart can be initiated
which involves restarting the failed CICS systems on another LPAR, and bringing
up the failed DB2 subsystem on that LPAR in restart-light mode. Assume that the
CICS systems have been configured to use group attach, with
RESYNCMEMBER(YES) and STANDBYMODE(RECONNECT) on the DB2CONN
definition, and there are indoubt units of work (UOWs) outstanding in DB2. The DB2
restart-light subsystem initializes, frees retained locks for any in-flight UOWs, and
then awaits resynchronization with CICS for the indoubt UOWs. Each CICS system
initializes, and detects whether it has outstanding units of work and whether
RESYNCMEMBER(YES) has been specified. Where both these conditions are true,
the CICS system ignores group attach and reconnects back to the last DB2
subsystem, which is the DB2 restart-light subsystem. The indoubt UOWs are now
resynchronized, but no new transactions are allowed to access DB2. When all the
indoubt UOWs have been resolved in the DB2 restart-light subsystem, it terminates.
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Because the CICS systems are defined with STANDBYMODE(RECONNECT),
when the DB2 restart-light subsystem terminates, they drop into standby mode and
attempt to reconnect to DB2. Now, because all the indoubt units of work have been
resolved, RESYNCMEMBER does not apply and group attach can be used. The
CICS systems will reconnect to a normal, active DB2 subsystem.
Units of work that are shunted indoubt cannot be resolved by this process, because
the local CICS system is itself indoubt about the outcome of the unit of work, and
would be unable to resynchronize it with DB2. Because of this, when
RESYNCMEMBER is set to YES on the DB2CONN definition, shunted indoubt units
of work are not now considered when CICS makes a decision about reconnecting
to the last DB2 subsystem. Resynchronization for those units of work will occur
when CICS has resynchronized with its remote coordinator.
There is a new RESP2 value for the NORMAL condition on the SET DB2CONN
command:
55

Temporarily connected to a DB2 restart-light member for resynchronization
purposes only

A new message, DFHDB2024, is issued when CICS connects to a DB2 restart-light
member for resynchronization purposes.

Using the XICERES and XPCERES exits to check the availability of
resources on a target region
You can use an XICERES or XPCERES global user exit program to check that all
resources required by a dynamically-routed request are available on the target
region.
XICERES is invoked on entry to the interval control program, before CICS
processes a non-terminal-related EXEC CICS START request that has been
dynamically routed to this region.
XPCERES is invoked by the EXEC interface program before CICS processes any
of the following kinds of dynamically-routed request:
v A distributed program link (DPL) call
v A Link3270 bridge request
Note that XICERES and XPCERES are invoked:
v On the target region—that is, the region to which the request has been routed.
v Only if the routing region—the region on which the routing program
runs—supports the “resource unavailable” condition (RESUNAVAIL). To support
the “resource unavailable” condition, the routing region must be one of the
following:
– CICS TS OS/390, Version 1 Release 3, with APAR PQ 73107 applied
– CICS TS for z/OS, Version 2.2, with APAR PQ 74920 applied
– CICS TS for z/OS, Version 2.3 or later
v Only if they are enabled. It is strongly recommended that you enable these exits
only in application-owning regions to which the above kinds of request may be
dynamically routed.
v By internal requests made by CICS code, as well as by requests made by
applications.
The XICERES and XPCERES exits are not invoked:
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v For statically-routed requests.
v If they are disabled.
You can use XICERES and XPCERES to check that all resources required by the
routed request are available on the target region. If, for example, a required
transaction or program is disabled, or a required file is missing, your exit program
can give the dynamic routing program the opportunity to route the request to a
different region. To do this, set a return code of UERCRESU. This causes CICS to:
1. Set the DYRERROR field of the routing program’s communications area to
'F'—resource unavailable.
2. Reinvoke the routing program, on the routing region, for route selection failure.
3. Return a RESUNAVAIL condition on the EXEC CICS START or EXEC CICS
LINK command executed by the mirror on the target region. (This condition is
not returned to the application program.)
The XICERES and XPCERES exits are described in the CICS Customization
Guide.

Continued availability of the XSNEX global user exit
The purpose of the XSNEX global user exit is to make CICS handle EXEC CICS
SIGNON and SIGNOFF commands in the same way as in CICS TS 1.3 and earlier.
XSNEX was introduced as a temporary measure, as a short-time migration aid, in
CICS TS for z/OS, Version 2. In CICS TS for z/OS, Version 2.3, it continues to be
available to give you time to modify those application programs that have a
dependency on the way CICS handled EXEC CICS SIGNON and SIGNOFF before
CICS TS 2.1. XSNEX should still be regarded as a migration aid, not as a
permanent feature of CICS.

New threadsafe EXEC CICS commands
When CICS is connected to DB2 Version 6 or later, the CICS DB2 attachment
facility exploits the open transaction environment (OTE), to enable the CICS DB2
task-related user exit to invoke and return from DB2 without switching TCBs. In the
open transaction environment, the CICS DB2 task-related user exit runs on an open
L8 mode TCB, and requests to DB2 are issued on this TCB. Application programs
that are defined to CICS as threadsafe and conform to threadsafe coding
conventions can also execute on the open TCB, which means that no switching
back to the QR TCB is required until the task terminates. In these conditions, there
could be a considerable increase in the throughput of a CICS region.
If an application program that is executing on an open TCB issues a non-threadsafe
CICS request, the request forces a switch back to the QR TCB, reducing the
performance benefits of OTE exploitation. To avoid this, ensure that all the EXEC
CICS commands used by the application program are threadsafe. The commands
that are threadsafe are indicated in the command syntax diagrams in the CICS
Application Programming Reference with the statement ″This command is
threadsafe″, and are listed in Appendix L of the CICS Application Programming
Reference.
For CICS TS for z/OS, Version 2.3, the following additional EXEC CICS commands
are threadsafe:
ASKTIME
FORMATTIME
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CHANGE TASK
DOCUMENT CREATE
DOCUMENT INSERT
DOCUMENT RETRIEVE
DOCUMENT SET

Enhancements to the BTS API
The CICS business transaction services (BTS) application programming interface
has been enhanced. There is one new command and new options on two existing
commands.

New BTS command
MOVE CONTAINER
You can use this command, instead of GET CONTAINER and PUT
CONTAINER, as a more efficient way of transferring data between activities.
Currently, using GET CONTAINER and PUT CONTAINER, you must:
1. Issue a GET CONTAINER NODATA command to retrieve the length of the
data in the source container.
2. Allocate an area of working storage sufficient to hold the data.
3. Issue a GET CONTAINER command to retrieve the data into working
storage.
4. Issue a PUT CONTAINER command to store the data in the target
container.
Using MOVE CONTAINER, only one command is required and no working
storage needs to be allocated. No data is actually moved; only CICS internal
references are changed. The source container is effectively renamed, and its
ownership details changed, so that it becomes the target container.
Use MOVE CONTAINER, rather than GET CONTAINER and PUT CONTAINER,
if you have no need to keep the source container.

Changed BTS commands
There are new options on the DEFINE PROCESS and GET CONTAINER
commands:
DEFINE PROCESS
NOCHECK
species that no record is to be written to the repository data set to reserve
the name of the process.
Note that the process name must be unique in the repository and that BTS
does not commit the addition of the process until the requesting transaction
has taken a successful syncpoint.
You can use this option to improve BTS performance by removing the write
to the repository and its associated logging. However, if you do so be aware
that the error of specifying a non-unique process name no longer causes a
PROCESSERR condition to be returned on the DEFINE PROCESS
command. The error may not be discovered until much later—when
syncpoint occurs—making it much harder to debug.
GET CONTAINER
NODATA
specifies that no data is to be retrieved. Use this option to discover the
length of the data in the container (returned in the FLENGTH field).
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All the BTS commands are described in detail in the CICS Business Transaction
Services manual.

Link3270 bridge support for ACCUM option
In CICS Transaction Server for z/OS, Version 2 Release 3 there are two versions of
the Link3270 bridge, referred to as basic support and extended support in the CICS
External Interfaces Guide.
Link3270 bridge with basic support provides the same support as that provided by
CICS Transaction Server for z/OS, Version 2 Release 2.
Link3270 bridge with extended support provides support for the ACCUM option on
EXEC CICS SEND MAP, EXEC CICS SEND TEXT, and EXEC CICS SEND
CONTROL. To support this option, two new outbound vectors, SEND PAGE and
PURGE MESSAGE are introduced, and a different set of copybooks is provided.
If you wish to continue using only the basic support, no action is necessary. You
can still use the basic copybooks and there is no need to recompile any Link3270
bridge programs.
If you wish to take advantage of the extended support provided by CICS
Transaction Server for z/OS, Version 2 Release 3, recompile your Link3270 bridge
programs using the extended copybooks. This updates the current version number
so that you can make use of the support for the ACCUM option.
More information about the use of the Link3270 bridge can be found in the CICS
External Interfaces Guide.
#

Support for mixed case passwords

#
#
#

When the security manager used with CICS support the use of mixed case
passwords, CICS does not convert passwords to uppercase before passing them to
the security manager.

#

There are several places where you can enter a password in CICS:

#
#

Resource definitions
The FILE resource definition has a PASSWORD attribute.

#
#
#
#
#

API commands
The following commands have a PASSWORD option:
v CHANGE PASSWORD
v VERIFY PASSWORD
v SIGNON

#
#
#
#

The signon transaction (CESN)
The transaction offers two fields where passwords may be entered:
v Password
v New password

#
#
#
#

The way that CICS handles these passwords depends upon whether the external
security manager used with CISC supports mixed case passwords, or not:
v If the security manager supports mixed case passwords, then CICS passes the
password you specify to the security manager unchanged.
v If not, then CICS converts the password to uppercase before passing it to the
security manager.

#
#
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#
#

Note that the PASSWORD attribute of the FILE resource definition is unaffected by
support for mixed case passwords in the security manager.

#

To turn support for mixed case passwords on, see the RACF Security Guide.
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Chapter 15. Other changes and enhancements to
CICSPlex SM
CICS TS for z/OS, Version 2.3 includes a number of changes to CICSPlex SM not
described elsewhere:
v A number of internal architectural constraints which limit the ability to support
additional function have been removed.
v New add actions have been added for resource tables.
v The ability to run the latest release of CICSPlex SM in older releases of CICS in
the CMAS is no longer necessary and has been removed.
v CICSPlex SM no longer supports indirectly connected CICS releases which are
out of service
v The CICSPlex SM Web User Interface has been modified to support web clients
using the GB18030 ASCII encoding standard for simplified Chinese.
This chapter describes a number of small changes to CICSPlex SM. It covers the
following topics:
v “CICSPlex SM architectural improvements”
v “Changes to the CICSPlex SM resource table actions” on page 225
v “Synchronization of CICSPlex SM and CICS releases” on page 226
v “Removal of CICSPlex SM support for indirectly connected CICS releases which
are out of service” on page 226
v “CICSPlex SM Web User Interface support for code page GB18030” on page
226

CICSPlex SM architectural improvements
Overview
The CICSPlex SM architectural improvements remove a number of internal
constraints which limit the ability to support additional function. The constraints that
have been removed include:
v The frequent need for a simultaneous shutdown and upgrade to all CICS
systems within the CICSplex when applying service to resource tables
v The coexistence of multiple levels of CICS and CICSPlex SM within the same
CICSPlex
v The types and size of data that can be handled.

Benefits
Although directed primarily at improving the reliability, availability and serviceability
of CICSPlex SM, the architectural changes deliver a number of immediate benefits
as well as providing a platform that will enable CICSPlex SM to grow in the future.
The immediate benefits include:
v Removal of the need to shut down the entire CICSPlex for some service
operations.
v Easier migration path between CICSPlex SM releases for sites with large remote
MAS networks (CICS for Windows).
v Improved resource table reference book information
v Improved CICSPlex SM API mapping macro commentary.
© Copyright IBM Corp. 2003,2006
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Changes to the application programming interface (API)
There are several improvements in the CICSPlex SM API:
v The Cobol, PL/I, Assembler, C copy books supplied for use with the CICSPlex
SM API now contain improved and consistent commentary.
v New resource tables, METANAME, METAPARM and PARMAVA have been
added. New fields have been added to existing resource tables, ATTR, OBJECT
and OBJACT.
v The GETDEF command has been extended to include new keywords to support
the new resource tables.

New resource tables
The following metadata resource tables have been added:
METANAME
A new metadata table which provides information about all CVDASs,
CVDATs and EYUDAs.
METAPARM
A new metadata table which provides information about a PARM for an
action.
PARMAVA
A new metadata table which describes the allowable values for a PARM.

Modified resource tables
The following metadata resource tables have been modified:
ATTR

The following fields have been added to the ATTR base table: ID, SORT,
FILTER, SUMMARIZE, VIEWMOD, INHERIT, VALCICSES2, SETCICSES2,
IDATATYPE, CICSSETAVAIL.

OBJACT
The following fields have been added to the OBJACT base table:
PARMCOUNT, DESCRIPTION, ID, VALCICSES2, APIPERFORM.
OBJECT
The following fields have been added to the OBJECT base table:
VIEWMOD, CMASCONTEXT, ID, CURVALES2, APIPREFIX, SCOPESORT,
SCOPEREQ, CURDESC.

New keywords for the EXEC CPSM GETDEF command
New keywords are added to the GETDEF command to support new resource
tables:
METANAME
METAPARM
PARMAVA

Changes to problem determination
The following messages have been added:
EYUXD0018
EYUXD0019
EYUXD0020
EYUXD0021
EYUXD0022
EYUXD0024
EYUXD0025
EYUXD0026
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EYUXD0027
EYUXU0240
EYUCP0016
EYUCP0017
EYUCP0018
EYUCP0019
EYUCP0020
EYUCP0021
EYUCP0022
EYUCL0130
EYUCL0131
The following messages have changed:
EYUXU0218
EYUCL0107

Changes to the CICSPlex SM resource table actions
CICS Transaction Server for z/OS, Version 2 Release 3 introduces several new add
actions for certain resource tables. These allow you to perform an add action
against one of the records to be linked, naming the record to be linked to. Details of
the new actions are listed in Table 13.
Table 13. New actions for CICSPlex SM resource tables
Resource table
supporting action

New action

Resource table
produced

Description

CSGLCGCG

ADDTOGRP

CSGLCGCG

Add to CICS system
group

CSYSDEF

ADDTOGRP

CSGLCGCS

Add to CICS system
group

xxxxDEF

ADDTOGRP

xxxINGRP

Add to resource
group

RESGROUP

ADDTODSC

RASGNDEF

Add to resource
description

RASGNDEF

ADDTODSC

RASINDSC

Add to resource
description

MONDEF

ADDTOGRP

MONINGRP

Add to monitor group

MONGROUP

ADDTOSPC

MONINSPC

Add to monitor
specification

MONSPEC

ADDSYSGRP

LNKSMSCG

Add CICS system
group

MONSPEC

ADDSYSDEF

LNKSMSCS

Add CICS system
definition

RTADEF

ADDTOGRP

RTAINGRP

Add to RTA group

STATDEF

ADDTOGRP

STAINGRP

Add to RTA group

RTAGROUP

ADDTOSPC

RTAINSPC

Add to RTA
specification

RTAGROUP

ADDTOAPS

RTAINAPS

Add to RTA analysis
point specification

APSPEC

ADDPCMAS

CMDMPAPS

Add primary CMAS

APSPEC

ADDSCMAS

CMDMSAPS

Add secondary
CMAS
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Table 13. New actions for CICSPlex SM resource tables (continued)
Resource table
supporting action

New action

Resource table
produced

Description

RTASPEC

ADDSYSGRP

LNKSRSCG

Add CICS system
group

RTASPEC

ADDSYSDEF

LNKSRSCS

Add CICS system
definition

WLMGROUP

ADDTOSPC

WLMINSPC

Add to WLM
specification

WLMDEF

ADDTOGRP

WLMINGRP

Add to WLM group

TRANGRP

ADDTRAN

DTRINGRP

Add transaction

WLMSPEC

ADDSYSGRP

LNKSWSCG

Add CICS system
group

WLMSPEC

ADDSYSDEF

LNKSWSCS

Add CICS system
definition

Synchronization of CICSPlex SM and CICS releases
In CICS Transaction Server for z/OS, Version 2 Release 3 a CICSPlex SM CMAS
will run only in a CICS system at the same release level. The ability to run the
latest release of CICSPlex SM in older releases of CICS in the CMAS is no longer
necessary and has been removed. This removes unnecessary complications in
CICSPlex SM setup procedures.
During startup the CMAS checks the CICS release level and terminates with
message EYUXL0142 if the release does not match.
Note: These changes have no effect on the managed CICS systems.

Removal of CICSPlex SM support for indirectly connected CICS
releases which are out of service
CICSPlex SM allows customers to connect to CICS systems directly or indirectly
via a CICSPlex SM CMAS.
Previous releases of CICSPlex SM have allowed out-of-service CICS releases to
be connected indirectly in this manner.
For CICS Transaction Server for z/OS, Version 2 Release 3 and later releases,
CICSPlex SM only supports CICS releases connected to the CICSplex if they are
still in service.

CICSPlex SM Web User Interface support for code page GB18030
The CICSPlex SM Web User Interface has been modified to support web clients
using the GB18030 ASCII encoding standard for simplified Chinese. This encoding
standard extends the range of characters defined in the existing simplified Chinese
GB2312 code page.
A simplified Chinese Web User Interface server can support client browsers using
either GB2312 (CHS1) or GB18030 (CHS2). For GB2312 clients, the server uses
the EBCDIC code page, 935. For GB18030 clients, the server assumes a second
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EBCDIC code page, 1388, which is a superset of code page 935. View sets and
menus edited using a GB2312 client browser are stored in 935 and can be used in
either client code page. However, if a view set or menu is edited using a GB18030
client and characters not available in 935 are used, the resulting views set or menu
are not displayed correctly on GB2312 clients. Note that all supplied messages and
starter set views and menus, and view sets and menus customized using CICS TS
2.2 or earlier, use the 935 code page and can be displayed on either client code
page.
The Web User Interface requires an INITPARM system initialization parameter to
specify the server language and the client code page. You need to code
EYU9VKEC to represent the language of the web user interface server and
EYU9VWAN to represent the code page of the client on the INITPARM parameter.
You specify the GB18030 code page on the INITPARM parameter as follows:
INITPARM=(EYU9VKEC=’CHS’,EYU9VWAN=’CHS2’)

v CHS identifies the language as simplified Chinese
v CHS2 specifies the GB18030 code page.
Note: Some web browsers do not support all the available client code pages and
many older browsers do not support GB18030.
You need to create or modify the DFHCNV table for data conversion to allow the
Web User Interface to deal with incoming requests. The sample copybook provided
in CICSTS23.CPSM.SEYUSAMP called EYU$CNV1 has been modified to include
the new code page. This contains the following new entry:
EYUCHS2
Entry for simplified Chinese (GB18030 clients)
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Part 7. Requirements
This part describes the hardware and software requirements for CICS TS for z/OS,
Version 2.3. It also describes the publications that are available, in hardcopy and
softcopy.
It contains:
v Chapter 16, “Prerequisite hardware and software for CICS Transaction Server for
z/OS, Version 2 Release 3,” on page 231
v Chapter 17, “CICS Transaction Server for z/OS publications,” on page 241
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Chapter 16. Prerequisite hardware and software for CICS
Transaction Server for z/OS, Version 2 Release 3
This chapter gives some information about related IBM program products that you
need in order to use the CICS and CICSPlex SM elements of CICS Transaction
Server for z/OS. It covers the following topics:
v “Hardware prerequisites”
v “Operating system”
v “Support for Java programs” on page 233
v “IBM database products” on page 233
v “WebSphere MQ and MQSeries” on page 233
v “CICS VSAM Recovery” on page 233
v “Tivoli Decision Support for OS/390” on page 233
v “Programming language support” on page 233

Hardware prerequisites
The basic requirement is for a processor that supports that z/OS Version 1 Release
4, and which has sufficient processor storage to meet the requirements of the
operating system, CICS TS, the access methods, and all other software being run.

Parallel Sysplex
A Parallel Sysplex® environment is required by each of the data-sharing facilities
supported by CICS, and by the MVS system logger’s log stream merging facility. If
you use any of these facilities, you need:
v One or more coupling facilities with their associated coupling links installed
v An IBM sysplex timer to provide a common external time source
v Sufficient DASD paths to support the number of central processor complexes
(CPCs) in the sysplex. The DASD paths can by provided either by DASD
controllers with enough paths to dedicate one to each CPC in the sysplex, or an
ESCON® director to provide the paths.
You can use CICS support for data sharing to access the following forms of data:
v IMS™ databases
v DB2 databases
v VSAM data sets
v CICS temporary storage
v Coupling facility data tables
v Named counters.

Katakana terminal devices
Because CICS has to issue certain messages in mixed-case, it does not support
display or terminal devices that are restricted to the single-byte character set
(SBCS) Katakana part of code page 930.

Operating system
The minimum required level of operating system for CICS Transaction Server for
z/OS, Version 2 Release 3 is z/OS Version 1 Release 4 (5694–A01), and all the
major elements of z/OS used by CICS must be at this release level. These are:
v DFSMS/MVS®
v High Level Assembler for MVS & VM
© Copyright IBM Corp. 2003,2006
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v
v
v
v
v
v
v

JES2 or JES3
Language Environment
MVS base control program (BCP)
Communications Server
Security Server (RACF).
SMP/E
TSO/E

v UNIX System Services
For the following specific functions, you need the additional software shown in the
table:
CICS TS Function

#
#
#
#
#
#
#
#
#

Required software

Java Naming and Directory Interface
(JNDI)

To use the JNDI, you need the LDAP server
component of the Security Server feature of z/OS.
Alternatively, you can use a COS naming directory
server, such as that provided by WebSphere
Application Server.

EJB support tool

To build JAR files ready for the run-time
environment, and to prepare enterprise beans for
installation into CICS, you can use the Assembly
Toolkit (ATK) which is supplied with WebSphere
Application Server. The ATK is a functional
replacement for the Application Assembly Tool
(AAT), which was used with CICS TS for z/OS,
Version 2.2, but both tools are supported by CICS
TS for z/OS, Version 2.3.

#
#
#
#
#

The ATK is supplied with WebSphere Application
Server Version 5.1. The ATT is supplied with
WebSphere Application Server Version 5.0 and
WebSphere Application Server Advanced Single
Server Edition Version 4.0
CICS TS Information Center

For the Information Center as a server, one of the
following:
v Windows 2000
v Windows XP
v AIX® 5.1, or later
To browse the Information Center, you need a
browser that supports HTML 4.0 and the Document
Object Model (DOM) standard. Suitable browsers
include:
v Microsoft® Internet Explorer 6.0
v Netscape Navigator 7.0
v Mozilla 1.4
To read PDF files shipped with the Information
Center, you need Adobe Acrobat Reader 5.0.
However, the files have been generated using
Adobe Acrobat Distiller 6.0 at the Acrobat 6.0 (PDF
1.5) level. If you need the accessibility features of
Adobe Acrobat Distiller 6.0, you should use Adobe
Acrobat Reader 6.0.
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Support for Java programs
CICS supports the IBM Software Developer Kit for z/OS, Java 2 Technology Edition,
Version 1.4.2 (5655-I56). (Version 1.4.1, with APAR PQ79281 applied, can also be
used, but IBM no longer provides technical support for this release.)

IBM database products
CICS supports IMS Database Manager and DB2 Universal Database™ Server
(DB2):
IMS Database Manager
CICS application programs can access IMS databases, through the DBCTL
interface only, using IMS Database Manager Version 7 (5655–B01) or later.
DB2 Universal Database Server
CICS application programs can access DB2 databases using DB2 Universal
Database Server for OS/390, Version 6.1 (5645–DB2), or later.
For Java programs and enterprise beans in CICS that use the JDBC and
SQLJ APIs, you need to apply service (PTFs) to DB2 or CICS or both,
depending on the version of DB2 and the level of JDBC driver that you use.
See the CICS DB2 Guide for information about the requirements to support
Java programs in the CICS DB2 environment.
For the DB2 Group Attach function requires Universal Database Server for
OS/390, Version 7.1, with the APARs PQ44614, PQ45691, and PQ45692.

WebSphere MQ and MQSeries
CICS requires MQSeries® for OS/390, Version 2 Release 1 (5655–A95) with the
PTF for APAR PQ35501, or later. Later releases include WebSphere MQ for z/OS,
V5.3 (5655–F10).

CICS VSAM Recovery
If you use CICS VSAM Recovery (CICSVR) as your VSAM forward recovery utility,
CICSVR Version 3 (5655–H91) is required.

Tivoli Decision Support for OS/390
Tivoli® Decision Support for OS/390 is a reporting system that uses DB2. You can
use it to process utilization and throughput statistics written to log data sets by
computer systems. You can use it to analyze and store the data into DB2, and
present it in a variety of forms.
CICS TS is no longer supported by the earlier versions of performance reporter
products (IBM SystemView® Enterprise Performance Data Manager/MVS (EPDM) or
IBM SystemView Performance Reporter for MVS). For CICS TS Version 2, you
need Tivoli Decision Support for OS/390 (5698-TD9) Version 1.5, with a PTF.

Programming language support
This topic describes the programming languages supported by CICS, and provides
information about which release of each language is supported in current releases
of CICS.
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Support for COBOL:
Compiler

Program
number

Compiler in CICS
service
translator
support

CICS run time
support

Use of IBM
Distributed
Debugger
(see note 1
on page
235)

Use with
WebSphere
Studio
Enterprise
Developer

OS/VS
COBOL

5740-CB1
5734-CB4
5740-LM1

No

CICS TS V1.3,
CICS TS V2.2,
CICS TS V2.3:
The Language
Environment
component of
z/OS is required;
applications will
run unchanged.
This function will
be removed in the
next release of
CICS TS

No

No

CICS TS V1.3,
CICS TS V2.2:
The Language
Environment
component of
z/OS is required;
applications will
run unchanged.

Yes, with
restrictions

No

Yes, with
restrictions

No

CICS TS
V1.3:
Supported
CICS TS
V2.2, CICS
TS V2.3:
Not
supported

VS COBOL
II

5668-022
5668-023
5668-958

No

CICS TS
V1.3:
Supported
with the
COBOL2
option
CICS TS
V2.2, CICS
TS V2.3:
Supported
only with
the
COBOL2
and
COBOL3
options

#
#
#
#
#
#
#

SAA
5688-197
AD/Cycle
5668-958
COBOL/370

No

CICS TS
V1.3:
Supported
with the
COBOL2
option
CICS TS
V2.2, CICS
TS V2.3:
Supported
only with
the
COBOL2
and
COBOL3
options

#
#
#
#
#
#
#
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CICSTS V2.3:
The Language
Environment
component of
z/OS is required;
CICS will use the
Language
Environment
runtime
exclusively.
Application
behavior may
change (see note
3 on page 235).
Language
Environment

Compiler

Program
number

Compiler in CICS
service
translator
support

CICS run time
support

Use of IBM
Distributed
Debugger
(see note
1)

Use with
WebSphere
Studio
Enterprise
Developer

COBOL for
MVS and
VM

5688-197

No

Language
Environment

Yes, with
restrictions

No

Language
Environment

Yes, with
restrictions

No

CICS TS
V1.3:
Supported
with the
COBOL2
option
CICS TS
V2.2, CICS
TS V2.3:
Supported
only with
the
COBOL2
and
COBOL3
options

#
#
#
#
#
#
#
COBOL for 5648-A25
OS/390 and
VM V2

Yes

CICS TS
V1.3:
Supported
with the
COBOL2
option
CICS TS
V2.2, CICS
TS V2.3:
Supported
only with
the
COBOL2
and
COBOL3
options

#
#
#
#
#
#
#
COBOL for 5648-A25
OS/390 and (with PTF
VM V2
for APAR
PQ45462)

Yes

Can use the Language
integrated
Environment
translator
(see note 2)

Yes, with
restrictions

Yes, with
restrictions

Enterprise
COBOL for
z/OS and
OS/390 V3

Yes

Can use the Language
integrated
Environment
translator
(see note 2)

Yes

Yes

5655-G53

Notes:
1. IBM Distributed Debugger is available as a component of WebSphere Studio
Enterprise Developer V5, and other IBM products.
For more information, refer to: http://www.ibm.com/software/awdtools/debugger/.
2. The integrated translator function requires IBM COBOL for OS/390 3 and VM
Version 2 Release 2, with PTF for APAR PQ45462, or Enterprise COBOL for
z/OS and OS/390 Version 3. Note, however, that the COBOL3 translator option
must be active.
3. See the paper Language Environment within CICS TS: Questions and Answers,
available at: http://www-3.ibm.com/software/htp/cics/library/indexes/
whitepapers.html
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Support for PL/I:
Compiler

Program
number

Compiler in CICS
service
translator
support

CICS run time
support

Use of IBM
Distributed
Debugger
(see note
1)

Use with
WebSphere
Studio
Enterprise
Developer

OS PL/I
5724-PLI
Optimizing
Compiler V1

No

Yes

The Language
Environment
component of
z/OS is required;
applications will
run unchanged.
This function will
be removed in the
next release of
CICS TS

Yes, with
restrictions

No

OS PL/I
5668-909
Optimizing
5668-910
Compiler V2 5668-911

No

Yes

The Language
Environment
component of
z/OS is required;
applications will
run unchanged.
This function will
be removed in the
next release of
CICS TS

Yes, with
restrictions

No

SAA
AD/Cycle
PL/I for
MVS and
VM

5688-235

No

Yes (see
note 2)

Language
Environment

Yes, with
restrictions

No

PL/I for
MVS and
VM V1

5688-235

No

Yes (see
note 2)

Language
Environment

Yes, with
restrictions

No

VisualAge
PL/I for
OS/390 V2

5655-B22

No

Yes (see
note 2)

Language
Environment

Yes, with
restrictions

No

Enterprise
PL/I for
z/OS and
OS/390 V3

5655-H31

Yes

Can use
Language
integrated
Environment
translator
(see note 2)

Yes

Yes

Notes:
1. IBM Distributed Debugger is available as a component of WebSphere Studio
Enterprise Developer V5, and other IBM products.
For more information, refer to: http://www.ibm.com/software/awdtools/debugger/.
2. The integrated translator function requires VisualAge PL/I for 3 OS/390, Version
2 Release 2.1, with PTF for APAR PQ45562, or Enterprise 3 PL/I for z/OS and
OS/390 Version 3.
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Support for C and C++:
Compiler

Program
number

Compiler in CICS
service
translator
support

CICS run time
support

Use of IBM
Distributed
Debugger
(see note
1)

Use with
WebSphere
Studio
Enterprise
Developer

C/370 V1

5688-040

No

Yes

The Language
Environment
component of
z/OS is required;
applications will
run unchanged.
This function will
be removed in the
next release of
CICS TS

Yes, with
restrictions

No

C/370 V2

5688-187
5688-188

No

Yes

The Language
Environment
component of
z/OS is required;
applications will
run unchanged.
This function will
be removed in the
next release of
CICS TS

Yes, with
restrictions

No

SAA
AD/Cycle
C/370

5688-216

No

Yes

Language
Environment

Yes, with
restrictions

No

C/C++ for
MVS/ESA

5655-121

No

Yes

Language
Environment

Yes, with
restrictions

No

C/C++ for
OS/390

Component Yes
of 5647-A01

Yes

Language
Environment

Yes, with
restrictions

No

C/C++ for
z/OS and
OS/390

Component Yes
of 5694-A01

Yes

Language
Environment

Yes

No

Notes:
1. IBM Distributed Debugger is available as a component of WebSphere Studio
Enterprise Developer V5, and other IBM products.
For more information, refer to: http://www.ibm.com/software/awdtools/debugger/.
Support for Java:
Compiler
or JVM

Program
number

In service

CICS
translator
support

CICS run time
support

Use of IBM
Distributed
Debugger
(see note 1
on page
238)

Use with
WebSphere
Studio
Enterprise
Developer

VisualAge
for Java,
Enterprise
Edition V2 Enterprise
Toolkit for
OS/390
(see note 2
on page
238)

5655-JAV

No

No
translator
required use the
JCICS
classes.

Language
Environment

Yes, with
restrictions

No
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Compiler
or JVM

Program
number

Java for
OS/390 at
SDK 1.1.8

In service

CICS
translator
support

CICS run time
support

Use of IBM
Distributed
Debugger
(see note
1)

Use with
WebSphere
Studio
Enterprise
Developer

Yes

CICS TS
V1.3 only:
No
translator
required use the
JCICS
classes.

Language
Environment

Yes

Yes

Language
Environment

Yes

Yes

Language
Environment

Yes

Yes

CICS TS
V2.2, CICS
TS V2.3:
Not
supported
Developer
Kit for
OS/390,
Java 2
Technology
Edition,
V1.3.1

5655-D35

Yes

CICS TS
V2.2 only:
No
translator
required use the
JCICS
classes.
CICS TS
V1.3, CICS
TS V2.3:
Not
supported

SDK for
z/OS, Java
2
Technology
Edition,
V1.4

5655-I56

Yes

CICS TS
V2.3 only:
No
translator
required use the
JCICS
classes.
CICS TS
V1.3, CICS
TS V2.2:
Not
supported

Notes:
1. IBM Distributed Debugger is available as a component of WebSphere Studio
Enterprise Developer V5, and other IBM products.
For more information, refer to: http://www.ibm.com/software/awdtools/debugger/.
2. Java program objects (sometimes known as compiled Java programs or as HPJ
programs) are programs compiled with the VisualAge for Java Enterprise Toolkit
for OS/390 (ET/390) byte-code binder. To assist in migration, support is
continued in CICS TS V2.3 for Java program objects. However, this will be the
last release of CICS Transaction Server for z/OS that provides this support.
If you are migrating Java program objects to CICS TS V2.3, you are
recommended to rebuild and run them in JVM mode under CICS.
Support for Assembler:

238

CICS TS for z/OS: Release Guide

CICS TS V2.3 provides the following support for Assembler programs:
v Program development and run-time support for the High Level Assembler/MVS &
VM & VSE Version 1.1 (5696-234).
v Run-time support for MVS Assembler H Version 2 (5668-962)
Run-time support is provided by Language Environment
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Chapter 17. CICS Transaction Server for z/OS publications
This chapter describes the CICS Transaction Server for z/OS library of publications
under these headings:
v “The CICS Transaction Server for z/OS library”
v “Enhancements to the CICS Information Center” on page 243

The CICS Transaction Server for z/OS library
The published information for CICS Transaction Server for z/OS is delivered in the
following forms:
The CICS Transaction Server for z/OS Information Center
The CICS Transaction Server for z/OS Information Center is the primary source
of user information for CICS Transaction Server. The Information Center
contains:
v Information for CICS Transaction Server in HTML format.
v Licensed and unlicensed CICS Transaction Server books provided as Adobe
Portable Document Format (PDF) files. You can use these files to print
hardcopy of the books. For more information, see “PDF-only books.”
v Information for related products in HTML format and PDF files.
One copy of the CICS Information Center, on a CD-ROM, is provided
automatically with the product. Further copies can be ordered, at no additional
charge, by specifying the Information Center feature number, 7014.
Licensed documentation is available only to licensees of the product. A version
of the Information Center that contains only unlicensed information is available
through the publications ordering system, order number SK3T-6945.
Entitlement hardcopy books
The following essential publications, in hardcopy form, are provided
automatically with the product. For more information, see “The entitlement set.”

The entitlement set
The entitlement set comprises the following hardcopy books, which are provided
automatically when you order CICS Transaction Server for z/OS, Version 2 Release
3:
Memo to Licensees, GI10-2559
CICS Transaction Server for z/OS Program Directory, GI10-2560
CICS Transaction Server for z/OS Release Guide, GC34-6218
CICS Transaction Server for z/OS Installation Guide, GC34-6224
CICS Transaction Server for z/OS Licensed Program Specification, GC34-6225
You can order further copies of the following books in the entitlement set, using the
order number quoted above:
CICS Transaction Server for z/OS Release Guide
CICS Transaction Server for z/OS Installation Guide
CICS Transaction Server for z/OS Licensed Program Specification

PDF-only books
The following books are available in the CICS Information Center as Adobe
Portable Document Format (PDF) files:

© Copyright IBM Corp. 2003,2006
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General
CICS Transaction Server for z/OS Program Directory, GI10-2560
CICS Transaction Server for z/OS Release Guide, GC34-6218
CICS Transaction Server for z/OS Migration from CICS TS Version 2.2,
GC34-6223
CICS Transaction Server for z/OS Migration from CICS/ESA Version 4.1,
GC34-6219
CICS Transaction Server for z/OS Migration from CICS TS Version 1.2,
GC34-6220
CICS Transaction Server for z/OS Migration from CICS TS Version 1.3,
GC34-6221
CICS Transaction Server for z/OS Installation Guide, GC34-6224
Administration
CICS System Definition Guide, SC34-6226
CICS Customization Guide, SC34-6227
CICS Resource Definition Guide, SC34-6228
CICS Operations and Utilities Guide, SC34-6229
CICS Supplied Transactions, SC34-6230
Programming
CICS Application Programming Guide, SC34-6231
CICS Application Programming Reference, SC34-6232
CICS System Programming Reference, SC34-6233
CICS Front End Programming Interface User’s Guide, SC34-6234
CICS C++ OO Class Libraries, SC34-6235
CICS Distributed Transaction Programming Guide, SC34-6236
CICS Business Transaction Services, SC34-6237
Java Applications in CICS, SC34-6238
JCICS Class Reference, SC34-6001
Diagnosis
CICS Problem Determination Guide, SC34-6239
CICS Messages and Codes, GC34-6241
CICS Diagnosis Reference, LY33-6102
CICS Data Areas, LY33-6103
CICS Trace Entries, SC34-6242
CICS Supplementary Data Areas, LY33-6104
Communication
CICS Intercommunication Guide, SC34-6243
CICS External Interfaces Guide, SC34-6244
CICS Internet Guide, SC34-6245
Special topics
CICS Recovery and Restart Guide, SC34-6246
CICS Performance Guide, SC34-6247
CICS IMS Database Control Guide, SC34-6248
CICS RACF Security Guide, SC34-6249
CICS Shared Data Tables Guide, SC34-6250
CICS Transaction Affinities Utility Guide, SC34-6251
CICS DB2 Guide, SC34-6252
CICS Debugging Tools Interfaces Reference, LY33-6105

CICSPlex SM books for CICS Transaction Server for z/OS
General
CICSPlex
CICSPlex
CICSPlex
CICSPlex
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SM
SM
SM
SM

Concepts and Planning, SC34-6253
User Interface Guide, SC34-6254
Commands Reference Summary, SX33-6122
Web User Interface Guide, SC34-6255

Administration and Management
CICSPlex SM Administration, SC34-6256
CICSPlex SM Operations Views Reference, SC34-6257
CICSPlex SM Monitor Views Reference, SC34-6258
CICSPlex SM Managing Workloads, SC34-6259
CICSPlex SM Managing Resource Usage, SC34-6260
CICSPlex SM Managing Business Applications, SC34-6261
Programming
CICSPlex SM Application Programming Guide, SC34-6262
CICSPlex SM Application Programming Reference, SC34-6263
Diagnosis
CICSPlex SM Resource Tables Reference, SC34-6264
CICSPlex SM Messages and Codes, GC34-6265
CICSPlex SM Problem Determination, GC34-6266

CICS family books
Communication
CICS Family: Interproduct Communication, SC34-6267
CICS Family: Communicating from CICS on System/390, SC34-6268

Licensed publications
The following licensed publications are not included in the unlicensed version of the
Information Center:
CICS Diagnosis Reference, LY33-6102
CICS Data Areas, LY33-6103
CICS Supplementary Data Areas, LY33-6104
CICS Debugging Tools Interfaces Reference, LY33-6105

Enhancements to the CICS Information Center
In CICS TS for z/OS, Version 2.3, the CICS Information Center has been improved.
The enhancements are outlined below. For detailed information on the
enhancements in this release, please see the help section.
Platform support
In order to make the information center more widely available and flexible
for customers, it is now available on an extended range of platforms. This
release of the information center is fully supported on the following
platforms:
v Windows NT®
v Windows 2000
v Windows XP
v AIX 5.1
Information center coexistence
The CICS TS 2.3 Information Center can be installed to coexist with other
versions of the information center on the Windows platform. For example,
you can have the information centers for CICS TS 2.2 and CICS TS 2.3
both available on your workstation. You can identify the latest release of the
information center by looking at the desktop icon, the directory structure
and the introduction page of the information center itself.
Browser support
The CICS Information Center is supported using: Microsoft Internet Explorer
Version 6.0, Netscape Version 7.0, and Mozilla Version 1.4.
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Interactive tables
Most tables in the information center are now interactive and can be sorted
and searched by column. Only the rows that match the specified string or
regular expression are displayed.
Improvements to searching
New lookup tables have been provided for CEMT commands and
parameters, figure titles and table titles. These lookups can be found in the
search bar in the masthead.
When you save searches, the results as well as the search term are now
listed in the search navigation panel. You can click on the appropriate link in
the navigation panel to select a topic from the list of search results. These
results are saved between information center sessions, and will remain
listed until you delete them.
You can use wild cards and regular expressions when using the lookup
tables.
Other improvements
There is a wider choice of user preferences on the home navigation panel
so that you can customize the information center to suit your requirements.
The new user preferences include modifying the interactive tables setting
and changing the size of the navigation, footer and masthead frames.
The Frequently Asked Questions sections and the help have been
expanded, and the introductory pages have been revised.
Accessibility
The accessibility of the information center has been tested using the screen
reader JAWS 4.5 and Internet Explorer 6.0.
Restructured migration information
Migration information has been restructured to assist customers who are
migrating to CICS TS for z/OS, Version 2.3 from releases other than CICS
TS for z/OS, Version 2.2. Separate migration information is provided for:
v Migration from CICS TS for z/OS, Version 2.2
v Migration from CICS TS OS/390, Version 1 Release 3
v Migration from CICS TS OS/390, Version 1 Release 2
v Migration from CICS/ESA 4.1
Improved inter-topic navigation
Topics in the following books have been restructured, and links to related
tasks, concepts and reference topics have been added:
v CICS Customization Guide
v CICS Problem Determination Guide
v CICS Intercommunication Guide
v CICS Shared Data Tables Guide
v CICS RACF Security Guide
v CICS Family: Interproduct Communication
v CICS Family: Communicating from CICS on System/390
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Glossary
class path. A list of directories and JAR files that
contain resource files or Java classes that a program
can load dynamically at run time.
continuous JVM. A Java Virtual Machine (JVM) that is
initialized once, and is reused many times, but it is not
reset after each Java program has completed. A
continuous JVM has the option REUSE=YES specified
in its JVM profile.
debugging client. A program that runs on a
workstation and is used to debug a CICS application
program.
debugging profile. Data that specifies a set of
application programs which are to be debugged
together.
execution key. The MVS storage protection key in
which CICS executes a program. The execution key for
a program can be CICS key (key 8) or user key (key 9).
JVM pool. The group of JVMs that is owned by a
CICS region. It contains JVMs running on J8 or J9
TCBs. See “How CICS manages JVMs in the JVM pool”
in Java Applications in CICS for more information.
JVM profile. A text file containing a set of Java
launcher options that CICS uses to create a JVM. It
also references a JVM properties file containing system
properties for the JVM.
JVM program. A Java program that runs in a Java
Virtual Machine (JVM).
JVM properties file. A text file that is referenced by a
JVM profile and contains system properties for the JVM.
library path. The path used in a JVM for native C
dynamic link library (DLL) files that are used by the
JVM, including those required to run the JVM and
additional native libraries loaded by trusted code.
master JVM. A JVM that initializes and owns the
shared class cache. The master JVM externalizes its
system heap to become the shared class cache, and
supplies the class loading paths needed to load classes
into it. The master JVM is not used to run applications.
mismatch. The situation when CICS assigns an
available TCB from the open TCB pool, the HP TCB
pool or the JVM pool to a request, when the TCB has
the correct mode (J8, J9, H8 or L8) but the wrong
attributes (for example, a different program name or
JVM profile from that specified by the request). The
TCB can be reused but its attributes must be changed.
For J8 and J9 TCBs, this means that the JVM must be
re-initialized. See also “steal.”
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persistent reusable JVM. The Java Virtual Machine
(JVM) that is created by the IBM Software Developer Kit
for z/OS, Java 2 Technology Edition, Version 1.4.2. It is
a reusable JVM that includes IBM optimizations for
transaction processing, which are the use of the shared
class cache (the JVMSet) and resettability.
resettable JVM. A Java Virtual Machine (JVM) that is
initialized once, reused many times, and can be reset to
a known state after each Java program has completed.
A resettable JVM has the option REUSE=RESET
specified in its JVM profile.
shareable application class path. The class path
used in a JVM for shareable application classes, which
are cached either in the application-class system heap
or in the shared class cache. It is specified by the
ibm.jvm.shareable.application.class.path option in the
JVM properties file. See also “standard class path.”
shared class cache. A cache of Java class files that
is shared by a set of JVMs within an address space. A
master JVM manages the shared class cache, and
worker JVMs share it.
single-use JVM. A Java Virtual Machine (JVM) that is
initialized, is used to run a single Java program, and
then is destroyed. A single-use JVM has the option
REUSE=NO specified in its JVM profile.
standalone JVM. A JVM that can be used to run Java
programs, but does not share the class cache owned by
the master JVM. A standalone JVM has the option
CLASSCACHE=NO specified in its JVM profile (or does
not have the option specified at all).
standard class path. The class path used in a JVM
for non-shareable application classes, which are not
cached. In CICS, it is specified by the CLASSPATH
option in the JVM profile. See also “shareable
application class path.”
steal. The situation when CICS assigns an available
TCB from a TCB pool, when the TCB is of the wrong
mode (for example, it is a J8 TCB instead of a J9 TCB).
The TCB must be destroyed and replaced with a TCB
of the correct mode (that is, it must be ″stolen″ from
one TCB mode by another TCB mode). See also
“mismatch.”
system property. For a JVM, a name and value pair
that contains information about the JVM and its
environment, such as the operating system in which the
application is running.
trusted middleware class path. The class path used
in a JVM for middleware classes, which are trusted by
the JVM to manage their own state across a JVM-reset.
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In CICS, it is specified by the CICS_DIRECTORY,
TMPREFIX and TMSUFFIX options in the JVM profile.
worker JVM. A JVM that shares the class cache
owned by the master JVM, and can be used to run Java
programs. A worker JVM has the option
CLASSCACHE=YES specified in its JVM profile.
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Accessibility
Accessibility features help a user who has a physical disability, such as restricted
mobility or limited vision, to use software products successfully.
You can perform most tasks required to set up, run, and maintain your CICS system
in one of these ways:
v using a 3270 emulator logged on to CICS
v using a 3270 emulator logged on to TSO
v using a 3270 emulator as an MVS system console
IBM Personal Communications (Version 5.0.1 for Windows 95, Windows 98,
Windows NT and Windows 2000; version 4.3 for OS/2) provides 3270 emulation
with accessibility features for people with disabilities. You can use this product to
provide the accessibility features you need in your CICS system.
Some accessibility features may not be available when using the application
assembly tool (AAT), which is a component of WebSphere Application Server
Version 4. You should consult the documentation that comes with WebSphere
Application Server Version 4 to determine which accessibility features are available
when using AAT.
If you use the resource manager for enterprise beans to work with EJB resources,
the accessibility features are those that your Web browser provides. In particular,
note that the help that is presented when you allow the mouse pointer to hover over
part of the display, is also available through the help function on that panel.
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A
AAT (Application Assembly Tool)
changes in support of enterprise beans 157
AGE option
INQUIRE JVM command 87
ALLOCAGE option
INQUIRE JVM command 87
allocation of JVMs 60
Application Assembly Tool (AAT)
changes in support of enterprise beans 157
application development 167
debugging 169
architectural improvements 223
Assembly Toolkit (ATK)
changes in support of enterprise beans 157
ASSERTED
CEMT INQUIRE CORBASERVER 145
ASSERTED attribute
CORBASERVER definition 141
Asserted field 146, 147
ASSERTED option
INQUIRE CORBASERVER command 144
assertions 69
ATK (Assembly Toolkit)
changes in support of enterprise beans 157
AUTHENTICATE field 146
AUTHENTICATE option
EXTRACT TCPIP command 143
INQUIRE TCPIPSERVICE command 144
authentication
of IIOP requests 137
autostart for shared class cache 34
AUTOSTARTST option
INQUIRE CLASSCACHE command 48
PERFORM CLASSCACHE command 51
SET CLASSCACHE command 53

B
BEANACTIVATE field 165
BEANCREATES field 165, 166
BEANMETHCALL field 165, 166
BEANPASSIVAT field 165, 166
BEANREMOVES field 165, 166
benefits
of enhanced support for enterprise beans 107
of improved support for enterprise beans 153
BTS (CICS business transaction services)
enhancements to API 220
MOVE CONTAINER command 220

C
CACHEFREE option
INQUIRE CLASSCACHE command
CACHESIZE option
INQUIRE CLASSCACHE command
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CACHESIZE option (continued)
PERFORM CLASSCACHE command 51
CCI Connector for CICS TS
benefits 125
changes to CICS externals
messages 135
programming interfaces 134
sample programs 134
trace points 135
data conversion 133
installation 133
migration 135
overview 125
problem determination 135
requirements 134
sample applications 129
using 130
CETR transaction 91
CICS business transaction services (BTS)
enhancements to API 220
MOVE CONTAINER command 220
CICS Java classes 189
CICS statistics utility program 211
CICS utility programs
changes in support of enterprise beans 157
CICSPlex SM
CICS release synchronization 226
CICS resource definition 199
messages changes 204
migration 205
new views 201
resource table actions 225
support for code page 18030 226
Web User Interface 199
CICSPlex SM
EJB 151
enterprise beans enhanced support 123
enterprise beans improved support 165
interactive debugging 187
JVM 25, 100
shared class cache 55
CICSRGND 187
CJMJ, new CICS-supplied transaction 53
CLASSCACHE JVM profile option 44
CLASSCACHE_MSGLOG JVM profile option 44
CLASSCACHEST option
INQUIRE JVM command 87
INQUIRE JVMPROFILE command 89
code page 18030 226
COLLECT STATISTICS command 86
Common Client Interface
ECI resource adapter 128
framework classes 127
input/output classes 127
J2EE Connector architecture 126
connectors
background information 126
CCI Connector for CICS TS 125
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connectors (continued)
the Common Client Interface 126
continuous JVM 11, 17
benefits 11
requirements 21
statistics 24
CORBASERVER definition
ASSERTED attribute 141
OUTPRIVACY attribute 141

D
data conversion, new code pages 216
data sets
debugging profiles 179
creating 179
defining 179
databases and CICS 233
DB2 and CICS 233
debugging
applications 169
CICSPlex SM support 187
interactive 169
preparing for 178
debugging profiles data sets
creating 179
defining 179
as remote files 183
as VSAM non-RLS files 182
as VSAM RLS files 181
DEBUGTOOL 187
defining debugging profiles data sets
as remote files 183
as VSAM non-RLS files 182
as VSAM RLS files 181
DFH£STXA 212
DFH0STAT 24, 98
DFH0STXC 212
DFH0STXR 211
DFHDPFMB
debugging profiles data set
creating 179
defining
as remote files 183
as VSAM non-RLS files 182
as VSAM RLS files 181
DFHDPFMP
debugging profiles data set
creating 179
defining
as remote files 183
as VSAM non-RLS files 182
as VSAM RLS files 181
DFHDPFMX
debugging profiles data set
creating 179
DFHJVM data set 75
DFHJVM DD card 67
DFHJVMAT 22
DFHJVMRO, for Language Environment run-time
options for JVMs 93
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DFHSJJ8O 93
DFHSTUP 24
DFHSTUP enhancements 211
DFHSTUP, statistics utility program
changes in support of enterprise beans 157
DISABLED
CEMT INQUIRE CORBASERVER 120
CEMT SET CORBASERVER 120
DISABLING
CEMT INQUIRE CORBASERVER 120
DISCARDING
CEMT INQUIRE CORBASERVER 120
distributed routing program
enterprise beans 121, 156

E
ECI resource adapter 128
EJB
CICSPlex SM support 151
EJCOBEAD 165
EJCODEF 123
EJCODEF view 146
EJCOSE 123, 165
EJCOSED view 147
EJDJBEAD view 165
EJDJBEAN 166
ENABLED
CEMT INQUIRE CORBASERVER 120
CEMT SET CORBASERVER 121
ENABLESTATUS
CEMT INQUIRE CORBASERVER 120
ENABLESTATUS field 123, 165
ENABLESTATUS option
INQUIRE CORBASERVER command 118
SET CORBASERVER command 119
ENABLING
CEMT INQUIRE CORBASERVER 120
encryption
of IIOP requests 137
enhancements to BTS API 220
enterprise bean statistics 156
enterprise beans
Application Assembly Tool (AAT) 157
Assembly Toolkit (ATK) 157
changes to CICS externals
CICS sample programs 121, 157
CICS supplied transactions 120, 155
CICS utility programs 157
distributed routing program 121, 156
IIOP security program 156
monitoring 156
monitoring control table, DFHMCT 155
problem determination 122, 158
resource definition 118, 155
SPI 118, 155
statistics 156
user-replaceable programs 121, 156
WebSphere utility programs 157
enhanced support
benefits of 107

enterprise beans (continued)
enhanced support (continued)
changes to CICS externals 118
CICSPlex SM support 123
enabling and disabling CorbaServers
migration issues 122
requirements 118
improved support
benefits of 153
changes to CICS externals 154
CICSPlex SM support 165
migration issues 158
monitoring and statistics 154
performance improvements 154
requirements 154
support for SDK 1.4.2 153
Enterprise Java Beans 105
euro currency symbol 216
EXECKEY option
INQUIRE JVM command 87
execution key for JVMs 59
shared class cache 29
EXTRACT command 212
EYUSTARTCICSDSA 102
EYUSTARTCICSRGN 187
EYUSTARTCLCACHE 101
EYUSTARTDSPPOOL 102
EYUSTARTEJCOBEAN 165
EYUSTARTEJCODEF 123
EYUSTARTEJCOSE 123, 165
EYUSTARTEJDJBEAN view 165
EYUSTARTJVM 100
EYUSTARTJVMPOOL 102
EYUSTARTJVMPROF 100
EYUSTARTOPERATE 152
EYUSTARTPROGRAM 102
EYUSTARTTASK 102
EYUSTARTTCPDEF view 146
EYUSTARTWORKREQ 151

F
FAILACTIVATE field

165

G
glossary

247

H
hardware prerequisites 231
HFSNAME option
INQUIRE JVMPROFILE command

89

I
IIOP
authentication 137
encryption 137
IIOP security program, DFHXOPUS

156
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IMS
and CICS 233
INITIALIZE option
PERFORM CLASSCACHE command 51
INQUIRE CLASSCACHE command 48
INQUIRE JVM command 70, 86
INQUIRE JVMPOOL command 88
INQUIRE JVMPROFILE command 88
interactive debugging 169
CICSPlex SM support 187
INVOKE_DFHJVMAT JVM profile option 22
ISPF end user interface views 201

J
J2EE Connector architecture
the Common Client Interface 126
J2EE resource adapter architecture
ECI resource adapter 128
J9 TCBs 59
Java classes 189
Java programs
assertions 69
changing JVM profile 68, 84
multiple in same CICS task 69
Java support
enhanced support for enterprise beans
benefits of 107
changes to CICS externals 118
enabling and disabling CorbaServers 107
migration issues 122
requirements 118
improved support for enterprise beans
benefits of 153
changes to CICS externals 154
migration issues 158
monitoring and statistics 154
performance improvements 154
requirements 154
support for SDK 1.4.2 153
JCICS
CICS Java classes 189
DOCUMENT services 189
TCP/IP services 190
WEB classes 189
Web services 190
JVM 57
allocation to programs 60
changing JVM profile for a program 68, 84
CICSPlex SM support 25, 100
continuous 11, 12, 17
dump formatting 99
execution key 59
INQUIRE JVM command 70
installation changes 75
JVM profiles supplied 83
JVM profiles, new 67
levels of reusability 12
management of JVM profiles 66
messages 54, 99
multiple JVMs in same task 69
Index
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JVM (continued)
options, changes to 43, 78
output redirection 70, 85
performance 11
programming considerations 14, 18, 21
reset process 13
resettable 13
selection mechanism 60, 64
shared class cache 27
single-use 20
statistics 24, 54, 65, 96
statistics for JVM profiles 68
storage management 58
support for assertions 69
system initialization parameters, new 42, 76
trace points 54, 99
tracing 73, 77, 91
JVM Pool statistics 54, 97
JVM profile directory 66
JVM profile management 66
JVM profile options
appropriate for master JVM 31, 45
appropriate for worker JVM 33, 44
changes to existing options 81
CLASSCACHE_MSGLOG, messages from master
JVM 44
CLASSCACHE, become worker JVM 44
INVOKE_DFHJVMAT, call user replaceable module
for JVM options 22
LEHEAPSTATS, Language Environment
statistics 80
REUSE 12, 17, 19
REUSE, level of reusability 21, 22
USEROUTPUTCLASS, output redirection 70, 80
Xresettable 12
Xresettable, level of reusability 24
JVM profile statistics 68, 98
JVM profiles 67, 83
JVM profiles for programs, changing 68, 84
JVM profiles, changes to options 43, 78
JVM program statistics 98
JVM system properties, changed 46, 82
JVMCCPROFILE system initialization parameter 42
JVMCCSIZE system initialization parameter 35, 42
JVMCCSTART system initialization parameter 34, 43
JVMLEVELnTRACE option
INQUIRE JVMPOOL command 88
SET JVMPOOL command 90
JVMPOOLD 103
JVMPROFILE option
COLLECT STATISTICS command 86
PERFORM STATISTICS command 89
SET PROGRAM command 90
JVMPROFILEDIR system initialization parameter 66,
76
JVMPROGRAM option
COLLECT STATISTICS command 86
PERFORM STATISTICS command 89
JVMUSERTRACE option
INQUIRE JVMPOOL command 88
SET JVMPOOL command 90
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L
LEHEAPSTATS JVM profile option
library 241
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M
master JVM 27
and assertions 69
and class paths 28
CLASSCACHE_MSGLOG JVM profile option 44
execution key 29, 59
JVM profile 31, 45, 68
JVM properties file 47
level of reusability 16, 19, 21, 31
messages 40
semaphore requirements 30
MAXJVMTCBS system initialization parameter 78
messages
CCI Connector for CICS TS 135
migration
CCI Connector for CICS TS 135
performing a “rolling upgrade” of an EJB/CORBA
server 160
upgrading a multi-region CICS EJB/CORBA
server 160
upgrading a single-region CICS EJB/CORBA
server 159
miscellaneous enhancements 223
CICS 209
monitoring
enterprise beans 156
monitoring control table, DFHMCT 155
monitoring fields 94
MOVE CONTAINER command, of BTS API 220

N
NOTSUPPORTED value
INQUIRE CORBASERVER command 144
INQUIRE TCPIPSERVICE command 145

O
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OBJSTORES field 165
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INQUIRE CLASSCACHE command 49
operating system
level required for CICS Transaction Server for
z/OS 231
OUTPRIVACY attribute
CORBASERVER definition 141
Outprivacy field 146, 147
OUTPRIVACY option
INQUIRE CORBASERVER command 144
output redirection 70, 85
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PERFORM CLASSCACHE command 50
PERFORM STATISTICS RECORD command 89
performing a “rolling upgrade” of an EJB/CORBA
server 160
PHASINGOUT option
INQUIRE CLASSCACHE command 49
PHASINGOUTST option
INQUIRE JVM command 87
prerequisite software
DB2 233
IMS/ESA 233
prerequisites
hardware 231
MVS 231
z/OS 231
PRIVACY attribute
TCPIPSERVICE definition 142
Privacy field 146
PRIVACY option
EXTRACT TCPIP command 144
INQUIRE TCPIPSERVICE command 145
problem determination
changes in support of enterprise beans 122, 158
IIOP wait state 158
PROFILE option
INQUIRE CLASSCACHE command 49
INQUIRE JVM command 88
PERFORM CLASSCACHE command 52
PROGRAMD 103
publications 241

R
redirecting output from JVMs 70, 85
release synchronization of CICSPlex SM and
CICS 226
RELOAD option
PERFORM CLASSCACHE command 51
REQUIRED value
INQUIRE CORBASERVER command 144
INQUIRE TCPIPSERVICE command 145
requirements, hardware 231
resettable JVM 13
REUSE JVM profile option 12, 17, 19, 21, 22
REUSEST option
INQUIRE CLASSCACHE command 49
INQUIRE JVM command 88, 89

S
sample programs
CCI Connector for CICS TS 134
JCICS web sample 190
SCEERUN2 library 75
SDFJAUTH library 75
SDK 1.4.2
supported by CICS JVM 153
selection mechanism for JVMs 60, 64

serviceability
CICSPlex SM support 151
SET CLASSCACHE command 53
SET JVMPOOL command 89
SET PROGRAM command 90
shared class cache 27
and assertions 69
autostart 34
CICSPlex SM support 55
contents 28
defining 31
dump formatting 54
enabling JVMs to use 32
execution key 59
JVM profile options 44
JVM profiles 47, 67
JVMs unsuitable for sharing 28
level of reusability 16, 19, 21
messages 54
monitoring 40
performance benefits 27
reloading 37
requirements 42
size, adjusting 35
starting 34
statistics 54
system initialization parameters 42
terminating 39
trace points 54
updating classes or JAR files 36
shared library region 65
single-use JVM 20
standalone JVMs 28
START option
PERFORM CLASSCACHE command 51
STARTTIME option
INQUIRE CLASSCACHE command 49
statistics
enterprise beans 156
Statistics enhancements 54, 96, 211
statistics utility program, DFHSTUP
changes in support of enterprise beans 157
status field 146
STATUS field 123
STATUS option
CREATE CORBASERVER command 118
INQUIRE CLASSCACHE command 49
Storage above 16MB statistics 97
storage management for JVMs 58
Support for additional code pages 216
SUPPORTED value
INQUIRE CORBASERVER command 144
INQUIRE TCPIPSERVICE command 145
synchronization of CICSPlex SM and CICS
releases 226

T
task indicator field, new symbolic values
TASK option
INQUIRE JVM command 88
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TCB Mode statistics 96
TCB Pool statistics 97
TCPDEF view 146
TCPIPSD view 146
TCPIPSERVICE definition
PRIVACY attribute 142
TERMINATE option
PERFORM CLASSCACHE command 52
SET JVMPOOL command 89
TOTALJVMS option
INQUIRE CLASSCACHE command 50
trace
CICSPlex SM support 151
trace points
CCI Connector for CICS TS 135
tracing for JVMs 73, 77
CETR 91
transient data queues CSJO and CSJE 72, 85

U
upgrading a multi-region CICS EJB/CORBA server
upgrading a single-region CICS EJB/CORBA
server 159
user key JVMs 59
USEROUTPUTCLASS JVM profile option 70, 80

V
VTAM persistent sessions
signon retention 223

W
web support
JCICS Java classes 189
Web User Interface 200
defining CICS resources 200
definition support 199
starter set views 200
support for code page 18030 226
WebSphere utility programs
changes in support of enterprise beans
worker JVM 27
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and class paths 28
becoming a worker JVM 32
CLASSCACHE JVM profile option 44
execution key 29, 59
JVM profile 32, 44, 67
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Notices
This information was developed for products and services offered in the U.S.A. IBM
may not offer the products, services, or features discussed in this document in other
countries. Consult your local IBM representative for information on the products and
services currently available in your area. Any reference to an IBM product, program,
or service is not intended to state or imply that only that IBM product, program, or
service may be used. Any functionally equivalent product, program, or service that
does not infringe any IBM intellectual property right may be used instead. However,
it is the user’s responsibility to evaluate and verify the operation of any non-IBM
product, program, or service.
IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you any
license to these patents. You can send license inquiries, in writing, to:
IBM Director of Licensing
IBM Corporation
North Castle Drive
Armonk, NY 10504-1785
U.S.A.
For license inquiries regarding double-byte (DBCS) information, contact the IBM
Intellectual Property Department in your country or send inquiries, in writing, to:
IBM World Trade Asia Corporation
Licensing
2-31 Roppongi 3-chome, Minato-ku
Tokyo 106, Japan
The following paragraph does not apply in the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF NON-INFRINGEMENT, MERCHANTABILITY, OR FITNESS FOR A
PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore this statement may not apply to
you.
This publication could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements and/or
changes in the product(s) and/or the program(s) described in this publication at any
time without notice.
Licensees of this program who wish to have information about it for the purpose of
enabling: (i) the exchange of information between independently created programs
and other programs (including this one) and (ii) the mutual use of the information
which has been exchanged, should contact IBM United Kingdom Laboratories,
MP151, Hursley Park, Winchester, Hampshire, England, SO21 2JN. Such
information may be available, subject to appropriate terms and conditions, including
in some cases, payment of a fee.
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The licensed program described in this document and all licensed material available
for it are provided by IBM under terms of the IBM Customer Agreement, IBM
International Programming License Agreement, or any equivalent agreement
between us.

Trademarks
The following terms are trademarks of International Business Machines Corporation
in the United States, or other countries, or both:
ACF/VTAM
AD/Cycle
AIX
BookManager
C/370
CICS
CICS/ESA
CICSPlex
COBOL/370
DB2
DFSMS/MVS

ESCON
IBM
IMS
IMS/ESA
Language Environment
MQSeries
MVS
MVS/ESA
NetView
OS/2
OS/390

Parallel Sysplex
RACF
SAA
SecureWay
System/390
SystemView
VTAM
VisualAge
WebSphere
z/OS

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Sun Microsystems, Inc. in the United States, other countries or both.
Tivoli is a trademarks of Tivoli Systems Inc. in the United States, other countries, or
both.
UNIX is a trademark of The Open Group in the United States, other countries, or
both.
Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in
the United States, other countries, or both.
Other company, product, and service names may be trademarks or service marks
of others.
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Sending your comments to IBM
If you especially like or dislike anything about this book, please use one of the
methods listed below to send your comments to IBM.
Feel free to comment on what you regard as specific errors or omissions, and on
the accuracy, organization, subject matter, or completeness of this book.
Please limit your comments to the information in this book and the way in which the
information is presented.
To ask questions, make comments about the functions of IBM products or systems,
or to request additional publications, contact your IBM representative or your IBM
authorized remarketer.
When you send comments to IBM, you grant IBM a nonexclusive right to use or
distribute your comments in any way it believes appropriate, without incurring any
obligation to you.
You can send your comments to IBM in any of the following ways:
v By mail, to this address:
IBM United Kingdom Limited
User Technologies Department (MP095)
Hursley Park
Winchester
Hampshire
SO21 2JN
United Kingdom
v By fax:
– From outside the U.K., after your international access code use
44–1962–816151
– From within the U.K., use 01962–816151
v Electronically, use the appropriate network ID:
– IBMLink™: HURSLEY(IDRCF)
– Internet: idrcf@hursley.ibm.com
Whichever you use, ensure that you include:
v The publication title and order number
v The topic to which your comment applies
v Your name and address/telephone number/fax number/network ID.
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